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ABSTRACT

RING OSCILLATOR BASED RANDOM NUMBER
GENERATORS

System-on-a-chip solutions require hardware based integrated circuit (IC) ran-
dom number generator (RNG) for trustworthy transmission of information. Fully dig-
ital gate based IC RNGs became popular because of their uncomplicated integration
to digital platforms. RNGs based on ring oscillators (ROs) are the most well-known
and widely used type among various digital gate based RNGs. FExisting works on
generating random bits by ROs mostly do not have detailed analysis on phase noise
and jitter which are the entropy source of an RNG. This thesis analyzes the suitability
of existing ROs for random number generation and possible improvements in order
to increase the randomness of an RO. Three main contributions are presented. The
first main contribution of this thesis to RNG is investigating the possibility of weak
inversion operation of complementary metal oxide semiconductor (CMOS) transistors
in order to maximize the randomness of CMOS RO used in RNG. In order to pre-
dict the weak inversion noise performance of an RO, phase noise and jitter models
of a CMOS RO in weak inversion operating region are obtained. These models fill a
missing point in the literature and introduce the phase noise and jitter models of RO
in weak inversion. This is the second main contribution of this thesis. Despite the
consensus on the positive effects of white noise for random number generation, the
effects of flicker noise on randomness are insufficiently investigated. Finally, the third
main contribution of this thesis in terms of RNG is investigating the effects of flicker

noise in order to address its usefulness for random number generation.
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OZET

HALKA OSILATOR TABANLI RASGELE SAYI
URETECLERI

Kirmik tizerindeki sistem ¢oztimleri, bilginin giivenli transferi i¢in donanim ta-
banali entegre devre (IC) rasgele say1 tireteclerine (RNG) gereksinim duymaktadirlar.
Tamamen sayisal IC RNG’ler sayisal platformlar ile kolayca entegre olabildikleri igin
sikga tercih edilmektedirler. Cesitli sayisal RNG’ler igerisinde halka osilatér (RO)
tabanli RNG’ler en cok bilinen ve kulanilan RNG cesitidir. Hali hazirdaki RO ta-
banli RNG’lerin ¢cogunun entropi kaynagi olan faz giiriiltiisii- niin ve saat segirmesinin
analizleri detaylh bir gsekilde yapilmamigtir. Bu tezde, hali hazirda kullanilan RO’larin
rasgele say1 liretimi i¢in uygun olup olmadiklar1 ve bir RO’nun rasgeleligini artitmak
icin miimkiin olan iyilestirmeler arastirilmaktadir. Rasgele say1 iiretimi acisindan iki
ana katki ve ROnun faz giirtiltiisii ve segirme analizi agisindan da bir ana katk: saglan-
mistir. RNG’de kullanilan biitiinleyici metal oksit yari iletken (CMOS) RO’nun ras-
geleligini artirmak icin CMOS transistorlerin zayif evirtim bolgesinde caligtirihip calig-
tirllamayacaginin arastirilmast RNG acisindan ilk ana katkidir. RO’nun zayif evir-
timdeki giirtiltii performansini tahmin edebilmek icin CMOS RO’nun zayif evirtimdeki
faz giiriiltiisii ve segirme modellerini ¢ikartmak gerekti. Bu ikinci ana katki literatiirde
var olan bir eksikligi gidermis ve zayif evirtimde ¢aligan bir RO’nun faz giiriiltiisii ve
segirme modellerini takdim etmigtir. Beyaz guiriiltiintin rasgele say1 iiretimine olumlu
katkilarinin herkes tarafindan kabul edilmesine ragmen titrek giiriiltiintin rasgelelik
{izerinde etkileri konusunda akade- mik cevrelerde bir birliktelik yoktur. Ugiincii ana
katki ise titrek giirtiltii etkisinin rasgele say1 iiretimi tizerindeki faydasini tesbit etmek-

tir.
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1. INTRODUCTION

In the information age, random number generators (RNGs) are indispensable
in achieving secure communication. The increasing demand for random bits in the
digitized world for secure communication makes RNGs widely used not only in cryp-
tographic applications but also in typical communication applications as secret keys,

masking and blinding values, padding bits, nonces, and seeds.

Most of the typical communication equipments are implemented using digital
gates; therefore, an RNG, which is implemented by digital gates, is preferred by de-
signers, because it provides the opportunity of implementing the whole circuit as an
FPGA or as an ASIC. However, ASIC implementation of RNGs is a relatively limited

research area, and the reports are still insufficient on RNG designs and their analysis.

Among the different digital gate based RNG types, ring oscillator (RO)-based
RNGs have become very popular due to their simple design, easy implementation,
relatively compact area, and high speed compared to other RNG design methods.
However, in spite of the fact that VLSI circuits are designed very energy-consciously
in this era, most of the oscillator-based RNGs are power hungry circuits, which is

apparently a drawback.

1.1. Motivation

In [5,6], Sunar et al. proposed an RNG based on jittered ring oscillators with a
model that estimates the amount of entropy. The amount of entropy is extracted from
the design parameters, such as the number of inverters in a chain and the number of

ring oscillators in the circuit.

Sunar’s design suggestion increases the number of ROs to gain sufficient entropy.
It is obvious that increasing the number of ROs causes a higher area occupation and

power consumption. Moreover, the applicability of RNG becomes more limited due to



its huge power consumption.

The drawbacks of higher area occupation and power consumption motivate better
RNG designs. To alleviate these drawbacks, the best solution seems to be to increase
the entropy of a single RO and decrease the number of ROs used in an RNG. Increasing
the randomness at the source leads to an entropy increase in RNG as well. Therefore,

this has a vital significance, especially in terms of preserving resources.

1.2. Contributions

In this dissertation, we have investigated better RNG design solutions to mini-
mize and conserve the resources. Thus, the need for a large variety of RNG application
areas would be met with new RO-based RNGs. The main contributions of this disser-

tations can be listed as follows:

e This dissertation proposes a unified framework by filling the gaps in the litera-
ture regarding phase noise (PN) and jitter models, and correcting some errors.
PN and jitter models which are induced from white noise (WN) and flicker noise
(FN), are explored for both strong inversion (SI) and weak inversion (WI) re-
gions. Figure 1.1 presents all of the cases covered in the thesis briefly. The phase
noise and jitter derivation approach [1] is verified and validated by the measure-

ments with our design technology as shown with the dark boxes in the figure.

Jitter due to flicker noise, not included in [1], is obtained by the help of the
approximation given in [7]. The light boxes indicate these cases in the figure.
Furthermore, errors in flicker noise induced phase noise, published in [1], are
corrected for both inverter-based ring oscillator (IbRO) and differential ring os-

cillator (DRO).

The phase noise analysis is extended to weak inversion region to derive phase
noise and jitter models of a CMOS RO operating in the sub-threshold region
which are shown with the striped boxes. Both cases of IbRO and DRO are in-
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Figure 1.1. Dark Boxes: PN and jitter models for SI proposed in [1]; Striped Boxes:

Jitter

PN and jitter models for WI proposed in this thesis; Light Boxes: FN induced jitter

models proposed in this thesis.

cluded. In this dissertation, all of these models are verified with both simulations

and measurements.

e A well-defined quality metric for an RNG was missing in the literature. In this
dissertation, a figure of merit is proposed to compare the performance of RNGs.
It defines the amount of uncertain zones in a period as Randomness (R). We
have formulated it as the jitter to period ratio, given as

g

R=— =0k (1.1)

After the introduction of the randomness metric, randomness equations are ob-
tained from phase noise and jitter equations. The strong inversion and weak
inversion counterparts of randomness have been derived and compared. It is
proved that ROs in weak inversion exhibit more randomness than ROs in strong

inversion.



e By using the advantage of more randomness and less power consumption in weak
inversion region, we have proposed to operate RO-based RNGs in weak inversion.
Operating ROs in weak inversion region provides a significant improvement in
power and energy consumption. Furthermore, the required level of randomness

is achieved with fewer ROs which are operating in weak inversion.

e The effect of flicker noise on randomness was almost an untouched research area
in random number generation. Analysis showed that flicker noise can be used in

a favorable way to provide more randomness to RNG.

e Although [6] uses many ROs when forming an RNG, we demonstrate in this thesis
that fewer ROs may be enough to acquire the required level of randomness. We
analyze the minimum necessary number of ROs to attain a specified randomness

level.

By taking into account all these contributions listed above, a hardware-based,
low power, true random number generation method with a moderate speed is proposed.

Some of the possible application areas are given below.

e RFID Systems: A real random number generator plays an important role in tag
collision protocol of radio frequency identification (RFID) system [8]. In addi-
tion, the problem of information security becomes more and more critical with
the extensive use of RFID systems [9]. Therefore, implementing a low power

RNG in a small area is an important issue in RFID system design.

e Wireless Sensor Networks: Wireless Sensors Networks (WSN) are networked con-
strained devices using radio communication and providing sensing services such
as surveillance of a restricted area or sensing of environment. Many new secu-
rity protocols are being designed. Most of them rely on cryptography, therefore,
often require a good random number generator [10]. Some WSN systems require

an ultra-low power sensor network platform such as i-Bean Network [11]. A re-



liable RNG in WSN systems is necessary for various purposes, such as random

backoffs, random transmission delays, and random packet sequence numbers.

Low-power Micro-controllers and Low-power Embedded Applications: Some multi
purpose micro-controllers, such as MSP430 [12], have aggressive low energy prop-
erties. They are designed for very low power specifications. Since these are low
power micro-controllers, it is obvious that such micro-controllers should save as
much energy as possible at all modules. For this reason, RNGs in such devices
should also be low power. A low power RNG is proposed for the MSP430 micro-

controller family in [13].

Secure Micro-controllers: There are many contact and contactless secure micro-
controller solutions in the market today [14]. Depending on the application
requirements, some low-power low-cost secure micro-controllers with reduced in-
struction set computing (RISC) [14] also available. All secure micro-controllers
have various cryptographic engines. RNGs supply random keys to these engines.
In the case of low-power low-cost micro-controllers, security and power are both
critically important. Hence, RNGs also need to meet the low-power, low cost

requirements and need to produce highly qualified bits.

1.3. Outline of the Dissertation and Publications

This thesis is organized in the following manner:

In Chapter 2, RNG types, requirements, and design techniques are briefly sum-

marized. The current state of RNG designs is discussed. An introduction of RO-based

RNG, which is the main topic of this dissertation, is presented. Moreover, the pri-

mary blocks in RO-based RNG, such as ring oscillators and exclusive-or (XOR) tree,

are explained.

In Chapter 3, detailed information is provided about jitter; namely, sources of

jitter, types of jitter, and decomposition of jitter are summarized. Furthermore, a



practical jitter measurement is presented. In the long-term behavior of jitter, the
effect of flicker noise is emphasized. Methods where by randomness can be increased
are investigated. A brief information is given about the noise level of CMOS transistors
in weak inversion region. T-Entropy measure is introduced also in this chapter. In
addition, a practical pre-evaluation method for the output waveform of an RNG is

proposed [15].

The first ASIC implementation examples [16-18] of RO-based RNG and Fi-
bonacci and Galois ring oscillator (FIGARO) are presented in Chapter 4.

Chapter 5 briefly summarizes Abidi’s approach published in [1]. Furthermore,
the missing link between flicker noise induced phase noise and jitter is established.

After that, flicker noise induced jitter equation is derived for both type of ROs [19].

Phase noise and jitter equations of CMOS ROs are derived for weak inversion

region [19,20] in Chapter 6.

In Chapter 7, a randomness metric is defined as the ratio of jitter to mean-
period, and randomness equations are obtained for both strong inversion and weak
inversion regions [19-21]. The corresponding estimation, simulation, and measurement
results are discussed. Moreover, performance of ROs are investigated in terms of RNG
usage. In the context of randomness behavior, appropriateness of each case to RNG
is explored. In the light of the findings, how maximum randomness could be achieved

is discussed.

Chapter 8 questions the flicker noise effect on randomness [22,23]. Synthetic bit
streams are produced in order to compare the effects of the noise sources individually.
However, the realistic long-term jitter values are embedded into the flicker and white

noise models. In addition, sampling effect on randomness is examined.

In Chapter 9, design of efficient RO-based RNG is explored. T-Entropy measure

is used to determine the randomness levels of bit streams. As a performance measure,



entropy per energy is introduced. The explored design parameters for an efficient
design are the number of inverters in an RO and the number of ROs in an RNG
[23]. According to the analysis, some RNG configurations are selected and measured.

Measurements are coherent with the analysis.

Conclusions of the thesis and prospective future works are given in Chapter 10.



2. OVERVIEW ON RANDOM NUMBER GENERATORS

Random numbers are defined in [24] as “a sequence of independent numbers
with a specified distribution and specified probability of falling in any given range of
values.” Random numbers are generated with physical or computational devices which

are called random number generators.

2.1. RNG Types

Random Number Generators can be divided into two sub-categories namely
pseudo random or true random, which can be further categorized based on their im-
plementation as software or hardware. Hardware RNGs can also be separated into
two classes; fully digital blocks and analog blocks, where each have various implemen-
tation methods. Classification of random number generators is depicted in Figure 2.1.
Complexity or simplicity, security issues, and cost are the main concerns to determine
the type of RNG. Although it is relatively simple to produce random bits by software
based Pseudo Random Number Generators (PRNGs), which use key strokes, mouse
movements [25], computer system clock [26], hard disk drive turbulence [27] as the
seed. The random number generation method should be kept as secret in this type of
RNG generation methods. Hardware based PRNGs may produce random bits also in
a deterministic way by implementing a polynomial or an algorithm. However, by prop-
erly seeding a PRNG from a reliable source [28], sufficient entropy could be obtained
for generating truly random numbers. On the other hand, TRNGs produce random
streams from a nondeterministic natural source; electronic noise and radioactive decay

are two examples of usable processes [3].

Since all the RNGs designed and analyzed in this dissertation are hardware
based RNGs and use random source, TRNG is simply called RNG in the rest of the
dissertation. Moreover, the reader should keep in the mind that the term randomness

means true randomness in this context.
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Figure 2.1. Classification of random number generators.

2.2. RNG Requirements

Security protocols rely on the unpredictability of the keys they use; therefore,
RNGs must meet stringent requirements [28]. Even the designer of the RNG should
not be able to acquire any useful information about the random sequence. There are

three important criteria that RNGs should meet for true randomness:

(i) The next random bit must be unpredictable.

(i) Random bit stream must pass all statistical tests of randomness e.g. NIST 140-2
Test Suite [29], NIST 800-22 Test Suite [30], DIEHard Battery Test [31], and
Mourer’s Universial Statistical Test [26].

(iii) The same random bit stream must not be able to be reproduced [26].

Since RNGs are designed for cryptographic purposes, robustness against possible

attacks is crucial. From this point of view, the integrated circuit implementation of
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an RNG has primary importance. Electronic noise and timing jitter, which is actually
the result of the noise in a circuit, are usually the only stochastic phenomena that are
suitable in integrated implementations [32]. It is pointed out in [26] using the natural

randomness of real world is the best way to generate truly random numbers.

Besides quality, unpredictability, and unreproducability requirements, the gener-
ator must be robust against aging effects and intentional or unintentional environmen-

tal variations, such as temperature, power supply, electromagnetic radiation, etc. [33]

2.3. RNG Applications

RNGs are utilized in a variety of application areas. Some of them will be listed

below.

e Cryptography: Random numbers are at the heart of cryptology. Since algorithms
may be open to public, the strength of cryptography is achieved by highly qual-
ified random numbers.

e Simulation and Testing: Random sequences are used in simulations of complex
scientific and financial models. In addition, in testing of algorithms and pro-
grams, software developers frequently use random numbers.

e Digital Signatures: Enhanced network and computer security are very impor-
tant in e-Business and e-Government applications, hence random numbers are
necessary.

e Equation Solving: To solve complex equations, mathematicians use random bits.

e Secure Communication: Secure data and data transmission require unpredictable
keys

e Entertainment: Random numbers are used, especially, in lottery and gambling
machine algorithms.

e Music and Graphics Composition: In image processing, 3D techniques for com-

puter graphics, and electronic music, random bits are needed.
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2.4. RNG Design Techniques

RNG design techniques rely on three essential methods:

(i) The first method is the amplification of a white noise (WN) source such as
thermal and shot noise (2,4, 28]. However, noise on power supplies may be
the dominant noise source in the circuit, which will then affect the quality of
generated random bits. Moreover, it is an open door for attackers to manipulate
the output random sequences. Hence, a careful work is necessary to eliminate
the power supply noise.

(ii) The second method is jittered oscillator sampling [34,35]. Although this method
is generally used in combination with other methods, there are some designs
implemented with purely digital blocks [5,36]. Since these circuits are purely
digital, they either usually do not ensure enough entropy source to generate
truly random bits or a large number of replicated structures have to be used to
get sufficient entropy levels.

(iii) The third method is continuous [37-39] and discrete time chaos [40,41]. Having
a period, even with too long periods, such as a couple of years, is the drawback
of discrete time chaos. On the other hand, continuous time chaotic circuits
are faster than discrete ones. In spite of demonstration of their numeric and
experimental verification, their mathematical verification has not been performed

yet.

There is some research in the literature that combines some of the aforementioned
methods [2,39,42]. Amplification of noise, jittered oscillator, and discrete time chaos
techniques are utilized together in [2]. Similar to this approach, an RNG design
that uses the dual oscillator architecture with continuous-time chaotic oscillator was
proposed in [42]. Numerical model of that work, which allows the estimation of the
output entropy and bias as a function of the design parameter, was further presented

in [38].
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The advantage of its easier integration with digital micro-processors and capabil-
ity of its implementation on reconfigurable platforms makes digital gate based RNGs
attractive for designers who work on purely digital environments. Moreover, digital
gate based RNGs may provide higher throughput than analog ones [16]. On the other
hand, the designer has to pay special attention to the quality of the entropy source,

because the limited entropy source problem is a known fact in digital gate based RNGs.

Recently, ROs have been widely used for random number generation in security
applications due to their simple design, easy implementation, compact area, and rela-
tively high speed compared to other RNG design methods. By sampling the jittered
oscillator, the oscillator jitter is utilized as the entropy source to gather randomness.
Despite the uncertainty on quality and amount of the entropy of this method, it is
widely used in generation of random bits in combination with other methods [4,32,34]

or with purely digital blocks [5,36,43].

2.5. State of the Art

In this section, some of the well-known RNGs in the literature will be briefly

summarized, and their specifications will be compared.

2.5.1. The Intel RNG

The Intel RNG [28] primarily samples thermal noise by amplifying the voltage
across un-driven resistors. The amplified noise-based voltage drives a voltage con-
trolled oscillator (VCO), which samples a high speed oscillator. The output sequence
is post processed using the von Neumann corrector and then hashed using Secure Hash-

ing Algorithm (SHA-1). The block diagram of the Intel RNG is seen in Figure 2.2.

The output bit rate is 75kbps. There is no given information about the design
technology, design details and the test result applied to raw data before post processing.

The processed data passes the chosen tests from NIST Test Suite of FIPS 140-1 [44].
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Figure 2.2. Block diagram of the Intel RNG.

2.5.2. Intel’s Digital RNG

The all-digital True Random Number Generator [45] is fabricated in 45nm CMOS
high-K/metal gate technology. The TRNG has 2.4Gbps random bit throughput and
consumes a total power of 7mW. Two-step coarse/fine-grained tuning with a self-
calibrating feedback loop enables robust operation in the presence of 20% process
variation while providing immunity to run-time voltage and temperature fluctuations.
The 100% digital design enables a compact layout occupying 4004um? with measured
entropy of 0.999965, and scalable operation down to 280mV’, while passing all NIST
RNG tests.

The all-digital TRNG, shown in Figure 2.3, harvests entropy from differential
thermal-noise at the diffusion nodes of a cross-coupled inverter pair to resolve out of
meta-stability, generating one random bit/cycle. The cross-coupled inverter is forced
into metastability by pre-charging output nodes a and b while cutting off short-circuit
current path using a shared NMOS footer device. During the evaluation phase, both
output node voltages discharge towards the intersection of inverter, and one of the

nodes a or b pulls back up to Voo under the influence of random differential thermal
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Figure 2.3. All-digital TRNG circuit.

noise. Process, voltage, and temperature (PVT) variations, mismatches or coupled
noise can disrupt this ideal behavior by introducing biases that favor resolution towards

one state. Three digital mechanisms are provided to overcome biases:

(i) Coarse-grained tuning using configuration bits pconf[3:0], nconf[3:0] that turn
on/off parallel P/N legs to modulate inverter device strengths.
(ii) Fine-grained tuning using programmable clock delays to control relative skew of
pre-charge release times.
(iii) Self-calibrating feedback loop controlled by a finite-state machine (FSM) that
monitors the output bit and updates one of six 4b counters to keep the TRNG

continuously biased in the high-entropy zone.
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Figure 2.4. Prototype RNG system architecture of [2].

2.5.3. A Noise-based IC RNG for Applications in Cryptography

Three different RNG design techniques are combined in [2]. Amplified thermal
noise is summed into the analog to digital converter (A /D)-based chaotic system, which
is used to drive a current controlled oscillator (CCO). The CCO output is sampled at
a lower, user defined clock frequency using a D flip-flop. A limiter circuit is added to
limit the A/D input signal in the range (0, Iref) in order to prevent the chaotic loop
from getting stuck in a steady-state saturated condition. The prototype RNG system

architecture is shown in Figure 2.4.

The prototype RNG was fabricated in a 2um n-well CMOS process. The circuit
area excluding pads was 850um x 1750um ~ 1.5mm? . The RNG system was powered
with a single 3V supply and dissipated 3.9mW of power when clocked at 1M Hz. The
system passed the chosen tests from NIST Test Suite of FIPS 140-1 [44] up to 1.4M H 2

clock frequency.
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2.5.4. The Infineon RNG

The Infineon RNG [35], shown in Figure 2.5, samples a high frequency signal S
by a low frequency signal S; that has considerable phase jitter. The period deviation
of the jittered-oscillator was about 1% of the period length. The frequency of Sy was
chosen to be more than a hundred times of S;. This ensures that at the time the next
edge of 5 triggers a new sampling of Sy, the state of the oscillator producing Sy is
independent of the state at the previous sampling. A D flip-flop was used to divide the
period of the fast oscillator period to its half value in order to balance the duty-cycle

of Sy, which improves the bias of the sampled bit stream.

In the Infineon hardware RNG, a linear feedback shift register is used for post
processing of the random data. The sum of the feedback bits and the bit resulting
from the sampling process are fed into the first stage of the shift register. The linear
feedback shift register (LFSR) is followed by a compression step. The RNG uses 16
bits of data generated by the process described above and combines them to an eight

bit random number.

There is no detailed information about the architecture of the oscillators, process
technology, and throughput of the RNG. The quality of the Infineon RNG is evaluated
by using the RIPE test suite. RIPE (RACE Integrity Primitives Evaluation) is a

project funded by the European Union in the years 1989 through 1992. Moreover,
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NIST Test Suite of FIPS 140-1 [44] was used for RNG evaluation. The requirements
of the test are easily met by the Infineon RNG with one exception for processed data:

the raw data exhibited bias, which caused most tests to indicate a deviation from the

ideal RNG.

2.5.5. A High-Speed IC Random Number Source for SmartCard Micro-

controllers

The RNG in [3] is based on the amplification of thermal noise generated by
integrated resistors. The amplified noise is compared to a reference voltage by a
clocked comparator whose output is a random bit stream. In Figure 2.6 the RNG
architecture is demonstrated. Since no adequate shielding is available and the RNG
is integrated on a common silicon substrate with other circuitry, substrate and power
supply, and external interferences are the main concern in Smart Card applications.
Therefore, a well-designed decorrelating algorithm is used as post processor to remove

the effect of nonidealities.

The prototype RNG was fabricated in a 0.18um CMOS process. The RNG macro
cell area, excluding pads, was 220um x 116um =~ 0.025mm?. A 3.3V supply was used

for analog circuits and 1.8V was used for digital circuits. The power consumption was
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Figure 2.7. RNG architecture of [4].

3.6mW when clocked at 10M H z.

The results of the performed tests on the raw bit stream before the de-correlator
were not successful from the NIST Test Suite of FIPS 140-1 [44] at 10M H z clock. On
the other hand, processed data passed the tests for the clock frequencies up to 80M H z
with reduced throughput by a factor of two.

2.5.6. A High-Speed Oscillator-Based Truly Random Number Source for
Cryptographic Applications on a SmartCard IC

This is a fully digital implementation that employs CMOS standard-cell ring
oscillators having a jitter-to-mean period ratio lower than 10~ for a 0.18um process.
Therefore, a full-custom oscillator, which yields a standard deviation of about 10%
of the period length, with an amplified noise source was used in the RNG of [4] to
achieve faster bit rates. The clock period of the jittered oscillator is about 107ns and
the jitter amount is around 9ns. Furthermore, the jittered oscillator requires a 450ns
start-up time. The high speed oscillator has been implemented with a 10-stage CMOS
ring oscillator that typically oscillates at 1GHz. Furthermore, in order to remove
the biasing of the output bit sequence due to an unbalanced duty cycle from the

ring oscillator, a T flip-flop (TFF) was used as a sampling circuit. A programmable
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Figure 2.8. Nehemiah entropy source design.

prescaler is also present at the output the low frequency oscillator. Scaling factors from
one to 128 are provided in order to experiment with different jitter to mean frequency

ratios. The RNG architecture of [4] is presented in Figure 2.7.

The prototype RNG was fabricated in a 0.18um CMOS process. The RNG macro
cell area, excluding pads, was 184um x 86um =~ 0.0016mm?. A 3.3V supply was used

for analog circuits and 1.8V was used for digital circuits. The power consumption was

2.3mW.

NIST Test Suite of FIPS 140-1 [44] is performed on raw data, which has shown

very good random behavior by passing the statistical tests.

2.5.7. The Nehemiah RNG

A collection of freewheeling oscillators serves as an entropy source in [46]. A
slow freewheeling oscillator with frequency ~ 30M H z is utilized to sample the output
of a fast freewheeling oscillator with frequency ~ 600M Hz. The jitter of the slow
oscillator is further increased by adjusting the oscillator’s bias voltage with output
from two additional fast oscillators. The Nehemiah entropy source design is shown in

Figure 2.8.
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Figure 2.9. RNG schematic for UWB RFID.

Pairs of bits in the sampled output are passed through a von Neumann whitener,
which reduces (but does not completely remove) single bit biases from the sampled
data. Whitened bits are then accumulated in a FIFO containing four 8-byte buffers
(32 bytes total). To save power, the raw source oscillators are automatically shut down

when the FIFO is full.

There is no information whether randomness tests have been applied to Nehemiah
RNG; however there is entropy estimation on raw and processed data. The raw bit
generator (with the whitener disabled) was estimated to yield 0.78 to 0.99 bits of
entropy per raw output bit. Operation with the whitener enabled is believed to provide

0.99 bits (typical) of entropy per output bit.

2.5.8. The RNG for RFID Tag

An ultra low power RNG for an ultra wide band (UWB) RFID is proposed
in [47]. It amplifies noise by using a chain of identical inverters to generate a serial
output stream of random bits. The schematic of RNG is demonstrated in Figure 2.9.
This RNG generates a random signal through direct amplification of noise. Each of
the inverters amplifies the signal of the previous stage until a clipped, digital sig-
nal is generated. Random bits are extracted from this signal. The transistor level

implementation of a single inverter is depicted in Figure 2.10.

This circuit has been designed and fabricated with a 130nm CMOS process. The
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Figure 2.10. The transistor level implementation of a single inverter.

RNG occupies 290m x 850pm =~ 0.246mm? of area and operates from a supply voltage
of only Vpp = 500mV and consumes a supply current of Ipp = 1.3nA. The observed
frequency of the RNG output is 10M H z; however, in order to produce random bits,
the output is sampled with up to 25Hz. The generated raw data can not pass the
statistical tests of NIST. After subjecting the raw data to a 6-bit LFSR based post

processor, the processed data can pass the NIST test.

2.5.9. FIGARO

Using Fibonacci ring oscillator (FIRO) and Galois ring oscillator (GARO) as
a random number generation method is a novel approach, which is influenced by
Fibonacci and Galois LFSRs where delay cells (D-type flip flops) are replaced by the
inverters [48]. FIRO-based and GARO-based circuit structures are given in Figure 2.11
and Figure 2.12, FIRO and GARO are defined by an associated feedback polynomial.
The feedback connections are chosen to make sure that there are no fixed points in

the corresponding state transition function. Therefore, the f(x) polynomial should be
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chosen as f(x) = (14 z)h(x), where h(x) is a primitive polynomial and should meet
the condition of A(1) = 1. An FPGA implementation of the proposed architecture for
RNG application is reported in [36].

The FIROs and GAROs were experimentally tested by using a Xilinx Spartan-3
Starter Kit board based on the Xilinx FPGA XC3S200-4FT256C. Dichlt et al. pro-
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posed to use FIRO and GARO both in continuous mode and restart mode. Statisti-
cally independent bits can be achieved due to restarting, since there will be no residual
long-term statistical dependencies. In restart mode, FIRO is sampled with T flip-flop,
where it has a throughput of 6.25 Mbps; on the other hand, it has a throughput of 7.14
Mbps when it is sampled D flip-flop. They can also be used in a combined FIGARO
configuration, as shown in Figure 2.13. When it is sampled both directly and with
the intermediate T flip-flop, the raw data rate is doubled to 14.28 M bps. There is no

information about the statistical test results.

2.6. RO-based RNG

Before Sunar et al., RNG designs were validated by running the DIEHARD [31]
or NIST Test Suite of FIPS 140-1 [44]. Typically, the optimal sampling frequency was
determined by trial and error: the sampling frequency was decreased until the output
sequence starts to pass the NIST or DIEHARD tests. Sunar et al. was inspired
by these observations and developed a model that makes it possible to estimate the
amount of entropy, and consequently the design parameters, such as the number of
inverters in a chain and the number of rings in the circuit, before starting to realize
the proposed digital RNG design based on ring oscillators. A sample design consists
of 114 rings with 13 inverters and was developed on a Xilinx Virtex II FPGA.

A resilient function is recommended in the same study to eliminate the non-
random components in the post-processing unit. A simple technique is proposed to
obtain suitable resilient functions from error correcting codes (linear cyclic code). The
resilient function is based on a cyclic [256, 16,113]-code [5]. This post processing has
a compression factor of 256/16 = 16. The output after post processing has almost

2.5Mbps bit rate and a sampling frequency of around 40M H z.

RO-based RNGs became very popular for cryptographic applications after their
proposal. The main reason of this popularity is the low implementation complexity
in both ASIC and FPGA styles and the good quality of the produced random bits on

the contrary of the common opinion about the low entropy level of digital gate based
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RNGs.

Since then, this RNG structure has been scrutinized in the literature. An FPGA
implementation of that model is reported in [49]. The ROs in this implementation
contain only three inverters in a ring. Furthermore, 210 ring oscillators are used to
build the RNG. This RNG features a throughput of more than 2Mbps. There is no
exact information about the randomness tests, although the authors have declared
that they have checked their design with standard tests (NIST and DIEHARD) and

confirmed that the statistical properties of the produced random numbers are fine.

The first ASIC implementation of [5] was presented in [16], while the first ASIC
implementation of [49] was presented in [17]. Fulfilled test results were achieved from
NIST 140-2 test suite after a von Neumann corrector with 16.5Mbps and 18.5Mbps
throughput, respectively. On the other hand, Dichtl et al. pointed out some seri-
ous criticisms in [36]. While Sunar was responding to these criticisms in [50], some
enhancements were proposed to Sunar’s RNG by taking the Dichtl’s criticism into
account in [51,52]. For example, the FPGA implementation was enhanced by using

D-type Flip Flop just before the XOR tree for every ring oscillator in [51].

From a security point of view, researchers were curious about strength and ro-
bustness of RO-based RNGs. For this reason, some studies were conducted in [53-56]
to examine possible security issues. In [53], frequency injection was applied to RO-
based RNG over the power supply. This injection was able to lock the frequencies of
ROs and reduce the entropy. In [54], an active electromagnetic attack was proposed.
The signal was injected by the RF channel and thus the RNG was forced to produce
biased sequences. In order to increase the effectiveness of the proposed attack in [54],
electromagnetic emission of the RNG was observed and some useful information about
the RNG was derived from the RF leakage in [55]. On the other side, a detection mech-
anism for active nonintrusive attacks was proposed with randomized bit-cell concept

in [56].

The underlying entropy source has become another interest area for researchers.
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For example, jitter was observed and analyzed in [57]. An improved version against
attacks was proposed in [58] based on the analysis in [57]. In [59], randomness was
broken down into its components as true and pseudo randomness. In order to maximize
the jitter amount in ROs, a study was proposed in [21]. In order to increase the
randomness and entropy of ROs, [20] recommended forcing ROs to operate in weak

inversion region by using the advantage of higher noise in this operating region.

2.6.1. Model of RO-based RNG

According to the model in [5], an interval, I is divided into k equal subintervals
which is called an urn. If a transition occurs during an urn, this is called filling the urn.
It is also mentioned in the same study that two ring oscillators with an equal number
of inverters will exhibit a great deal of overlap in their transition zones. However,
non-deterministic elements, such as initial delay and phase drift, make it highly likely

that two such ring oscillators will have no overlap in their contributions to the jitter.

A detailed analysis of theoretical entropy estimation, which gives the name of the
paper as “Provably Secure” due to fill rates of urns and Coupon Collector’s Problem, is
given in [5]. The minimum number of ring oscillators r = M (N, f, p) can be determined
via the theorem, where N stands for number of urns, 0 < f < 1 stands for fill rate
of an urn and 0 < p < 1 stands for level of confidence. In the case of f = 1, this
becomes to the Coupon Collector’s Problem. However, achieving a fully filled urn
with a reasonable p is very hard for practical implementation of jittered-ring oscillator
application, hence p should be taken very small. Instead of this, the authors prefer
to keep the confidence level of p close to one while decreasing the fill rate of f. The
problem of M (N, f,p), which is not well-studied, is converted to P(N,r, f), which is
the probability that at least fN out of NV urns are filled with exactly r ring oscillators.
The relationship between M (N, f,p) and P(N,r, f) is given as

M(N,f,p) = min{r: P(N,r,f)}. (2.1)

Table 2.1 presents an example of this estimation, shown in( 2.1), for N = 100 urns.
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Table 2.1. An example estimation for N=100 urns, the number r of ring oscillators

necessary to fill at least f x N of the urns with probability at least p.

05 105 06 07 08 09

0.6 | 70 93 122 163 234

0.7 | 72 95 125 167 241

0.8 | 75 100 131 177 258

09 | 78 104 137 185 271

099 | 8 114 151 205 307

Further analysis can be found in [5].

2.6.2. Design Details of RO-based RNG

Figure 2.14 presents the circuit structure of the sample design given in [5]. This
sample design has 114 ring oscillators and each RO has 13 inverters. There is a brief

information in the following subsections about the basic circuit blocks used in an

RO-based RNG.

2.6.2.1. Ring Oscillators. Ring oscillators are among the most frequently used and

fabricated circuits in the VLSI industry. Both analog and digital designers are familiar
with ROs,which are the most common type of oscillators. ROs consist of delay stages
that are connected to each other sequentially and forming a loop with a feedback
connection. The delay stages are connected to each other in a ring configuration
with a feedback shown as in Figure 2.15. The output of any of these inverters is a
square wave signal with a period that is actually the sum of the delay of each inverter.
The most well-known delay stages are single-ended (or called as inverter based) and

differential delay stages illustrated in Figure 2.16.
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Figure 2.14. Circuit structure based on ring oscillators.

ROs can only oscillate when Barkhausen’s oscillation criterion is met. According
to this criterion, a phase shift of 27 and unity voltage gain at the oscillation frequency
is necessary. In order to meet Barkhausen’s oscillation criterion, an inverter-based RO
should consist of an odd number of inverter stages. On the other hand, DRO should
consist of more than one delay stage with even or odd count; however, it is difficult to
meet Barkhausen’s oscillation criterion of 27 phase shift with only two delay stages.

Therefore, generally more than two delay stages are used in the designs.

2.6.2.2. XOR Tree Technique. XOR Tree Technique technique, shown in Figure 2.17,

is used to combine oscillator rings by XOR gates. This technique is used as one way of
increasing entropy in random number generation. Following this direction, new binary
data is generated according to

N(xor)i = N; ® Na. (22)

The mean value, v, of the binary sequence Nxor); can be calculated using t

V== 2 P ), (23
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where the mean value of Ny is u and the mean value of Ny is v. Thus, when p and v

1 1
approach 3, ¢ becomes very close to ;.

However, there is a potential problem with the XOR method : a small amount
of correlation between the inputs of XOR will add significant bias to the output [26].

When correlation is involved in the equation, it becomes

1 1 1 1
2 5P (24)

where p stands for the correlation coefficient.

At this point, correlation significance becomes more important rather than cor-
relation itself, since the number of bits in a bitstream is another parameter that should
be taken into account. Considering this, correlation coefficient should be calculated
first. Then, with the help of the correlation significance table [60], correlation signif-
icance should be determined between at least two of the adjacent rings to ensure the

XOR tree technique can be used. If the correlation significance is less than 0.0073
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for 32,000 bit sequences, then these two rings can be determined as uncorrelated, and

hence, XORing technique can be applied.

The probability distribution of two signals, having Gaussian distribution, are
investigated when they are XORed. As illustrated in Figure 2.18, the distribution can
be predicted. It is clear from the figure that XORing improves the bias significantly
in the jittered area, because it increases the probability of transition numbers, which
yields an increase in the number of filled urns. In Figure 2.19, the phase drift between
the input signals of an XOR gate is considered. In the first figure, there are two
overlapped Gaussian signals. Later on, these two signals are separated from each
other with a phase drift. As seen in the figure, the probability of transitions increases

with increasing phase drift.
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2.6.3. Debates on RO-based RNG

A few years ago, there was a hot debate about the true randomness of [5] between
Sunar et al. and Dichtl et al. Dichlt mentioned in [36] that security proofs in [5] are
based on highly unrealistic assumptions; furthermore, the presented test results in [49]

may be due to pseudo randomness.

In [36], Dichtl has summed up his criticisms to [5] under four headings. As an
answer to these criticisms, Sunar published his response in [50]. We will briefly touch
on these criticisms and the related responses in this subsection. Moreover, we will add

our comments and describe our experiences when necessary.

(i) Dichtl mentioned that the urn model stands for an unrealistic assumption on
jitter, since it is assumed that ROs act as perfect built-in clocks and that jitter
only occurs around the transition. In fact, in time, there will be phase jitter,

and transitions will be shifted from the original point.
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On the other hand, Sunar responded by stating that, for the independence of the
samples taken from the urns, which may be filled by the same ring, incremental
component of the jitter is considered. Sunar emphasizes that this criticism is a

misunderstanding of the jitter model used in [5].

Actually, we think that this omission is done for the sake of simplicity; however,

it should be mentioned in [5] by Sunar.

In the second criticism of Dichtl, he claimed that in the urn model, Sunar ig-
nored the coupling between ROs and assumed that the transitions in individual
RO signals are uniformly distributed among the chosen 100 time slots the period
T is divided into. He implemented 3-inverter connected ring oscillators on the

same FPGA as an example of how they are interacting.

However, Sunar already mentioned that ring oscillators should be placed prop-
erly and not close to each other in order to decrease or eliminate the interaction.
Moreover, he said that I/O paths may also introduce correlation if they share

common signals, and the bandwidth of I/O paths may be limited.

A successful work has been achieved in terms of reducing the correlation in the
ASIC implementations of RO-based RNG in [16] and [17]. It was emphasized
in these works that placement of ring oscillators and routings were primary con-
cern of the designers. Despite the cost of increasing area, all the ring oscillators
were placed into different wells, and routings were carefully done to prevent long

running parallel wires which may cause correlation.

Unrealistic speed of transitions at the output of XOR gate is the third criticism
of Dichtl. In the case of 114 ROs of length 13, 8.77 transitions should occur per
gate delay which does not seem feasible. 210 ROs of length three is an even more

severe case.
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Sunar’s response to this criticism is sampling at a more reasonable rate, which
sounds rational to us. He also mentioned about the narrow signal rejection which
was studied in [52]. They propose a new model for the rejection to effect pulses
as narrow as the urn width. Figure six in [52] shows the worst case reduction
in the fill rate due to narrow pulse rejection. Furthermore, they claimed that
some transitions may come up to the same point and cancel each other. If an

odd number of transition occur in an urn, the urn is filled.

(iv) As a fourth criticism, Dichtl claims that set-up and hold time violations of flip-

flop may corrupt the security proof contention.

Sunar tells that this is something very common in many RNG designs. Also
this criticism is irrelevant to the model. This should also be considered when

designing a digital circuit that will reliably generate deterministic bits.

It is exhibited in [51] that [5] shows true randomness characteristic with a restart
test as in [36]. A restart test was repeated for 1,000 times and standard deviation for
all traces was calculated. It was seen that the traces deviate from each other which
is the proof of true randomness. Moreover, the authors proposed another work with
an improved design [52], which has better performance, and is robust against the

weaknesses which were noticed by the authors with the original design.

2.7. Conclusion

In this chapter, RNG types, requirements, and design techniques are briefly sum-
marized. Moreover, some of the well-known RNG designs are discussed. In Table 2.2,
comparison of these RNGs as well as summary is given. RO-based RNG with some

design details and primary blocks is also expressed.



Table 2.2. Comparison table.

(28] [45] 2] [35] 3 4] [46] 5] [36] [47]
Organization Intel Intel Georgia | Infineon Gemplus Gemplus Via Worcester Siemens Katholieke
Corp Corp. Tech. Infineon Infineon Tech Polytechnic Telecom Universiteit
Uni. of Rome | Uni. of Rome University Italia Leuven
Year 1999 2012 2000 2000 2003 2003 2003 2007 2007 2010
Technology N/A 45nm 2pm N/A 0.18pm 0.18um N/A Xilinx FPGA | Xilinx FPGA 130nm
CMOS CMOS 3V CMOS 1.8V | CMOS 3.3V XC2VP30 XC35200 CMOS
Speed N/A 24 GHz 1.4MHz N/A S80MHz 10MHz 20-68 M H~z 40MH = 14.8MHz 10MHz
Area N/A 4004pm? 1.5mm? N/A 0.025mm? 0.016mm? N/A 973 slices N/A 0.246mm?
Power N/A TmW 3.9mW N/A 3.6mWw 2.3mW N/A N/A N/A 0.65nW
Consumption @2.4GHz QIMHz QIOMHz=z
Entropy Thermal | Metastability | Thermal Phase Thermal Thermal Phase Phase Phase Noise
Source Noise Noise Jitter Noise Noise Jitter Jitter Jitter Amplification
Raw No N/A Almost No No Yes N/A N/A N/A No
Data Pass?
Processed Yes Yes N/A Almost Yes Yes N/A N/A N/A Yes
Data Pass?
Final 75kbps 2.4Gbps 1.4Mbps N/A 40Mbps 10Mbps 4-9 Mbps 2.5 Mbps 14.28 M bps 2bbps

Throughput
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3. RANDOMNESS SOURCE

Uncertainties at zero crossings observed at the output of the RO occur in a
random manner, since they are the result of thermal and shot noises in the circuit
itself. In fact, it is very difficult to obtain perfect square waves that do not have
variations in zero crossings or so-called jitter. In contrast to low jitter oscillators,

jitter is desirable in random number generation, since it is the source of randomness.

Recently, the utilization of jitter of CMOS ROs as a randomness source has
become more common in security applications such as RNG [5,43,61] and PUF (Phys-
ically Unclonable Function) [62,63]. The amount of jitter in a period is a significant
metric in RNG applications, as the ratio of jitter to period determines the randomness
in bits. Since oscillation jitter is used to provide randomness for RNG, maximizing the
phase noise and jitter in ROs will also increase the entropy. In [5], Sunar assumed that
jitter amount in a period is around 2%, and then all the calculations were done based
on this assumption. However, it is mentioned in [4] that jitter to mean-period ratio
of a ring oscillator with 0.18m standard CMOS process is lower than 10™*. Actually,
the reason of this confusion is that accumulated long-term jitter is considered in [5]

whereas short-term jitter is mentioned in [4].

Despite the fact that the only entropy source of an oscillator is jitter, there is
limited research providing a detailed phase noise and jitter analysis for ring oscillator-
based RNGs. A sample study is performed in [21], which examines the suitability of
existing ring oscillators. Although there is some research in the literature on how to

decrease jitter and get pure clock signals [64,65], studies like [21] are not enough.

3.1. Jitter as a Randomness Source

Before discussing the randomness issues and randomness in RNGs, the jitter
phenomenon should be well understood. In order to achieve this, the following subsec-

tions will provide some definitions about jitter as well as explore the source and types
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Figure 3.1. Jittered signal.

of the jitter.
3.1.1. Jitter Definition

In an ideal clock, successive cycles of a noise free waveform will have exactly the
same period. However, in an actual clock, noise sources will cause variation in the

clock period. This variation is called jitter and is illustrated in Figure 3.1.

In fact, jitter has two main components: random and deterministic jitter [66].
Random jitter is characterized with a Gaussian distribution. This Gaussian distribu-
tion will have a mean value, a standard deviation, a peak-to-peak value, and population

measures, which are illustrated in Figure 3.2 and defined as follows:

e Mean Value is the average value of the measured clock periods.

e Standard Deviation is the average amount by which a measurement deviates
from its mean value.

e Maximum, Minimum Values refer to values actually observed during a measure-

ment interval. Maximum deviations from the mean value in both sides give the
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maximum and minimum values.

e Peak-to-Peak Value is the amplitude of jitter which only uses the extremes of
the measurements.

e The population is the number of individual observations included in a statistical
data set. A high population for random processes gives greater confidence that

the measurement results are repeatable.

For a deterministic signal, these values may equal the estimated values even
after a relatively short measurement interval. However, for a random signal, there is
theoretically no limit on the max and min values. The observed peak-to-peak value will
grow over time. For this reason, the peak-to-peak values should be used in conjunction

with the population size and some knowledge of the type of the distribution [67].

Standard deviation is used to predict the occurrence of deviation from the mean.
Table 3.1 [68] shows the amount of standard deviations with the corresponding per-

centage of all the measurements contained in that amount standard deviation.
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Table 3.1. Standard deviation amount versus window coverage of all measurements.

Standard Deviation | Window Coverage Percentage
+lo 68.26%
+20 95.4%
+30 99.73%
+4o 99.99366%
+60 (100 — 1.973 x 107"%
+70 (100 — 1 x 10712%
+8¢0 (100 — 1.244 x 10713%
+100 (100 — 1.973 x 1072 %

On the other hand, existence of deterministic part of jitter changes the pure

Gaussian distribution form and multiple peaks can be seen in the distribution. Power

supply ripple, which modulates the clock or the power, may cause deterministic jitter.

The combination of random and deterministic jitter is called total jitter.

3.1.2. Sources of Timing Jitter

It is possible to classify the sources of timing into two groups: intrinsic and non-

intrinsic [66]. It is known that the reason of the intrinsic noise source is the electron

and hole activities inside the semiconductor devices, where non-intrinsic noise sources

are caused by design related issues and a careful design may eliminate or minimize

this jitter component on the other hand. Intrinsic and non-intrinsic jitter sources are

categorized as in Figure 3.3. Brief definitions of all jitter sources will be given in the

coming subsections.
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3.1.2.1. Intrinsic Noise Sources. Intrinsic noise is caused by the movements of elec-

trons and holes in electronic, optical, or semiconductor devices. It is not possible to
remove this noise source totally; however there are available noise minimization tech-

niques. Thermal, shot, and flicker noise are the main sources of intrinsic noise [66].

Thermal Noise: Thermal noise is produced by the the random motion of charge
carriers under the conditions of thermal equilibrium. The power spectrum density

(PSD) of the thermal noise is white and additionally proportional to its temperature.

Shot Noise: Individual quantized carrier flow (current) in a potential barrier
causes shot noise with a random generation time or spatial distribution. In other
words, shot noise is basically due to random flow fluctuation. Shot noise is directly
proportional to DC bias current, as well as the charge of the carrier. The PSD of the

shot noise is also white.

Flicker Noise: Flicker noise is defined as a phenomenon which is found to have
a noise power spectrum inversely proportional to the frequency over a wide range of
frequencies. DC current is required to produce flicker noise. There is no universal
theory as accepted to be explaining the cause and mechanism of flicker noise, unlike
the causes of thermal and shot noise. It can be said that, the quantitative study of
flicker noise is mostly empirical. It has been found that the PSD of flicker noise is

proportional to 1/f. Because of this reason, flicker noise is called also as 1/f noise.

3.1.2.2. Non-Intrinsic Noise Sources. Non-intrinsic jitter has deviations related to de-

sign. To put it in another way, those types of jitter are controllable or fixable with
appropriate design improvements. Commonly encountered non-ideal design-related
noise and jitter include periodic modulation (phase, amplitude, and frequency), duty
cycle distortion (DCD), inter symbol interference (ISI), crosstalk, undesired interfer-
ence such as electromagnetic interference (EMI) as a result of radiation, and reflection

caused by unmatched media [66].
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Periodic Noise and Jitter: Periodic noise or jitter is a type of signal which repeats
every time period. Various modulation mechanisms may cause periodic jitter, such
as amplitude modulation (AM), frequency modulation (FM), and phase modulation
(PM). It is evident that a periodic amplitude noise causes period timing jitter, with
the amplitude inversely proportional to the slope or slew rate of the edge transition.
Period noise/jitter can be caused by switching power supply, spread-spectrum clock

(SSC), and period EMI sources in the electronics environment.

Duty Cycle Distortion: DCD is defined as the deviation of the duty cycle from
its normal value. A duty cycle is the ratio of pulse width to its period for a clock
signal. DCD may be caused by pulse width deviation, period deviation, or both.
Furthermore, pulse width deviation can be caused by the deviation of reference signal
level. Additionally, it may be caused by the propagation delay if the clock is formed
from rising and falling edges of two half-rate clocks and those two half-rate clocks

undergo different propagation delays.

Inter Symbol Interference: Although ISI is related to data signal, a clock signal
does not have ISI by definition. Similar to the clock signal, a data signal is known as a
generic digital signal form that does not have to have an edge transition in every unit
interval or bit period. Unsimilar to the clock signal, the data signal can be kept at the
same amplitude level for many unit intervals without an edge transition. In a lossy
medium, the previous bits can cause errors both in transition timing and amplitude
level from the ideal values. Each transition has a finite charge or discharge time, due
to the capacitive effect. If the transition happens such that the next transition occurs
when the previous transition has not reached the designated level, deviation of both

time and level occurs for the current bit.

Crosstalk: Crosstalk is known as an interference phenomenon. Crosstalk is gener-
ally involved in a parallel channel system in which signals are propagated concurrently
and affect each other. Capacitive coupling is the dominant mechanism for the inte-
grated circuits where the geometry and space between interconnects is relatively small.

When a signal transition happens in one channel, some of its energy leaks to the adja-
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Figure 3.4. Wander vs jitter.

cent channel through charge flow due to capacitive coupling, resulting the signal level

in that channel to fluctuate.

3.1.3. Jitter Types

Jitter is a generic term which needs to be defined. There are many definitions
about jitter according to the type of the application. For example, jitter is specified
as period or cycle-to-cycle jitter in digital data path synchronization applications. In
other type, communication applications, it is specified as root mean square (RMS)
jitter. In RF applications, it is specified as phase noise. In some cases different names

are used even for the same definitions.

First thing to do is clarifying and distinguishing wander from jitter. Timing
variations that occur slowly are called wander. Jitter describes the timing variations
that occur more rapidly. The threshold between wander and jitter, illustrated in
Figure 3.4, is defined to be 10H z according to the International Telecommunication

Union (ITU).

The ways in which jitter may be measured on a single waveform are period jitter,
cycle-cycle jitter, time interval error (TIE), and long term jitter. It is important to
understand how these measurements relate to each other and what they reveal [67].

Figure 3.5, represents all these jitter types in a single diagram.
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Timing Jitter: Timing jitter measures the earliness or lateness of the transitions
of a signal at any given time in its history. Timing jitter is defined as the difference in
time between the actual occurrence of a transition and the time it should have occurred
referred to an ideal clock. Timing jitter is commonly referred to as time-interval errors

in the transition times of signal [69].

Time Interval Error (TIE): It measures how far each active edge of the clock
varies from its ideal position. Some sample TIEs are shown in Figure 3.5 by the
measurements from TIE1 through TIE4. For this measurement to be performed, the
ideal edges must be known or estimated. For this reason, it is difficult to observe TIE
directly with an oscilloscope, unless some means of clock recovery or post-processing

is available [67].

In sampling oscilloscopes, and in equivalent time modes of real-time oscilloscopes,
generally a clock recovered from the signal under test is the reference clock. A circuit
monitors the signal and locks to the edges it finds. It is common that it is a PLL, a
phase interpolator, an oversampling circuit, or even calculated from a real-time record
of edge crossings. The measurement tool measures the time difference between the
reference edge and the signal edge. After first subtracting the ideal clock period from
each measured period, it is possible to obtain the TIE also by integrating the period
jitter.

After measuring a significant number of time intervals and their related timing
errors, it is possible to compute the standard deviation and peak values. This statistical
information is the TIE jitter. When the reference is built by summing up the periods
according to the amount of the first period, the mean TIE should be zero and the
standard deviation and peak values are of interest. When the reference is calculated
to emulate a PLL or is an electrically recovered clock, the mean value is rarely zero, but
should be close to zero. The importance of TIE comes from showing the cumulative
effect that even a small amount of period jitter can have over time. From the record
that maintains a record of error versus time, accumulated phase error measurements

become possible.
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Period Jitter: The period jitter, indicated by the measurements P1, P2, and P3
in Figure 3.5, basically measures the period of each clock cycle in the waveform. In
other means, period jitter refers to the distribution of periods. In a waveform, the
difference of the (k + 1) cycle timing jitter from the (k)™ cycle timing jitter gives
the period jitter of the (k) cycle; therefore, it can be said that period jitter is the
first-differentiation of the timing jitter [69].

Cycle-to-cycle Jitter: The cycle-to-cycle jitter measures the clock period change
amount between any two adjacent cycles, which is indicated as C2 and C3 shown in
Figure 3.5. It can be found by applying a first-order differentiation operation to the
period jitter. Actually, second-order differentiation of timing jitter gives also cycle-to-

cycle jitter. Figure 3.6 explains visually the relation between jitter types [69].

Cycle-to-cycle jitter measurement is preferred to be used to illustrate the stability
of spread spectrum clocks as it is not as sensitive as period jitter to the frequency
spreading feature. No knowledge of the ideal edge locations of the reference clock is

required to calculate either the period jitter or the cycle-cycle jitter.

N-Cycle and N-Period Jitter: A grouping of N periods is measured, instead of
measuring the difference between adjacent periods. After taking a significant sample of
periods and measuring the differences in the multiple groupings, the standard deviation
and peak values can be resolved. There are two permutations of N-Cycle jitter. The
first reports statistics from the difference between adjacent groupings (best called N-
Cycle jitter) where the second one reports statistics from the variation of the multiple

periods (best called N-Period jitter) [70].
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Long-term Jitter (Accumulated Jitter): It measures the change in a clock’s out-
put from the ideal position, during several consecutive cycles. The actual number of
cycles used in the measurement is application dependent. Long term jitter is different
from period jitter and cycle-to-cycle jitter because it represents the cumulative effect
of jitter on a continuous stream of clock cycles over a long time interval. This is the

reason why long-term jitter is sometimes referred to as the accumulated jitter [71].

There is one shortcoming, if only looked at cycle-to-cycle jitter: only high fre-
quency jitter is visible. Jitter over one cycle can have very high frequency content
relative to the fundamental frequency of the circuit being tested. Observing adjacent
cycles filters out any longer term effects that are happening within the signal. Utiliz-
ing sufficient number of samples enables determining the long-term characteristics of

a signal in certain statistical profiles.

An important risk when a long-term measurement is made that if the count
of cycles is not precise, the signal may have more noise than the measured values.
Therefore, when measuring accumulated jitter relative to different triggers, it is abso-
lutely necessary to ensure a constant number of edges so that jitter greater than one
unit interval (U1) is properly measured. Another method of measuring accumulated
jitter is to measure the signal relative to reference signal. This allows a direct com-
parative view of the relationships between the reference and the signal; both over a

cycle-to-cycle basis or over the entire measurement period.

3.1.4. Jitter Accumulation

One of the main concerns in clock circuits is the stability of the generated wave-
forms. Therefore, in order to get an accurate clock, any kind of noise source is un-
wanted and should be suppressed or minimized [72]. Due to this reason, long-term

behavior of jitter was studied in [73] with a measurement-based approach.

Based on that study, random phase shift, which can be also defined as jitter,

occurs in oscillators when the phase noise does not exist. Once a phase shift occurs,
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it persists for an indefinite period of time, as illustrated in Figure 3.7. Therefore,
subsequent transitions accumulate the phase shifts in time. Figure 3.8 shows the
jitter accumulation of an oscillator with varying time. Hajimiri et al. describe “jitter
accumulation” in [73] as “Jitter accumulation occurs because any uncertainty in an
earlier transition affects all the following transitions, and its effect persists indefinitely.
Therefore, the timing uncertainty when AT seconds have elapsed is the sum of the

uncertainties associated with each transition.”

Timing jitter may be affected by different noise influences in different times
associated with an oscillator. Two cases are studied in the literature: correlated and
uncorrelated noises. In semiconductor devices, the effects of thermal and shot noises
are modeled as uncorrelated, while the effect of low frequency % flicker noise is modeled

as correlated noises.
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For a ring oscillator, both cases should be examined. Let us start from the
uncorrelated white noise case; identical stages contribute to jitter by the same amount
via independent noise sources. The jitter inserted by each stage is independent of the
jitter inserted by other stages. Therefore, the total variance of the jitter is the sum of
variances of each stage. Furthermore, since an effect persists indefinitely as phase shift,
m transitions later (during AT time) each stage has jitter as 04, = mo%, where o
is the jitter of each stage during one transition. Since m transitions are proportional

to AT, in [73], the jitter associated with time is formulated as
oar = kVAT, (3.1)

where k is a constant determined by the circuit parameters.

In the case of the correlated low frequency % flicker noise sources, correlated jitter
is observed over multiple transitions. In [73], Hajimiri adds the standard deviations
rather than variance. Therefore, the standard deviation of the jitter after AT seconds

is proportional to AT as

OAT = CATv (32)
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where ( is another proportionality constant.

The delay measurements of a ring oscillator demonstrate the effects of both cor-
related and uncorrelated noise sources. If timing jitter oa7 is plotted vs measurement
time AT in log-log scale, the effect of uncorrelated noise source is displayed with a
slope of % and the effect of correlated noise is displayed with a slope 1, as illustrated

in Figure 3.9. Similar results are also presented in [74] and [75].

3.1.5. Jitter Decomposition

In order to understand the noise sources associated with a signal, knowledge of
the distribution of jitter is very important. Finally, dealing with jitter becomes more
comprehensible. First order classification of jitter is done as random and determin-
istic jitter. Random jitter?s peak-to-peak value increases with observation time. On
the other hand, deterministic jitter?”s peak-to-peak value is limited which makes it

bounded. Further classifications can be seen in Figure 3.10.
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Figure 3.11. Random jitter.

3.1.5.1. Random jitter. Random jitter is timing noise that has no distinguishable

pattern and cannot be predicted. It is assumed that it has Gaussian distribution for
the purpose of the jitter model, shown in Figure 3.11. One reason for this is that
the primary source of random noise in many electrical circuits is thermal noise or shot
noise, which is known to have a Gaussian distribution. Another and more fundamental
reason is that the composite effect of many uncorrelated noise sources, irrespective of

the distributions of the individual sources, approaches a Gaussian distribution [67].

3.1.5.2. Deterministic jitter. It is the timing jitter that is repeatable and predictable.

Due to this stable characteristic, the peak-to-peak value of this jitter is bounded, and
the bounds can usually be observed or predicted with high confidence even based
on a reasonably low number of observations [67]. This category of jitter is further

subdivided to whether it has any dependency on the data or not.

(i) Uncorrelated with Data
In the previous classifications of jitter, “Bounded Uncorrelated Jitter” (BUJ) is
defined as Periodic Jitter only. However, in more recent classifications, an ape-

riodic component is also added to BUJ.

e Periodic Jitter: Jitter that repeats itself in a cyclic fashion is called peri-
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Figure 3.12. Periodic jitter.

odic jitter. Periodic jitter is typically caused by external deterministic noise
sources coupling into a system, such as switching power-supply noise or a
strong local RF carrier. It may also be caused by an unstable clock-recovery
PLL. A sample illustration is demonstrated in Figure 3.12. By convention,
periodic jitter is uncorrelated with any periodically repeating patterns in a

data stream [67].
e Aperiodic BUJ (ABUJ) Jitter: Generally, crosstalk or other mechanisms

that are not periodic in the system are the reasons of the ABUJ, as shown

in Figure 3.13.

(ii) Data Dependent Jitter
Any jitter that is correlated with the bit sequence in a data stream is called

Data-Dependent Jitter (DDJ). This group is classified into two: Inter Symbol
Interference (ISI) and Duty Cycle Distortion (DCD).

e Inter Symbol Interference: ISI means that preceding bits affect the timing
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of the current bit. ISI is generally caused by the frequency response of a
cable or device. Because of the filtering, unless there are several bits in a

row of the same polarity [67], the waveform doesn’t reach a full HIGH or

LOW state.
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Figure 3.15. Duty cycle distortion.

As another example, consider a waveform superimposed on an offset ver-
sion of itself. An earlier threshold crossing occurs. Since this timing shift is
predictable and is related to the particular data preceding the transition, it

is an example of ISI [67]. A sample illustration can be found in Figure 3.14.

e Duty Cycle Distortion (DCD): DCD caused jitter may be predicted based
on whether the associated edge is rising or falling. There are two common
causes of DCD: First one is that the slew rate for the rising edges differs
from that of the falling edges, and the second one is that the decision of
threshold for a waveform is higher or lower than it should be. A demon-

strative illustration is exhibited in Figur 3.15.

3.1.6. A Practical Jitter Measurement

An inverter based ring oscillator with 23 inverters in a ring is utilized as the
design under test (DUT). It has an oscillation frequency of 302 M Hz at 2.5 V supply

voltage. The details of the circuitry are given in Section 2.6.2. Jitter measurements
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will be performed on this design.

A Teledyne LeCroy Wavemaster 8 Zi type real time oscilloscope, which has 16
G H z bandwidth and 40 GS/s sampling rate capability, is used for the measurements.
However, the sampling rate can be increased until 200 G'S/s with random interleaved
sampling (RIS) mode. In RIS mode, the real time oscilloscope acts as a sampling
oscilloscope. RIS is an acquisition technique that allows effective sampling rates higher
than the maximum single-shot sampling rate. It is used on repetitive waveforms with
a stable trigger. The maximum effective RIS sampling rate is achieved by making
multiple single-shot acquisitions at maximum real-time sample rate. Thus the acquired

signals are positioned approximately five ps (200 GS/s) apart [76].

The oscilloscope has SDAIII-CompleteLinQ [77] software which performs jitter
and crosstalk analysis; moreover, it has has an extensive capability of jitter decompo-

sition, and eye diagramming and analysis.

3.1.6.1. Determining The Inherent Jitter for Improving the Accuracy. Ignoring the in-

trinsic noise of the measurement instrument causes errors in jitter measurements. The
intrinsic noise of the instrument, used in the experiment, should be determined ex-
perimentally before starting jitter measurements. The following experiment aims to
determine the inherent jitter of the instrument. If the inherent jitter is much less than
the measured jitter of the signal, intrinsic noise can be ignored and directly measured

jitter can be used in the further analysis.

The inherent jitter of the oscilloscope may originate from trigger jitter, time base
stability, and delay jitter. Generally the inherent jitter, which is the internal jitter of
oscilloscope, is uncorrelated with the jitter of device under test [78] . Therefore, the
instrument jitter can be subtracted from the total jitter using quadrature subtraction,

shown as

— 2 _ 42
tDUT - tmeas tinst Y

(3.3)
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where, tpyr stands for jitter of device under test , t,,cq.s stands for total measured
jitter, and t;,s stands for jitter due to instrument. The jitter due to instrument
should be measured under the specific conditions of the test being performed. The

pictorial representation of the test set-up is given in Figure 3.16.

For this experiment, RIS acquisition mode of the real-time oscilloscope is used.
The oscilloscope is triggered externally using the output of DUT. Delay between the
signals is produced by the cable used in measurement. The oscillator is set to a
sampling rate of 200GS/s with RIS acquisition mode. The time delay between the
Channel-1 and Channel-2 waveforms was measured. The cable delay is constant and
any variation in the delay is due to the oscilloscope. This experiment allows testing
of the accuracy of the measurement system [78]. Measurement results are shown in

Figure 3.17. The inherent jitter of the LeCroy 8Zi is around 678 fs in this experiments.

3.1.6.2. Period Jitter Measurements. As defined previously, period jitter refers to the

distribution of periods. We simply measure the period of each signal cycle in the
waveform and find the distribution. For the period jitter measurement, RIS acquisition
mode of the real-time oscilloscope is also used as in the inherent jitter measurement.

A sampling rate of 200GS/s is achieved. The measured period jitter is 1.89ps which
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Figure 3.17. Inherent jitter measurement.

can be seen from Figure 3.18.
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Figure 3.18. Period jitter measurement.
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Figure 3.19. Cycle-to-cycle jitter measurement.

3.1.6.3. Cycle to Cycle Jitter Measurements. The changes in the signal period be-

tween any two adjacent cycles is called as cycle to cycle jitter. Therefore, the seen
from Figure 3.19, the changes between two adjacent cycles are plotted as a histogram.

Standard deviation of this histogram gives cycle to cycle jitter as 2.87ps, which is

higher than period jitter as expected.

3.1.6.4. Long-Term Jitter Measurements. The change in the output of the signal from
the ideal position over consecutive cycles gives the long-term jitter in that duration.
Long-term jitter measurements, which accumulates the jitter, need a reference signal,
and the measurements are performed relative to this reference signal. Time interval
error between the signal and the reference clock gives the long-term value of the jitter.

LeCroy MasterWave 8 Zi oscilloscope has a golden clock which is generated from a

software PLL [77].

Jitter accumulation can be seen from the following figures. Figure 3.20 shows

the TIE histogram after 500ns which corresponds around 60 periods of the RO. A
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Figure 3.20. TIE measurement with 500ns accumulation.

longer measurement can be seen in Figure 3.21, where one ms accumulation time
is performed. Figure 3.22 shows the measurement with two ms accumulation time.
After this length of accumulation time, deterministic jitter starts to appear for this
RO. Since jitter accumulates over time, higher jitters can be observed within longer

acquisition times.

3.2. Flicker Noise as a Randomness Source

In 1925, J.B. Johnson performed an experiment [79] to test the shot noise in
vacuum tubes (Schottky’s theory [80]). However, he saw that the noise in low frequen-
cies was not white. In 1926, Schottky described that the observed noise was flicker
noise [81]. Until Bell, it was thought that the reason of flicker noise was physical
properties; however, Bell claimed that it was a cooperative phenomenon arising also
from the statistics of electrons’ queues [82]. In 1974, Caloyannides measured flicker

noise in semiconductors from 107%% Hz to one Hz [83].
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Later on, it was noticed that this unexpected noise existed in many different
systems, including the human heart, the brain, the stock market, etc. Flicker noise
has a Gaussian distribution and appears at low frequencies. In different systems,
flicker noise has the PSD of f%, where « is between 0.5 and 1.5. Noise sources can be

classified into two categories as colored and white noise sources. Flicker noise is called

as colored noise, because it is dominant in low frequencies.

In spite of the fact that flicker noise affects phase noise and jitter of oscillators,
most studies have modeled phase noise and jitter by ignoring flicker noise [74,84] until
the late 90s. Phase noise and jitter models with the presence of flicker noise started
to appear in the literature around 2000s [1,19,73,85]. In [1], contribution of noise
sources to phase noise and jitter is examined. Phase noise is formulated with flicker

and white noise sources; however, jitter is formulated without flicker noise.

Since oscillation jitter is used to provide randomness for RNG, understanding the
phase noise and jitter mechanisms in ROs is vital in order to increase the entropy. In
contrast to clock circuits, random number generators require noise in order to produce
random bits with high entropy. There is a general agreement that white noise is
necessary for random number generation; however, the same statement is not valid for

flicker noise. Studies about flicker effect on randomness are still not sufficient.

In [34], it is expressed that colored PSD of flicker noise may generate corre-
lated bits in the output of RNG. Therefore, some researchers tried to suppress flicker
noise [3]; however, most researchers simply ignored it [4,28,48].The relation between
autocorrelation and sampling period was studied in [86] without clearly addressing the
underlying theory. According to that study, autocorrelation of adjacent bits is reduced
from 62% to 7% by increasing the sampling period 20 times. In [22] the flicker noise
effect is investigated with unrealistic jitter values and without the confirmation from

measurement results.

According to the study [73], mentioned in Section 3.1.4, the rms jitter originat-

ing from flicker noise accumulates over time with a slope of 1, while the rms jitter
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Figure 3.23. Accumulated jitter versus measurement time.

originating from white noise accumulates over time with a slope of 0.5 in log-log plot
of the PSD. On the bases of long-term jitter explanations and studies, randomness
of a ring oscillator at the m'* cycle can be predicted. In order to estimate the jitter
amount after m periods, a MATLAB based analysis can be performed. The measured
phase noise data can be inserted to the model to estimate the accurate jitter statistics.
We aim to develop such an analysis to decide the specifications of an oscillator for a

desired randomness from the beginning of design process.

A sample long-term jitter study is shown Figure 3.23 which demonstrates the
accumulated jitter of correlated, uncorrelated, and combined noise sources with vary-
ing measurement time. The proposed MATLAB model produces white and colored

random noise for 100 trials, because jitter estimation depends on statistical data.
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Thereafter, the variance of jitter is estimated according to these trials. Although,
arbitrary noise parameters are utilized in the present MATLAB code, accurate phase

noise data can be included after measurements.

3.3. Randomness Source in Weak Inversion Region

In addition to suitability analysis, maximizing the RO jitter for security applica-
tions is also investigated in [21]. As a consequence of this study, it is understood that
decreasing Vpp caused an increase in randomness. The lowest supply voltages can be
achieved when the devices are in the sub-threshold region. Moreover, it is a known
fact that the amount of jitter variance depends on the operating regime of CMOS
transistors. [87] shows that CMOS devices have more current noise in sub-threshold

region.

Actually, using CMOS transistors in weak inversion region is not popular. It is
stated in [88] that, the absolute values of the currents and of the transconductances
become so small that the noise becomes exceedingly large; therefore, designers do not
want to use the weak inversion current region. In the contrary, maximum randomness
can be obtained, if only the supply voltage of RO is lowered down to its minimum

value where it still has oscillator behavior.

3.4. T-Entropy as an RNG Evaluation Measure

NIST Statistical Test Suites of 140-2 [29], 800-22 [30], and DIE Hard Test Suite
[31] are used most commonly in order to evaluate RNGs. These statistical test suites
report their results as fail or pass scores. However, most of the time, small changes in
the entropy levels cannot be distinguished with these test suites. Therefore, in order
to analyze the randomness of ROs in different cases, a different measure of entropy is

needed.

Shannon entropy is the most well-known and reliable entropy estimation method

for infinite sequences [89]. T-entropy [90,91] is a successful approximation of the
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Shannon entropy for finite bit streams. T-entropy measure has started to be used in
RNG applications [92] as well. We also utilize the T-entropy measure to calculate the

randomness of the ROs in our analysis.

3.5. A Pre-Evaluation Method for RNG

Random number generators are the heart of cryptographic blocks. If the RNG
in the system does not produce random bits with a certain quality, even the most
secure algorithms will present weakness. Therefore, special interest should be given
to evaluation of RNGs. Traditional RNG evaluation is done with some statistical test
suites [29-31] which are based on complex mathematical evaluation methods. Fur-
thermore, these tests are applied to RNG during evaluation stage which is performed
when RNG design and fabrication completed. A pre-evaluation method is necessary
to get some feedback and improve the design before the final stage. In this section,
a new pre-evaluation method for RNG is proposed [15]. This pre-evaluation method
can be also used in Common Criteria (CC) evaluations to evaluate the RNGs used
in Smart Cards (SC), RFID (Radio Frequency Identification), and NFC (Near Field

Communication) tags.

Beside the design, the placement and the interaction with the other elements
of the RNG in the whole system is very important in terms of protecting the qual-
ity of the bits. In order to do this, jitter decomposition method is proposed for use
in the AVA_VAN (AVA: Assurance of Vulnerability Assessment, VAN: Vulnerability
Analysis) evaluations of RNGs. By using this method, jitter in the random bits can
be broken down to its components. The first level classification starts with random
and deterministic jitter. Actually, random jitter is the source of entropy of RNG.
On the other hand, deterministic jitter should be investigated deeply, because it gives
the clues of vulnerability during RNG attacks. Further separation can be done un-
der deterministic jitter as periodic jitter and data dependent jitter. Periodic jitter
shows how sensitive the random bit wiring is to crosstalk, power supply switching,
and some other EMIs in the integrated circuit. Thus, periodic jitter may give clues of

such vulnerabilities. Beside that, data dependent jitter shows how much random bits
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Table 3.2. RNG Pre-Evaluation Check List.

Jitter Type Noise Source
Random Jitter Thermal Noise
Shot Noise

Flicker Noise

Duty Cycle Distortion Threshold level of transmitter

Asymmetry in rise and fall time of waveform

Inter Symbol Interference Bandwidth limitations
Reflection due to impedance mismatches

Non-Periodic Jitter (ABUJ) Crosstalk

Ground bounce

Periodic Jitter Clock correlation

Switching effect of power supply

are sensitive to data patterns contained in the random bits. This information about
deterministic jitter has significance during RNG evaluation in terms of defining RNG

attacks during AVA_VAN evaluation.

RNG evaluation can be processed by examining all these jitter components.
Advanced oscilloscopes have jitter analyzing tools. They also give the amount of
each jitter element. The weakness of the RNG can be determined by interpreting
the analysis results. RNG attack scenarios can be developed after the interpretation
of RNG analysis results; on the other hand, a developer can eliminate the dominant
noise source and improve the design in an earlier stage. Table 3.2 presents the RNG

evaluations steps in this method.

This RNG evaluation method is developed from a practical point of view that
does not rely on complex math. It is a rapid method which examines the waveform
instead of bit streams. Investigating the long-term behavior of waveform and break-

ing down the jitter of waveform to its components gives an intuitive feel about the
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dominant noise.

3.6. Conclusion

In this chapter, detailed information is provided about jitter, namely, sources
of jitter, types of jitter, and decomposition of jitter. After that a practical jitter
measurement is given. The effect of flicker noise on randomness and the effect of
weak inversion region on randomness are questioned. In order to understand the small
changes in entropy, T-Entropy measure is introduced for evaluations. In addition, a
measurement-based, pre-evaluation method for the output waveform of an RNG is

proposed.
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4. ASIC RNG IMPLEMENTATIONS

Under grant 106GG007, the Scientific and Technological Research Council of Turkey
(TUBITAK) supported the RNGs research in the content of the Turkish e-ID Card
project. ASIC implementations of some of the well-known digital gate based RNGs
are also supported under this grant. This chapter expresses the design methodologies,

implementation details, and measurement results of the ASIC implemented RNGs.

Three ASIC RNG implementations are performed based on two different type
of oscillators. The first type of oscillator is a ring oscillator and two of the imple-
mentations are based on the models given in [5]. The differences between these two
implemented circuits are the number of ROs and the number of inverters in a ring.
The other type of implementation is based on FIGARO, modeled in [48]. FPGA
implementations of these RNGs are presented in [5,36,49].

Implementing the RNG as an IC gives the designer the flexibility to reduce the
correlation between adjacent oscillators. Thus, XORing the oscillators becomes more
effective because it improves the quality of the bit stream. Moreover, the design

becomes more robust against attacks by implementing RNG as an 1C.

Measurement results of RO-based ASIC implemented RNGs show that more
than 6.5 times higher throughput is achieved than the previous FPGA implemented
RNG results in [5] and [49]. Furthermore, the complex post-processing stage, which
reduces the throughput 16 times, as expressed in [5,49], has not been used in ASIC.
This is because the correlation and coupling are reduced and jitter is increased by

ASIC implementation.
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Figure 4.1. Layout of rings design.

4.1. A High Speed IC Random Number Generator Based on Phase Noise

in Ring Oscillators

In this work, fulfilled test results are obtained from the NIST 140-2 test suite after
a simple corrector (von Neumann). In fact, it was noticed that the post processing
method of resilient functions used in [5] and [49] results in a fourfold rate reduction in
comparison with the von Neumann corrector. Beside these, further analysis has been
performed to find out how to reduce the current consumption. By decreasing supply
voltage, statistically unaffected raw data can be derived down to 1.6V. This reduces

power consumption approximately four times.

In Section 4.1.1, implementation details can be found. In Section 4.1.2, measure-

ment results, analysis of results, and the statistical test results are presented.

4.1.1. Implementation Details

HHNEC’s 0.25um eFlash process with a supply voltage of 2.5V is used for im-

plementation and fabrication of the prototypes. In terms of layout design techniques,
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every ring oscillator is located in a separate n-well. Separate n-well technique is a
must, in order to prevent coupling and correlation between adjacent ring oscillators as
much as possible. Furthermore, this separate n-well technique decreases the leakage
between substrate junctions and substrate noise, which improves the mutual effects
of grounds between rings. An AND gate is added to the rings to switch them off in
necessary conditions. Of course, this causes a small frequency reduction of rings due
to the additional AND gate delay. All these additions enlarge the layout by almost
twice, as seen in Figure 4.1. In addition, XOR gates were placed very near ring oscil-
lators which were connected to them. Thus, routings causing coupling in the case of
long adjacent paths would be very short. Paths from XOR gates to ROs are drawn in
slightly different orders to differentiate the path delays.

Designed circuitry consists of 114 ring oscillators, which have 13 inverters in a
ring, a sampler, and a post processor after sampler. Post processing circuitry is not
implemented as hardware. It is planned to be implemented as software for necessary
conditions. During measurements and tests, it is noticed that instead of the processing,
it is sufficient just to apply the von Neumann corrector, which does not reduce the
throughput as much as post processing applied in [5] and [49] do. Furthermore, to
implement the von Neumann correction is much easier than post processing, since
von Neumann correction can be realized just with a few logic gates. However, in this

design, even the von Neumann corrector is not implemented as hardware.

4.1.2. Measurement and Statistical Test Results

The total circuit area of the implemented circuit excluding pads is 0.043 mm?.

On-chip guard rings are used between ring oscillators and other prototypes. Fabricated
chip photo can be seen in Figure 4.2. An FPGA based hardware, which has a PCI
interface, was designed to upload the binary data to computer. Maximum data storage
rate of FPGA based hardware is two Gbps. Up to 250 M Hz of sampling frequency

can be used during data acquisition.

The output of a ring oscillator is observed in order to understand how it works as
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Figure 4.2. Chip photo.

an integrated circuit. The oscilloscope screenshot shows the measured ring oscillator
output in Figure 4.3. As can be seen from the figure, considerable amount of jitter (~
8%) is observed even at the output of one ring oscillator. In [5], all the calculations
were done based on the assumption of 2% of jitter. This explains how fulfilled test
results can be achieved without strong resilient functions. The output of two XOR
trees with 32 ring oscillators is also observed. Correlation coefficient is estimated by
using output of these ring oscillators. The correlation coefficient is estimated as 0.0073
between two 32 XORed ROs outputs of 32,000 bits. Moreover, maximum frequency
at the output of 114 rings is 256 M H z.

A bit stream of length 160 M Bytes was acquired through the PCI interface of
the FPGA based hardware without von Neumann processing. The obtained bits are

subjected to full the NIST 140-2 test suite [29]. After applying the von Neumann
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Figure 4.3. Measured output of one of the ring oscillator.

corrector to the binary data obtained from these ring oscillators in software, processed
binary data pass the tests of the full NIST random number test suite. Von Neumann’s
de-skewing technique [93] is used in order to eliminate the existing bias in the output
sequence. In the bit stream, 00 and 11 are discarded, 01 turns into zero and 10 turns
into one. Throughput approximately decreases by a factor of four by generating one bit
from four bits. Results of the tests are given in Table 4.1 with pass rates and p-values.
The minimum pass rate for each statistical test with the exception of the random
excursion (variant) test is approximately 0.973618 for a sample size of 332 x 1M Bit
binary sequences. More than 20 randomly selected chips are subjected to the full
NIST 140-2 test suite, and all of them pass. This shows that the design technique
is stable; it does not vary from chip to chip, and does not show any dependency on

process parameters, which is very important in terms of the reliability of RNG.
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Table 4.1. Statistical test results of RO-based RNG with 114 ROs.

Statistical Test P Values Pass Rates
Frequency 0.474403 0.9819
Block Frequency 0.090107 0.9970
Cumulative Runs 0.564949 0.9880
Runs 0.206562 0.9729
Longest Run 0.102341 0.9880
Rank 0.326515 0.9880
FFT 0.116003 0.9940
Nonperiodic Templates 0.992390 1.0000

Overlapping Templates 0.678058 0.9880

Universal 0.001552 0.9880

Apen 0.862344 0.9910

Random Excursions 0.124210 1.0000
Random Excursion Variants | 0.507859 1.0000
Serial 0.745968 0.9940

Linear Complexity 0.090107 0.9849

Additionally, Figure 4.4 shows current consumption of the RNG when the supply
voltage is varied from 2.5V to 1.5V. Statistically unaffected raw data can be obtained
until the supply voltage is dropped to 1.6V. The output bit stream also passes the
statistical test. Power consumption decreases from 40mW to 11mW while supply
voltage is decreased from 2.5V to 1.6V. Therefore, supply voltage should be adjusted
to its minimum level if the power consumption is a critical design constraint. However,
reducing supply voltage in favor of current consumption will yield a reduction in speed,
too. In our RNG, output frequency decreases to 50M Hz at 1.6V. A summary of

performance parameters is also presented in Table 4.2.
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Current Consumption vs Supply Voltage
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Figure 4.4. Consumed current versus supply voltage.

4.2. A Digital IC Random Number Generator with Logic Gates Only

In this section, the ASIC implementation of [48] is presented. FIRO and GARO
are implemented and fabricated by using HHNEC’s 0.25um eFlash process with a
supply voltage of 2.5V. An XORed combination of these two oscillators is also im-
plemented. A new structure, which utilizes more than one FIGARO in an XORed
configuration, is proposed to build an RNG. Increasing the number of FIGAROs uti-
lized in the circuit produces faster output bit stream and improves the quality of output
bit stream. In the following section, FIRO and GARO structures and their properties
are summarized. Implementation details, measurement results, and the statistical test

results are presented in Section 4.2.2.
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Table 4.2. Summarized performance parameters of RO-based RNG with 114 ROs.

Parameters Values
Maximum Speed of Output Bit Stream 256 MHz
Maximum Clock Speed for Passing Tests 66 MHz
Maximum Speed of Throughput 16.5 Mbps
Typical 1/0 Ratio of Raw Data 1.22929
Typical 1/0 Ratio after von Neumann 1.00029
Correlation Coefficient between two
32-ROs of 32,000 bits 0.0073
Jitter /Period ~ 0.08
Size 0.043 mm?
Power Dissipation @ 2.5V 40 mW
Power Dissipation @ 1.6V 11 mW
Supply Voltage 2.5V
Fabrication Technology HHNEC’s 0.25 pm eFLash

4.2.1. Fibonacci and Galois Ring Oscillators

Using FIRO and GARO as random number generation methods is a novel ap-
proach that is influenced by Fibonacci and Galois LFSRs, where basically delay cells
(D-type flip flops) are replaced by inverters. In FIRO, the number of inverters, r, can
be chosen either even or odd; however, it is necessary that » # 2 . On the other hand,
in GARO, r should be odd. Actually, these inverters can consist of an odd number of

elementary inverter logic gates, k.

FIRO-based and GARO-based circuit structures are given in Figures 4.5 and 4.6,
respectively. FIRO and GARO are defined by an associated feedback polynomial.
The feedback connections are chosen to make sure that there are no fixed points in
the corresponding state-transition function. Therefore, the f(x) polynomial should be

chosen as f(x) = (14 z)h(x), where h(z) is a primitive polynomial [94], and should
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Figure 4.5. Fibonacci ring oscillator.

fia fa f1
| | |

Figure 4.6. Galois ring oscillator.

meet the condition of h(1) = 1. In addition, the feedback coefficients of fy and f.
should meet the condition of fy = f, = 1.

Although the output of GARO is taken from the last inverter, in FIRO, it can be
taken from any inverter in the cascade. For both configurations, the output oscillating
signal is irregular and comprises both pseudo randomness and true randomness. True
randomness is due to the random delay and transition times of all the logic gates in
the circuit, which are the result of thermal and shot noises in the circuit itself. In
order to increase the randomness and robustness, another configuration that combines
the properties of both structures can be formed by XORing FIRO and GARO. It
is recommended in [48] that the lengths of the two oscillators should preferably be
mutually prime. This maximizes the period of the random sequence and minimizes

the interlocking and coupling effect.
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Figure 4.7. Layout of FIGARO.

The generated output signal will be a high-speed, noise-like irregular signal that
combines true and pseudo randomness. Therefore, it is mentioned in [48] that mutual
coupling will be decreased, and consequently, primary randomness will be increased.
Moreover, due to quick propagation of jitter and its transformation through feedback,
sensitivity to jitter significantly increases, which is desirable for generation of random

bit streams. Binary sequences can be obtained by using a DFF or an intermediate

TFF, which reduces the bias.

Distinguishing true and pseudo randomness is an important issue in digital ran-
dom number generation. In order to do this, a restart test was applied in [35] 1000
times and standard deviation for all traces was calculated. It is observed that the
traces deviate from each other, which is the proof of true randomness. In addition,
autocorrelation, entropy estimations, and data acquisition rates with proper bias are

presented in [35].



7

4.2.2. Implementation Details, Measurement and Statistical Test Results

HHNEC’s 0.25pum eFlash process with a supply voltage of 2.5V is used for im-
plementation and fabrication of the prototypes. In order to prevent coupling and
correlation between adjacent FIROs and GAROs as much as possible, isolated n-well
technique is applied. Regarding layout design techniques, isolated n-well technique
reduces the leakage between substrate junctions, and substrate noise, which improves
the mutual effects of grounds between oscillators. The layout of the implemented FI-
GARO circuit is seen in Figure 4.7. The total circuit area of the implemented circuit
excluding pads is 0.0048mm?. On-chip guard rings are used between oscillators and

other prototypes. Fabricated chip photo can be seen in Figure 4.8.

The designed circuitry consists of a FIRO that realizes the feedback polynomial
of 2% + 2™ + 27 + 25 + 2° + 2* + 22 + 1 and a GARO which realizes the feedback
polynomial of 231 + 227 422 422! 220 £ 17 4 216 4 215 4 213 4 10 | 9 4 08 4 06 4 05 |
x4+ 23 + 2+ 1. Every inverter is essentially formed by three elementary inverter logic
gates. A sampler and a post processor after the sampler are the other components of
the circuitry. Post processing circuitry is not implemented as hardware. It is planned
to be implemented as software in required cases. Due to its easier implementation
and simple functionality, von Neumann corrector is utilized in this design as a post

processor.

A bit stream, which has a length of 100M Bytes, was acquired through the PCI
interface of the FPGA based hardware without von Neumann post processing. The
acquired bit stream, which exhibits considerable amount of bias even at low frequencies
such as 100 kHz, is subjected to the full NIST 140-2 test suite [29]. However, it
does not pass from the statistical tests. After applying the von Neumann corrector in
software to the binary data obtained from FIGARO at 100k H z, processed binary data
passes the tests of the full NIST random number test suite except for the runs test.
Von Neumann’s de-skewing technique [93] is used in order to eliminate the existing

bias in the output sequence.
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Figure 4.9. Proposed configuration.

Using more than one FIGARO in XORed configuration is proposed in order to

improve the quality of randomness and increase the frequency (hence, the through-

put) of the output bit stream. The proposed configuration is demonstrated in Figure
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Table 4.3. Number of required FIGARO and corresponding sampling frequency.

Frequency Number of FIGARO
(MHz) Processed Data | Raw Data

125 7 8

62.5 6 7

31.25 5 6

12 4 5

5 3 4

2 3

4.9. Table 4.3 gives the required number of XORed FIGARO and the correspond-
ing sampling frequency for passing the tests of NIST 140-2 for both raw data and
processed data with the von Neumann corrector. It is observed that XORing seven
FIGARO provides a bitstream which passes from NIST 140-2 test suite after a simple
corrector (von Neumann) with a sampling frequency of 125M Hz. This will supply
a 31.25Mbps throughput rate. Results of the tests are given in Table 4.4 with pass
rates and p-values. The minimum pass rate for each statistical test with the exception
of the random excursion variant test is approximately 0.968840 for a sample size of
199x 1 Mbit binary sequences. The minimum pass rate for the random excursion vari-

ant test is approximately 0.962751 for a sample size of 120x1Mbit binary sequences.

Moreover, it is derived that if the number of FIGAROs is further increased to
8, fulfilled test results are also obtained from NIST 140-2 test suite without any post
processing stage with a sampling frequency of 125M Hz. Since no postprocessing is
needed, no throughput reduction will occur. This throughput rate is 62.5 times higher
than the previous design results shown in [5] and [49]; additionally, no post-processing
stage is required. Results of the tests are given in Table 4.5 with pass rates and p-
values. The minimum pass rate for each statistical test with the exception of the ran-
dom excursion variant test is approximately 0.972766 for a sample size of 300x 1Mbit
binary sequences. The minimum pass rate for the random excursion variant test is
approximately 0.968113 for a sample size of 186 x1Mbit binary sequences. The oscil-
loscope screen shot shows the measured output of FIGARO sampled at 125M Hz of
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Table 4.4. Statistical test results of seven XORed FIGARO with processed data.

Statistical Test P Values Pass Rates
Frequency 0.860922 0.9899
Block Frequency 0.210358 0.9849
Cumulative Runs 0.815583 1.0000
Runs 0.786230 0.9799
Longest Run 0.869361 1.0000
Rank 0.261554 0.9950
FFT 0.539459 0.9950
Nonperiodic Templates 0.986590 0.9849
Overlapping Templates 0.528851 1.0000
Universal 0.626161 0.9950
Apen 0.950449 1.0000
Random Excursions 0.834308 0.9917
Random Excursion Variants | 0.941144 0.9833
Serial 0.713319 1.0000
Lempel Ziv 0.024313 0.9799
Linear Complexity 0.518316 0.9899

clock frequency in Figure 4.10.

In fact, XORing FIGAROs gives the flexibility of choosing the configuration in
terms of area, power, and speed. One FIGARO block consumes approximately 1mA
of current. Therefore, dissipated power can be estimated according to the chosen con-
figuration given in Table 4.3. For example, a configuration, with a sampling frequency
of 125M H z, needs eight FIGAROs to be XORed and consumes 8mA of current. A
digital RNG based on ring oscillators and implemented with the same size of process
technology is reported in [16]. This RNG, which has a sampling frequency of 66/ M H =
and a von Neumann post processor, dissipates 40mW of power and occupies 0.043mm?
of area. Although the proposed RNG occupies 1.13 times less area (0.038mm?), it has
a 7.5 times faster throughput and dissipates less power (20mW). A summary of per-

formance parameters for eight XORed FIGAROs is also presented in Table 4.6.



Table 4.5. Statistical test results of eight XORed FIGARO with raw data.

Statistical Test P Values Pass Rates
Frequency 0.561227 0.9800
Block Frequency 0.000839 0.9700
Cumulative Runs 0.840081 0.9833
Runs 0.083867 0.9633
Longest Run 0.037566 0.9800
Rank 0.822534 0.9967
FFT 0.035174 0.9967

Nonperiodic Templates 0.992478 0.9933
Overlapping Templates 0.487885 0.9867

Universal 0.862344 0.9900

Apen 0.969347 0.9933

Random Excursions 0.964295 0.9785
Random Excursion Variants | 0.911413 1.0000
Serial 0.810470 0.9967

Lempel Ziv 0.494392 0.9900

Linear Complexity 0.449672 0.9900

Table 4.6. Summarized performance parameters of FIGARO.

Parameters Values

Maximum Clock Speed for Passing Tests 125 MHz

Maximum Speed of Throughput 125 Mbps
Typical 1/0 Ratio of Raw Data 1.000117
Size 0.038mm?
Power Dissipation @ 2.5V 20mW
Supply Voltage 2.5V

Fabrication Technology 0.25pm eFlash
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Figure 4.10. Measured output of FIGARO.

4.3. A High Speed, Fully Digital IC Random Number Generator

Measurement results of the ASIC implementation of [49] show that over 18.5Mbps
throughput with fulfilled test results of NIST 140-2 test suite can be achieved after a
simple corrector (von Neumann corrector) and without the complex post-processing
stage. Furthermore, doubling the number of ring oscillators produces output bit stream
with 125Mbps throughput which passes the full NIST 140-2 tests without any post

processing.

Implementation details are given in Section 4.3.1. Section 4.3.2 exhibits mea-

surement results, analysis of results, and the statistical test results.



Figure 4.11. Layout of ring oscillators design.

4.3.1. Implementation Details

HHNEC’s 0.25 pum eFlash process with a supply voltage of 2.5V technology is
used for implementation and fabrication of the prototypes. All of the layout design
techniques mentioned in Subsection 4.1.1 are applied in this design as well. The layout
of the design can be seen in Figure 4.11. The designed circuitry consists of 256 ring
oscillators which have three inverters per ring, a sampler, and a post-processor after

the sampler. Post processing circuitry is not implemented as hardware.

XOR gates were placed very close to the ring oscillators which were connected
to them. This minimizes the coupling of long running adjacent interconnects. To
differentiate the path delays, the routing of paths from ROs to XOR gates are drawn
slightly different. Changing the wire length will yield a difference between the loading
capacitances of ring oscillators which goes to different inputs of XOR gate. This will
also lead to a delay between the adjacent signals. Even if the ring oscillators couple
to each other, this delay will vary the arrival times of signals to inputs of XOR gate.
Hence, extraction of bits is increased by the help of the delay which not only leads

a decreased correlation between input pairs of XOR but also produces an increase in
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Figure 4.12. Chip photo.

entropy extraction.

4.3.2. Measurement and Statistical Test Results

The total circuit area of design excluding pads is 0.052mm?2. On-chip guard rings
are used between ring oscillators and other prototypes. Fabricated chip photo can be
seen in Figure 4.12. The same data acquisition board used in Subsection 4.1.2 is also

utilized in this measurement.

In this design, the ring oscillators consist of three inverters. 3-inverter based
ring oscillator used in [17] will have more jitter although it consumes more current
than 13-inverter based ring oscillator used in [16]. The detailed analysis on jitter is

performed in the next chapters.

In addition, if we consider the effect of process technology on jitter, roughly we
can say that the attained frequency increases with the shrinking technologies. As a

matter of fact, newer technologies have more jitter than the others. Since the proposed
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Figure 4.13. Measured output of XOR tree of 256 ROs.

RNG is designed with 0.25um technology, which can be counted as current technology,

the obtained jitter is at average level.

A ring oscillator with three inverters in a ring will exhibit a frequency around
750M H z which makes it very tough to observe. As a consequence of higher amount
of jitter, fulfilled test results without strong resilient functions could be achieved.
The output of 256 XORed ring oscillators can be seen in Figure 4.13. According
to the histogram of output voltage of 256 XORed ring oscillators, which is given in

Figure 4.14, the output voltage exhibits a proper distribution in terms of bias.

A bit stream of length 160M Bytes was acquired through the PCI interface of
the FPGA based hardware without von Neumann processing. The obtained bits were

processed by the full NIST 140-2 test suite [29]. After applying the von Neumann
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Figure 4.14. Measured output of XOR tree of 256 ROs with histogram.

corrector to the binary data obtained from these ring oscillators in the software, the

processed binary data passed the tests of full NIST random number test suite.

Table 4.7 presents the test results with pass rates and p-values. The minimum
pass rate for each statistical test with the exception of the random excursion (variant)
test is approximately 0.973314 for a sample size of 320 x 1MBit binary sequences. The
minimum pass rate for the random excursion (variant) test is approximately 0.969050
for a sample size of 203x1MBit binary sequences. More than 10 randomly selected

chips are subjected to full NIST 140-2 test suite. All of them pass full NIST tests.

Moreover, two random number generators with 256 ring oscillators and three
inverters in a ring were XORed and the output bit stream was subjected to full NIST
140-2 test suite. It is seen that the raw data passed the tests of the full NIST ran-
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Table 4.7. Statistical test results of RO-based RNG with 256 ROs.

Statistical Test P Values Pass Rates
Frequency 0.288780 0.9812
Block Frequency 0.870659 1.0000
Cumulative Runs 0.330628 0.9812
Runs 0.017156 0.9812
Longest Run 0.180322 0.9875
Rank 0.758528 0.9906
FFT 0.578763 0.9875

NonOverlapping Template | 0.986869 0.9906

Overlapping Templates 0.239112 0.9812

Universal 0.572333 0.9906
Approximate Entropy 0.496841 0.9938
Random Excursions 0.908091 0.9901

Random Excursion Variants | 0.863690 0.9951
Serial 0.302291 0.9969
Linear Complexity 0.643627 0.9938

dom number test suite without any post processing. The test results are presented
in Table 4.8. The minimum pass rate for each statistical test with the exception
of the random excursion (variant) test is approximately 0.973314 for a sample size of
320x 1MBit binary sequences. The minimum pass rate for the random excursion (vari-
ant) test is approximately 0.968569 for a sample size of 194 x 1MBit binary sequences.
In order to determine the quality of random source, it is important for a configuration
to pass the statistical tests without any post processing. This shows that the random
source has enough entropy to be used as a true RNG. In other words, if the circuit
would be designed with 512 ring oscillators instead of 256 ring oscillators, it would pass
the statistical tests without any post processing. The design has successfully achieved
a maximum throughput of 125Mbps, since there was no need for post processing of the
raw data, sampled at a frequency of 125M H z, would yield as 125M bps of throughput.

Of course, these improvements have been accomplished at the cost of two fold increase
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Table 4.8. Statistical test results of the RO-based RNG with 512 ROs

Statistical Test P Values Pass Rates
Frequency 0.875539 0.9844
Block Frequency 0.559523 0.9938
Cumulative Runs 0.392456 0.9906
Runs 0.782780 0.9969
Longest Run 0.239112 0.9906
Rank 0.293235 0.9906
FFT 0.752361 0.9906

NonOverlapping Template | 0.993405 0.9933

Overlapping Template 0.042290 0.9812
Universal 0.177264 0.9906
Approximate Entropy 0.460664 0.9938
Random Excursions 0.729339 0.9897

Random Excursion Variants | 0.952942 0.9897
Serial 0.823278 0.9844
Linear Complexity 0.302291 0.9938

in current and device area.

In most RNG applications, a hash function such as SHA-1 or a cryptographic al-
gorithm such as Advanced Encryption Standard (AES) or Data Encryption Standard
(DES) is applied to a truly random seed in order to obtain high speed random se-
quences. However, random numbers used in cryptographic applications should satisfy
strict randomness criteria such as being produced truly in a non-deterministic fashion.
Recently, communication speed among crypto-based IPs has reached the GHz range,
for example an IPSec device given in [95] utilizes a true random number generator with
a 200Mbps throughput. Therefore, in order to fulfill the requirements of high speed
secure IP communication equipment, RNG should offer high speed, truly random keys.
Since, the proposed design achieves an increased throughput of 125Mbps; it is suitable

to be used in high speed secure communication, where power consumption is not a
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critical issue.

Furthermore, in Table 4.9, there is a comparison between well-known RNGs in
the literature in terms of power consumption, area, and throughput. In addition, a
comparison is conducted to provide the same throughput from each RNG. In order to
achieve the same throughput, given circuits are used in parallel structures. Therefore,

some of comparison results are presented according to the replicated structures.



Table 4.9. Comparison of the ASIC implemented RNGs with some well-known RNGs in the literature.

(3] [4] [2] RO-based RNG RO-based RNG FIGARO
with 512 ROs with 114 ROs -based RNG
(ASIC of [49]) (ASIC of [5]) (ASIC of [36])
Technology 0.18um 0.18pm 2pm 0.25pum 0.25pum 0.25pum
CMOS 1.8V CMOS 3.3V CMOS 3V eFlash 2.5V eFlash 2.5V eFlash 2.5V
Speed 10MHz 10MHz 1.AMHz N/A 256 M Hz N/A
Area 0.025mm? 0.016mm? 1.5mm? 0.104mm? 0.043mm? 0.034mm?
Power Consumption 3.6mW 2.3mW 3.9mW 190mW 40mwW 20mW
Post-Processing Yes No No No Yes No
(XOR decorrelating)
Final 10Mbps 10Mbps 1.4Mbps 125Mbps 16.5Mbps 125 M bps
Throughput Rate
Replication Number 13 13 90 1 8 1
Power Consumption 46.8mW 29.9mW 351mW 190mWwW 320mwW 20mW
of Replicated Circuit
Area of 0.325mm? 0.208mm? 135mm? 0.104mm? 0.344mm? 0.034mm?

Replicated Circuit
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Table 4.10. Summarized performance parameters of 256 XORed ROs.

Parameters Values

Maximum Speed of Output Bit Stream 310 MHz

Maximum Clock Speed for

Passing Tests 74 MHz
Maximum Speed of Throughput 18.5 Mbps
Typical 1/0 Ratio of Raw Data 1.01716
Typical 1/0 Ratio after
von Neumann Corrector 1.00013
Size 0.052 mm?
Power Dissipation @ 2.5V 95 mW
Power Dissipation @ 1.6V 27T mW
Supply Voltage 2.5V
Fabrication Technology HHNEC’s 0.25 pm eFLash process

In comparison to [3], the proposed design has three times area advantage; how-
ever, it has a disadvantage of four fold power consumption. Moreover, [3] needs post
processing in order to pass the statistical test, which is not necessary for the proposed
design. [4] has 6.4 times superior behavior than this work in terms of power consump-
tion; however, its area is two times greater. The proposed design is almost 1300 times
smaller than [2]. Of course, one should take the technology differences into account in
these designs; however, it should also be considered that [2] has big analog modules
such as analog to digital converter (ADC), and sample and hold circuitry which will
occupy relatively big area compared to the other RNGs given above in the same tech-
nology. [2] also has the disadvantage of two times higher power consumption than the

proposed circuitry.

Additionally, statistically unaffected raw data can be obtained until the supply
voltage reaches 1.6 V. Power consumption decreases from 95mW to 27mW while

supply voltage is decreased from 2.5V to 1.6V. Therefore, supply voltage should be
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adjusted to its minimum level if the power consumption is a critical design constraint.
However, reducing supply voltage in favor of current consumption will yield to a re-

duction in speed, too. A summary of performance parameters is also presented in

Table 4.10.

4.4. Conclusions

Three high speed, fully digital different IC RNGs have been implemented and
fabricated with HHNEC’s 0.25um eFlash process with a supply voltage of 2.5V. Two
of the implemented RNG circuitries are based on ring oscillators modeled in [5], one
of them is based on Fibonacci and Galois sing oscillators modeled in [36]. The circuit
given in [17] occupies 0.052mm? and dissipates 95mW of power. On the other hand,
the circuit given in [16] occupies 0.043 mm? and dissipates 40 mW of power at 2.5V
supply voltage. If lower frequencies such as 50M H z is enough for the application that
the RNG is used for, it is suggested that the use of smaller supply voltages.

The raw bit streams generated with the circuit [17] behave nearly randomly
before post processing for up to 74M Hz clock frequencies and for up to 66 M Hz
clock frequencies with the circuit in [16]. It is proposed to use von Neumann corrector
instead of resilient function, thus four times faster throughput can be obtained. After
applying the von Neumann corrector, the circuit in [17] fulfills randomness test of NIST

140-2 with 18.5Mbps throughput and the circuit in [16] with 16.5 Mbps throughput.

The correlation between the ring oscillators in [16] was investigated and the
correlation coefficient was calculated as 0.0073 between two 32 XORed ROs outputs
of 32,000 bits. The measurement results showed that the suggested design parameters
in [5], number of inverters in an RO and number of ring oscillators in an RNG, are
satisfies the highly qualified random bits without strong post processing. In addition,
it is recommended utilizing the ring oscillators with a doubled number [17]. Fulfilled
test results can be obtained via this configuration without any post processing. A
125M H z throughput is attained without any post processing by using doubled ring

oscillators.
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In [18] a new configuration, which utilizes FIGAROs in an XORed structure,
is proposed. This configuration gives a flexibility of choosing the RNG according to
the design constraints. Fulfilled test results of NIST 140-2 are accomplished with a
eight XORed FIGARO structures without any further post processing. This structure
provides a throughput of 125Mbps. Furthermore, it consumes 20 mW of power at
2.5V supply voltage and occupies 0.038 mm? area. FIGARO based RNG consumes
less power and occupies less area compared to the RNGs implemented in [16] and [17]

which have also successful test results among the digital gate based RNGs.
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5. PHASE NOISE AND JITTER MODELS OF CMOS RO
IN STRONG INVERSION REGION

Timing jitter and phase noise studies of oscillators were initially performed and
developed until the beginning of 1980s [96-98] and rapidly became very accurate and
complex towards the mid 1990s [72,74,99]. However, a simple and accurate phase
noise and timing jitter model of ROs became a serious requirement due to their wide

usage. Finally, a simple and coherent model was published in 2006 by Abidi in [1].

Phase noise indicates random accelerations and decelerations in phase (¢) as an
oscillator orbits at a nominally constant frequency (fy) in steady-state. Jitter arises
from sampling the orbit at certain points [1]. If DC period is defined as 7, then period

jitter is the standard deviation (o) around its mean value.

In this chapter, phase noise and jitter models for strong inversion region will
be summarized as given in [1]; furthermore, jitter due to flicker noise, which is not
included in [1], will be derived for both IbRO and DRO. In order to derive flicker noise
induced jitter, a link is defined between flicker noise induced phase noise and jitter
similar to the link given in Equation 5.2 for white noise induced jitter. Finally, phase

noise and jitter measurements are given.
5.1. Link between White Noise induced Jitter and Phase Noise

The link between white noise induced jitter and phase noise is given as

o2, = /OOO S, (F)df = /OOO s¢(f)%df (5.1)

by using Wiener-Khinchine theorem [100], where 02, is the mean-square value of jitter,
S; is the power spectral density of the period, and S,(f) is power spectral density of
phase.
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Single Side Band (SSB) phase noise power spectral density a.k.a Lorentzian spec-

trum is simplified as

f3
L(f) = 0.3

_O'Tf—2

(5.2)
under the assumption of white noise sources alone [101].

5.2. Link between Flicker Noise induced Jitter and Phase Noise

It was mentioned in [1] that the integral in Equation 5.1 is not so easy to solve;
hence, jitter due to flicker noise is not included. However, it is indicated in [7] that an
approximate solution is available. Based on these two studies, jitter equations due to

flicker noise are derived.

According to [7], jitter due to flicker noise is

o1/f < Q1/f > 2N, f, sin?(7fAT)
= S,/ (f)df = df. :
g+ /0 o (f) /NO £3 (o )2 (5-3)

Since we are dealing for one period, AT = % fe is the corner frequency, where flicker

noise and white noise meet. In [7] NJ}Sf ¢ corresponds to —30dB/dec slope in the phase

noise plot.

Lorentzian phase noise is given in [1] as

Hence, Lorentzian phase noise due to flicker noise becomes

S)"(F) _ Nuf,

LYf(f) = ¢>2 o (5.5)
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Figure 5.1. Inverter-based ring oscillator.

In [7], the standard deviation of jitter due to flicker noise is given as

oMt = 5k /T, AT, (5.6)
where AT is % for one period and kK = \/fT Rearranging terms and taking the square,

jitter due to flicker noise is obtained as

N, f,
0_21/f_25 lc‘

When Equations 5.5 and 5.7 are combined, link between flicker noise induced

phase noise and jitter is obtained as

LYE(f) = 2502/" fo

e, (5.8)

5.3. Inverter-based Ring Oscillator

Figure 5.1 demonstrates the inverter delay cell based ring oscillator. IbRO should
consist of an odd number of inverter stages. The detailed circuitry of an inverter and

its functionality are given in Figure 5.3 and Figure 5.2, respectively.
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Figure 5.2. Inverter symbol.
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Figure 5.3. Transistor based architecture of inverter.

5.3.1. Phase Noise and Jitter due to White Noise

Three approximations are used for simplifying the nominal oscillation frequency

(fo) of an inverter-based ring oscillator:

(i) Propagation delays of NMOS and PMOS devices are assumed to be equal (t4y =
tap = ta).
(ii) Pull-down and pull-up currents are assumed to be equal (Ix = Ip = 1I).

(iii) Switching point of inverter is supposed to occur at Vg—D

After simplification, fy becomes

1 2 1 1 1

fo = ~ (—4 )ty ———
M(tan + tap) MCVpp In Ip CMVpp
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where Vpp is the supply voltage, M is the number of stages, and C' is the load capaci-
tance. For the sake of simplicity, it is assumed that the load capacitance of C consists

of only gate capacitance.

Noise in the pull-up and pull-down processes adds jitter to propagation delay in
every stage. Since noise events are uncorrelated, the mean-squares of their variances

can be added as

02 = M(oZn + 0iap)- (5.10)

If we assume that threshold voltages are equal for both PMOS and NMOS tran-

sistors (Viy = Vip = V}), the variance of period jitter is obtained as

2kT 1
02 =

1
—_— 5.11
- Ifo (VDD_Vt('YN_’_’YP)_’_ )7 ( )

VDD

where vy and ~p are the noise coefficients of NMOS and PMOS transistors.

By using Equations 5.11 and 5.2, SSB phase noise due to white noise is obtained

as

2kT 1 1 f2

(’YN + 'YP) + V—])D)f_z

(5.12)

5.3.2. Phase Noise and Jitter due to Flicker Noise

Noise on the frequency is closely related with current flowing on transistors;

therefore, the current sensitivity K (f—IO) on the nominal frequency of fy is used to
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derive the flicker noise component of phase noise as

LYE(E) = 5 Si(f), (5.13)
1 f
VR(F) = ——(SHF 4 gy (22)2

where M is the number of stages of the RO. Flicker noise in the drain current is equal

to

s,/f =g2SYf, (5.15)
where S%f is the flicker noise PSD in nMOS referred to the FET gate as a voltage

V!l and given by

1/f _ K

Vo = WLCoF' (5.16)

If Equations 5.15 and 5.16 are used in Equation 5.14, phase noise due to flicker

noise can be written as

LYV (F) — 1 unKew  ppKep f3
0=t 1 1z i

(5.17)

In fact, the original equation of flicker noise induced phase noise in [1] has an additional

C,: term which should not be included. The proof of the claim is given in Section 5.5.

By using the link given in Equation 5.8, final equation of jitter due to flicker

noise in strong inversion region becomes
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M Stages

Figure 5.4. Differential ring oscillator.

21/t 25 1(,uNKfN ,UPKfP)

_ 2% 1 5.18
7 T 8MIf L% L2 (5.18)

5.4. Differential Ring Oscillator

Figure 5.4 shows the differential delay cell based ring oscillator. DRO should
consist of more than one delay stage with even or odd count; however, it is difficult
to meet Barkhausen’s oscillation criterion of 27 phase shift with two delay stages.
Because, the required level of amplification may not supplied with two delay stages
and Barkhausen’s oscillation criterion can not be met. Therefore, more than two delay
stages are used in the designs. The detailed circuitry of a differential delay stage is

given in Figure 5.5.
5.4.1. Phase Noise and Jitter due to White Noise

Propagation delay

~ V5pCIn2

. (5.19)

tq

is the time between an input step and the zero crossing of the output in the differential

waveform.
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Figure 5.5. Transistor based architecture.

Nominal oscillating frequency of a DRO is

fo 1

I

" 2Mty 2MV,,CIn2’
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(5.20)

where C'is the load capacitance, M is the number of stages, V5, is the differential peak

output voltage swing, and [ is the average current which charges and discharges the

load capacitance.

The period jitter of a DRO is calculated by the addition of three uncorrelated
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noise voltages.

(i) Noise source due to the load transistors which is continuously coupled into the
load capacitors
(ii) The differential noise voltage across the loads due to the tail current in steady
state
(iii) The differential input pair transistor’s current noise on the differential load during

transition

When all these noise sources are added, jitter due to white noise is written as

2kT 3 1 1

2 =2Mo2, =
o Tta If01n2 [V(4Veﬁ'd * Vefft) - VOp

! (5.21)

where V,;¢q and V4 are the effective overdrive voltage on input transistors and tail

transistor, respectively.

By using Equations 5.21 and 5.2x, Lorentzian phase noise due to white noise is

obtained as

2kT 3 1 1 f2

L(f) = .
) = T2 v T Vo) T VIR

(5.22)

5.4.2. Phase Noise and Jitter due to Flicker Noise

It was mentioned in [1] that flicker noise in the tail current has stronger effect on
the delay rather than flicker noise in the differential pair. Phase noise equation was
derived with the formula given in Equation 5.13 where K7 is the frequency sensitivity

to tail current (£2). The final equation is

Ke 18
WLCoy V2, 3’

LYf(f) = A (5.23)

where A is the current mirror ratio, Ky is the process dependent flicker noise coefficient.
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In Section 5.6, it is shown that the original equation has an additional term of

% which should not be included.

For the same reason given in the derivation of the jitter due to flicker noise for
IbRO, the jitter due to flicker noise for DRO was not included in [1]. Here the same
approach expressed in Equation 5.8 is used for obtaining the flicker noise induced jitter

for DRO as well.

21/f 1 Kf 1
— 25A
7 2 WLCo, (V2

(5.24)

5.5. Proof of the Correction of Flicker Noise Component of Phase Noise
Equation for IbRO

The expression of flicker noise component of phase noise in IbRO, given in [1]
and cited with the equation number (45), has a small error. In order to prove it, the

following analysis is done.

Equation Equation 5.14, which corresponds to (41) in [1], is used to derive SSB
phase noise induced flicker noise. Therefore, we will continue our analysis from that
equation. By using Equation 5.15 and Equation 5.16, spectral density of flicker noise

as current in the drain of NFET is derived as

21 Ken

QUf _ g2 qu/f _ 2
guSv. = (oo =V, WLCLE

In

(5.25)

which corresponds to equation (43) in [1]. Equation 5.25 and its counterpart in PFET

drain are combined in Equation 5.14 in order to derive

1 APK APK £2
LYI(f) = ( = + L )2
CoxWNLN(Vpp — V)2 CoxWpLp(Vpp — Vi)? 3

- 16MI2 (5:26)
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After some simplifications, SSB phase noise induced from flicker noise becomes

1 L Ko | K )fg
AM(Vpp — V)2 Cox WLy~ WpLp ' £3°

LYE(f) = (5.27)
However, in the original equation, published in [1] with the equation number of (44),
there is a missing a term of C%z Obviously, this will lead to a mistake in the final

equation as well.

Further simplification to Equation 5.27 can be done by using the MOSFET’s

current equation

1 \%\%

I= ECoxuf(VDD — V)2 (5.28)

Finally, flicker noise induced SSB phase noise becomes

1 K Kep 2
Ll/f(f> _ (MN fN 4 Hp fP> 0

T 8MI' L% L2 'f3 (5:29)

Furthermore, a comparative dimensional analysis has been performed in order
to demonstrate the disagreement between phase noise unit and the given equation of
(45) in [1]. For this reason, the units of the terms given in equations are provided in

Table 5.1.

The final flicker noise induced SSB phase noise in [1] with the equation number

of (45) has an additional C,, which should not be included.
5.6. Proof of the Correction of Flicker Noise Component of Phase Noise

Equation for DRO

In [1], the equation of phase noise due to flicker noise for DROs, cited equation

(64), also has a small error. Confirmation of the claim will be done with the following
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Table 5.1. Units of terms.

Term Name Symbol | Unit
Flicker Noise Induced SSB Phase Noise | LY/(f) s
Mobility ju m
Oxide Capacitance Cos %
Flicker Noise Coefficient K; V2F
Number of Stages M unitless

analysis.

The main equation used for deriving flicker noise induced phase noise is

LY/f(f —K—fsl/ff —if—”S”ff 5.30
()—4f21(>—4l2(f)1(), (5.30)

which is given with equation number of (62) in [1]. Power spectral density of current

noise arising from the diode-connected FET at the tail of differential inverter is

21 Ky
S7(F) = Al ) Wio g (5.31)
efft ox

with the citation number of (63) in [1]. When PSD of tail current noise is written in

Equation 5.30, flicker noise induced phase noise for DRO will become

K 1 f2
1/f f 0
L( f) —_— A o ( g ] )_f3 9 (532)

where it differs with the absence of the term of % from the original equation, cited

with the equation number of (64) in [1].

Despite the known fact that the phase noise spectrum of an oscillator drops with

a -30dB slope, if the original equation, (64) in [1], is considered, it should have a slope
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Table 5.2. Verification of corrections for phase noise due to flicker noise in IbRO.

PN due to FN for IbRO in [1] | PN due to FN for IbRO in [19]
Cou (PNK ppKyrpy fo 1 (inK npKp f2
SMI( N fN + PL?DfP)f_% 8MI( N fN + P fP)f%

Cos (MKf)f_g L(qu)f_g
8MIN L2 / f3 SMI\ L2 /3
ﬁl(mg VQF)L l(m_2V2F)L
m2 A\Vs m2 /Hz A\Vs m2 /Hz
2
Ay 2y
Not verified Verified

of -40dB due to the # term.

Furthermore, a comparative dimensional analysis has also been performed for
DRO in order to demonstrate the disagreement between phase noise unit and the
equation (64) in [1]. The term of A is the current mirror ratio between the diode-

connected FET and tail FET, therefore; it is unitless.
5.7. Experimental Verification

For the experimental validation of the equations above, 0.25um standard CMOS
process has been used for the design and fabrication of ROs. A die photo of the
fabricated chip is depicted in Figure 5.6. For IbRO and DRO, a supply voltage of 2.5V
is utilized for strong inversion measurements. White and flicker noise components of
phase noise equations in strong inversion, derived in [1], are verified and validated with
this design technology. Figure 5.7 exhibits the measurement set-up used to prove the

derivations and Figure 5.8 shows the measurement environment.
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Table 5.3. Verification of corrections for phase noise due to flicker noise in IbRO.

PN due to FN for DRO in [1] | PN due to FN for DRO in [19]

Amda () f Amrts ()
VAL () VAP ()
o -
Not verified Verified

The measured IbRO consists of 23 inverters and a buffer stage. Similarly, the
measured DRO consists of 7 delay stages and a buffer stage. Figure 5.9 is the phase
noise snapshot of the frequency-domain measurements taken with a spectrum ana-

lyzer.!

Phase noise measurement results of IbRO are given for strong inversion region in
the following figures. In Figure 5.10, measurement results of the white noise component
of phase noise are presented together with simulation and estimation results based on
Equation 5.12. Similarly, Figure 5.11 shows the measured and simulated flicker noise

components of the phase noise as well as estimations performed using Equation 5.17.

As seen from the figures, measurement, simulation, and estimation results present
good matching in strong inversion region for flicker and white noise components of

phase noise.

Results of DRO measurement, simulation, and estimation are displayed in Fig-

ures 5.12, and 5.13 for white and flicker noise components in strong. Estimations are

'Rohde and Schwarz FSU 20Hz - 3.66GHz model spectrum analyzer is used for the frequency
domain measurements.
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Figure 5.6. Fabricated die photo.

done according to the formulas given in Equations 5.22 and 5.23.

5.8. Conclusion

0.25pum standard CMOS process has been used for design and analysis for two
types of ROs. Existing phase noise and jitter models of ROs for strong inversion region

have been reviewed. A good match is attained between analyses and measurements.



109

HP E3630A DC POWER SUPPLY

Bl ooo
O OO0 geses

AGILENT E3620A] DC POWER

SUPPLY
I
o OO ([epddee

R&S FSU3 SPECTRUM ANALYZER 20Hz - 3.6GHz
=]
B
H
| DESIGN UNDER TEST (DUT)
(@] o 0O 0
0 O /1
OSCILLATOR CSAABXLIEA L
OUTPUT

Figure 5.7. Measurement set-up.

Figure 5.8. Measurement environment.
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Figure 5.9. Frequency-domain measurement of IbRO in strong inversion.
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Figure 5.10. White noise component of phase noise for IbRO in strong inversion

region.
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Phase Noise due to White Noise for DRO in Strong Inversion
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Phase Noise due to Flicker Noise for DRO in Strong Inversion
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6. PHASE NOISE AND JITTER MODELS OF CMOS RO
IN WEAK INVERSION REGION

[87] claims that CMOS devices exhibit more current noise in the sub-threshold
region, which will obviously lead to more jitter in RO and more randomness in RNG.
For this reason, we aim to operate the ROs in sub-threshold region to gather more

randomness.

Despite the extensive research on phase noise and jitter of CMOS RO in strong
inversion, there is limited information in the literature related to their weak inversion
counterparts. In [20] phase noise and jitter of CMOS ROs was partially modeled;
however, not validated with measurement results. In this chapter, we model and
derive the equations of phase noise and jitter of CMOS RO in weak inversion. Flicker
and white noise components of phase noise and jitter are all included for IbRO and

DRO architectures.

In [1], equations for phase noise and jitter of a CMOS RO, due to flicker and
white noise, are derived for strong inversion region and verified with the simulations
and measurements. The sections below follow the same methodology to obtain the
equations in weak inversion region for the cases of IbRO and DRO. Even though the
contribution of flicker noise to randomness is assumed to be limited and not calculated
in [21], its exact effect is an open research topic. Therefore, phase noise due to flicker

noise is calculated.
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6.1. Inverter-Based Ring Oscillator
6.1.1. Phase Noise and Jitter due to White Noise

The current and the power spectrum of current noise in weak inversion are dif-

ferent from the equations given in [1] . The current in weak inversion is given as
I =Ty (1 — e Vas/Ur) (6.1)
and the power spectrum of current noise in weak inversion is presented as
Sin = 2qLea(1 + e Ve/UY), (6.2)

where ¢ is the Coulomb constant, I, is the saturation current of the transistor, U; is

kT

the thermal voltage given as = and Vs is the drain to source voltage.

Please note that channel resistance due to the strong inversion of channel, in-

cluded in [1], will not be included in weak inversion equations.

If all these changes are applied to Equation 5.10 and the equations are re-

organized, jitter equation becomes

02 = %(1 + e~ VoD/2Ut), (6.3)

where, Vpp is the supply voltage, and f; is the oscillation frequency.

From the link Equation 5.2 between two directly measurable quantities jitter
(62) and phase noise L(f), the phase noise equation becomes
fo

L(f) = %(1 e VPR/RU(2)2, (6.4)
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6.1.2. Phase Noise and Jitter due to Flicker Noise

Phase noise equations given in Equations 5.13 and 5.14 are still valid in weak
inversion region; however, g,,, the transconductance of the FET, is different compared

to that in strong inversion and formulated in sub-threshold region as

Isat
m = . 6.5
&m = 0. (6.5)

Using Equations 5.14 - 5.16 and 6.5, the phase noise equation in weak inversion

will be obtained as

© 16M(1 + e Vas/Ue)2 C (nUrp)2 ' W,L,, WL, 3’

LYE(f) (6.6)

where W and L are the width and length of the transistor, Ky is the flicker noise

parameter, C,, is the oxide capacitance, and n is the sub-threshold slope.

The expression provided in Equation 5.8, is used to obtain the jitter due to flicker

noise in weak inversion for IbRO as

oy 1 1 1 Ken Kep
=25 . 6.7
T f216M(1 + e Vas/Ut)2 Cor (nUp)? (W Wpr) (6.7)

6.2. Differential Ring Oscillator
6.2.1. Phase Noise and Jitter due to White Noise

The period jitter for DRO is calculated by adding the three uncorrelated noise

voltages below as mentioned in the previous sections.

(i) Noise source due to the load transistors which is continuously coupled into the
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load capacitors

2kT
< VI21R >= T (68)

It is shown in [87] that kT = ¢I R, by using this equation, Equation 6.8 can be

reorganized as

2qIR
<V >= 2 (6.9)
C
(ii) Noise source due to the differential noise voltage across the loads due to the

tail current in steady state. These noise sources can be rearranged by using

Equations 6.1 and 6.2 as

IR
< V2> (left)+ < V2 > (right) = 2—0(1 + e Vast/Ut) (6.10)
(iii) Noise source due to the differential input pair transistor’s current noise on the

differential load during transition. The mean-square differential voltage can be

written as
V2 3 5dIR ~Vaea/Ut

where C' is the load capacitance, R is the load resistance, Vy, and Vg are the

drain to source voltages of tail and differential transistors.

Finally, if all three uncorrelated noise voltages in Equations 6.9, 6.10, and 6.11

are summed, the period jitter in weak inversion for DRO becomes

3 1
2 9 [2(1 4 e Vasa/Ub) 4 S(1+e Ve 1 9], (6.12)

7T = IfIn2 b
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Furthermore, from Equations 6.12 and 5.2, phase noise equation is derived as

q 3 ~Vaea/U 1 ~Vast/U fo. -
L(f) = —(1 dsd/ >t —(1 dst/ =t 2((—)°. 1
(f) Iln2[4( +e )+2( +e )+ ](f) (6.13)

6.2.2. Phase Noise and Jitter due to Flicker Noise

Flicker noise in the differential pair does not cause phase noise; however, flicker
noise in the tail current directly modulates the delay. Flicker noise induced phase noise

can be written as

(f—°)2S}/f. (6.14)

Ll/f(f) — i :

412

In a VCO, the width of the diode-connected FET is 1/A times the width of the tail
FETs in the delay stages. Therefore, the noise current arising from the diode-connected

FET at the output mirror has a factor of 1/A4 and it is written as
s;/f = Ag2 s/t (6.15)

The noise current of a DRO operating in sub-threshold region becomes

K¢

f Isa
i = AL )2WLC £

IIUT

(6.16)

Afterwards, phase noise of a DRO operating in sub-threshold region is reorga-

nized as

A 1 Ke f2

LYf(f) = 2 2
(®) 4(1 —i—e*Vds/Ut)?(nUT) WLC,, f3

(6.17)

By the help of Equation 5.8, jitter due to flicker noise in weak inversion for DRO
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is obtained as

o1/f 1 A 1 ., K¢
— 25 .
7 f24(1 + e Vas/Us)2 <nUT) WLC,

(6.18)

6.3. Experimental Validation

For the experimental validation of the equations above, 0.25um standard CMOS
process has been used for the design and fabrication of ROs, as in the strong inversion
case. The die photo of the fabricated chip can be seen in Figure 5.6. For IbRO,
a supply voltage of 0.5V is used for weak inversion measurements. For DRO, 0.7V
supply voltage is used for weak inversion region measurements. White and flicker noise
components of phase noise equations in weak inversion are confirmed by measurements.
The measurement set-up, used to prove the derivations, and measurement environment

can be also seen in Figures 5.7 and 5.8.

The measured IbRO consists of 23 inverters and a buffer stage. Similarly, the
measured DRO consists of 7 delay stages and a buffer stage. Both are the same
circuits used in the strong inversion case. Figure 6.1 is the phase noise snapshots
of the frequency-domain measurements in the weak inversion taken with a spectrum

analyzer? as in the strong inversion case.

Phase noise measurement results of IbRO are given for weak inversion regions in
the following figures. In Figure 6.2, measurement results of the white noise component
of phase noise are presented together with simulation and estimation results based on
Equation 6.4. Similarly, Figure 6.3 shows the measured and simulated flicker noise

components of the phase noise as well as estimations performed using Equation 6.6.

As seen from the figures, white and flicker noise components of the phase noise

in sub-threshold match quite well between measurement, simulation, and estimation

2Rohde and Schwarz FSU 20Hz - 3.66GHz model spectrum analyzer is used for the frequency
domain measurements
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Figure 6.1. Frequency-domain measurement of IbRO in weak inversion.

results. Additionally, one should pay special attention to Figure 6.4, because this figure
shows that white noise induced phase noise follows the same line in both inversion
regions. In other words, phase noise due to white noise does not depend on oscillation
frequency and supply voltage, but depends mainly on the architecture. Of course,
observability and measurability of phase noise value in a specific offset frequency differs
according to the flicker noise effect, noise floor of the ring oscillator, and spectrum

analyzer.

Results of DRO measurement, simulation, and estimation are displayed in Fig-

ure 6.5 for flicker noise components in weak inversion, similar to the IbRO case, except
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Phase Noise due to White Noise for IbRO in Weak Inversion
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Figure 6.2. White noise component of phase noise for IbRO in weak inversion region.

for the white noise component of DRO in weak inversion. It is observed from weak in-
version region measurement results of DRO that flicker noise component of phase noise
dominates all the spectrum until it reaches the phase noise floor of oscillator. There-
fore, phase noise due to white noise can not be observed for DRO in weak inversion

measurement. Estimations are done according to the equations given in Equations 6.13

and 6.17.

6.4. Conclusion

0.25pm standard CMOS process has been used for design and analysis for two
types of ROs. Phase noise and jitter models of ROs are derived for weak inversion

region. A good match is attained between analyses and measurements.
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Phase Noise due to Flicker Noise for IbRO in Weak Inversion
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Figure 6.3. Flicker noise component of phase noise for IbRO in weak inversion region.
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Phase Noise due to Flicker Noise for DRO in Weak Inversion
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Figure 6.5. Flicker noise component of phase noise for DRO in weak inversion region.
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7. DERIVATION OF RANDOMNESS EQUATIONS

In security applications, determining the quality of a RNG is not a well-defined
process. In this chapter, a figure of merit is proposed to compare the performance of
RNGs. Since RNGs use entropy sources originating from randomness, we define the
amount of uncertain zones in a period as Randomness (R) and formulate it as the

jitter to period ratio

R=—-= O'Tf(). (71)

In the previous studies, the contribution of flicker noise to randomness was as-
sumed to be limited and was not calculated [21] for strong inversion region. In weak
inversion, current levels of CMOS transistors are much smaller compared to strong in-
version and it is assumed that white noise dominates the spectrum. Therefore, in [20]
the contribution of flicker noise to jitter was supposed to be limited and was not in-
cluded in randomness equations either. Even though the exact effect of flicker noise
on jitter is not formulated clearly in the literature yet, we believe that flicker noise
sources also have contribution to jitter. In the scope of this chapter, we will focus
on short-term jitter where white noise effect is considerably larger than flicker noise
effect. However, long-term jitter calculations should include the contribution of flicker
noise, as well. In the following sections, IbRO and DRO cases are studied separately,

in strong and weak inversion regions.

This chapter focuses on randomness analysis to gain design insights and pre-
dict randomness before starting to design a jittered oscillator based random number
generator. Design parameters and their contribution to randomness are studied and
randomness equations are derived in Sections 7.1 and 7.2 for both regions. In Sec-
tion 7.3, a design example including estimation and simulation results is discussed.
Furthermore, randomness behavior with power supply variation is investigated. The

parameters which effect randomness are also examined in terms of the influences on
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frequency and power.

7.1. Randomness in Strong Inversion Region
7.1.1. Inverter-Based Ring Oscillator

Average current can be rewritten as a function of frequency by the help of Equa-

tion 5.9 as

I =£,CMVpp. (7.2)

Embedding the above current expression in Equation 5.11, the new jitter expres-

sion becomes

) 2kT 2

2
O = BCMVpp Wy — Vi N TR T ) (7.3)

Vbbb

Randomness equation (R = y/02f2) can finally be expressed as

2kT 2 2
—). 4
R= \/CMVDD Voo — v, N ) g ) 7

From this expression, it can be observed that randomness depends on the design
parameters such as load capacitance (C'), which is a function of inverter size and C,,,
stage number (M), and supply voltage (Vpp) and process parameters such as V;, vy,

and vp.

In order to derive randomness related to a given oscillation frequency, another
approach is developed as follows. If fj is fixed and the current expression is rewritten

taking velocity saturation into account, randomness can be rewritten as
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2kTf, 2(y~ + 7p) I 2

R = , 7.5
\/k/%[VDSAT(V% - Vt) — _VZDQSAT] Vop — Vi VDD) e

where Vpgsar is the drain-source voltage of a transistor at the onset of velocity satu-

rated region, and £’ is the product of mobility (u) and C,,.

7.1.2. Differential Ring Oscillator

A similar procedure is followed for a DRO. Average current, which charges and

discharges the load capacitance, can be restated in terms of oscillation frequency as

I = 2In2f,CMV,,. (7.6)

By using the above current equation and Equation 5.21, standard deviation of

period jitter is rewritten as

KT 3 1 1
2
7 = 22V Vo T V) TV (7.7)

Eventually, randomness equation for a DRO is extracted as

kT 3 1 1
R = . 7.8
\/ 220NV, Vs  Vom) T Vo 7:8)

According to this expression, V,,, Vess: , and Vg sq are fractions of supply voltage,

M and C' are the design parameters which randomness depends on. If the randomness
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expression is rearranged for a given fj, the following is obtained:

Rz\/k“"m LA I | (7.9)

In21 4Veﬁ‘d Vefft Vop

where [ is the average current on the load capacitance expressed in terms of transistor

parameters as

W Ve V2
21 = K/ )e[Vosar( ;‘* —Vt) — %AT]. (7.10)

During mirroring process of I, power supply dependence of Vs is limited by
saturation voltage limit of transistors because I is applied externally. Namely, V.¢z

can be ignored due to its small dependence on Vpp. On the other hand,
Vop - VDD - IReqloada (711)

where Regoqq 18 given in [102] as

3VDD 5)\VDD
eqload ~ 1-— s 12
Redload & — 7 6 ) (7.12)
where A is a processes dependent coefficient. Finally, Vg is
Vega = Vbp — Vop — Ve (713)

By taking into consideration the aforementioned equations, Equation 7.9 can be
interpreted again. Due to the smaller value of V. ;s among the voltages in Equation 7.9,
it has the strongest effect in terms of magnitude on randomness value. Even though
the effect is strongest, power supply dependence of V. is still limited as discussed

above. Hence, randomness of DRO does not have a strong dependence on Vpp.
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7.2. Randomness in Weak Inversion Region

By using the jitter expressions for weak inversion, randomness performance of
CMOS ROs is examined. In the following subsections, IbRO and DRO cases are

considered separately.
7.2.1. Inverter-Based Ring Oscillator

The average current given in Equation 7.2 can be used to derive the jitter equa-
tion as well. Using this current expression in Equation 6.3, the jitter can be written

as

o2=_— 9 (11 eVon/2Uy) (7.14)

™~ f2CMVpp

The equation (R = /02 f¢) satisfies the randomness. In conjunction with this,

randomness equation is attained for weak inversion region as

q
R — 1 + e-VDD/2Ut) 1
\/CMVDD ( teTor ) (7 5)

This expression asserts that randomness depends on the design parameters such
as power supply voltage (Vpp), the load capacitance (C,) which is a function of in-

verter size and C,,, and the number of stages (M).
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7.2.2. Differential Ring Oscillator

White noise induced period jitter of DRO presented in Equation 6.13 is restated
as
q

3 B 1 _
oF = eV, gt te P g e e 42 (7.16)

N

for weak inversion operating region by including the average current given in Equa-
tion 7.6, where V,,, is the differential peak output voltage swing, V4 is the drain-source
voltage of differential pair transistors, and Vjy; is the drain-source voltage of tail tran-

sistor. Afterwards, the randomness equation for a DRO is eventually obtained as

3 1
"= \/(1n2)2ng [Z(1+ e Vasa/U) 4 2 (1 4 e Vase/Ut) 4 2], (7.17)
op

According to this expression, randomness depends on the design parameters M, C,

and voltages V,,, Vysa, and Vg which are functions of supply voltage (Vpp).
7.3. Performance of RO as RNG

After the verification of phase noise equations, randomness performance of os-
cillators is examined for security applications as mentioned previously. Therefore, we
focus on how to increase the randomness of the IbRO and DRO by using the derived
equations in Sections 7.1 and 7.2. As seen from Equations 7.4, 7.8, 7.15, and 7.17,
randomness (R) depends on M, C, Vpp. Similarly, oscillation frequency (f,s.) and

power consumption (P) also depend on the same parameters expressed analytically,

R = £{M,C, Vpp} (7.18)
fosc == f2{M7 C> VDD} (719)
P =13{M,C,Vpp}. (7.20)
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For this reason, one should be aware that a change in one of the M, C, and
Vpp parameters not only affects the randomness but also the power consumption and
the oscillation frequency. For a fair comparison, performance parameters of power
consumption and oscillation frequency are combined into a single one as energy as
shown in Equation 7.21. Hereafter, performance comparison of oscillators is done

according to randomness versus energy measure.

Power
E = — 7.21
nerey Frequency ( )

In order to obtain maximum randomness from an RO, following cases should

be provided according to randomness equations given in Equations 7.4, 7.8, 7.15,

and 7.17,

(i) minimum transistor sizes which affect the capacitor (C) values
(ii) minimum number of stages (M)

(iii) minimum supply voltage (Vpp)

By taking the above mentioned issues into account, randomness performance
is examined by changing supply voltage and stage number, separately. Moreover,
transistor sizes are adjusted to their minimum values as far as the technology and
design permit. We compare the randomness behaviors of strong and weak inversion
regions by sweeping Vpp starting from 0.4V for IbRO and 0.6V for DRO, where
oscillators still have the oscillation behavior, up to 2.5V. Furthermore, the effect of
stage count is investigated by changing stage count of IbRO from three to 23 and
DRO from three to seven. It is seen from Figure 7.1 that randomness increases with
decreasing energy. In fact, if the speed specification meets the requirements of the
system, this is the perfect condition for security applications. According to the figure,
maximum randomness is obtained in the case of IbRO with three stages at Vpp = 0.4V

in weak inversion, while minimum energy is achieved as well. Big black circles in this
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Figure 7.1. Randomness vs energy for IbRO.

figure and in the following figures indicates the weak and strong inversion borders.
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Randomness of a 23-stage IbRO increases 21.62 times by decreasing the supply
voltage from 2.5V to 0.4V, while 56.58 times reduction in energy is achieved. On
the other hand, decreasing the supply voltage from 2.5V to 0.6V causes 12.99 times
increase in randomness and 33.23 times reduction in energy for a 7- stage DRO. With
a 0.6V supply voltage, 7-stage DRO has 3.25 % jitter in a period while 23-stage IbRO
with a supply voltage of 0.4V has only 0.45 %. However, for the same amount of

randomness, DRO consumes more energy than inverter-based one.

In fact, performance comparison with energy is always in favor of low speed.
For a fair comparison, we also investigate the energy delay product behavior versus
randomness. The results are displayed in Figure 7.2 for IbRO. It is seen from the
figure that, there is a minimum for energy delay product. If energy is the main
concern, supply voltage can be adjusted to the low levels of sub-threshold. Hence
maximum randomness can be performed with minimum energy. However, if speed is

also an issue, the oscillator can be set to the optimum point of energy delay product.

fo can be adjusted to the desired frequency by changing Vpp and M inversely.
As a consequence of changing Vpp and M, randomness may have different values
for each case. Hence, randomness performance is investigated for a given frequency.
Since weak inversion randomness parameters are also studied in this thesis with strong
inversion counterparts, fo is selected ~ 10M Hz in order to observe weak inversion
behavior of oscillators with strong inversion behavior comparatively. A DRO with
3-stage QVpp = 0.75V and an IbRO with 13-stage @QVpp = 0.5V will oscillate
around 10M Hz in weak inversion, while a DRO with 259-stage @QVpp = 2.5V and
an IbRO with 1351-stage @Vpp = 2.5V have an oscillation frequency of ~ 10M H z
in strong inversion. Figure 7.3 demonstrates randomness vs. Vpp behavior for a given
frequency (~ 10M Hz) for both types of ring oscillators. Even for a given fj, there
is also a freedom for increasing randomness with decreasing Vpp. According to the
figure, both ROs exhibit dependence on Vpp, while DRO has more randomness in

both regions.

To compare performance parameters of oscillators, an IbRO and a DRO have
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Table 7.1. Transistor aspect ratios of DRO.

Transistor | Aspect Ratio W /L
M, 2/0.5
M, 20/0.5
M, 40/0.5
My, M 1.5/0.24
Mg, My, My 32/0.5

been designed. For IbRO, (%), = 3% and (*F), = 5 is chosen in order to fit rule
of minimum size transistors for maximum randomness. Aspect ratios of transistors
used in DRO is given in Table 7.1, as well. In order to have an oscillation frequency
~ 10M H z, stage counts are selected as given in the previous paragraph. Their perfor-

mances are summarized and compared in Table 7.2. According to this table, for the
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given oscillation frequency of ~ 10M H z, ring oscillators have maximum randomness
in weak inversion. For example, decreasing supply voltage from 2.5V to 0.75V results
in 332 times more randomness for DRO, while decreasing supply voltage from 2.5V
to 0.435V results 1203 times more randomness for IbRO. Operating in weak inversion
rather than strong inversion benefits greater ratio of increase in randomness for IbRO.
Moreover, if we compare the randomness performances of ROs in the same region,
DRO presents 2.72 times more randomness than IbRO in weak inversion region; on
the other hand, DRO has 9.85 times more randomness in strong inversion. For both

cases DRO consumes more energy and needs more area.

7.4. Conclusion

Randomness equations are obtained for IbRO and DRO for both strong and weak
inversion regions. Analysis shows that both ROs exhibit more randomness with less
energy in the weak inversion region. Moreover, by using 3-stage ROs in the extremity
of weak inversion, IbRO has almost twice the DRO’s jitter where a supply voltage of
0.4V for IbRO and 0.6V for DRO is applied. Oscillation frequency and power budget
are the two important parameters that should be considered. Maximizing randomness
in a RO may cause a trade-off in oscillation frequency. Analyses showed that for a
given fy, there is a freedom for increasing randomness by decreasing Vpp. This result
is valid for both ROs. Finally, for a given fy, a case study was performed. It was
seen that in strong inversion (Q@Vpp = 2.5V'), DRO has 80.8 times higher randomness
than IbRO, while in weak inversion it has 2.72 times more randomness. However, the

sensitivity of randomness to supply voltage is greater in the IbRO case.



Table 7.2. Comparison of performance parameters for both RO ( fo ~ 10 M Hz).

Inverter-based RO

Differential RO

Parameters Weak Inversion Strong Inversion Weak Inversion Strong Inversion
QVpp = 0.435V QVpp = 2.5V QVpp = 0.75V QVpp = 2.5V
Power (uWW) 0.037 144411 1.04 13778
Energy (fW/Hz) 1.19 11100 153 20.5 x 10°
log 1e16 x Energy 0.077 4.044 2.18 7.31
Energy Delay Product (10722W/Hz?) 1.16 11100 151 20.3 x 108
log 1e25 x Energy x Delay 3.62 7.044 5.18 10.3
Randomness (1) 8500 7.06 23119 69.55
log 1e6 X Randomness 3.93 0.85 4.36 1.84
Area ((um)?) 88.56 38405 2136 184444
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8. FLICKER NOISE EFFECT ON RANDOMNESS OF
CMOS RO

Despite the abundance of research on RO-based RNGs, there are still some open
problems, such as the effect of flicker noise on randomness. Flicker and white noise
sources are the two main components of jitter in ROs. Both flicker and white noise are
in the nature of semiconductors and both are inevitable. White noise has a uniform
PSD, which enables obtaining uncorrelated random numbers. Therefore, it is preferred
in random number generation. On the other hand, many researchers have questioned
the use of flicker noise for randomness applications, because its colored PSD may cause
correlation in neighboring bits. Although this is a valid concern, it requires further
analysis. Since there is limited research on this topic, most researchers simply ignore

flicker noise in their analyses.

Correlation between neighboring bits is inversely proportional to the sampling
period of the RNG. In conjunction with this, the amount of the extracted entropy is
directly relevant to sampling, since the folding effect of noise causes variations in the
noise level in the sampled band. Consequently, variations in the apparent noise level

lead to deviations in entropy levels as well.

In Section 8.1, folding effect of flicker noise on the sampling frequency is inves-
tigated. Flicker noise effect on randomness is examined by entropy analysis in Sec-
tion 8.2. Models developed in MATLAB are utilized to produce synthetic bit streams
with white noise, flicker noise, and combined noise. The results are discussed and

demonstrated in the same section.

8.1. Folding Effect of Flicker Noise on the Sampling Frequency

Noise sampling has been studied in the scope of Switched Capacitor (SC) and
Sample and Hold (S/H) circuits [103,104]. A detailed noise analysis was done for

comparator-based Analog to Digital Converter (ADC) circuits in [104], which breaks
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Power Spectral Density (PSD) vs Sampling Frequency (fs)
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Figure 8.1. PSD of white noise with varying fs.

down the input referred noise as baseband flicker, apparent white, thermal, and folded
flicker. Furthermore, it is stated in the same study that the dominant noise source
in apparent white noise is the folded flicker noise of the preamplifier. This study

emphasizes the importance of the folding effect of flicker noise due to sampling.

White noise power increases by decreasing sampling frequency as illustrated in
Figure 8.1. According to that figure, when the sampling frequency rate is decreased to
half, the PSD of white noise is doubled, since the total noise power remains the same.
As can be seen in Figure 8.2 flicker noise also exhibits a similar behavior as white
noise. Transformation of flicker noise by sampling and interpretation of its effects in
connection with random number generation is well understood with the study in [105],
1

where the aliasing phenomenon in 7o noise spectra was examined. It was shown that

the spectral power of noise increases when sampling frequency goes below the Nyquist
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Figure 8.2. PSD of flicker noise with varying fs.

frequency, fxy = 0.5fs. This is because of aliasing, i.e., the interference between the
replicas of the flicker noise PSD. Moreover, in the same study, it was also claimed that
flicker noise approximates white noise when the sampling frequency is low enough

(under-sampling).

Aliasing phenomenon of flicker noise is demonstrated in Figure 8.3. In this
simulation, the flicker noise model, which is used to generate synthetic bit streams
with flicker noise and combined white and flicker noise, is utilized. The upper part
of Figure 8.3 represents 1,000 times down-sampled version of flicker noise PSD. The
lower part of the figure demonstrates 10,000 times down-sampled version of flicker
noise PSD, which actually shows that if the flicker noise is down-sampled enough, it

approximates white noise with higher power.
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Figure 8.3. Aliasing in flicker noise model used in analysis.

8.2. Entropy Analysis of Noise Sources of an RO

The lack of flicker noise analysis in previous RNG design processes was a short-
coming. A complete noise analysis is mandatory to improve the randomness obtained
from electronic oscillators. Such an understanding may allow the designer to construc-

tively use flicker noise for entropy generation.

Flicker and white noise exist in the nature of devices and create jitter together.
So, it is impossible to separate and turn them off individually in the natural world.
Our strategy is therefore to produce synthetic bit streams with separate noise sources,

to compare their entropy, and to assess their individual contributions to randomness.

Three types of synthetic bit streams are generated by MATLAB for ROs oper-
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mversion.

ating in strong inversion. One of the bit streams is generated with only flicker noise,
another with only white noise, and the last one with both, called combined noise in
the rest of the thesis. Utilizing these noise sources, a simulation model of the RO
output, including jitter, can be generated. In order to investigate jitter, the long-term
behavior of an RO operating in strong inversion is considered. Accumulated jitter be-
havior of this RO output is also generated in MATLAB, as shown in Figure 8.4. The
accumulating behaviors of flicker and white noise induced jitter are in agreement with
previous measurements given in [73]. The initial jitter levels are estimated from the
phase noise measurements of an inverter-based ring oscillator (IbRO), consisting of 23

inverters [19]. Therefore, the jitter models in MATLAB are based on measurements.

At least 20 different outputs are generated for all three cases. T-entropies of
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sources induced bit streams.

the outputs are computed and an average entropy level is obtained from 20 entropy
values. The results are presented in Figure 8.5, where combined noise source induced
bit stream is observed to have more randomness than the white noise induced bit
stream. Thus, we can conclude that flicker noise potentially has a positive effect on
entropy. This conclusion promotes new approaches for flicker noise in random number

generation.

T-entropy measure is used to calculate the randomness of ROs in the analysis. As
mentioned in the introduction, T-entropy is an approximation of the Shannon entropy
for finite bit streams. In T-entropy estimation, the theoretical maximum randomness
level is eight for binary streams; however, an entropy level of at least 5.3 was observed

to be required for the generated RO outputs to pass the NIST 140-2 test suite [29].
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Accumulated Jitter of RO23 in Weak Inversion
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Figure 8.6. Accumulated jitter vs time for an RO with 23 inverters in weak inversion.

Similar to the investigation on weak inversion noise behavior of ROs in [19],
Figure 8.6 shows the accumulated jitter behavior of an RO in weak inversion. This
data is used for generating bit streams and Figure 8.7 presents the entropy values in
weak inversion. Studying weak inversion besides strong inversion completes the study

and shows the big picture.

Figure 8.7 also confirms the results obtained in strong inversion, where the com-
bined noise still produces the highest entropy. An interesting result seen in Figure 8.7
is that the amount of entropy contribution of the flicker noise case is larger than its
own entropy value. This observation leads us to believe that the interaction between

white and flicker noise components results in an even bigger entropy level.

It is studied in [7] that increasing the sampling period leads to a decrease in
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RO with 23 inverters, VDD=0.5V, f0=4.62MHz , fC=60kHz

H H R | H H L
B[ | mmm= Flicker Noise R N 1
== \White Noise S
| e COMDINEA NOISE | o o o o o o o
5| ™= = = Randomness Line| = = @ @00 i
4
>
o}
o
o 3
[
|_
2
1
00 | 1 - 2 | . 3
10 10 10 10

Number of Sampling Period

Figure 8.7. T-Entropy values of an RO in weak inversion with different noise sources

induced bit streams.

autocorrelation. Obviously, jitter accumulates between sampling points over time,
which is confirmed by our results. The effect of sampling on entropy could also be

observed from Figures 8.5 and 8.7. According to these figures, entropy levels rise with

sampling period.

From another point of view, if the raw data before the sampling process is consid-
ered, flicker noise causes an increase in randomness even if there is correlation between
adjacent bits. This statement is confirmed by looking at the T-entropy level for unit

sampling period in Figure 8.7.
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8.3. Conclusion

The effect of flicker noise on randomness in ring oscillators is investigated. Three
different types of bit streams are produced in MATLAB with the given jitter spectrum.
These bit streams have the flicker, white, and combined noise effects. The simulations
show that flicker noise has a positive effect on entropy and successively on randomness.
This conclusion is opposite to the previous interpretations. Additionally, the sampling
effect on randomness, which is an essential topic for RNG, is examined. Increasing the
sampling period of RNG yields an increase in the entropy of generated bits, since the

noise power is folded with sampling.
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9. DESIGN OF EFFICIENT CMOS RO-Based RNG

The RNG in [6] uses hundreds of ROs which consume power and occupy a large
area on the silicon. Moreover, the variety of RNG applications becomes limited due

to the very high power consumption. These drawbacks motivate better RNG designs.

In order to design an efficient RO-based RNG, entropy analysis is performed for
several cases and the minimum necessary number of ROs is analyzed in Section 9.1.
The randomness is evaluated by T-Entropy. As a performance measure, entropy per
energy is proposed. A discussion of the analysis results is presented in Section 9.2.

The measurement results are given in Section 9.3.

9.1. RO-based RNG Design

Since we have the entropy information of RO with 23 inverters in weak and
strong inversion, comparing their entropy levels is a good starting point. RO outputs
generated with combined noise source modeling the real world noise are compared in
Figures 9.1. As mentioned in the previous section, an entropy level of approximately
5.3 is enough for bit streams to be qualified as random. As observed in Figure 9.1, an
RO operating in weak inversion can obtain the required entropy level when sampled
once every 200 periods. This is a favorable result, since the average current consump-
tion of the RO operating in weak inversion is around 0.83uA. Thanks to the idea
of operating ROs in weak inversion, RO-based RNGs may become very attractive for
wireless, mobile, and low power applications. The decrease in the speed of the RNG

is a drawback, but the power consumption decreases even faster.

On the other hand, entropy level of an RO operating in strong inversion is far
from the required entropy level. Therefore, in strong inversion, it is necessary to
use multiple ROs to form an RNG. We XORed the outputs of ROs operating in
strong inversion. Figure 9.2 presents the entropy level of XORed ROs. Unfortunately,

required entropy level of randomness cannot be obtained even if 40 ROs are XORed
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Figure 9.1. Entropy comparison of 23-inverter RO in strong and weak inversion.

according to this model.

Jitter is not the only source of randomness in RNGs there are other factors, such
as drift in starting point of ROs and frequency differences among ROs. In Figure 9.2,
jitter is used alone as a randomness source; thus, the required entropy level cannot
be attained. Therefore, at least one of the other factors should also be included. The
simulation is repeated by adding frequency scattering. To determine the amount of
scattering, the measurements performed in [51] are used as a reference, where frequency
scattering of ROs are shown to be confined to within +2%. However, we should keep
in mind that frequency scattering amounts may be somewhat different from those
of [51] due to the different technologies involved. Therefore, the actual results may
be slightly different from expected results. Figure 9.3 shows the number of XORed

ROs and the corresponding entropy levels. The required entropy level can be attained
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Figure 9.2. T-Entropy values of XORed ROs in strong inversion.

with at least nine XORed ROs. Moreover, while the XORed ROs are considered as
operating independently from each other, there may be some phase locking among the
ROs in practice, depending on the layout. We assume that by a careful layout design,
locking effects are minimized. The dot on Figure 9.3 indicates the RNG configuration
of 12 XORed ROs which is sampled once every 100 periods. This RNG configuration

is chosen for evaluation with NIST 140-2 test suite.

It is observed from Figure 9.1 that even one RO operating in weak inversion can
achieve the necessary randomness level. Nevertheless, there may be some statistical
imperfections, such as bias at the output of ROs. Therefore, RNGs design with more
than one RO should be preferred. Figure 9.4 exhibits the entropy of XORed ROs
operating in weak inversion. It can also be observed from this figure that XORing

helps to obtain the required entropy level with lower sampling periods which results
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Figure 9.3. T-Entropy values of XORed ROs in strong inversion with scattered

frequencies.

higher throughput.

Frequency scattering effect is also explored for weak inversion. Current variation
is the most important factor that affects frequency scattering in an RO. Furthermore,
Vi, and dimension variations of transistors are the reasons of current variation. The
effect of dimension variations on frequency scattering remains almost same in weak in-
version. However, current has an exponential relation with V}; in weak inversion. The
frequency variation of 1%, which is observed in strong inversion, may be caused from
almost 100mV V};, variation. Since, the effect of V};, in weak inversion is exponential,
for the same amount of 100mV V}, variation in weak inversion, it is estimated that
20% frequency scattering may be observed. In short, the Vj, variation which causes

1% frequency scattering in strong inversion may cause around 20% frequency scatter-
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Figure 9.4. T-Entropy values of XORed ROs in weak inversion.

ing in weak inversion. Fig. 9.5 shows the T-entropy values of XORed ROs which are
oscillating within 20% frequency difference. The dot on Figure 9.5 indicates the RNG
configuration of three XORed ROs which is sampled once every 50 periods. This RNG

configuration is chosen for evaluation with NIST 140-2 test suite.

9.2. Discussion

Randomness, energy, and throughput are the three main issues when designing
an RNG, although area sometimes be a concern as well. A fair comparison parameter is
necessary in order to determine and compare the performance of RNGs. Therefore, we
have defined the entropy per energy metric. This metric indicates the amount of energy
required for the acquired entropy. In Figure 9.6, entropy per energy versus throughput

performance is demonstrated for various RNGs in log - log plot. In the figure, lines with
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dots represent the RNGs operating in weak inversion and lines without dots represent
the RNGs operating in strong inversion. All the RNGs are composed of ROs with
23 inverters. The amount of entropy per energy value is higher in RNGs operating
in weak inversion than RNGs operating in strong inversion. The RNG which consists
of fewer ROs exhibits a higher entropy per energy among the other RNGs operating
in weak inversion. On the other hand, RNGs operating in weak inversion are slower
than the others. For a given amount of throughput, one can obtain a higher entropy
per energy with RNGs operating in weak inversion. When throughput is the main
concern, obtained when RNGs operating in strong inversion should be preferred at

the cost of high energy.
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Figure 9.6. T-Entropy per energy versus throughput comparison of RNGs in both

region.

9.3. Experiments

0.25um standard CMOS process has been used for design and fabrication of ROs.
Photo of the fabricated chip can be seen in Figure 9.7. An FPGA based hardware
has been used to upload the binary data to computer. It has a PCI interface and
the maximum data storage rate is 2Gbps. Data acquisition frequency can be set up
to 250 M Hz. The output amplitude of an RO operating in weak inversion is around
0.55 V. Data acquisition board requires an amplitude around 2.5 V. Therefore, the

amplitude level should be amplified. The experiment set-up can be seen in Figure 9.8.

A ring oscillator with 23 inverters will exhibit a frequency around 305M Hz @2.5
V in strong inversion and 9M Hz @0.55 V in weak inversion. The output data of RO
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Figure 9.7. Chip photo.

is collected by the acquisition board. A bit stream of length 40 M Bytes was acquired
through the PCI interface of the FPGA based hardware without any post processing
for each acquisition. The obtained bits were processed by the full NIST 140-2 test
suite [29].

First of all, the output of 12 XORed ROs operating in strong inversion (sampled
once every 100 periods) is subjected to NIST 140-2 test suite. Table 9.1 presents the
test results with pass rates and p-values. The proposed RNG with 12 XORed ROs,
operating in strong inversion, passed the all test in NIST 140-2 test suite.

Next, the output of three XORed ROs operating in weak inversion (sampled once
every 20 periods) is subjected to NIST 140-2 test suite. The test results with pass
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rates and p-values are shown in Table 9.2. The proposed RNG with three XORed

ROs, operating in weak inversion, passed the all test in NIST 140-2 test suite.
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Table 9.1. Statistical test results of RNG with 12 XORed ring oscillators operating

in strong inversion.

Statistical Test P Values Pass Rates
Frequency 0.437274 0.9967
Block Frequency 0.746572 0.9833
Cumulative Runs 0.664861 0.9867
Runs 0.630178 0.9900
Longest Run 0.134686 0.9900
Rank 0.822534 0.9933
FFT 0.224821 0.9967
NonPeriodic Template 0.915745 0.9967

Overlapping Templates 0.856907 0.9833

Universal 0.623240 0.9933
Approximate Entropy 0.053059 0.9900
Random Excursions 0.522989 0.9945

Random Excursion Variants | 0.925420 0.9945

Serial 0.978072 0.9867

Lempel-Ziv 0.100508 0.9967

Linear Complexity 0.834308 0.9933
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Table 9.2. Statistical test results of RNG with three XORed ring oscillators

operating in weak inversion.

Statistical Test P Values Pass Rates
Frequency 0.804337 0.9833
Block Frequency 0.314042 0.9900
Cumulative Runs 0.739918 0.9900
Runs 0.077290 0.9833
Longest Run 0.616305 1.0000
Rank 0.534146 0.9933
FFT 0.240914 0.9967
NonPeriodic Template 0.973936 0.9933

Overlapping Templates 0.455937 0.9867

Universal 0.319084 0.9800
Approximate Entropy 0.220931 0.9867
Random Excursions 0.877806 0.9886

Random Excursion Variants | 0.981664 0.9886

Serial 0.706149 0.9867

Lempel-Ziv 0.002898 0.9900

Linear Complexity 0.304126 0.9733




Table 9.3. Performance comparison.

Parameters RNG in Strong Inversion RNG in Weak Inversion
RO Oscillating Frequency 302.5 MHz 9 MHz
RO Number in RNG 12 3
Maximum Speed of Throughput 3.02 Mbps 0.18 Mbps
Supply Voltage 2.5V 0.55V
Power Dissipation 12.3 mW 28.09 ulW
Energy Dissipation 40.3 pW/Hz 3.09 pW/Hz
Energy Delay Product 0.13 aW/H2z> 0.345 aW/H 2>
Typical 1/0 Ratio of Raw Data 1.0000194 0.999594
Area 20,600 (um)? 5,420 (um)?
Fabrication Technology 0.25 pm standard CMOS process 0.25 pm standard CMOS process
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Furthermore, Table 9.3 presents a comparison between RNGs operating in weak
and strong inversion in terms of power consumption, area, throughput, etc. Both of
these RNGs fulfill randomness tests of NIST 140-2 [29]. RNG operating in strong
inversion has 16.8 times more throughput; on the other hand, it consumes 437.8 times
more power. In order to achieve the same throughput, multiple RNGs operating in
weak inversion can be used in parallel. For the same throughput, it will still consume
26 times less power; however, the area overhead will be 1.5 times that of the RNG

operating in strong inversion.

An ASIC implementation of [6] was published in [17], which was fabricated with
a similar technology used in this thesis. That RNG passed the statistical tests of
NIST with 18.5 Mbps throughput after the von Neumann Corrector [93]. Although
that RNG has 102 times higher throughput, its power consumption was given as 95
mW , which is 3382 times of that of the RNG operating in weak inversion.

9.4. Conclusion

A T-entropy based entropy analysis has been performed. Based on this analysis,
an efficient method is developed to determine the minimum number of ROs to be
XORed and the sampling period for RNG outputs to be classified as random. The
entropy per energy metric is utilized to compare the performance of RNGs with dif-
ferent structures. The results are also confirmed with measurements. According to
the analysis results some RNGs are selected and their outputs are subjected to NIST

140-2 Test Suite. Analysis and measurement test results are coherent.
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10. CONCLUSION

Conventionally, it is thought that digital gate based IC RNGs have limited en-
tropy source due to the limited jitter amount in a period. Hence, they were not widely
used until recently. The increasing demand to digital platforms has attracted atten-
tion to RO-based RNGs. However, entropy of the RO-based RNGs should be increased
due to the need for security applications in the digital platforms. This thesis mainly

explores methods for increasing randomness in an RO-based RNGs.

In this thesis, three high speed, fully digital, different IC RNG samples are pro-
posed. These designs have been implemented and fabricated with HHNEC’s 0.25um
eFlash process with a supply voltage of 2.5V. Two of the implemented RNG cir-
cuits are based on ring oscillators which are modeled in [5], one of them is based on

Fibonacci and Galois ring oscillators which is modeled in [36].

Existing phase noise and jitter models of ROs for strong inversion region have
been reviewed. In order to find the flicker noise induced jitter equation, the missing
link between flicker noise induced phase noise and jitter is obtained. After that, flicker
noise induced jitter equation is derived. 0.25um standard CMOS process has been
used for design and analysis of ROs. A good match is attained between analyses
and measurements. The analysis is extended to weak inversion. Phase noise and
jitter equations of CMOS ROs are derived for weak inversion region. The analyses
and measurements present a good match. It is observed that CMOS ROs in weak
inversion have more phase noise than CMOS ROs operating in strong inversion. The
same technology, 0.25um standard CMOS process has also been used for weak inversion

analysis.

In addition, randomness equations of IbRO and DRO are obtained for both
strong and weak inversion regions after the derivation of phase noise and jitter models
for weak inversion. Analysis shows that both ROs exhibit more randomness with less

energy in the weak inversion region. Maximizing the randomness in an RO may cause
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a trade-off in oscillation frequency.

Furthermore, the effect of flicker noise on randomness in ROs is investigated in
this dissertation. Three different types of synthetic bit streams are produced in MAT-
LAB with the given jitter spectrum which is derived from phase noise measurements.
Natural like synthetic bit streams are produced in order to compare the effects of the
noise sources individually. These bit streams have flicker, white, and combined noise
effects. The T-Entropy based simulations show that flicker noise has a positive effect

on entropy and successively on randomness.

Finally, an efficient design method is proposed based on the final interpretations
of the analyses explored in this dissertation. Entropy per energy metric is proposed to
compare the performance of RNGs with different number of XORed RO combinations.
As in flicker noise analysis, T-entropy is used to evaluate randomness. The design
parameters of an RO-based RNG, which are the minimum number of ROs to be
XORed and the sampling period for RNG outputs to be classified as random, can
be determined based on this analysis. According to the analysis results, some RNGs
are selected and their outputs are subjected to NIST 140-2 Test Suite. Analysis and

measurement test results are shown to be coherent.

10.1. Future Work

Considering this dissertation as a basis, some research extensions can be con-

ducted. Possible research areas are listed as

e During derivation of randomness equations, short-term jitter behavior is con-
sidered; therefore, white noise induced jitter equations were used. Since it is
demonstrated that flicker noise has an effect on randomness, randomness equa-
tions can be derived again by taking flicker noise induced jitter equations into

account.
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e The effect of temperature variations on randomness behavior of RO-based RNG
operating in weak inversion region is an important topic, especially in terms of

possible attack scenarios.

e The quality of generated random bit streams is directly related with the age of
the RNG. Thus, in order to determine the life of an RNG, aging analysis should
be performed. The same analysis should be also done for the RNG operating in

weak inversion region.

e Determining the wake-up time is generally a design issue for an oscillator. It is
caused by metastability when it starts to oscillate. In [106], an RO-based RNG
has been developed by using the wake-up time of ROs. The wake-up time for

the proposed RNGs can also be examined.
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