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ABSTRACT

DDOS ATTACK DETECTION USING SIGNAL
PROCESSING AND STATISTICAL APPROACHES

DDoS attacks cause a variety of changes in the properties of the attributes in
the network traffic. Modeling these changes using signal processing and statistical ap-
proaches provides detection of these attacks. This thesis focuses on detecting DDoS
attacks using time series analysis, sparse signal representation methods, and statistical
modeling. We also investigate the effect of DDoS attacks on traffic features in a sta-
tistical manner. In addition, we propose two simple but effective network-based DDoS
attack detection methods based on the statistical signal processing approach, using the

advantage of statistical changes in traffic features.

We propose a novel DDoS detection framework using the Matching Pursuit algo-
rithm to detect resource depletion type DDoS attacks. We use multiple characteristics
of network traffic simultaneously to detect low-density DDoS attacks efficiently. The
proposed method uses the dictionary produced from the parameters of the network traf-
fic using the K-SVD algorithm. Dictionary generation using network traffic provides
legitimate and attack traffic models and adds adaptability to the proposed method
to network traffic. We also implement DDoS detection approaches that use Matching
Pursuit and Wavelet techniques and compare them using two different data sets. Addi-
tionally, we offer a hybrid DDoS detection framework that combines these approaches
with a decision-making mechanism using an artificial neural network. We evaluate the
proposed methods with two different data sets. In the hybrid intrusion detection sys-
tem with more than one attack, the detection performances of other approaches have
decreased. In contrast, the proposed method achieves true-positive rates higher than

99% with a false positive rate lower than 0.7%.
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OZET

SINYAL ISLEME VE ISTATISTIKSEL YAKLASIMLARLA
DDOS SALDIRI TESPITI

DDoS saldirilari, ag trafigindeki 6zniteliklerin 6zelliklerinde cesitli degigikliklere
neden olur. Bu degigikliklerin sinyal igleme ve istatistiksel yaklagimlar kullanilarak
modellenmesi bu saldirilarin tespit edilmesini saglar. Bu tez, zaman serisi analizi,
seyrek sinyal temsil yontemleri ve istatistiksel modelleme kullanarak DDoS saldirilarini
tespit etmeye odaklanmaktadir. Ayrica bu tezdeki ¢caligmalar, DDoS saldirilarinin trafik
ozellikleri tizerindeki etkisini istatistiksel olarak incelemektedir. Trafik ozelliklerindeki
istatistiksel degisikliklerin avantajini kullanarak istatistiksel sinyal isleme yaklagimina

dayal iki basit ama etkili ag tabanli DDoS saldir1 tespit yontemi ¢neriyoruz.

Ayrica, kaynak tiikenme tipi DDoS saldirilarini tespit etmek icin Matching Pur-
suit algoritmasini kullanan yeni bir DDoS tespit cercevesi oneriyoruz. Bu yontemde
diisitk yogunluklu DDoS saldirilarini verimli bir gekilde tespit etmek i¢in ag trafiginin
birden ¢ok 6zniteligini ayn1 anda kullanmaktayiz. K-SVD algoritmas: kullanilarak ag
trafiginin parametrelerinden iiretilen sozliigii kullanmaktayiz. Bu yontem onerdigimiz
DDosS tespiti yaklagimina uyarlanabilir bir 6zellik saglamaktadir. Ayrica Matching Pur-
suit ve Wavelet tekniklerini kullanan yaklagimlar: énerdigimiz yontemle kargilagtirmak
icin kendi veri setlerimizle uyguladik. Ek olarak, bu tezde, yontemleri yapay sinir agi
kullanan bir karar verme mekanizmasiyla birlegtiren hibrit bir DDoS algilama cercevesi
sunmaktayiz. Onerilen yontemleri iki farkli veri seti ile degerlendiriyoruz. Birden fazla
saldiriya sahip hibrit saldir1 tespit sisteminde diger yontemlerin tespit performanslar
dismekte iken onerdigimiz DDoS tespit yaklagimi ile %99’dan biiytik dogru kestirim

oran ve %0.7’den diigtik yanhg alarm oranlar elde ettik.
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1. INTRODUCTION

The exponential increase in the use of various applications over the internet led
to a rise in security threats, such as Distributed Denial of Service (DDoS) attacks [1].
The DDoS attack aims to make an online service unavailable by consuming the target
system’s bandwidth, memory, or CPU. DDoS is a well-known problem in intrusion
detection systems; therefore, there is a comprehensive prior art around the subject.
However, DDoS attacks continue to be one of the biggest cyber threats affecting the

financial, health, retail, gaming, and political sectors and resulting in financial loss [2,3].

In 2019 DDoS attack size increased by 273%, and 91% of the victims reported
that the attack saturated their internet bandwidth. In April 2019, the most compre-
hensive network and application layer attacks were seen with 580 million packets per
second (PPS) [2]. Another attack lasted for 13 days and generated 292,000 Requests
Per Second (RPS). Additionally, DDoS attack indicators increased by 84% in the last
quarter of 2019 [3]. It is reported that DDoS attacks increased by 55% between January
2020 and March 2021 [4].

In general, DDoS attacks are divided into two groups as bandwidth depletion
attacks and resource depletion attacks [5]. Bandwidth depletion attacks deny the
service of the target system by flooding the target network with an excessive amount
of packets. Resource depletion attacks aim to consume computing resources of the
target system using malformed packets that exploit the network protocols. This thesis

examines resource depletion flood-type DDoS attacks.

Studies on computer networks have shown that network usage of end users follows
a specific pattern. These patterns provide the possibility to model network traffic. The
systems used to detect attacks directed to information systems are called intrusion
detection systems (IDS). An IDS aims to detect intrusions against computer systems [6]

using different approaches. According to the detection methodology, intrusion detection



methods are generally divided into two categories: anomaly and misuse detection [6,7].
Anomaly detection methods build models from the attack-free behavior of the computer
system. This method uses the deviation of the system behavior from these models as
detection criteria. On the contrary, misuse-based detection uses models or signatures of
attacks and searches for computer network behavior similarities with the attack model.

We perform both misuse, anomaly, and hybrid detection methods in this thesis.

IDSs are divided into two classes according to the network edge they detect at-
tacks, namely host-based IDS and network-based IDS. Host-based IDS systems mon-
itor the hosts’ operating systems, while Network-based IDS monitors whole network
activity. The proposed DDoS detection approaches in this thesis use network-based

detection.

The scope of this thesis includes the detection of DDoS attacks using signal
processing approaches. For this purpose, we first determine the possible features for
DDoS as a result of early experiments using the DETER testbed [8] testbed. We select
the most suitable features for attacks using the information gain and chi-square feature
selection algorithms. We develop auto-regressive modeling, sparse signal representation

approaches, and statistical methods for DDoS detection.

1.1. Literature Review

In this thesis, we first focus on handling the traffic features as time series and
define linear trends in features. There are anomaly detection methods based on linear
changes in time series in the literature [9], [10]. In [9] they generate models from
multiple time series for anomaly detection. They used the Greedy-Split algorithm [11]
to generate a model for one time series. A sequence of n points in a feature space is first
approximated by a sequence of n — 1 boxes, each enclosing a pair of adjacent points.
Then pairs of adjacent boxes are merged by greedily selecting the pair that minimizes
the increase in volume after merging. Similar approach is proposed in [10]. They build

clusters from time series according to the slope, level, and shape of time series.



Table 1.1.

DDoS detection with sparse signal representation in the literature.

Ref. | Methods| Dataset Abnormality| Remarks
Value
[12] | MP MAWI, MPMP Gabor Dictionary is
CAIDA used, DDoS Detec-
tion
[13] | MP, MAWI, MPMP, En- | Gabor Dictionary is
DWT CAIDA ergy of sub- | used, worm detection
bands
[14] | MP, DARPA , | MPMP, Dictionary is con-
KSVD CAIDA, Energy of | structed with K-SVD
KDD Dictionary
Elements
[15] | MP, MAWI, MPMP, En- | Gabor Dictionary is
DWT CAIDA ergy of sub- | used, DDoS Detec-
bands tion
[16] | MP Simulated MPMP Gabor Dictionary is
Dataset used, DDoS Detec-
tion
[17] | OMP Synthetic Corresponding| Anomalous and non-
Traffic Data, | dictionary anomalous dictionary
GEANT atoms atoms are generated.
[18] | MP, BOUN Residual  of | Residuals  obtained
KSVD DDoS MP obtained | fromMPis used as
from different | detection scores
dictionaries.
[19] | PCA, Synthetic Residual er- | They create basis
OMP, Traffic Data, | ror functions using SVD.
ANN Janepese
SIP real
data.




They used an algorithm called Gecko that divides a time series into clusters
which are determined by the algorithm and requires no user input. Thottan et al.
[20] suggested a statistical analysis method to detect abrupt changes based on AR(1)
least squares. They chose three SNMP MIB variables, and variable level alarms were
obtained using a change detection algorithm. It has been experimentally shown that
changes in the statistics of traffic data can be used to detect faults similar to the ones
in [20-22]. Their abrupt change detection methodology is suitable for detection with
multiple traffic features. For that reason, we implement abrupt change detection in

this thesis. We use network traffic feature vectors instead of SNMP MIB variables.

Although there are many methods proposed in the literature using time series
analysis in the literature, the approaches using sparse signal representation methods
are limited. Matching Pursuit is one of the sparse representation methods that is used
in DDoS detection. MP algorithm-based DDoS detection is first implemented using the
Matching Pursuit Mean Projection (MPMP) of the reconstructed traffic feature [12-15].
Renk et al. propose an attack detection framework that utilizes the MP algorithm to
create profiles of attack and legitimate traffic in [16]. MPMP-based DDoS detection ap-
proach is compared with different signal representation methods (e.g., Discrete Wavelet
Transform) in [23]. Also, DDoS detection using MP and Orthogonal Matching Pur-
suit (OMP) algorithms is proposed in [15]. The OMP algorithm, principal component
analysis, robust principal component analysis, and backpropagation neural network

methods are used for DDoS detection in [19].

Generating network anomaly characteristic models using an MP-based method-
ology is used in [17]. They generate anomalous and non-anomalous basis functions
to construct a dictionary from labeled data using Discrete Cosine Transformation and
Wavelet basis. They use synthetic traffic data, GEANT network backbone router traf-

fic, byte counts recorded from an internet backbone network.

We proposed an MP-based DDoS detection approach in this thesis and published
an Adaptive Matching Pursuit (AMP) method in [18]. Unlike other methods that use



the MP algorithm, the AMP approach uses multiple network traffic features. Also, the
AMP approach generates alarms using residuals of the MP algorithm. Another novel
property of the AMP approach is using a dictionary obtained from multiple network
traffic features. Dictionary generation from traffic data provides the adaptation of

AMP-based DDoS detection to network traffic.

We summarise methods, datasets, and remarks from literature using the MP
algorithm and other sparse representation methods used for DDoS detection in Table
1.1. As we can see from the table, the MPMP and Wavelet methods are essentially
utilized for DDoS detection. Because of this, to compare the proposed MP-based DDoS
detection approaches, we re-implement MPMP and Wavelet-based methods.

We also develop statistical methodologies for DDoS detection. The statistical
behavior of DDoS attacks are generally handled as entropy and information theory
metrics of traffic features [24,25] in the literature. The Bayesian classification is another

popular statistical model used in the classification of DDoS attacks [26].

Several statistical detection mechanisms have been developed to protect computer
networks from DDoS attacks [27-33]. Upon those approaches, we focus on statistical

detection methods similar to our methodology.

The first part of the statistical approach for DDoS detection focuses on the sta-
tistical representation of traffic features under DDoS attacks. The statistical behavior
of DDoS attacks are generally handled as entropy and information theory metrics of
traffic features [24,25] in the literature. The Bayesian classification is another popular

statistical model used in the classification of DDoS attacks [26].

(Cakmakci et al. propose a sequential, DDoS detection approach using a kernel-
based learning algorithm, the Mahalanobis distance, and a chi-square test in [34]. They
applied the kernel-based learning algorithm using the entropy features to detect input

vectors and achieved 99.55% Accuracy.



Ahmed et al. propose a traffic classification framework using fingerprints gener-
ated from packet-level ad flow level features in [35]. They use a multi-modal probability
distribution function in the generation of traffic fingerprints. They extended the pro-
posed classification framework to detect DDoS attacks using statistical information
obtained from flow-level traffic data. They achieved an accuracy of 97%, with a false

positive rate of 2.5%.

Bouyeddou et al. used Kullback-Leibler distance to detect SYN flood, UDP
flood, and Smurf attacks in citebouyeddou2020nonparametric. They proposed using
Kullback-Leibler Divergence with exponentially smoothing to improve the detector

sensitivity to minor anomalies. They tested their method with the DARPA99 dataset.

Bhunyan et al. propose an adaptive boosting-based learning model for detecting
DDosS attacks using Kullback-Leibler, Jensen-Shannon divergence methods. They focus
on both low-rate and high-rate DDoS attacks. An evaluation of their approach used the
UmU testbed, MIT legitimate, and CAIDA DDoS datasets and obtained an accuracy
of 98.09%, while the false-positive rate was 0.0213%.

Ates et al. propose an anomaly detection method based on the probability distri-
bution functions generated from header information of network packets in [36]. They
employed a Greedy algorithm to calculate the divergence of the incoming traffic from
the developed statistical model. They also used the Support Vector Machine classifier
in the detection phase to reduce false alarm rates. They evaluated their approach with

BOUN dataset [37] and MIT Darpa 2000 dataset.

In this thesis, we propose a simple but effective network-based DDoS attack detec-
tion method based on a statistical signal processing approach in [38]. We added Greedy
Algorithm, Jensen-Shannon divergence, Mahalanobis distance, Manhattan distance
metrics, and DBSCAN clustering algorithm and compared the different approaches

obtained.



We employed K-means, Density-based spatial clustering of applications with noise
(DBSCAN) clustering algorithm, Jensen and Shannon divergence, and Greedy algo-
rithms to perform the proposed DDoS detection approach.

1.2. Contributions

This thesis includes understanding DDoS attacks, creating the necessary at-
tributes for their detection, and proposing novel DDoS detection techniques. The first
part of the thesis consists of the data sets created/analyzed in order to understand
DDoS attacks. We produce the necessary features for detecting attacks. In addition,
the thesis includes novel DDoS detection methods using signal processing, signal rep-
resentation, and statistical methods. Some of the contributions of this thesis have been

published in [18,38-42].

The main contribution of this thesis is to obtain a better understanding of DDoS
attacks and develop novel methodologies to detect them. We give the contributions of

this thesis according to the proposed methodology.

Simulations using the DETER testbed are performed to understand the effect of
attacks on network traffic. The features used to detect DDoS attacks are generated

using these features. Sixteen features are developed from these simiulations.

To handle the features generated from DETER testbed as time series, we use the
abrupt change detection proposed [20] for the first time to detect DDoS attacks. In
addition, we use the methodology using the DDoS features generated in early experi-

ments.

A novel DDoS detection approach using the MP algorithm, the Adaptive Match-
ing Pursuit (AMP) DDoS detection approach, is proposed. The AMP approach can
perform anomaly and misuse detection separately. We combine anomaly detection,

and misuse detection in the AMP method using a decision engine. We also com-



bine one-dimensional traffic attributes with the decision engine in Wavelet and MPMP
methods. We re-implement DDoS detection methods using Wavelet and MPMP and
compare them with the AMP approach. We use two different datasets for evaluating
and comparing the methods. Both methods are evaluated with and without the deci-
sion engine to detect TCP and UDP flood attacks. We also combine TCP and UDP
flood datasets to evaluate the performance of the methods in the detection of DDoS

attacks in three traffic classes.

We show researchers of the DDoS detection area that the frequently used DDoS
features can be represented with various probability distribution functions and well-
known probabilistic models. The hypothesis testing performed using the log-likelihood
ratio shows that Gaussian, GEV, and logistic distributions show similar performance.
As far as we know, there is no other study in the literature in which DBSCAN and
K-Means clustering algorithms are used with empirical statistical models. In addition,
unlike most studies using empirical distributions in statistical DDoS detection methods,
we use both misuse and anomaly detection methods comparatively. Also, in this thesis,
in addition to frequently used Kullback Leibler and Jensen-Shannon divergences, the
Greedy algorithm, and Manhattan Distance for calculating the deviation of empirical

distributions with the generated models comparatively.

1.3. Outline of the Thesis

While preparing this thesis, we focused primarily on understanding DDoS attacks
and finding attributes that can best express these attacks. Later, we introduced new
methods to detect DDoS attacks. Chapter 2 includes a brief information about DDoS
attacks and DDoS attack methodologies. This chapter also includes information about

intrusion detection systems and IDS performance evaluation metrics.

Chapter 3 includes the process of generating network traffic features and gives
brief information about the features we generate to detect DDoS attacks. This chapter

also includes the information of publicly available CAIDA [43, 44] datasets, and the



BOUN DDoS [37] dataset generated within this thesis. We also mention the feature
selection methodologies used in this thesis. This chapter also includes the simulation
experiment using DETER testbed [45] to develop a methodology on feature generation
and obtain the convenient features of network traffic that can better reflect the change

of traffic under DDoS attack.

DDoS detection using Autoregressive Modelling proposed in [20] is used to detect
DDoS attacks in Chapter 4. They used AR(1) modeling to detect network anomalies
using SNMP MIB variables. We use the methodology to detect DDoS attacks using

traffic features we generated in the previous chapter.

We propose a novel approach to detect DDoS using the Matching Pursuit algo-
rithm and implemented Matching Pursuit and Wavelet-based approaches in Chapter
5. We perform both misuse and anomaly detection in this chapter. We also propose a
novel hybrid detection framework that uses sparse signal representation-based DDoS

detection approaches.

We examine statistical properties of traffic features under DDoS attacks and pro-
pose a novel DDoS detection method in Chapter 6. We use empirical distributions
generated from network traffic to build statistical models. We then calculated the
divergence between empirical distributions obtained from network traffic and the sta-
tistical models. We perform both anomaly and misuse type detection in this chapter.
In the final chapter, we evaluate the approaches and methodologies used in this thesis,

and we will mention the future research directions.
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2. DDoS ATTACKS and INTRUSION DETECTION
SYSTEMS

In this chapter, we discuss DDoS attacks, intrusion detection systems, and in-
trusion detection evaluation metrics. The first section gives brief information about
flood-type DDoS attacks, which are the main focus of the detection approaches pro-
posed in this thesis. The second section discusses the intrusion detection methodology.

Also, this section describes the metrics used in the assessment of detection approaches.

2.1. DDoS attacks

A DDoS attack is a coordinated attack that aims to prevent legitimate users from
benefiting from an online service. There are many ways to deny service, [46] such as

flooding a network with unwanted packets preventing legitimate network traffic.

DDoS attacks are a combination of different steps [47] starting with the execute
command send by an actual attacker to the master application. As a second step, the
master application sends the execute command to slaves or the attacker computers.
Then, attacker hosts start sending attack packets to the victim. In most cases, attacker
computers use fake source IP addresses to make it challenging to locate the source of

the packets.

DDoS attacks are divided into two groups: bandwidth depletion attacks and re-
source depletion attacks [48-52]. Bandwidth depletion attacks deny the service of the
target system by filling the target network with unwanted packets. The resource deple-
tion attacks aim to consume the computing resources of the target system. Resource
depletion attacks, unlike bandwidth depletion attacks, a malformed packet that ex-
ploits the network protocols are used [50]. For every incoming packet, the system will
consume computational resources such as memory and processing power. Target sys-

tems resources are locked at high levels while processing these packets, and the system
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no longer serves legitimate users. In this thesis, we focus on resource depletion-type
flood attacks. Flood attacks include TCP SYN flood attacks, ICMP flood attacks, and

UDP flood attacks. Most DDoS attacks performed in the world are TCP SYN flood
attacks [53]. We will explain flood-type DDoS attacks in detail in the next sections.

2.1.1. TCP flood Attacks

TCP flood attacks exploit a three-way handshake of TCP protocol. The TCP
three-way handshake includes a series of messages between client and server before

establishing a TCP connection. We can list these messages as follows:

o The client requests a connection by sending a synchronize (SYN) message to the
server. The SYN packets have an SYN flag bit in the TCP header of 3the packet
set to one.

o The server acknowledges (ACK) this request by sending SYN-ACK back to the
client.

o The client responds with an ACK and the connection is established.

We can see from Figure 2.1 that the attacking computers send SYN packets to the
victim server. The victim sends SYN-ACK to the spoofed IP addresses of the attacker
computers and allocates some of its computing resources to hold a half-open TCP
connection until timeout. The attacker client either has the fake spoofed source IP
address or does not respond to the SYN-ACK packet. In both cases, the victim server
never receives the ACK packet and keeps the TCP connection half-open until timeout.
Although the resource reserved by the victim server for half-open connections is small,
increasingly large numbers of half-open connections will deplete all the resources. As a
result, the server cannot accept new connections from any source, denying legitimate
users. These packets can cause a severe crash in some cases if there are no resources

left for the operating system to function correctly.
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Figure 2.1. TCP SYN Flood attack network topology.

2.1.2. UDP flood attacks

Unlike TCP protocol, UDP protocol does not include a connection between client
and server. Because of this, the UDP flood attack is not straightforward as the TCP
flood. Instead of sending connection packets to the victim, attackers send a high
number of UDP packets to random ports of the victim server. The victim server
port tries to check the application listening to that port. Since the packets are sent to
random ports, the victim cannot find the application that listens to the port mentioned
above and sends an ICMP destination unreachable reply message to the attacker. As
a result, receiving a large number of UDP packets forces the victim to send a high
number of ICMP packets. The victim server becomes unreachable by the legitimate
users with the increasingly large number of packets. The UDP flood attack network

topology can be seen from Figure 2.2.
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Figure 2.2. UDP Flood attack network topology.

Like the TCP SYN flood attacks, the attackers generally use spoofed fake source
IP addresses, ensuring that excessive ICMP packets cannot reach the attacking com-
puters. Most operating systems mitigate this part of the attack by limiting the rate at
which ICMP responses are sent. This attack can also be mitigated by using firewalls

to filter out unnecessary UDP ports in front of the victim server.

2.1.3. ICMP flood attacks

ICMP flood attacks, also known as ping flood attacks, aim to overwhelm the
target system with ICMP echo-request packets. ICMP protocol is a transport layer
protocol used for network diagnostics. Ping and traceroute are the most common two
commands used for network diagnostics that are a part of ICMP protocol. ICMP
protocol is consists of [ICMP messages such as ICMP request, echo-request, and echo-
reply. These messages require some of the computing and bandwidth resources of the
target system. An increasingly large number of these messages causes the victim server

or network to become unable to give service to legitimate users.
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Figure 2.3. ICMP Flood attack network topology.

As seen in Figure 2.3 ICMP flood attacks start with a high number of ICMP
echo request packets sent from attacker computers to the victim server. The victim
server then tries to reply to all the echo-request packets with an ICMP echo-reply
packet causes bandwidth congestion in both directions of the traffic lowing through
the victim network. Also, processing so many ICMP messages deplete the victim

server’s resources, making it unable to serve legitimate users.

These attacks can be mitigated by disabling ICMP functionality at the victim
router, network, or server-side. For this purpose, firewalls can block ICMP packets

reaching the victim side of the network.

2.2. Intrusion Detection Systems

Intrusion detection is the process of detecting security incidents occurring in a
computer system or computer network. Security incidents or intrusions are events that
harm the availability, integrity, and privacy of computer systems. Intrusion detection
systems are hardware or software application that monitors computer systems to find
intrusions. They observe and analyze the events occurring in the computer systems
or computer networks to detect malicious activity and generate alarms. Alarms are
either monitored by a security professional or transmitted to a security device such as

a firewall.
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IDSs can be divided into three groups according to the source of information they
use. These are network-based, host-based, and application-based IDS. The majority of
commercial IDS perform network-based detection. They are located in various places
in the network and can monitor an extensive network. Although it is easier to man-
age network-based IDS, monitoring and generating alarms in wider networks can be

challenging.

Host-based IDS collect information from hosts of the computer system. They
are usually software applications installed on clients of servers of the computer net-
works. Application-based IDS work like a subset of host-based IDS systems specialized
to monitor specific applications. In this thesis, we focus on network-based intrusion
detection. IDS are divided into two groups regarding their detection methodology.
These are misuse detection and anomaly detection. The misuse detection method uses
attack signatures or models to detect intrusions, while anomaly detection uses models
of attack-free behavior of the computer system. Anomaly detection is searching for
abnormal activity on the computer system and network. Most commercial IDSs use
a misuse detection methodology. Hybrid detection uses a combination of misuse and
anomaly type of detection. In this thesis, we use the misuse, anomaly, and hybrid

detection approaches.

2.2.1. Performance Evaluation Metrics

In general, five different metrics, including true-positive rate (TP), false-positive
rate (FP), Receiver Operating Characteristic (ROC) curve, Area Under ROC curve

(AUC), and Accuracy (Acc), are calculated for evaluation detection of the methods.

These metrics are calculated using the number of correctly identified or misiden-
tified samples. The true positive (TP) corresponds to attack samples classified as an
attack, while true negative (TN) samples are attack-free samples classified as normal.
Similarly, false-positive (FP) corresponds to attack-free samples falsely classified as an

attack, while a false negative (FN) corresponds to attack data classified as normal.
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Positive predictive value (PPV) is the ratio of the number of true positives to the
sum of TP and FP. Similarly, the negative predictive value is the ratio between TN

and the sum of TN and FN.

Table 2.1. Explanations of simple per-class evaluation metrics.

Metric Name Explanation

False Negative Rate | Percentage of members of class X incorrectly classified as not

belonging to class X.

False Positive Rate | Percentage of members of other classes incorrectly classified

as belonging to class X.

True Negative Rate | Percentage of members of class X correctly classified as be-

longing to class X.

True Positive Rate | Percentage of members of other classes correctly classified as

not belonging to class X.

True Negative Rate | Percentage of members of class X correctly classified as be-

longing to class X.

True Positive Rate | Percentage of members of other classes correctly classified as

not belonging to class X.

The first step in evaluating the detection approaches is to find the true classes
(the ground truth) of the applications by inspecting the network packets. The overall
performance of detection approaches is usually evaluated according to their accuracy.
The accuracy is defined as the percentage of correctly classified instances among all
instances. This metric can be used to describe the whole system’s success and can be
used as a per-class success metric. Other per-class measures assess the success of a
classifier for a given class. The evaluation parameters are explained in Table 2.1 and

they are calculated as:

TP

TPR=——
=T rFp

(2.1)
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FP
FPR= ——1— 2.2
k FP+TN’ (22)

TP+ TN
Acc = . 2,
“TTPYTNYFPYtFN (2:3)

These metrics are incapable of finding the best operating point of the detection system.
If the ROC curves of two IDS do not cross, it is not straightforward to compare the
IDSs. It is not always appropriate to use the area under the ROC curve for compar-
ison because it measures all possible operation points of an IDS. One can argue that
difference should be based on the best operation point of each IDS because, in prac-
tice, an IDS is fine-tuned to a particular configuration. For this reason, we employ the
Capability of Intrusion Detection (C'ID) metric [54] to find the best operating point.
CID parameter considers all the fundamental aspects of evaluation metrics and sub-
tle changes on these metrics, including TPR, FPR, positive predictive value, negative
predictive value, and base rate. A higher C'I D value means that the IDS has a better
capability of classifying input events accurately. We select the point in the ROC curve
that gives the maximum CID value to compare detection performances. Operation

points for the performance metrics in the results section are chosen according to the

highest CID value.

Let X be the random variable representing the IDS input and Y the random
variable representing the IDS output. The entropy of the input of the random variable
X is defined as [55],

— > p(x)log(p(x)). (2.4)

zeX

The mutual information [55] between random variables X and Y is defined as:

= 3 3 pla,y)log T Pz, y) (2.5)

zeX yeY p(z )p(y)
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Using equations (2.4), and (2.5) CID is defined as:

(2.6)

The mutual information measures the reduction of uncertainty of the input by knowing
the IDS output. Besides, this mutual information is normalized with the entropy of
the input, H(X). Thus, CID is the ratio of the uncertainty reduction of IDS input,
given the IDS output with a value range in [0, 1]. The bigger the CID value, the better

performance of the detection system.

2.3. Chapter Summary

This chapter gives information about DDoS attacks and intrusion detection sys-
tems, including performance evaluation metrics used to evaluate detection approaches.
This thesis focuses on flood-type DDoS attacks, mainly UDP and TCP SYN flooding
attacks. We proposed different DDoS detection approaches as misuse, anomaly, and

hybrid detection methodology.
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3. DATASETS and TRAFFIC FEATURES

In this chapter, we give information about the data sets and features used in this
thesis. To understand DDoS attacks and determine the most appropriate features, we
first benefit from experiments using the DETER testbed environment. We evaluate

the proposed approaches by utilizing these features with other datasets.

There are publicly available data sets available for the detection of DDoS attacks.
Among these datasets, we use CAIDA datasets, which are frequently used in the lit-
erature. We also create a new dataset to evaluate the performance of DDoS detection

approaches. In this section, we give detailed information about these data sets.

We explain the DDoS simulation experiments we performed in DETER testbed.
DETER testbed experiments help us decide which traffic features we will use in this
thesis to detect flood-type DDoS attacks. In addition, in this chapter, we explained
the experiments performed on the DETER testbed. We also describe the methodology
and topology of these experiments. We decide the traffic features to be used for the
detection of DDoS attacks. We discuss the traffic features, feature generation stages,

and feature selection approaches in detail in this chapter.
3.1. Datasets
In this section, we give information about the data sets we used in the thesis.
These datasets are the DETER test environment, the BOUN DDoS dataset, and the
CAIDA datasets.

3.1.1. DETER Testbed

This section includes DDoS attacks created in DETER testbed in order to un-

derstand DDoS attack mechanisms and the effects of DDoS attacks on network fea-
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tures. The results from these DDoS simulations help us decide on the DDoS detection
methodology used in this thesis. This section also explains the details of the topology
and the methods of flood attack realizations. Three types of flood attacks are realized

and generated using the SEER (Security Experimentation Environment) graphical user

interface provided with the DETER testbed.

One of the main challenges in detecting DDoS attacks is distinguishing the attack
traffic from legitimate traffic. Network administrator’s primary tool for monitoring
network health is to use traffic graphs. However, these graphs cannot give enough
information on the attack state of the network traffic alone. To reveal the existence
of a DDoS attack and possibly to determine the type of attack, we need to utilize
the variations on different traffic features. For example, a resource depletion type
TCP SYN flood attack generates many TCP SYN packets. Hence, if we can model
the number of TCP SYN packets of network traffic, we can detect the attack quickly.
However, that increase in TCP SYN packet number can be caused by legitimate traffic
to the FTP server after a potential update. Therefore we cannot just look at the rise
in the number of SYN packets to claim the existence of an SYN flood attack. We need

to understand the effects of these specific attacks on multiple features simultaneously.

3.1.1.1. Background Traffic. To obtain a realistic DDoS attack simulation, we need to

have legitimate background traffic. The simplest form of background traffic generation
is using packet trace replay [56]. Using multiple PCs to replay actual packet traces
through high data transmission speeds can obtain high-speed background traffic. Since
many detection systems need to be tested under realistic traffic conditions, packet trace
replay seems suitable for our needs. However, replaying the same packet traces can
result in the same statistical behavior looking into details of the packet in background

traffic. Real background traffic instead has many different types of packet traces.

Another approach in background traffic generation is using application-specific
traffic generators. These tools produce network traffic based on different applications

such as FTP and HTTP. Examples for such tools are Surge [57], trafgen [58] and
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PackMime [59]. By using various application-specific traffic generator tools, we can

obtain more complicated background traffic.

There are also application-independent traffic generators that create traffic at
the IP flow level. They make network traffic based on probabilistic distributions and
stochastic processes for various traffic parameters such as inter-packet gap interval and
packet size. A collection of these generators is developed by "Evaluation Methods for
Internet Security Technologies” (EMIST) DDoS [60]. It includes configuring a broad
mix of background traffic that consists of TCP traffic created using Harpoon [61]. We
can also generate DNS traffic by setting up a server and periodically issuing requests
from various locations in the topology. Also, we can create ICMP echo requests and

reply traffic using the ping utility.

We use the SEER software tool developed by ISI (Information Science Institute)
and provided by the DETER testbed environment. SEER tool contains a collection of
background traffic generators, including Harpoon, with many options varying file size
and node selection. SEER provides an easy-to-use user environment for controlling

experiments and traffic generators. The following traffic generators in SEER software:

o« Web: We can select the source and destination nodes and server nodes. Also,
we can select the maximum and minimum thinking time in seconds. And also,
we can specify the maximum/minimum file sizes. This tool is mostly used for
background generation in this work.

e Dump Replay: This tool allows us to replay a captured traffic file at various
nodes. We can also specify a multiplier value to set the intensity of traffic.

e Video Streaming: There are three files defined for video streaming traffic genera-
tion. We can also define the duration of the stream in seconds, maximum/minimum
thinking time, and RTP/TCP protocol type.

o FTP: This tool has similar options with a web traffic generator.

e DNS: This tool allows us to control hosts and servers for DNS traffic. Also, we

can choose the maximum/minimum thinking time and bad requests ratio.
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o IRC: These traffic generators have controls of client nodes, server nodes, message
sizes, message delay, connection duration, and connection time.

o Ping: We can control clients, servers, thinking time, and message size. Changing
data size results in longer ping packets.

o Constant Bit Rate: This generator allows us to have constant background traffic
during our simulations.

o SSH: This makes SSH connections from selected clients through selected servers.
We can control connection duration, message delay, and reply sizes.

« Harpoon: This traffic generator uses the method proposed in [61].

In simulations, web, FTP, DNS, IRC, Ping, and SSH traffic generators are used.
Harpoon and video streaming traffic generators dominate all background traffic due
to their high data sizes. High data traffic results increase in the computational power

feature extraction process; because of this reason, we didn’t use these traffic generators.

3.1.1.2. Simulation Set Up. To create a network traffic simulation, we have to decide

the network topology of the experiment in the DETER testbed environment. The
topology is designed using a ".ns” file that specifies the nodes and the connection
between nodes. The .ns file can be seen in Figure 3.1, and corresponding network

topology can be seen in Figure 3.2.

Experiment topology includes nine nodes. Increasing node count will better real-
ize network traffic and result in more resource usage in the testbed environment. The
simulation environment provides us to use spoofed source IP addresses using multiple
subnets. However, attack traffic coming from 9 nodes regarding source addresses of
packets can create attacks from numerous resources behavior using 1024 IP addresses
as an attack source. An increasing number of source IP addresses results in an increase

in the number of flows at the listening node.
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set ns [new Ssimulator]

source th_compat.tc]

#Create the topology nodes

foreach node { v R1 R2 A1l A12 A13 A21 A22 A23 control } {
#Create new node

set $node [3ns node]

#pefine the 05 image
th-set-node-os [set %node] UbuntulO04-STD

#Have SEER install itself and startup when the node is ready
th-set-node-startcmd [set $node] "sudo python /share/seer/v160/experiment-setup.py Basic”

¥

#create the topology 1inks

set
set
set
set

Tinkr1al2 [$ns
Tinkr1Aa13 [$ns
Tinkr1all [$ns
Tinkr2a21 [$ns

duplex-Tink
duplex-1ink
duplex-1ink
duplex-Tink

$A12
$a13
$A11

set 1inkrlv [$ns duplex-Tink $v $R1 100Mb 3ms DropTail]
ms

$r1 100Mb O

$R1 100Mb
$rR1 100Mb

$RZ $A21 100Mb

Oms
Oms
Oms

DropTail
DropTail
DropTail
DropTail

set 1inkr2a22 [$ns duplex-Tink $RZ $A22 100Mb Oms DropTail
set 1inkr2a23 [$ns duplex-Tink $RZ $A23 100Mb Oms DropTail
set 1inkr2R1 [3ns duplex-1ink 3$R2 $R1 100Mb Oms DropTail]

[T T I

$ns rtproto Static
$ns run

Figure 3.1. NS file used to generate DETER testbed experiment.

The interface of node n10 listens to its network ports, and all packets passing
through the interfaces both in and out direction is captured (Figure 3.2 ). Although
DETER testbed includes valuable tools for traffic generation and traffic flooding, at-
tention is needed to achieve realistic background traffic. For this purpose, different

combinations of nodes are used for background traffic generation.
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Figure 3.2. Topology of experiments.
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There are various options for flood traffic generation in SEER GUI. Initially, we
must build a network structure to catch all attack traffic while background legitimate
traffic and attack traffic can be correctly captured. Also, there is a need to label attack
packets and distinguish them to check the outcome of detection processes. For this
purpose, background traffic is generated through node n8 in figure 3.2, and attack
traffic is directed through node n9 in figure 3.2.

Traffic is captured from the victim router side, where the server is also connected.
All nodes except n8 make traffic through node n8 and attack node n9. Node n9 is
the victim node with IP address 10.1.7.2, and n8 is the server node with IP address
10.1.6.2. In general, attacks flow towards servers to interrupt or block requests of the
server coming from legitimate hosts. However, in order to calculate the entropy of an
attack, packets must be labeled. In order to distinguish attack packets from normal
packets, victim and server nodes are separated. All packets flowing towards the victim’s
IP address are labeled as attack packets, while others are labeled as normal packets.

Also, the attack label feature will be used to calculate information gain.

b SEER f=lfe=s]
File Emulab Interface Experiment Offline Logging Wiew
Controls r Topology r Timeline rMap rGraphs r Files r5cript5 r/ Backend Logs rEprnfu |
Bl
Mode |\f ‘v| Sre |nude |v‘ CleE | 120~ Secs
@ bps
500k
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0
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10:30:00 PM 10:30:25 PM 10:30:50 PM 10:31:15PM 10:31:40 PM
RADAX2012/t12: active Messaging: Connected
|

Figure 3.3. Attack-free traffic generated using all traffic generators in SEER.
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There is a control node in Figure 3.2 that does not have any connection to other
nodes. This is because the DETER testbed environment and SEER software tool re-
quires a control node for connecting and controlling the experiment. The attacking
and traffic nodes in the network topology are denoted as n,. These nodes generate
attack-free background traffic using FTP, DNS, ICMP, DNS, and Harpoon traffic gen-

erators.

The traffic generated using the SEER tool can be seen in Figure 3.3. The graph
above the x-axis is the traffic going into node V', while the graph above the x-axis is
the traffic going out from node V. The traffic in Figure 3.3 is monitored from the node
V' in the experiment topology. The first experiment that we create in the DETER
testbed environment includes attack-free traffic generation with anomalous jump with

video streaming.
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Figure 3.4. Traffic features of experiment 1. Legitimate traffic includes www, FTP,

DNS, ICMP, Harpoon, and SSH.

We generated nine features from the data obtained in the first experiment. These

features are generated in a time window manner and can be seen from Figure 3.4. We
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will give the details of all the features used in the next section. It should be noted that
these features are obtained to have a conjecture about network behavior under DDoS

attacks.

Features obtained from network traffic are correlated with each other. For exam-
ple, if the number of packets in a network increases, the total data flowing through the
network will be increased. In Table 3.1 we can see cross-correlations of the features of

traffic at Figure 3.4.

Correlation is a measure of statistical dependence that corresponds to any sta-
tistical relationship between two random variables. The degree of correlation between
two random variables is measured by calculating the correlation coefficient. There are
several ways to calculate the correlation coefficient. Pearson’s correlation coefficient,

which is frequently used, represents the linear correlation between two variables.

The Pearson product-moment correlation coefficient measures the linear correla-
tion (dependence) between two variables X and Y, giving a value between +1 and —1
inclusive, where 1 is a total positive correlation, 0 is no, and —1 is a negative correla-
tion. It is widely used in the sciences as a measure of the degree of linear dependence
between two variables. DDoS attacks have increased or decreasing effects on features.

We can use Pearson correlation coefficients to represent such behavior of features.

Pearson’s correlation coefficient between two variables is defined as the covariance
of the two variables divided by the product of their standard deviations and calculated
as:

Cov(XY)  E[(X — pz)(Y — py)]

PXYy = = s (31)
Ox0Oy Ox0Oy

where, cov is the covariance, ox is the standard deviation of X , ux is the mean of X,

and F is the expectation.
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Table 3.1. An example of the correlation coefficients between features.

Feature Number | Average | Number | Number | Number | Number
of SYN | Packet | of pack- | of TCP | of All | of ACK
packets | Length | ets packets | packets | packets

Number of SYN 1.0000 -0.6111 | 0.9923 0.9923 0.7826 0.9667

Avg Packet Length | -0.6111 | 1.0000 -0.5939 | -0.5937 | -0.2679 | -0.5685

Number of packets | 0.9923 -0.5939 | 1.0000 1.0000 0.8447 0.9909

Number of TCP | 0.9923 -0.5937 | 1.0000 1.0000 0.8447 0.9909

packets

Number of All | 0.7826 -0.2679 | 0.8447 0.8447 1.0000 0.8954

packets

Number of UDP | 0.9667 | -0.5685 | 0.9909 0.9909 0.8954 1.0000

packets

In our statistical approach, the network health function is obtained using a com-
bination of abnormality indicators from the particular feature. The abnormality in
traffic data is determined by detecting abrupt changes in their statistics. Since the sta-
tistical distribution of the features is significantly different, it is challenging to do joint
processing of these variables. Therefore, the abrupt changes in each of the features are

first obtained.

3.1.1.3. A comprehensive simulation with attack traffic. We generate various experi-

ments using DETER testbed, but we do not include all the details of these experiments
for the simplicity of this thesis. This simulation is used to understand the effects of
SYN flood attacks on traffic features. The generated traffic includes 30 min of attack
and normal traffic. We obtain complex test data that provides for six attack traffic of

different rates. Figure 3.5 shows the traffic features obtained from this experiment.
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Figure 3.5. Traffic graph of DDoS simulation in DETER testbed.

In the final attack scenario (Figure 3.5 ), unlike previous attacks, the rate of SYN
flood traffic dominates overall packets. As we can see from the figure, there are six
instances of TCP SYN flood attacks with variable duration shapes and rates. In Figure
3.5 the traffic below the x-axis corresponds to outgoing traffic, while the traffic above

the x-axis is the inward traffic.

Detection of these kinds of attacks is more straightforward. However first five
attacks can disappear in normal traffic load. Network administrators cannot realize
these kinds of attacks but may have hazardous effects on the victim system. Also,
normal traffic differs over time, which makes overall traffic more random. The selected

features for this attack simulations are shown in Figure 3.6.

3.1.2. Bogazici University DDoS Dataset

We generated resource depletion-type DDoS attacks on the campus network of
Bogazici University and recorded the ongoing traffic from the backbone router’s mir-
rored port. We generate TCP SYN and UDP flooding packets using Hping3 traffic

generator software by flooding. This dataset includes attack-free user traffic and at-
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tack traffic, suitable for evaluating network-based DDoS detection methods. Attacks
are towards one victim server connected to the backbone router of the campus. Attack
packets have randomly generated spoofed source IP addresses. We removed payloads
of packets and anonymized the source IP addresses of legitimate users for the confi-

dentiality of legitimate users.
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Figure 3.6. Traffic feature vectors obtained from DETER testbed experiment.

We can list the prominent advantages of the BOUN data set compared to other

data sets as follows:

o Dataset provides aspects of DDoS attacks, including network-based probing of
two-way legitimate user traffic mixed up with DDoS packets. Besides, it includes
attacks of different intensities to help researchers train and evaluate their intrusion
detection approaches for different attack densities.

o These datasets provide a general understanding of resource depletion type DDoS
attacks collected from the backbone router of campus networks. These datasets
are suitable for developing and evaluating network-based attack detection method-
ologies. Bogazi¢i University DDoS (BOUN DDoS) Dataset has been already used

in some academic publications [18,62,62-64,64,65].
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o Unlike other publicly available DDoS datasets citemawilab,caida2007,caida2008,
the BOUN dataset includes legitimate background internet traffic mixed with
DDoS attack traffic. In addition, the BOUN datasets provide more direct stim-
ulation and analysis because of small file sizes and fewer packets compared to
other datasets [43,44,66].

o Attack and legitimate traffic packets can easily be separated from each other
using destination IP addresses of packets. Attack-free packets in the datasets can
be used for traffic analysis, or combined methods with another attack dataset can
be evaluated [67].

o Datasets are given in comma-separated file format, including header information
of packets to help researchers easily import datasets in different research software

platforms.
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Figure 3.7. Network Topology of BOUN DDoS Dataset traffic generation and

recording.

The design concept of Network-based intrusion detection systems is detecting
attacks from the network’s end, on the router, or on the backbone switch. This dataset
is produced for the evaluation of network-based intrusion detection methods. In the
network topology shown in Figure 1, the traffic is taken from campus routers port by the
mirroring method. The mirroring operation on routers interfaces provides our traffic

recording server the exact copies of incoming and outgoing packets flowing through the
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mirrored interface. Traffic is recorded and converted to .csv file format using Wireshark

software [68].

The dataset includes two different attack scenarios. In both situations, randomly
generated spoofed destination IP addresses are used in a flooding manner. For TCP
flood attacks, TCP port 80 is used as the destination port. All of the datasets lasted
8 minutes. In each of them, 80 seconds waiting period, then 20 seconds attack period
is practiced. Different packet rates are used to let researchers evaluate their detection

methods concerning different packet rates.

The TCP SYN Flood and UDP flood datasets include attack rates of 1000, 1500,
2000, and 2500 packets/second, respectively. The topology of the network for obtaining
an attack dataset is given in Figure 1. Both legitimate and DDoS attack traffics mir-
rored the recording server. Attack packets can be distinguished from attack-free packets

using the destination IP address of packets. The victim’s IP address is 10.50.199.86.

Figure 1 shows the network topology used in the generation of the dataset. We
carried out the TCP SYN flood and UDP flood attacks towards a server connected to
the campus backbone. Over 4000 active internet user traffic was flowing over the cam-
pus router simultaneously to the attack traffic. We used the hping3 software installed on
three computers for attacks. Attack packets contain spoofed source IP addresses. Since
the source IP addresses of the attack packets are generated randomly and uniquely, it
appears as attacks come from many different sources when viewed from the router’s

port. In other words, the attack packets in the dataset come from multiple sources.

Datasets are given as two tables in the comma-separated value (.csv) file format.
The names of the files are BOUN_TCP_Anon.csv corresponding to TCP SYN flood
attacks and BOUN_UDP _Anon.csv corresponding to the UDP flood attack dataset.
The tables in the files of the dataset have the following columns:

e Time: Time values start from zero and have a resolution of 0.000001 seconds.



32

Time values are expressed in seconds.

e Frame Number: Frame number is simply the incremental count of packets in the
dataset.

e Frame_length: Frame length is the length of that packet in bytes.

e Source_ip: Source IP address of the packet.

e Destination_IP: Destination Ip address of the packet.

o Source_Port: Source TCP port of the packet. If it is not a TCP packet, this field
is empty.

e Destination_Port: Destination TCP port of the packet. If it is not a TCP packet,
this field is empty

e SYN: This value is "Set” if the packet is a TCP packet and its SYN flag is equal
to one, it is equal to "Not Set” if the packet is a TCP packet and its SYN flag is
equal to zero. If the packet is not a TCP packet, this field is empty.

o ACK: This value is "Set” if the packet is a TCP packet and its ACK flag is equal
to one, it is equal to "Not Set” if the packet is a TCP packet and its ACK flag is
equal to zero. If the packet is not a TCP packet, this field is empty.

o RST: This value is "Set” if the packet is a TCP packet and its RST flag is equal
to one, it is equal to "Not Set” if the packet is a TCP packet and its RST flag is
equal to zero. If the packet is not a TCP packet, this field is empty.

e TTL: Time to live value of the packets.

o TCP_Protocol: This value can be TCP or UDP if the packet belongs to a trans-

port layer IP protocol. Else this value can have different values.

Table 3.2 and Table 3.3 gives some statistics and information about attacks in
datasets. Each attack dataset contains 4 attack instances. The columns of tables are

explained as follows:

o Attack Period: There are four attack periods for TCP SYN and UDP flood
datasets.
o Start Time: Each dataset timer starts from zero. The start time column corre-

sponds to the start time of the attack in seconds.



33

e End Time: The end time of the attacks in seconds.

o Start Frame: The frame number of the first packet of the attack.

e End Frame: The frame number of the last packet of the attack.

o Attack Packets: The number of attack packets in the attack instance.

« Legitimate packets: The number of attack-free packets in the attack instance.

e Density: The ratio of the number of attack packets to the number of attack-free
packets. This ratio is calculated in the time window where the attack packet

exists.

Table 3.2. Information about attack instances in BOUN TCP SYN Flood attack

dataset.
Attack Start End Start End Attack Normal Base
(sec) (sec) Frame Frame Pkt. Pkt. Rate

80.22269 102.20233 2335362 2335362 19035 370746 0.05134
180.17426 203.08441 4240070 4240070 27121 428168  0.06334
279.97402 301.79111 5959329 5959329 35936 352296  0.10201
380.10981 402.35755 7885602 7885602 43465 401553  0.10824

[

Table 3.3. Information about attack instances in BOUN UDP Flood attack dataset.

Attack Start End Start End Attack Normal Base
(sec) (sec) Frame Frame Pkt. Pkt. Rate
1 80.87054 102.68198 1354950 1354950 37216 268882  0.13841
2 180.94241 203.55186 2931244 2931244 55029 337036 0.16327
3 280.59444 303.16265 4702829 4702829 75023 393450  0.19068
4 381.01394 403.65057 6513625 6513625 93378 404330  0.23095

We used the same network topology shown in Figure 3.7 to create the UDP and
TCP SYN flood datasets. The setup differs only in the generated attack packets for
UDP and TCP SYN flood attack datasets. We used hping3 software to generate attack
packets with randomly generated spoofed source IP addresses. Network-based intrusion

detection systems aim to detect intrusions by monitoring traffic to and from all devices.
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They perform detection by analyzing all traffic passing through the gateway of the user
networks. They are generally connected to the gateway of the network or the backbone
router. We produced the BOUN DDoS dataset to evaluate network-based intrusion
detection approaches. We recorded the network traffic from the mirrored router port.
Port mirroring on the backbone router sends a copy of all network packets seen on the
mirrored router port to another interface for monitoring purposes. Wireshark software
running on a server running with a windows processing system was used to record the
traffic. Traffic is initially saved in .pcap file format and then converted into the .csv
file format to make it available to use in research software applications. Payloads of
packets are deleted, and A-class virtual IP addresses replace source IP addresses using
text editing software to preserve the confidentiality of end-users. TCP flood attack
dataset includes 7.3 million packets, where 260646 packets are attack packets with a
base rate of %3,54.

3.1.3. The CAIDA Datasets

The DDoS dataset provided by CAIDA (Center for Applied Internet Data Anal-
ysis) includes only TCP SYN flood attacks. Also, CAIDA provides attack-free traffic
data for modeling internet traces. Both CAIDA 2007 Anonymized DDoS traces dataset
and CAIDA 2008 Anonymized Internet Traces 2008 dataset are combined using the
packet replay method to use the dataset in this work. CAIDA 2008 traffic is used as
normal background traffic, while a portion of the CAIDA 2007 attack dataset is used
as DDoS traffic.

The CAIDA 2007 [44]. The DDoS dataset contains approximately one hour of
anonymized traffic traces from a DDoS attack on August 4, 2007. This includes a TCP
SYN flood attack, which aims to deny target service by consuming computer resources.
The attack-free traffic is removed from CAIDA 2007 dataset resulting in only two-way
attack traffic left in the dataset.

The CAIDA 2008 dataset contains anonymized passive traffic traces from CAIDA’s
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Equinix-Chicago, and Equinix-Sanjose monitors on OC192 Internet backbone links [43].
However, the dataset is used to recreate the background traffic of DDoS attacks. In
order to complete our experiments with available computing resources, only a part of

the dataset that contains 26 million anonymized packets without payload is used.

3.2. Traffic Features

This section contains information about feature generation and the behavior of
features in different traffic classes. We also briefly describe the preprocessing and

normalization steps of the feature generation process.

3.2.1. Preprocessing

Features must be first extracted from tcpdump files to carry out calculations.
There are various tools available for extracting packet features from tcpdump files. In
real-time, intrusion detection features of packets must be recorded on the fly. This pro-
cess needs a high amount of computing power. For this purpose, deep packet inspection-
focused ASICs (Application-Specific Integrated Circuits) are produced. Since we don’t
have ASIC designed explicitly for our work, we have to work offline anomaly detection.

The preprocessing step needs a high amount of computing power and memory.

Sixteen candidate features were used in this work. These features represent the
distribution of properties of network packets for a given time window. These types
of features can be called time window-based features. The smallest time window that
can be defined .pcap traffic capture format is 0.1 millisecond, which introduces enough

resolution for determining different time window ranges for our methodology.

3.2.2. Feature Generation

Initially, features are extracted for each time window w. All packet going through

the network are collected, and properties of these packets are selected to achieve a scalar
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number as an element of the feature that represents the chosen property of the packets.
As an example, we can choose the number of packets per time window feature. All
packets going through the network are counted in the specific time window, and the

number of packets is achieved in that particular time window.

Lets define n'* feature vector as f, = fu1, fa2 - .., for Where k is defined as the
fraction between total time of network data and length of the time window and n is
the features number that can be seen from 3.4.k is defined as:

total duration of data

k= (3.2)

~ lengthof timewindow’

There are two types of feature vectors generated for this work.

o First, we obtain one-dimensional traffic attribute vectors calculated by counting
properties of network packets in every time window, and its denoted by f.
o For every time window w; and ¢ = {1,2,3,...,k} a characteristic feature vector

y is created from one dimensional traffic attribute vectors.

For each time window w; at i time interval a scalar value is calculated by
counting properties of network packets that flow throughout the network. For each

time interval we obtain a characteristic feature vector with length m set that can be

defined as:

Yi = { fris fais s fuis oo fmi ks (3.3)

where m is the number of all traffic attribute vector values and y; is used as a charac-

teristic feature vector that defines state of network at i** time window w;.
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3.2.3. Normalization

The normalization of different feature vectors is not a straightforward job because
some features, such as packets per time window, have large scales and high variation.
On the contrary, the number of UDP packets per time window has a smaller scale
and variation. We have the possibility of losing data in low-varying attributes if we
normalize the characteristic feature vector. Because of this, every feature vector is

normalized within itself.

All training data is collected from network and feature vectors fi, fo..., fu, .-, fm
are constructed from collected network packets. All feature vectors have different scales
and deviations; as an example number of TCP packets can vary between zero and a
thousand, while the number of ICMP packets can be a pretty lower highest value. We
have to normalize each feature vector within itself to compensate for the difference of

variances of feature vectors.

The standard feature scaling method is used for feature normalization. Feature
scaling is a method used to standardize the range of independent variables or features
of data. It is also known as data normalization and is generally performed during the

data preprocessing step. Feature normalization can be shown as:

f-n o f — mZn(fn)

~ max(f,) —min(f,) (34)

We have to form characteristic feature vectors y from normalized features f for each
time window defined in 3.3. Since we have a k time window in our training dataset,

we obtain k characteristic feature vectors.



Table 3.4. Traffic Features and Descriptions.

Attribute Name

Description

The number of SYN packets

[69]

The number of RST packets

The number of ACK packets

The number of packets [25,70]

Average packet size [39,71,72]

Data Transferred

Number of TCP, UDP, and

ICMP packets

The number of hosts [73]

The number of flows [74]

Packet per flow

Data per-flow

TCP, UDP, ICMP packet per

flow

The Number of packets that have SYN flag
bit set to 1 per time window.

The number of packets that have the RST
flag bit set to 1 per time window.

The number of packets that have ACK flag
bit set to 1 per time window.

The number of packets that have ACK flag
bit set to 1 per time window.

The average packet size of packets in time
window.

The total payload in bytes going through
the network per time window.

The number of TCP, UDP, and ICMP pack-
ets per time window and can be used to
distinguish TCP, UDP, and ICMP attacks
from each other.

The number of unique source and destina-
tion IP addresses per time window.

The number of unique communicating pairs
(flows) per time window.

The average number of packets per unique
flow per time window.

The amount of data in bytes flowing in each
unique flow per time window.

Packet count per-flow regarding their trans-

fer layer protocol.

38
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3.2.4. Features

Many features can be generated from packet headers and payloads. As an ex-
ample, KDD 99 intrusion detection dataset includes 41 different features. We obtain
16 distinct features in this work as shown in Table 3.4. According to the destination
IP addresses of packets, we can label each packet as an attack packet or a normal
packet. We can generalize the generated features in this work into two categories,

namely flow-based features and packet-based features.

3.2.4.1. Packet Based Features. Packet-based features include the number of all pack-
ets, SYN, ACK, RST, UDP, TCP, ICMP packets. The average packet size and total

data transferred in the time window features are also calculated in a packet-based

feature generation manner.

Number of SYN packets feature corresponds to the number of packets that have
the SYN flag bit set to 1. Any attack that alters TCP three-way handshake protocol is
expected to affect this feature. One of the most popular attacks of this category is the
TCP SYN flood attack. Legitimate traffic includes random SYN packets at random
times, depending on the number of nodes in the network. In the case of the SYN
flood attack, the attack traffic will include SYN packets that follow a pattern such as
flat, ramp, or increasing. The pattern may not be seen by human inspection when
attack traffic is lower than whole traffic. A systematic method is needed to detect

these attacks.

Number of RST packets feature includes the number of packets that have the
RST flag bit set to 1. This feature can be affected in the case of a reflected SYN flood
attack. Attackers send packets that have spoofed victim IP addresses to legitimate
nodes. Nodes will answer these packets sending ACK or RST packets through the
victim node. Reflected SYN flood attacks can be detected using SYN, RST, or ACK
packets. If the dump is taken from the edge of the network, includes victim node,

ACK, and RST packets will generate an alarm.
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Number of ACK packets feature includes the number of packets that have the
ACK flag bit set to 1. The effect of attacks on this feature is explained in the previous
paragraph.

Number of all packets feature corresponds to the number of all packets in a time
window. All types of flood attacks affect the number of packets on the whole traffic.
However, this feature strictly depends on the ratio of legitimate attack bandwidth and
attack bandwidth. If this ratio is too small, like %5, this feature becomes insufficient

for detection.

Most anomaly detection systems are based on only this feature. However, most
DDoS attacks targeting a single target can be successful without making a slight change
in this feature. In a large network that includes high bandwidth and contains an
increased number of hosts, such as traffic of campus network, this feature gives little
information of low scale successful DDoS attacks. As a real-life example, DDoS attacks
generated for this work in the Bogazici University campus successfully denied target

host communication while making an unrecognizable change in this feature.

Average packet size feature is useful for detection of DDoS attacks that generate
a large number of small packets. In case of attack, generally, the average size of packets
decreases. In normal circumstances, this feature has random values depending on the

usage of hosts in the network.

In general DDoS attacks include many packets coming from different sources.
Most attacks use spoofed source IP addresses to stay anonymous. There are two cases
of ongoing flood attacks. If normal traffic includes a large number of hosts, the number
of unique hosts feature will be decreased. In general DDoS attacks increase the number
of hosts per second. As an example, a botnet with 100 hosts attacks a victim web server
with spoofed IP addresses. Each host sends 1000 packets per second, and they send
these packets with spoofed source addresses. If the source addresses are randomly

created, the number of unique hosts seen from the victim network will significantly
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increase. However, if all hosts use one IP per host, the number of individual hosts in

the victim network can be decreased.

Total data transferred feature includes total data going through the network in a
second. This feature is a slow-changing feature in large networks and can be affected

easily in small networks.

Number of TCP, UDP, and ICMP packets features represent the number of packet
that has corresponding transport protocol in a specified time window. These features

can be used to distinguish TCP, UDP, and ICMP attacks from each other.

3.2.4.2. Flow Based Features. In packet switching networks, traffic flow is defined as a

sequence of packets from a source host to a destination host. It can be defined as traffic
flow as "an artificial logical equivalent to a call or connection. In our work, traffic flow
is defined as a group of packets sharing flowing through the network in a specific time
window sharing the same source IP address, destination IP address, source port, and
destination port. On the basis of this definition, flow-based features are obtained for

TCP and UDP traffic.

A network flow is determined by four fields in the packet header. These are:

Source IP address

Destination IP address

Source Port

Destination Port

Every packet flowing through the network that has the same values in these fields is
considered as in the same flow. Flow information is collected from all packets, and
every unique flow is counted as one. As an example, there can be 1000 packets in
the dataset while these can packet belong to only 50 flows. For this feature, these 50

unique flows are used.
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Any kind of DDoS attack can have an effect on this feature. Unlike the case of
the DoS attack, which includes only one source and one target, DDoS attacks include

many clients attacking the same target, resulting in an increase in this feature.

Packet per flow feature contains the average number of packets in each unique

flow in the time window.

Data per flow feature contains the amount of data in bytes flowing in each unique

flow per time window.

TCP, UDP, ICMP packet per flow features include packet count per-flow regard-

ing their transfer layer protocol.

3.2.5. Feature Selection

The environment where the IDS is located significantly affects the features that
can be used by IDS. It is clear that different sources of data produce various kinds
of features. For example, if the network traffic capturer is a flow-based capturer, it
provides completely different information than a packet capturer does. In addition
to network traffic, there are other sources of data from which a subset of features is

selected or extracted using feature analysis methods.

In order to reduce the training time and the risk of overfitting in modeling, we use
feature selection. Feature selection is a process of selecting the most relevant features
using the given dataset. In this study, two different feature selection approaches are

used to ensure consistency.

3.2.5.1. Chi-Squared Feature Selection. Chi-square is a statistical test that measures

divergence between the expected distribution and observed variables. Chi-square-based
feature selection is used under the assumption that the features are independent of the

occurrence of the classes. The chi-square value is calculated between each feature
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and the class value, and the desired number of features is selected with the highest

chi-squared value. The number of feature occurrences in different classes is used to

calculate the Chi-Squared value, which is calculated with the following formula [75,76]:
(4 — Ey)°

¢=yy Bt 35

i=1i=1 J

where E;; is the expected frequency of A;;,m is the attributes in the feature vector,
and c is the number of classes which is equal to 2 in our case. A;; is the observed

frequency, which is the number of patterns in the it interval, and j** class.

3.2.5.2. Information Gain Feature Selection. The information gain of a feature is re-

lated to an attack group is the information quality of the feature that shows if a con-
nection belongs to the attack group or not. In other words, Information Gain measures
how much information a feature gives us about the classes. If we rearrange the labels
1 and 0, such that one indicates attack packets exist in a specified time window while
0 shows a lack of attack packets in the specified time window. Expected information,

which is the highest level of information gain of a feature, can be calculated by [77,78|:

I(s1,80) = =Y —loga(—), (3.6)

where s; is the number of samples in the group, and s, is the number of samples out of
the group. To calculate the information gain of a feature, the entropy of the feature on
the label class, which is 0 or 1 in this case, is subtracted from the expected information
of the label class given above. If f feature vector that has value set of fi, fo,...fn,
entropy of the feature is expressed as:

< S1i + 2

E(F)=) g I(S1i; S2i). (3.7)

i=1
That is, s1; is the number of the samples whose feature value is in the group of the label.
The same value subsets of an ideal discriminating feature match altogether into the

group subset or out of the group subset of the label. Thus, a sample can be concluded
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to be in the label group or not by means of feature value. The information gained from

the F feature is,

Gain(F) = I(s1,s9) — E(F). (3.8)

Table 3.5. Information Gain and Chi-Squared Feature Selection for Different Feature
Vectors in BOUN TCP Flood Dataset.

Chi-Squared Value | Information Gain | Feature Name

4456.10 0.71 Number of Unique Sources
4427.81 0.70 Number of SYN Packets

4393.43 0.70 Data per Flow

4274.73 0.68 Average Packet Size

4242.40 0.68 Number of TCP Packets per Flow
4220.15 0.67 Packets per Flow

3972.34 0.64 Number of UDP Packets per Flow
3929.75 0.63 Number of Hosts

3478.06 0.55 Number of Flow

1345.60 0.24 Number of Packets

1305.10 0.23 Number of TCP Packets

1185.12 0.22 Number of ACK Packets

706.42 0.13 Number of UDP Packets

161.03 0.03 Number of Unique Hosts

48.84 0.01 Number of RST Packets

36.24 0.01 Number of ICMP Packets

The resulting Information Gain for sixteen features is shown in Table 3.5. As the
Information Gain decreases, the ability of a feature vector to distinguish between the
attack and attack-free classes decreases. For convenience, the first six features that

have the highest information Gain are chosen for probability distribution fitting.
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4. DETECTION USING AUTO-REGRESSIVE
MODELING

We have seen in Chapter 3that correlation coefficients between features change
when they are under attack. We can make use of this result to detect DDoS attacks
using multiple feature vectors. One way to use multiple feature vectors for anomaly
detection is proposed in [20]. They offer an abrupt change detection using AR modeling
that uses SNMP MIB variables and combines them with an operator matrix to form a
traffic health function. We use traffic features and correlation coefficient matrix instead

of SNMP MIB variables and operator matrix.

We use AR-based change detection for DDoS detection in this chapter. This
method considers network features as time series. Although many methods use a
time series-based approach for anomaly detection, we focus mainly on abrupt change

detection based on AR modeling.

4.1. Abrupt change detection

An abrupt change is defined as any change in the parameters of a time series and

can be modeled using an autoregressive (AR) process [20].

R(t) S(t)

B F i Iy, 38 eeeeeeemmeeee Sy

t=>

Figure 4.1. Piece-wise stationary segments.
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We compare the variance of the residuals obtained from two adjacent piecewise
stationary time windows for abrupt change detection. These are referred to as the
learning and test windows, as shown in Figure 4.1. We initially used AR modeling on

t-both windows and obtained residuals from this process.

Thus the data were divided into ten time lags piecewise stationary windows. The
data are linearly modeled using a first-order AR process within a time window of size
N(N = 10). Piecewise stationary segments R(t) and S(t) shown in figure 4.1 R(t) is
learning window and S(t) is test window. Non-overlapping windows were used in order
to obtain less correlated residuals. An order p autoregressive process AR(p) can be

defined as:
Xt = O[1Xt,1 + ...+ OépXt,p + Et, (41)

where & is an iid sequence of N(0,0?) random variables, and the polynomial a(z) =

l—ayz—...—a,zP. We can define R(t) is the AR(p) process specified in 4.1 with mean

/",
R(t) = {r(t), r2(t), r3(t), ..t } (4.2)

Here we can state any 7;(t) as 7;(t) where 7;(t) = r;(t) — p and p is the mean of the
segment R(t). Now 7;(f) can be estimated as an AR order p process (p=1) with a

residual error &;,
p
gi(t) = > ap(t — k), (4.3)
k=0
where ap = {1, a9, ..., } are the AR parameters, and &;(¢) is assumed to be white

noise. The joint probability density function of €1(t), e2(t)...c;(t) is given by,

1 N

fler,e) = (2m0%) T exp{—=— > &2} (4.4)

2
20% 4
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Change detection is performed using a hypothesis test based on the generalized like-
lihood ratio (GLR) [79]. The abnormality indicator value varies between 0 and 1.
Substituting for ¢;(¢) from (4.4) and making use of the z;_,, x2_,, ...xo the likelihood
function L of the g;(t) is

1 N p
L= (2%02)_%%}7{ 2— Z ZOéZXt i)} (4.5)
which can rewritten as in logarithmic likelihood format,
L = (2n0*)—N/2exp{(—1/20*)N{a’ Ca}, (4.6)

where a is the column vector given by {a’} = [1,ay,...q)], and C = [c;j] is the

(p+ 1)(p+ 1) covariance matrix given by:

3
= Xt—iXt—j Z,j = 0, 1, ...p. (47)
N t=1 !

To obtain the maximum-likelihood estimates of ¢ and o we must maximize L with

respect to oo and « . This leads to the estimates o3 and « where & (covariance estimate)
5% =a’ Ca. (4.8)

When we turn back to our notation, error is N(0, ¢2) distribution. The joint likelihood

of the residual time series was obtained as:

Ng SN

1 —Ngo?

p(ept1, - ENR/ AL, ...0p) = eap | — R2 L (4.9)
\/2mo% R

where 0% is the variance of residual in segment R(t) and Np = Np — p and o'y is the
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covariance estimate of o . Joint likelihood L of the residuals R(t) and S(¢) is

o\ o\ Npo? Ngo?

- o - SO—R
| = exp R7R exp , (4.10)
(\/zwzz> (\/%f%) ( 207, ) 20

where N, = N, —p , o2 is variance of the residual in the segment S(t). Two hypotheses

are Hy implying that no change. H; implying a change. Under the hypothesis H, we

have; ar = ag and 0 = 0% = o where o, is the pooled variance is

(4.11)

NR + NS)6123>

NR"FNS
[, = N exp ( —(
! \/ 2702 202,

Under the hypothesis H; we have; ap # ag and A% # A% and under hypothesis Hy
and ar = ag , A% = A% Furthermore on using the maximum likelihood estimates for

the variance terms, we get the log likelihood ratio is
—Inl = Ng(Iné, — Incg) + Ns(Ind, — Ino'g). (4.12)

The log likelihood ratio In! is compared with an optimally chosen threshold h where

the threshold was exceeded were considered to be change points. That is
—Inl > h==> H, change —Inl <h==> H; no change. (4.13)

Let us define the hypothesis again, Hj is implying no change, and H; is implying
change. The expression for [ is a sufficient statistic and is used to perform a binary
hypothesis test. Under the hypothesis Hy, implying that no change is observed between
the two Windows H, implying no change; likelihood lo under hypothesis H;, implying
that a change is observed between the two windows we have, [; = 1. In order to obtain

a value for the likelihood ratio 7 that is bounded between [0 1], we define 7 as

b+l

n (4.14)
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Furthermore, on using the maximum likelihood estimates for the variance terms in

equations (4.10) and (4.11) we get likelihood as

O'_NRO'_NT
e e e (4.15)
0_]_{ RO_; T _I_ O_R R T

where o and or are the variance of the residual in the learning window and the test
window, respectively, N = Ng — p and Ny = Ny — p, where p is the order of AR
process, and Np is the length of the learning window. There is a new definition of
Likelihood ratio in [80] Qingtao et al. have called Log-likelihood Ratio (LLR) 7, as

follows:

= (4.16)
0
After simplification, we get
5—];(NR+NT)
L = ——% % (4.17)
C/\T;NT&]_%NR

We form an abnormality vector by collecting the abnormality indicators obtained from
the individual features in different time windows. The abnormality vector is used as a
measure of the changes in normal network behavior. First, a (1 x n) input vector ¢ is
constructed with components of likelihood ratio; n and ¢(¢) is the Abnormality Vector

which defined as

@ = [11, .10 (4.18)

The method mentioned above is suitable for a one-dimensional feature vector. However,
we want to include multiple feature vectors in DDoS detection. In order to overcome
this drawback of the model, Thotthan et al. have suggested a combination matrix [22]
which is also suggested in [20]. The individual abnormality vectors must be combined

for alarm generation. Like Thottan’s approach, we use a linear operator combining
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the feature vectors to obtain a traffic health function. These kinds of operators are
also used in quantum mechanics [81]. The linear operator is designed based on the
correlation between the chosen feature vectors. In particular, the quadratic function is

used to generate a continuous scalar indicator of network health. It is defined as

& = pAp’. (4.19)

This network health indicator is interpreted as a measure of abnormality in the network
obtained from individual traffic feature vectors.The operator matrix A is designed to
obtain a scalar value for the measure of the transformation. For example o(t) can be
chosen like ¢,,. = a[n.,ny,n:]. =,y and z represent the three feature vectors. So,

operator matrix A is represented as

11 a2 i3
A= Q21 Q22 Q23 | - (4-20)

31 dazz a33

Elements of matrix A are composed of spatial correlation between features. Such as
the coupling between x, y, and z. There was a different operator A matrix definition
in [21] which is based on an abnormality vector. Anomaly detection is performed by
applying a threshold to & at equation (4.19). Calculated health function for attack

traffic can be seen in the proceeding sections.

We perform DETER testbed simulations, including ICMP, UDP, and TCP SYN
flood attacks. Before applying AR(1) method, we select appropriate features using

information gain from a set of candidate features.

4.1.1. ICMP Flood Attack

We generate 12 ICMP attacks attacks in total in four experiments using DETER

testbed. We obtain sixteen feature vectors shown in Figure 4.2.
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Figure 4.2. Traffic features obtained from ICMP flood attacks.

Figure 4.3 shows the traffic health function calculated by applying AR (1) method,
and 4 of these attributes are selected with the information gain method. The red lines
in Figure 4.3 show the actual time windows under attack. It is seen that the abrupt
change detection method successfully detects the starting and ending points of the

ICMP flood attack. Following features selected with information gain calculation:

e Number of packets.
e Number of unique hosts.

e Number of unique peers.

o Number of ICMP packets.

Alarm generation is performed by applying a threshold to the health function.

The performance metrics are shown in Table 4.1
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Figure 4.3. Traffic health function for one of the ICMP flood attack experiments in

DETER testbed using information gain selected features and attack instances.

4.1.2. TCP SYN Flood Attacks

Unlike ICMP flood attack, we perform 1 TCP SYN flood experiment with DE-
TER testbed, including ten attacks. Figure 4.4 show the traffic features obtained from
the experiment as we can see from the figure that it is not straightforward to see attacks

from feature vectors.

Following features are selected from sixteen candidate feature functions using the

IG feature selection algorithm:

Number of Bytes per-flow

Average length of packets

Number of TCP packets per-flow

Number of Packets per-flow



23

4000 250 500 4000
3000 20 400 3000
Tine (Seconds) Time (Seconds) Time (Seconds) T (Seconds)
4000 1500 300 15
0 Sl i 0
Tine (Seconds) ime (Seconds; e onc T (Seconds)
00 200 400 60O 800 0 60O 800 0 200 400 60O 800 0 200 400 60O 800
T (Seconds) T (Seconds) T (Se ds)
i e lath
Time (Seconds) Time (Seconds) Time (Seconds) Time (Seconds)

Figure 4.4. Traffic features obtained from TCP SYN flood attacks.

After selecting appropriate features, we perform abrupt change detection. As we
can see in Figure 4.5, the health function has peaked at the beginning and end times

of the attacks. The evaluation of TCP SYN flood detection is given in Table 4.1.

Traffic Health Function

Health Function

x  Attack Instances

281

0sr

ot UL ‘ ‘ L
0 500 1000 1500
Time (seconds)

Figure 4.5. Traffic health function for TCP flood attacks using information gain

selected features and attack instances.
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4.1.3. UDP Flood Attacks

We have created three experiments for UDP flood attacks in DETER testbed.
We perform a total of nine attacks and successfully detect 16 starting and ending time

instances of attacks out of 18.
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Figure 4.6. Feature vectors that can used for manual selection of features.

Selected features with information gain method are as follows:

o Number of Bytes per flow.
o Average length of packets.
e Number of Unique Hosts.

e Number of unique peers.

Figure 4.6 shows one of the experiments for UDP flood attacks we performed in
DETER testbed. There are two attacks in that experiment, and as we can see from
Figure 4.7, there are more false alarms compared to TCP and ICMP attacks. There can
be several reasons for this result. One possible solution to this problem is increasing

candidate feature space and performing the feature selection phase.
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Figure 4.7. Traffic health function for UDP flood attacks.

4.2. Results and Conclusion

This chapter proposes a novel DDoS attack detection method based on the abrupt

change detection method. This approach is evaluated with the attack experiments

created with the simulations in the DETER testbed environment. The evaluation of

the abrupt change detection using three different flood attack types is shown in Table

4.1. We can see from the results that this method efficiently detects change points in

the features caused by DDoS attacks.

Table 4.1. Performance metrics obtained for ICMP UDP and TCP SYN flood attacks.

Attack Type

Number Of Attacks

True Positive

False Positive

False Negative

ICMP 12 24 1 0
TCP 10 20 3 0
UDP 9 16 5 2

As we can see from the results, although the

proposed method helps generate
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alarms at the start and end moments of attacks, it does not provide information about
how long the attacks last. Because of this, we need to find a methodology that can use

multiple traffic features for DDoS detection.
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5. DDoS DETECTION with SIGNAL REPRESENTATION
METHODS

In this chapter, we discuss Wavelet and MP-based DDoS detection approaches.
These are MPMP, Adaptive Matching Pursuit Based Detection (AMP), and Wavelet-
based intrusion detection methods. Initially, we evaluate and compare these approaches
using the CAIDA datasets. CAIDA datasets are used to combine two datasets con-
taining only DDoS attacks and only attack-free traffic. CAIDA datasets are frequently
used to evaluate DDoS detection methods, including high DDoS attack density. These
methods were evaluated and compared using the BOUN DDoS dataset, which has a
lower DDoS attack intensity. We combine these methods with a decision-making mech-
anism using an Artificial Neural Network (ANN) to form a hybrid intrusion detection
system. We evaluate the hybrid framework with datasets containing TCP SYN flood
and UDP flood attacks.

We perform both an anomaly and misuse type of detection on DDoS attacks. The
methods are combined with the decision module to detect multiple DDoS attack classes
to form a hybrid detection mechanism. The decision engine is also combined with the
Wavelet and the Matching Pursuit Mean Projection (MPMP) methods to compare
similar signal representation methods. Performances of these three approaches are
compared with each other using the CAIDA [43,44], and Bogazici University DDoS
attack dataset (BOUN DDoS) [37]. MP is a greedy algorithm that represents any

signal as a linear expansion of atoms chosen from a redundant dictionary [82].

5.1. Sparse Signal Representation

A signal is said to be a sparse signal is it can be compactly expressed as a linear
combination of basis vectors. Using an over-complete dictionary D € IR™X that
contains K basic signal atoms for columns, {d;}X,. Signal f € IR" can be represented

as a linear combination of these atoms.
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The representation of f can be either exact or approximate f ~ Dx. The vector

x € R¥ contains representation coefficients of signal f.

Sparse representation of a signal over a dictionary is achieved by optimizing an
objective function. In other words, we have to minimize the signal reconstruction error
and optimize sparsity. Typical norms used for measuring the deviation are the [P norms

for p =1, 2, and, oo.
If n < K and D is a full rank matrix, an infinite number of solutions can be ob-

tained for sparse representation problem. Objective functions for sparse representation

are as
min IIx|lo subject to y=Dx, (5.1)
or,
min Ix|lo subject to |y-Dxls <e, (5.2)
where ||.||o is the {° norm, and € is a fixed value.

In sparse coding stage the coefficients x are calculated, given signal y and the dic-
tionary D with solving Equations 5.1 or 5.2. The matching pursuit algorithm finds an
approximate solution for these equations. Sparse representations of signals are used in
many applications such as JPEG2000 coding, compression, computer communication.

The MP algorithm aims to achieve a sparse representation of a given signal f €
IR™ using an overcomplete dictionary D € IR™X where K is the number of atoms

gij: , in the dictionary and g < K.

Let us define the representation of f = Dz or f ~ Dz subject to || f — Dx |[,< €
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for some small number €. The sparsest representation is the solution to either

(Py) ming ||z |lo subjectto f = Du, (5.3)
or,
(Py) ming ||z |0 subjectto || f—Duzx||<e, (5.4)
where || . ||o [° is the counting of the non-zero entries of a vector.

5.1.1. Matching Pursuit

Matching Pursuit is a well-known technique for sparse signal representation. Mal-
lat and Zhang first introduced the MP algorithm in 1993 [83]. Sparse signal repre-
sentations are frequently used for solving problems related to signal processing and

communication areas.

MP is a greedy algorithm that decomposes any signal into a linear expansion of
waveforms selected from a redundant dictionary of functions. MP finds linear approxi-
mations of signals by iteratively projecting them over a redundant set of signals called

a dictionary. Waveforms in the dictionary are chosen to express the signal best way.

Since MP is a greedy algorithm, it may give a suboptimal approximation [84].
However, it is useful for approximations when it is hard to develop optimal orthogo-
nal approximations, as in high dimensional signals or images. The matching pursuits
algorithm has been successfully applied to a variety of problems like signal representa-

tion [85], image and video compression [86] and target identification [87].

The approximations derived from a matching pursuit proposed in [88] can be re-
fined by orthogonalizing the directions of projection. The resulting orthogonal Pursuit

converges with a finite number of iterations of infinite-dimensional spaces, which is not
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the case for a nonorthogonal pursuit. However, computational cost per iteration is

increased due to the Gram-Schmidt procedure.

Tree-based search orthogonal matching pursuit algorithm (TB-OMP) is intro-
duced in [89] to improve the approximation performance of the matching pursuit algo-
rithm. Although the TB-OMP algorithm improves the approximation performance, its
computation time requirement increases exponentially, making it impractical for spe-
cific applications. In [90] the flexible tree-search based orthogonal matching Pursuit
(FTB-OMP) was proposed. The algorithm provides design parameters that give the
flexibility to establish a trade-off between approximation performance and experimen-

tal time complexity.

An over-complete dictionary to use in the MP algorithm can be either chosen
as a predefined set of functions or by adapting dictionary content to a given signal
set. Selecting a predefined set of functions is simpler and leads to faster dictionary
generation algorithms. In general, wavelets, curvelets, contourlets, short-time Fourier
transforms can be used to generate these kinds of dictionaries. The effectiveness of using
such dictionaries depends on the sparse representation application. As an example,
some applications use signals that is a linear combination of well-predefined functions.

In this thesis, we use both types of dictionaries.
5.1.2. Basic Matching Pursuit Algorithm

Let H be a Hilbert Space. Matching Pursuit decomposes a signal f € H over a
redundant dictionary D = a1, ag, ..., o, € H. Each o; € H is called atom in dictionary

where || o; ||= 1 and n, is the number of atoms in dictionary. Given a vector f , the

MP generates an approximation of y as a linear combination of p atoms from D as:

f' R Tt + 100 + ..+ Tp10 . (5.5)
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The difference between f and its approximation f is called the residue R, and it is

calculated as
R, = f — (woao + 2100 + ... + 2p 10 1). (5.6)

The algorithm starts with finding ag that gives a maximum projection of f. It can be

shown as
oy = argmaz;(fa;). (5.7)

The residue is updated by subtracting ag times its magnitude of projection zy from f

and it is calculated as
R = f — ayzo, (5.8)

where xg = (f,zo) is called coefficients of z(.This Process continues iteratively by
projecting R; on dictionary atoms and updating R;,;. After p iterations f can be

written as

p—1
f=> za;—R, (5.9)
i=0

Iterations can continue until some stopping criteria have been met. The energy of
represented signal f is conserved in sparse representation process. Since all atoms d

have unit energy conservation of energy is can be written as

p
lpmbfI* = > llzall” + [Rp-af*. (5.10)

n=0

5.1.2.1. K-SVD Dictionary Generation Algorithm. With ever-growing computational

capabilities, the computational cost may become secondary in importance to the im-

proved performance achievable by methods that adapt dictionaries for special classes
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of signals. We can consider a different route for using the dictionary by designing it D
based on learning from data. For this purpose, we use the K-SVD dictionary generation
algorithm proposed in [91]. The goal of the K-SVD algorithm is to find the dictionary

D that yields sparse representations for the training signals.

Dictionary used for MP approximation is an overcomplete set of vectors defined
in a Hilbert space. Overcompleteness of a set means that it has more members than the
dimensionality of its members. The advantage of the overcompleteness of a dictionary
is its robustness in case of noisy or degraded signals. Also, it introduces a greater
variety of shapes in the dictionary, thus leading to sparser representations of a variety

of input signals.

We believe that training dictionaries with sample data can lead to the adoption
of detection algorithms to traffic itself. It is also necessary to model traffic in order to
perform anomaly detection. For this purpose, the dictionary of the MP algorithm is

used as a model for attack detection.

The modeling used in this study is simply a dictionary creation process for the MP
algorithm (Figure 5.1) using the training feature set. Different dictionaries are created
for attack and legitimate traffic using the K-SVD algorithm, which is an iterative
optimization algorithm [91,92]. Aharon et al. proposed the K-SVD algorithm as a
generalized k-means clustering algorithm. Initially, characteristic feature vectors are
generated from training network traffic dumps. These characteristic feature vectors are

used to construct dictionaries of attack and legitimate training datasets.

A code book used to represent a wide family of vectors F = £, | (K < N) by

nearest neighbor assignment. The objective function of the K-SVD algorithm is
min | F-DX ||3  subjectto Vi, || z; |lo < Tp. (5.11)

In the sparse coding stage, where it is assumed that D is fixed, and consider the
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above optimization problem as a search for sparse representations with coefficients

summarized in the matrix X using

N
I F-DX [5=>_ | yi — D [I3. (5.12)

i=1

By using equation 5.12 in equation 5.11 we can rewrite objective as:
min || F-DX 15 subjectto || z; |lo < To,Vi=1,2,...,N. (5.13)

In order to update the dictionary together with the non-zero coefficients. Assume that
both X and D are fixed, and we want to update only one column in the dictionary dy

and coefficients corresponding to it using

K
I F-DX [ =[| F = }_djz7 |7

J=1

= > djy — diai, I3 (5.14)
J#1

=|| E, — d2} |7 .

The matrix E;, stands for the error for all N the examples when the k** atom is removed.

K — 1 term is assumed to be fixed with this equation, and the k" term is updated.
5.2. Adaptive Matching Pursuit Based DDoS Detection

In this section, we give detailed information about the AMP approach. The AMP
approach contains three main parts: Feature Generation Module, Dictionary Genera-
tion Module, and Alarm Generation Module. Figure 5.1 shows the block diagram of
the AMP approach.

The feature generation module extracts attributes of network packets from network-
based traffic data. The module partitions the dataset into equally spaced time win-

dows and calculates 16 attributes for every time window. The characteristic feature
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vectors are created from the normalized attribute vectors. Characteristic feature vec-
tors obtained from the training dataset are classified into multiple classes depending

on whether they belong to normal or attack traffic.

Feat Test Data Al
eature arm
Dataset = ) —_— . —>» Alarms
Generation Generation
Training Data l
Dictionary
Generation Dictionary

Figure 5.1. Block diagram of the AMP DDoS Detection approach.

The dictionary generation module generates dictionaries from training data. Gen-
erating dictionaries from network traffic provides the adaptation of the AMP method

to training data. Separate dictionaries are generated from different traffic classes.

The alarm generation module calculates the norms of residuals for every time

window and generates abnormality values.

5.2.1. Features and Feature Generation

Packet flowing throughout the network contains various properties, including
source-destination IP addresses, TCP flags, and source/destination ports, traffic flow
information [93]. This diversity results in high-dimensional attribute space. Attribute
diversity examples include traffic flow information [94, 95|, router SNMP MIB vari-
ables [96], TCP header information [50], entropy-based features [97]. One of the chal-
lenges about attributes is finding the best set of features that represents different types
of DDoS attacks from a wide variety of attributes. Besides, multiple traffic attributes

are subject to change simultaneously under DDoS attack [98-100].
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In the feature generation phase, we extract numerical traffic attributes from the
raw network packets dataset. Initially, we divide network traffic into equally spaced
time windows. Then we count some specific properties of network packets in the time

window and form attribute vectors f defined in Table 3.4.

The network traffic is handled in two different ways in this work as traffic at-
tributes and characteristic feature vectors. One-dimensional attribute vectors are af-
fected by DDoS attacks in various ways. The effect of a DDoS attack on the attributes
varies according to the intensity /type of the attack, the size of the victim network, and
the variety of attacking IP addresses. Sixteen different flow-based and packet-based
traffic attributes are obtained from network traffic. The attributes used in this study
are chosen based on their potential to reveal the properties of DDoS attacks. The ex-
planations of these attributes and some of the academic studies using these attributes

are shown in Table 3.4.

Packet-based attributes are obtained by computing the characteristics of the pack-
ets in the network traffic. Flow information is not taken into account while generating
these attributes. The packet-based attributes are the number of SYN, RST, ACK,
TCP, UDP, and ICMP packets. These are counted using packet header information.
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Figure 5.2. Mean of the characteristic feature vectors for Attack and Normal samples

in CAIDA’07 and CAIDA’08 dataset.
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Traffic flow is characterized as a sequence of packets that share common proper-
ties, such as the same source/destination IP addresses and source/destination ports.
This work creates network flows by considering source/destination IP address pairs and
source/destination TCP ports pairs of network packets. The flow-based attribute vec-
tors used in this work are the number of flow, packet per flow, data per low, TCP, UDP,
ICMP packets per flow. Here while calculating average packet size, data is counted as

the length of the payload of the packets.

To capture the effect of DDoS attacks on different traffic attributes simultane-
ously, we propose the characteristic feature in this work. The main idea behind building
this feature is to model normal and attack traffic attributes for every time window. The
characteristic feature vectors obtained from the attack data differ from those obtained

from attack-free data, as seen in Figure 5.2.

For every time window, a characteristic feature vector is generated. Every at-
tribute vector is normalized within itself and combined to form characteristic feature

vectors as follows:

fi={Fui, foir oo Fuin- o fraits i={1,2,...,k}, (5.15)

where, fﬂ is the i element of j** normalized attribute vector f. The attribute index

j ranges between 1 and 16 because there are 16 attribute vectors.
5.2.2. Dictionary Generation

Different types of dictionaries are generated from the training dataset in this
work. From attack samples of feature vectors in training data, a misuse dictionary is
generated. Similarly, from the attack-free samples of feature vectors in training data,
an anomaly dictionary is created. Figure 5.3 shows the block diagram of the dictionary

generation process.
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To obtain dictionaries, an iterative optimization algorithm K-SVD is used. K-
SVD is a generalized k-means clustering algorithm proposed in [91,92]. In the dictio-
nary generation process, a dictionary that consists of K atoms is produced from the
training set of features. Dictionary size is determined experimentally in this work. Let
us construct a matrix Y from characteristic feature vectors obtained from the training

dataset. The objective function of the K-SVD algorithm is as follows:
r]r)lin |'Y — Dz |3 subject to Vi, | z; |jo < € (5.16)

Where || . |% is Frobenius norm and || . ||o is the Ly norm of a vector. According to
the equation (5.16), the K-SVD algorithm aims to produce the dictionary that gives
the smallest residual value in the Frobenius norm sense using the given data set. The
training dataset can contain different traffic classes like attack-free traffic classes and
various types of attacks. For every traffic class, a separate dictionary is created. As a
result, Frobenius norms of the residuals obtained using these dictionaries of a specific
traffic class have smaller values for vectors that are in the same category. Similarly,

the vectors of different traffic classes result in higher norms.

Attack Free |
Features Dictionary | .| Anomaly
Generation | | ”| Dictionary
> Feature i
Dataset Generation g
|_, Dictionary i !Vlis_‘»use
DD i | Generation | >| Dictionary
oS : :
Features ,

Figure 5.3. Block diagram of dictionary generation module.

5.2.3. Alarm Generation

For every time window in the test dataset, a characteristic feature vector is ob-

tained using the feature generation module. These feature vectors are decomposed by
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the MP algorithm using the dictionaries obtained from the dictionary generation mod-
ule. The abnormality indicator value is calculated from the resulting residual vectors

as follows:

i = | i |, (5.17)

where 1); is the abnormality indicator value obtained for i’ time window, and || . ||? is
the Ly norm of a vector. Alarms are created by applying a threshold to the abnormality

indicator vector . The pseudo-code for alarm generation is shown in Figure 5.4.

Input: Dictionary generated from training dataset D, characteristic feature vec-
tors f = {f1, f2, ..., fr}, maximum number of iterations M, threshold 7, maxi-
mum number of time windows k.
Output:Alarm
Initialization; ¢ < 1
Repeat: Find
Ry =y — it
Calculate: v¥; = ||R]?
using D and MP algorithm.
Alarm generation
if ¢; < 7 alarm; = 0 else alarm; =1

Until: 1 =k

Figure 5.4. AMP Alarm Generation pseudo-code.

The abnormality indicator vectors are evaluated differently according to the dic-
tionary type. If the anomaly dictionary is utilized, the abnormality value is expected
to increase under attack. Similarly, the abnormality indicator value is expected to de-
crease under attack when the misuse dictionary is utilized. Since the K-SVD algorithm
generates dictionaries that give minimum residual norm with a maximum number of
non-zero elements, this behavior is expected as a result of the objective function of

the K-SVD algorithm. The same approach is accurate for misuse dictionaries and
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legitimate traffic.

The histograms of abnormality indicator vectors obtained for CAIDA datasets
using misuse and anomaly dictionaries are shown in Figure 5.5. It can be seen from
Figure 5.5 that the distribution of abnormality vectors obtained from the misuse dic-

tionary has higher values for attack-free data when compared to attack data.
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Figure 5.5. Normalized histograms of abnormality vectors obtained using anomaly

and misuse dictionaries for the CAIDA dataset in the AMP method.

5.3. Detection Using Matching Pursuit Mean Projection

Structured predefined dictionaries are commonly used in matching pursuit meth-
ods. The anomaly detection method proposed in [16] practices a dictionary that con-
sists of atoms of Gabor base functions. Gabor base functions provide optimal joint

time-frequency localization.

Structured predefined dictionaries are commonly used in matching pursuit meth-
ods. The anomaly detection method proposed in [16] practices a dictionary that con-

sists of atoms of Gabor base functions. Gabor base functions provide optimal joint
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time-frequency localization. A real Gabor function can be expressed as:

9,(t) = K(7) exp{—m(~=)) sin(2n 15t =) +0). (5.18)

where N is the size of signal for which dictionary, K () is normalizing constant to
achieve atom unit energy such that ||g,|| = 1. And v = {u,w, s, ¢} denotes parameters
of the dictionary functions corresponding to time, frequency, scale, and time shift.
Dictionary used to calculate MPMP consist of one-dimensional Gabor base functions.
The dictionary, D is built using ten different scales and 50 different frequencies to

create an over-complete set of base functions.
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Figure 5.6. Average MPMP values obtained for attack and normal traffic using 16

feature vectors.

One-dimensional traffic attributes are partitioned into signal windows of 10. This
signal is decomposed with the use of the MP algorithm and structured Gabor dictio-
nary. After MP decomposition, we achieve projection coefficients of ¢, which are used

for creating normal traffic profiles. MP algorithm give 3 outputs corresponding atoms
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a, residues r and weights ¢. Matching pursuit mean projection is defined as:
1 M—-1
MPMP = — Z Ci. (5.19)
M =

The main idea behind this approach is to utilize the relation between the energy of the
signal and MPMP. If the energy of the specified attribute increases, the MPMP value

also increases.

Table 5.1. Obtained mean MPMP for TCP Flood Attack.

Atrributes Normal | Attack

Number of Unique Hosts | 0.038 0.037

TCP packet per flow 0.061 0.115
UDP packet per flow 0.077 0.113
Packet per flow 0.029 0.024
Data per flow 0.013 0.011

Average packet length 0.013 0.088
Total data transferred 0.043 0.046
Number of unique flows 0.015 0.015
Number of UDP packets | 0.027 0.026
Number of Packets 0.030 0.019
Number of ACK packets | 0.025 0.014
Number of TCP packets | 0.027 0.016

Unique destinations 0.020 0.010
Number of SYN packets | 0.084 0.072
Number of RST Packets | 0.027 0.023
Number of ICMP packets | 0.104 0.106

The difference between MPMP of the time window in the test dataset and the
average MPMP obtained from attack-free samples in the training dataset is used as

an anomaly indicator value. When this value exceeds a certain threshold, an alarm
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is generated. We can see the average MPMP values obtained for attack and normal
traffic using 16 feature vectors. As we can see that attack and normal MPMP values

are different in features with high information gain.

Traffic attributes in Table 5.1 are used to create a 1D signal with length 10. This
signal is decomposed with the use of MP transformation. After MP decomposition, we

achieve projection coefficients ¢, used to create normal traffic profiles.

The difference between the MPMP value obtained from the current time window

and the average attack-free MPMP value is used for detection.
5.4. Detection Using Wavelet Transform

Wavelet decomposition represents a signal using a series of orthogonal wavelets.
To detect DDoS attacks using Wavelet, we decompose the input signal into sub-bands
and calculate the differences of energies of sub-bands. The concept of Wavelet trans-

form is defined in [101] as follows:

Waf(m,n) =3 f(2) Upmn(x), (5.20)

where V¥, ,, means a family of discrete Wavelet functions. Detection method in this
section is proposed in [15]. Deaubechies type Wavelet is used to decompose network
traffic features as proposed in [15]. Detection is performed by using energy of three
DWT sub-bands Ey (i) using approximation coefficients ca;,cas,casz. The energy of

i" sub-band, Ey (i) using K coefficient is calculated as:

Ew(i) = §m§(n). (5.21)

The difference En between Eyy (i) of three different sub-bands are used as an abnor-
mality indicator value for the Wavelet-based detection approach. Alarms are generated

by thresholding abnormality indicator value En.Wavelet transformation with three de-
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composition levels is presented in figure 5.7.

detail
coefficients cD

approximation
coefficients cA

Figure 5.7. Wavelet transformation with three decomposition levels.

5.5. Hybrid Detection Framework with Signal Representation Methods

Using the AMP method, it is possible to generate dictionaries to perform anomaly
and misuse detection. We obtain abnormality indicator values using the MP algorithm
for each dictionary. Combining the abnormality vectors obtained from different dictio-
naries with a decision module, we obtain a hybrid detection framework. Additionally,
the hybrid detection framework can detect together to achieve multi-class detection.
This section proposes a hybrid detection framework that can concurrently identify
multiple traffic classes. The proposed hybrid detection framework combines the AMP
method with a decision module. The proposed framework combines anomaly and mis-

use methods to obtain a hybrid intrusion detection.
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5.5.1. Decision Module

In this work, the ANN is employed as the decision mechanism. ANN is the
combination of a large number of interconnected processing elements (nodes) that
demonstrate the ability to learn and classify data using the information in the training
patterns of data. ANN is a supervised classification algorithm and requires training.

The ANN topology used in the decision module is shown in Figure 5.8.

Traffic Traffic
Class 1 Class n

Input 1 Input n

Figure 5.8. Artificial Neural Network structure used as a decision module. The
number of input layer changes depending on the detection method. The number of

output layer changes depending on the number of traffic classes to be detected.

Training the ANN includes adjusting the values of the weights and biases of
the network to optimize network performance. We use feed-forward ANN and mean
squared error as the performance function calculated as:

1Y ,
Cmse = 7 > (i —a)’. (5.22)

=1

The transfer function used in neural network is Hyperbolic Tangent Sigmoid Transfer
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Function and calculated as:

B 2
1+ exp(—27)

t(z) -1, (5.23)
where a is the output of the neural network, NV is the sample size, and the t are the

target outputs.

The ANN used in this work has 20 nodes in the hidden layer and three neurons
for the output layer used in three traffic classes and two neurons for the output layer

used in two traffic classes detection.

The ANN topology used in the decision module is approximately the same with
different approaches. The number of inputs of the ANN differs according to the utilized
detection method. MPMP and Wavelet approach generated 16 inputs to the decision
module, corresponding MPMP, and En of 16 feature vectors.

The AMP method generates one abnormality indicator value for each dictionary.
So for the dataset that includes two traffic classes, the AMP method generates two
abnormality indicator vectors. Similarly, the AMP method generates three abnormality
indicator vectors. As a result, two inputs in 2 traffic class cases and three inputs for

three traffic class cases are used for ANN.
5.5.2. Hybrid Detection Framework Training and Alarm Generation

The overall hybrid detection system with the AMP, MPMP and Wavelet methods
are shown in Figure 5.9. The decision module generates alarms using abnormality

values generated by the AMP, MPMP, and Wavelet methods.
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Figure 5.9. Block diagram of AMP-based Hybrid DDoS detection framework, MPMP,

and Wavelet methods with decision module.

The hybrid detection framework using the AMP method requires to be trained
using a training dataset. The training has two phases corresponding to dictionary
generation and training of the ANN in the decision module, as seen in Figure 5.10.
Initially, a separate dictionary is generated for each network class. The decision module

is trained using the abnormality indicator vectors obtained from the training data.

For every time window, an abnormality indicator value is calculated using dictio-
naries corresponding to each network class in the alarm generation phase. The decision

module generates alarms using the abnormality indicator values using the trained ANN.

5.5.3. Hybrid Detection Method using Wavelet and MPMP

In this section, we describe the usage of MPMP and Wavelet methods with the
decision module. As we mentioned before, we use ANN in the decision module. In
the case of MPMP and Wavelet approaches, similar to the AMP method, the frame-
work calculates abnormality values defined in Equations (5.19) and (5.21) and generate

alarms using them with the decision module.

The MPMP value calculated for each attribute vector is used to train the ANN

network. Also, they are fed into ANN to generate alarms in the test dataset.
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Figure 5.10. Training Hybrid DDoS detection framework based on the AMP method

for multiple traffic classes.

Similarly, for Wavelet, the energy difference En between the different layers of

attribute vectors, shown in the equation (5.21) are used to train the ANN network.

We do not build models from the training dataset in MPMP and Wavelet ap-
proaches. However, the ANN in the decision module learns about the normal and
attack behaviors of these approaches. Therefore the resulting framework will be called

a hybrid detection framework using Wavelet and MPMP.
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5.6. Evaluation

In this section, three methods mentioned in this study were evaluated using two
data sets. MPMP and Wavelet methods handle one-dimensional attribute vectors each
time. As a result, the anomaly indicator value is calculated for 16 different attribute
vectors. In evaluation, only the result obtained for the attribute that gives the highest

CID value is included in the result tables.

5.6.1. Algorithm Complexity Analysis

The complexity analysis of the proposed algorithms is divided into two phases as
training and detection. We compare three different approaches in terms of computa-

tional complexity.

The AMP training phase includes dictionary generation and training of ANN.
The complexity of K-SVD algorithm is O(NM?K) [102] for dictionary D € R(M=N),
using N number of data vectors. There is no training phase in the Wavelet approach.
For the MPMP method, we need to calculate the MPMP of attack-free samples of the

training dataset.

We can calculate the complexity of ANN using the number of operations between
neurons. We have an ANN with one hidden layer. The time complexity for training
a neural network with three layers with respectively i, j, and k nodes, with n data
samples. The computational complexity of the ANN is O(n(ij + jk.)). The values
n, j, k are the same for the MPMP, Wavelet, and AMP methods.

As a result, complexities can be compared using the difference between input
neurons. The number of inputs ¢ is equal to the number of dictionaries of the AMP
method. This number equals 3 for three traffic classes and 2 for two traffic classes. In
the case of the Wavelet and MPMP methods, the number of inputs depends on the

number of traffic attributes shown in Table 3.4. As a result, i = 16 for two and three
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traffic classes. The AMP method produces lesser input for ANN. Hence the complexity
is reduced compared to the MPMP and Wavelet methods.

5.6.2. Evaluation for Two Traffic Classes

The results obtained using CAIDA datasets are shown in Table 5.2. The CAIDA
dataset includes two separate datasets containing normal and attacks traffic. As a
result, we obtain nearly perfect detection scores for these datasets. Because of a lower
false-positive rate, AMP DDoS detection has a higher CID value. Detection using a
misuse dictionary provides perfect detection, and detection using an anomaly dictionary
provides %99.6698 TPR with zero FPR. The Wavelet and MPMP based detection use
one-dimensional traffic attribute vectors. As a result of this, we obtain 16 different

results using these methods. Only the best detection performance achieved upon 16

results is included in the Tables 5.2, 5.3, and 5.4.

Table 5.2. Detection performance of AMP, MPMP and Wavelet based approaches
using CAIDA dataset.

Method CID TPR (%) FPR (%) AUC Acc (%)
Wavelet 0.98 99.75 0.04 0.99 99.89
MPMP 0.98 99.75 0.04 0.99 99.98
Misuse AMP 1 100 0 1 100
Anomaly AMP | 0.98 99.66 0 0.99 99.89

It is not a surprise to achieve perfect detection for CAIDA datasets since its
a combination of two different datasets, including an attack-free dataset and a DDoS
dataset. BOUN DDoS datasets are used to achieve a better comparison of the methods
of this work.



80

Table 5.3. Detection performance of AMP, MPMP and Wavelet based approaches
using BOUN TCP SYN flood dataset.

Method CID TPR (%) | FPR (%) AUC Acc (%)
Wavelet 0.84 93.26 0.28 0.98 98.39
MPMP 0.96 98.91 0.01 0.99 99.78
Misuse AMP 0.95 99.47 0.46 1 99.49
Anomaly AMP | 0.96 99.09 0.17 1 99.69

Table 5.4. Comparison of AMP, MPMP and Wavelet based DDoS detection for
BOUN UDP flood dataset

Method CID TPR (%) | FPR (%) |AUC | Acc (%)
Wavelet 0.896 | 95.532 0.052 0.982 | 99.088
MPMP 0.947 | 97.872 0.001 0.995 | 99.585
Misuse AMP | 0.924 | 99.110 0.667 0.998 | 99.152
Anomaly AMP | 0.958 | 99.778 0.407 0.999 | 99.628

The comparative results for the TCP and UDP dataset are shown in Table 5.3 and
Table 5.4. The MPMP and Wavelet methods results are obtained using the attribute
vector, which gives the highest CID value among 16 attribute vectors. For the simplicity
of this thesis, we did not provide the results for all feature vectors for comparison. The

following inferences should be considered when evaluating these tables:

e In the evaluation of the MPMP approach, the number of unique hosts provides
the highest CID (0.96) value for the TCP SYN flood attack. The second highest
CID is 0.92, and it is obtained using the TCP SYN packets attribute. For other
attribute vectors, an average CID of 0.17 is obtained. This average value indicates
that other attribute vectors do not provide proper detection using the MPMP
method.

e The closest CID is the unique flows attribute with a CID value of 0.85.
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o Similarly, the number of unique hosts provides the highest CID (0.95) value for the
BOUN UDP flood dataset using the MPMP method. For other feature vectors,
we get an average CID of 0.25, which indicates that other feature vectors do not
provide good detection by the MPMP method.

e The conditions mentioned in the above two phrases also apply to the Wavelet
method. It can be concluded that Wavelet and MPMP methods are not efficient
unless the right attribute is selected.

e The AMP method achieved a higher TPR than the other two methods, even by
modeling only attack-free traffic in the data set, without the need for attribute

selection.

5.6.3. Evaluation of Hybrid AMP Framework

The proposed framework is evaluated separately using two and three traffic
classes. Similar to previous sections, the dataset is divided into training and test
sets, which include %30 and %70 of the network traffic. The two traffic classes include
attack and attack-free traffic, while three traffic classes include two attacks. In two
class evaluations, we discuss the detection of TCP and UDP attacks separately. Be-
cause there is no publicly available DDoS dataset that contains more than one type of

flood attack, we use the BOUN dataset is for three traffic class cases.
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Figure 5.11. Comparison of CID and TPR values for AMP, MPMP and Wavelet
based hybrid DDoS detection framework using two traffic classes in BOUN UDP and
TCP SYN flood datasets.
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Table 5.5. Comparison of AMP, MPMP and Wavelet based hybrid DDoS detection
framework for two traffic classes using BOUN UDP and TCP SYN flood datasets.

Method | Dataset CID TPR(%) | FPR(%) | AUC | Acc
AMP TCP SYN Flood | 0.983 99.658 0.055 1.000 0.999
UDP Flood 0.980 99.556 0.051 0.999 0.999
TCP SYN Flood | 0.946 97.826 0.000 0.990 0.990
MPMP
UDP Flood 0.971 98.936 0.000 0.995 0.990
TCP SYN Flood | 0.680 80.926 0.000 0.907 0.953
Wavelet
UDP Flood 0.688 81.455 0.011 0.912 0.957

The hybrid detection framework is applied separately for BOUN UDP flood and

BOUN TCP SYN flood data sets for two traffic class cases.

The evaluation metrics can

be seen from Table 5.5 and the graphical comparison of CID and TPR values can be

seen in Figure 5.11. The TCP and UDP flood datasets are combined to obtain traffic

that contains more multiple attack classes.
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Figure 5.12. Comparison of CID and TPR values for AMP, MPMP and Wavelet
based hybrid DDoS detection framework using two three classes in BOUN UDP and
TCP SYN flood datasets.

The AMP, MPMP, and Wavelet methods are used with Neural Network decision

mechanism; the AMP-based framework provides better results with higher CID and



83

TPR rates. In Wavelet and MPMP methods, alarms are generated using abnormality

vectors produced from all attribute vectors.

As mentioned in previous sections, we cannot achieve discriminative abnormality
vectors from all attribute vectors using Wavelet and MPMP approaches. That is the

main reason we obtained lower evaluation metrics from the Wavelet approach.

The TCP and UDP flood datasets are combined to obtain traffic that contains
more multiple attack classes. When traffic data has more than two attack classes,
the AMP-based hybrid framework performs better than MPMP and Wavelet-based
methods, as seen in Table 5.6. We give the graphical comparison of CID, and TPR
values Figure 5.12 AMP-based framework achieves higher than 0.97 CID value for all
attack and attack-free classes. Although the MPMP method has high-performance
metrics, it still gives lower CID and TPR for UDP flood and attack-free classes. Also,
MPMP gives a higher FPR for TCP SYN flood attacks. The AMP-based method

works better even when traffic types are unknown, and only normal traffic is modeled.

Table 5.6. A Comparison of Hybrid Detection Framework based on AMP, MPMP

and Wavelet using three traffic classes dataset.

Method | Class CID | TPR (%) | FPR (%) | AUC | Acc (%)
TCP Flood | 0.97 99.93 0.62 1.00 99.83
AMP UDP Flood | 0.98 99.32 0.01 1.00 99.92
Normal 0.97 99.22 0.06 1.00 99.87
TCP Flood | 0.68 99.99 18.99 0.90 95.52
Wavelet | UDP Flood | 0.71 80.74 0.00 0.91 97.75
Normal 0.71 81.27 0.00 0.90 97.77
TCP Flood | 0.94 99.98 2.69 0.99 99.46
MPMP | UDP Flood | 0.95 97.83 0.00 1.00 99.79
Normal 0.94 97.87 0.12 1.00 99.68
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5.7. Summary and Conclusion

In this chapter, we propose the AMP method for DDoS detection that uses the
MP algorithm. We also introduce the characteristic feature vector generated from a
combination of multiple one-dimensional traffic attributes. Furthermore, this study
provides adaptation to the traffic data to the MP algorithm by creating dictionaries

from the training dataset.

Because there is no recent study that uses the MP algorithm to detect DDoS
attacks, the proposed methodology is compared with the MPMP and Wavelet methods.
We practice these methods using CAIDA and BOUN datasets. The experimental
results show that the AMP method performs better with higher CID values comparing
with the Wavelet and the MPMP approaches.

Additionally, a hybrid intrusion detection framework is proposed in this study
that combines the abnormality indicator values obtained from different dictionaries.
The abnormality indicator values are combined with an intelligent decision mechanism
that uses ANN. MPMP and Wavelet methods are designed for only anomaly detection.
We also include these methods in our Hybrid framework by combining them with the
decision module utilizing the abnormality indicator vectors obtained for each traffic

attribute vector.

Evaluation results show that the hybrid detection framework using the AMP ap-
proach performs better than MPMP and Wavelet-based methods for all traffic classes,

including attack-free traffic class.
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6. DDoS DETECTION USING STATISTICAL METHODS

This chapter focuses on the statistical properties of traffic features under DDoS
attacks and proposes a DDoS detection methodology using statistical modeling. We use
probability distribution function fitting and binary hypothesis testing on network traffic
features in the first section. We show that various probability distribution functions
can be used to represent the probabilistic behavior of network features. In the second
section, we propose a novel DDoS detection method using statistical modeling. This
work is partly presented in [38]. The proposed statistical DDoS detection methodology

uses clustering and distance metrics.

6.1. Statistical Properties of DDoS Attacks

The main contribution of this section is to show researchers of the DDoS detection
area that the frequently used DDoS features can be represented with various probabil-
ity distribution functions and well-known probabilistic models. The hypothesis testing
performed using the log-likelihood ratio shows that Gaussian, GEV, and logistic distri-
butions show similar performance. Besides fitting ten different probability distributions
to DDoS features, three frequently used probability distribution functions in anomaly
detection are discussed in this chapter. These distributions are Weibull, Gaussian,
and Logistic distributions. Weibull probability distribution function is handled as is
a part of generalized extreme value (GEV) distributions. This family of distributions
are generally used for representation and modelling of traffic features, such as TCP
trace inter-arrival time and mean to time failure [103-105], DDoS detection [104], and
novelty detection [106,107]. The Gaussian probability distribution is also frequently
used in network traffic representation and anomaly detection [108,109]. In the area
of network traffic modeling and attack detection, logistic regression models are also

used [110-112]
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6.1.1. Probability Distribution Fitting

In order to find the best distribution fit for selected features of attack and normal
traffic, three criteria are used. These are the log-likelihood, Bayesian information

criterion, Akaike information criterion.

6.1.2. Likelihood Function

In statistical inference, a likelihood function is a function of the parameters of a
statistical model, given specifically observed data [113,114]. The likelihood function
is used to find the one probability density function among all possible densities that
the model of interest prescribes, is most likely to produce the given sample data. The
likelihood function is defined using the data vector x and the parameter vector € in

p(x]0) as follows:

L(0]z) = p(a]6). (6.1)

Thus L(f]y) represents the likelihood of the parameter 6 given the observed data vector

x and, as such, is a function of 6.
6.1.3. Akaike Information Criterion

Akaike Information Criterion (AIC) is an unbiased estimator of the expected
relative Kullback-Leibler distance between the model g and approximate model f [115].
It is calculated as follows:

AIC = 2K — 2In(L), (6.2)

where K is the number of estimated parameters, and L is the likelihood function.
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6.1.4. Bayesian Information Criterion

The Bayesian information criterion (BIC) is a criterion for model selection among
a finite set of probability distribution models. It is based on the likelihood function,
and it is closely related to the Akaike information criterion (AIC) [116]. Bayesian

Information Criterion (BIC) is defined as:

BIC = —2L + Klogn, (6.3)

where K is the number of estimated parameters, and n is the sample size. Given equal
prior for all competing models, choosing the model with the smallest BIC is equivalent

to selecting the maximum posterior probability.

The features are divided into two classes to choose the best probability distri-
bution that represents selected features of the DDoS dataset. These are attack and
attack-free classes. The probability distributions are chosen according to the proba-
bility fit criterion listed in the previous section. Gamma, Generalized Extreme Value
(GEV), Generalized Pareto, Inverse Gaussian, Logistic, Nakagami, Gaussian, Rayleigh,
Rician, and t location-scale (TLS) probability distributions are fitted to the selected
feature vectors using maximum likelihood estimation for estimating parameters of the

distributions.

Two probability distributions to represent attack and normal are chosen for each
feature vector. We choose the best three distribution fits for each feature vector attack
and normal states. This examination provides us that besides popular distributions
such as Gaussian and Weibull, statistical properties DDoS features can be represented

with various types of probability models.

Table 6.1 show best fit of probability distribution functions of feature vectors. As
we can see from the table, feature vectors are most fitted to the Gaussian, GEV, and

Logistic distributions. The main reason for this is heavy-tailed distributions better
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represent a low number of values with higher values in the feature vector. In addi-
tion to the statistical representation of DDoS features, different types of probability

distribution functions can be used instead of one type of pdf for all feature vectors.

Table 6.1. Probability Distributions Fit for Selected Features Normal and Attack
Classes of BOUN DDoS Dataset.

Feature Name Dataset Fitted Distribution Pairs

Attack GEV Weibull TLS
Unique Sources

Normal TLS Logistic GEV

Attack GEV Weibull Rician
SYN Packets

Normal GEV Weibull Nakagami

Attack Logistic Logistic TLS
Data per Flow

Normal TLS GEV Logistic

Attack Rician Gaussian Nakagami
Average Data

Normal Logistic TLS Gaussian

Attack Logistic GEV Nakagami
TCP Flow

Normal GEV TLS Logistic

Attack Beta Gamma GEV
Packets per Flow

Normal GEV TLS Logistic

Instead of displaying sixteen feature vectors in this thesis, in order to give an
idea about the estimated probability distributions for feature vectors, we plot the
feature vector that has a maximum, medium, and minimum Information Gain in Figure
6.1. The feature that represents the number of Unique sources has the maximum
Information Gain and Chi-Squared values and is shown in Fig 6.1(a). It is seen that
the attack and normal classes are separable in the feature vector. When Information
Gain decreases, the separation ability using the feature vector decreases, as can be seen

from Figure 6.1(b) and Figure 6.1(c).
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Figure 6.1. Examples of probability distribution fits for attack and normal classes of

(a) number of unique sources, (b) number of UDP packets per flow and (c) number of

ICMP packets feature vectors in BOUN DDoS dataset.

6.1.5. Probability Distribution Functions

In this section, the most frequently used probability distribution functions in

network traffic representation and DDoS detection are discussed.

6.1.5.1. Gaussian (Normal) Distribution.

Gaussian, namely normal distribution, is a

commonly used probability distribution because of its ability to represent the statistical

behavior of many phenomena in natural and social sciences. In addition, it is also
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frequently used in network traffic representation, and anomaly detection [108, 109].

The Gaussian distribution function is written as follows:

1 T— U

Nio) = —ean(*y ),

where p is the mean value, and o is the standard deviation of the distribution.

6.1.5.2. Generalized Extreme Value Distribution. Extreme-value distributions are usu-

ally used in modeling extreme events, from meteorological events to financial fluctu-
ations. In addition, this family of distributions are generally used for representation
and modelling of traffic features, such as TCP trace inter-arrival time and mean to
time failure [103,104], DDoS detection [104], and novelty detection [106,107]. Extreme
Value distribution is categorized into three main types, which are Gumbel (Type I),
Frechet (Type II), and Weibull (Type III) distributions [117]. The Gumbel distribution
function is written as follows:

f(z) = iexp(—z —exp(—z)), Gumbel, (6.5)

where z = “>£ 1 is the location parameter, and o is the distribution scale satisfying
(¢ > 0). Frechlet distribution can be written as follows:

flz) = g(g)a“exp(—i ), Frechet, (6.6)
where, « is the shape parameter satisfying (o« > 0), and [ is the scale parameter
satisfying (8 > 0). This distribution is with zero where (z > 0). Weibull distribution

is also a special case of extreme value distribution family defined as:
_ @ Ba- B .
flz)==(=)""exp(—=)), Weibull. (6.7)
a x

Weibull distribution is defined for (z > 0), and also & > 0 and 5 > 0. In this work, both
Weibull, Frechet, and Gumbel distributions are categorized as the GEV distribution.
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6.1.5.3. Logistic Distribution. The logistic distribution is used for various growth

models, and it is used for logistic regression models [118]. The logistic regression mod-
els are also used in network traffic modeling and attack detection [110-112]. Logistic
probability distribution function is defines as:

62

f(z) = ma (6.8)

where z = “-# and o, are the location and scale parameters.

6.1.6. Binary Hypothesis Testing

In the previous section, we have found the best probability distribution fit for each
selected feature. We have also seen that probability distributions differ depending on
the state of the network, namely attack and normal. To detect the presence of the

DDoS attack, we define the binary the hypothesis-testing problem is as below:

e Hj: There is no DDoS attack and has the probability distribution fj,
e Hi: There is DDoS attack and has the probability distribution f7,

where the probability distribution functions fy and f; are fitted to the features for

normal and attack samples, the estimated parameter sets are 6y and 6, respectively.

Building likelihood ratio tests for all the probability distribution sets shown in
Table 6.1 are not straightforward. For this purpose, the probability distributions are

estimated from the training data of the feature vectors.

Let us consider feature vector x of length N consisting of N random variables.
All random variables are assumed as independent and identically distributed (i.i.d),

the joint pdfs of the two hypotheses are defined as:
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and,

1169 =TT fulwo). (6.10)

as:

Alz) = >, (6.11)

where A(x) is the likelihood ratio and 7 is the decision threshold which helps in making
decision either the hypothesis Hy or H;. On considering the natural logarithm of both
the sides of 6.11, we obtain:

109 (A ) = tog(125) 2 1. (6.12)
Above equation is can be written as:
AGx) = X tog(fu(e))) =3 log(fo(:)) Z m. (6.13)

where ) = log(7) and A(x) is the log likelihood ratio. Equation 6.12 represents the log

likelihood ratio test of different distributions estimated from test data.

6.1.7. Experimental Results and Discussion

In this section, the detection performed using the likelihood ratio test is evalu-
ated. Binary hypothesis testing is performed on selected feature vectors using Gaus-
sian, GEV, and logistic probability distribution functions for Boun DDoS and CAIDA

datasets. Accuracy obtained for these datasets are listed in Tables 6.2, 6.3.
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Table 6.2. Accuracy obtained from likelihood ratio test for GEV, Gaussian and
Logistic distribuitons for BOUN DDoS dataset.

Feature Name GEV Gaussian Logistic
Unique Sources 0.9973 0.9973 0.9973
SYN Packets 0.8043 0.8043 0.8043
Data per Flow 0.9447 0.9472 0.9472
Average Data 0.8295 0.8716 0.8043
TCP Flow 0.8734 0.8747 0.8665
Packets per Flow 0.8194 0.8651 0.8043

Table 6.3. Accuracy obtained from likelihood ratio test for GEV, Gaussian and
Logistic distribuitons for CAIDA datasets.

Feature Name GEV Gaussian Logistic
Unique Sources 0.6706 0.6706 0.6706
SYN Packets 0.6706 0.6706 0.6706
Data per Flow 0.6706 0.6706 0.6706
Average Data 0.6706 0.6706 0.6706
TCP Flow 0.6783 0.6706 0.6760
Packets per Flow 0.6706 0.6706 0.6706

Tables 6.2 and 6.3 show that using likelihood ratio using Gaussian, GEV and
Logistic distributions exhibit similar performance in case of accuracy metric. Although
features created from CAIDA datasets have high information about attack, we achieve

lower detection performance when compared to BOUN DDoS dataset.
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Table 6.4. Accuracy obtained from likelihood ratio test for Selected 3 distributions
for CAIDA datasets.

Feature Name Selected Probability Distribution

Unique Sources 0.9973 0.9958 0.9973
SYN Packets 0.8043 0.8206 0.8043
Data per Flow 0.9469 0.9472 0.9472
Average Data 0.8043 0.8043 0.8043
TCP Flow 0.8747 0.8741 0.8665
Packets per Flow 0.8043 0.8194 0.8043

In Table 6.4, the results of binary hypothesis testing using are shown. We used
the probability distributions that give the highest values in probability distribution
fitting. These are Tlocation-scale, Rician, Nakagami, Beta, and Gamma distributions.
As we can see from this result, the features created for DDoS attacks can be represented
by distributions other than the GEV, Gaussian, and logistic distributions. However,
this is not a general diagnosis. It just opens a door for expanding the set of probability

distributions that can be used in network traffic features.

6.2. DDoS Detection Using Statistical Modelling

In this section, a statistical modeling-based DDoS detection method is proposed.
To build statistical models of the network traffic, we first generate empirical probability
distributions using protocol and flag information in packet headers. We generate an
empirical distribution for every time window in the training dataset. We obtain a model
that represents network traffic by clustering these distributions. We use cluster centers
as models and generate alarms by thresholding the minimum divergences between

empirical distributions obtained from the test dataset and these models.

We divide the network traffic into equal-length time windows and compute an
empirical distribution within each time window. Initially, we obtain a large number of

empirical distributions for each time window in the training dataset. We use clustering
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to generate statistical models from these distributions with K-Means and DBSCAN
clustering algorithms. Cluster centers are utilized as statistical models, and minimum
divergence from these centers are called anomaly indicator values. We then apply a
threshold to anomaly indicator values to create alarms. The system block diagram can

be seen in Figure 6.2.

In this work, we generate two types of models, namely anomaly model, and misuse
model. Anomaly model is generated from attack-free samples of network traffic, while
misuse model is generated from attack samples. The thresholding operation differs
according to the type of model used in the detection phase. We will explain alarm

generation phase in Section 6.2.2.

BOUN DDoS TCP SYN flood attacks dataset [37] is used to evaluate the pro-
posed methodology. The dataset includes legitimate and attacks traffic simultaneously,
recorded from Bogazi¢i University’s core network. The TCP SYN Flood in the dataset
includes attack rates of 1000, 1500, 2000, and 2500 packets/second, respectively. The
dataset contains spoofed IP addresses as source addresses to achieve many distributed

sources for a network-based intrusion detection system.
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Figure 6.2. Overall block diagram of DDoS detection using statistical modeling
methodology.
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The dataset is separated into two subsets corresponding to training and test,
including 30%, and 70% of the traffic, respectively. The training dataset is used to
generate statistical models of the network traffic, while the test dataset is used to
evaluate the detection performance of the proposed approach. Alarms are generated
depending on the network state used in the modeling phase. If the model is generated
from attack-free samples of the training datasets (i.e., anomaly model), the abnormality
value tends to increase in the case of attack. If the model is generated from attack
samples of the training dataset (i.e., misuse model), the abnormality value tends to

decrease in case of attack. Thresholds are applied considering this behavior.
6.2.1. Empirical Model Generation

For building statistical models in the training dataset, empirical distributions
are constructed for every time window. Let w = wy,ws...,w,, the set of property
classes according to TCP protocols and TCP flags, including Transport Control Pro-
tocol (TCP), Internet Control Message Protocol (ICMP), User Datagram Protocol
(UDP). Given a sequence of network packets S = wy,xs,...,x, in a specific time
window t, empirical distribution P;(w) over w for the time window ¢ is calculated as
follows:

Fi(w) = 1(z; € w), (6.14)

1

n

S|

(2

where 1(z € w) is the indicator function that takes value 1 when the condition = € w
holds and % is the normalization constant. After obtaining an empirical distribution for
every time window, the distributions are clustered to obtain a statistical model using
K-means and DBSCAN clustering algorithms. We will briefly discuss these clustering
methods.

K-means algorithm finds locally optimal solutions using the sum of Euclidean

Distances between each element and its cluster centers. Suppose the set of empirical
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distributions is defined as:
(I):P1<w)7p2(w)7"'7pm(w)7 (6]‘5)

where K is the number of non-empty clusters such as S = C1, (s, ..., Ck , K-means
algorithm maps space w to S using the square error criterion, such as:

K;

e=Y 2 |IP; - PP, (6.16)

i=1j5=1

where K is the number of clusters, K; is the number of objects of the cluster i, P;; the
4t object of the i*" cluster and P; is the centroid of the i*" cluster which the is defined

as:

K K; R
F(Cy,C,. .. Cx) =S ||1P; — P (6.17)
i=1j=1

Cluster centers are PA’Z are used as statistical network traffic models. Normalization is

applied to the cluster centers.

DBSCAN is a non-parametric algorithm that groups elements closer to each other
than a given distance [119,120]. DBSCAN uses two parameters; minimum points M
with the distance epsilon € around core objects. The DBSCAN clustering finds the
elements classified as core objects with the least M elements within distance epsilon.
Initially, all elements in the dataset are considered unassigned to any cluster. DBSCAN
then chooses an arbitrary unassigned object from the data set and tries to find at least
M elements in the dataset in the epsilon neighborhood of that point. If DBSCAN finds
that the object is not a core object, then the object is considered to be noise, and
DBSCAN moves onto the next unassigned object. Once every element in the dataset
is assigned, the algorithm stops. The elements that are further away from any core
objects are marked as outliers. Unlike the K-Means algorithm, DBSCAN does not
assign every element in the dataset into a cluster. The core elements of the DSCAN

algorithm are chosen to be models for the detection phase.
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6.2.2. Alarm Generation

We use four distance measures to calculate divergence between models and em-
pirical distributions obtained from the test dataset. These are K-L divergence, J-S di-
vergence, Greedy algorithm, and MAnhattan distance. We take the minimum distance
between empirical distribution generated from the test dataset and cluster centers/core

elements of the clusters as anomaly indicator values.

The most well-known and used measure between probability distribution func-
tions is Kullback-Leibler divergence (K-L divergence). Solomon Kullback and Richard
Leibler introduced the K-L divergence in [121]. They introduced a metric that is then
directed by the divergence between two distributions. K-L divergence, also called rel-
ative entropy, measures how one probability distribution function is different from a
second. K-L divergence, shown as D(P||Q), measures the inefficiency of assuming
that the distribution is ) when the true distribution is P. For discrete probability
distribution functions P and @), the KL-divergence from ) to P is defined as:

Dkr(P | Q) = ZP )log Ez; (6.18)
We also used the Jensen and Shannon divergence, which is an asymmetrical version of

the K-L divergence. Jensen and Shannon’s divergence is defined as follows in [122]

P)
(i) + 3Q()

Dys(P,Q) = Y. Pli)log (619
i 2

In [123], an alternative metric to K-L divergence is proposed. In their paper, they de-

fine a distance between two probability distribution functions d(¢,) on distinct sets

, by choosing the joint distribution on . They choose @, which has marginal distribu-

tions and also has minimum entropy, maximizing the mutual information between the

random variables having the two distributions. They used a greedy algorithm to solve

the problem. The details of this algorithm are not discussed in this thesis.
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Figure 6.3. Normalised histograms of four divergence measures calculated for attack
and attack-free samples. These divergences are calculated using anomaly model

generated by K-Means Clustering.

The Manhattan distance is also called the L; distance, is used to calculate the
distance between two points or multidimensional vectors in space. The Manhattan

distance between two length n vectors & and y is calculated using

Dy = Z ’% - ?Jz‘" (6-20)
i=1
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where z; and y; are the i element of vectors z and y. The threshold value and alarm
generation process vary according to the type of model used. If an anomaly model is

used, alarms are generated for values lower than the threshold value.
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Figure 6.4. Normalised histograms of four divergence measures calculated for attack
and attack-free samples. These divergences are calculated using misuse model

generated by K-Means Clustering.

For the Misuse model, an alarm is generated for values higher than the threshold
value. This is because the proposed approach always considers the minimum divergence

between the empirical distributions and the model.
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If the model is generated from attack data, empirical distributions close to the
model indicate an attack in the time window in which they were calculated. This can

be seen in Figure 6.3.

Similarly, the anomaly values obtained using the misuse model will be distant
from the empirical distributions created for the attack time windows. This relationship

is shown in Figure 6.4.

6.3. Experimental Results and Discussion

In this section, we evaluate the performance of the proposed statistical DDoS
detection approach. We mention the performance evaluation metrics briefly. We will
also present the performance evaluation metrics we obtain for both misuse and anomaly

detection methodology.

Table 6.5. Evaluation of misuse-based DDoS attack detection.

Cluster Distance CID TPR(%) FPR(%) AUC Acc
K-L Divergence | 0.941 98.142 0.114 0.997 0.985
Greedy Alg. 0.825 95.330 1.115 0.966 0.982
DBSCAN
Jensen-Shannon | 0.944 08.248 0.114 0.999 0.986
Manhattan 0.812 97.903 2.506 0.991 0.978
K-L Divergence | 0.939 98.036 0.114 0.997 0.984
Greedy Alg. 0.788 92.027 0.796 0.971 0.961
K-Means
Jensen-Shannon | 0.946 08.355 0.114 0.999 0.986
Manhattan 0.933 99.204 0.570 0.999 0.993

The assessment of the proposed approach with five different performance metrics
are shown in Tables 6.6 and 6.5. We obtain higher TPR with higher FPR values than
the ones shown in the results. But we need to choose a single metric to compare different
approaches. For this purpose, we choose the operation point from ROC analysis to give

the maximum CID value.
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Table 6.6. Evaluation of anomaly-based DDoS attack detection.

Cluster Distance CID TPR(%) FPR(%) AUC Acc
K-L Divergence | 0.892 98.519 1.008 0.998 0.989
Greedy Alg. 0.807 94.191 1.088 0.974 0.982
DBSCAN
Jensen-Shannon | 0.891 98.975 1.221 0.998 0.988%
Manhattan 0.900 94.191 0.716 0.996 0.991
K-L Divergence | 0.943 98.646 0.227 0.997 0.988
Greedy Alg. 0.79  92.369 0.743 0.973 0.963
K-Means
Jensen-Shannon | 0.946 97.771 0 0.999 0.982
Manhattan 0.941 99.316 0.478 0.999 0.995

In this work, we employ anomaly detection and misuse detection. For this pur-
pose, we generate anomaly and misuse models. Table 6.5 includes the results obtained

using misuse model, while Table 6.6 shows the results obtained using anomaly model.

Comparing detection metrics listed in Tables 6.6 and 6.5, it can be observed that
misuse based modeling using DBSCAN as clustering algorithm gives poorer detection
when compared other results. Another conclusion that should be emphasized is that
the greedy algorithm gives poorer results than K-L and Jensen Shannon divergence.
This result is not surprising since the greedy algorithm sets an upper limit to the
distance between the two statistical distributions. Additionally, as expected, Jensen

and Shannon and K-L divergence provide similar results.

6.4. Summary and Conclusion

This chapter aims to give the researchers of the DDoS detection area insight
into the probabilistic behavior of the traffic features of DDoS attacks. After finding
best-fitted distributions, it has been seen that DDoS features are mostly best fitted to
GEV, Gaussian, and Logistic distributions. These distributions are frequently used in

network traffic modeling and anomaly detection.
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All the calculations are performed using a BOUN TCP SYN flood. As future
work, this method can be performed using different datasets and different types of

DDoS attacks.

In addition, this chapter also proposes a methodology of attack detection that uses
statistical modeling. To employ statistical modeling, we divide network packets into
equal-length time windows and create empirical distributions for every time window.
Empirical distributions are clustered using K-means and DBSCAN algorithms to obtain
a model for detection. Cluster centers obtained from K-means and core elements
obtained from DBSCAN algorithms are used as models for misuse and anomaly-type
attack detection. The minimum divergence between statistical models and empirical
distributions obtained from network traffic is used to generate alarms. We use K-L
divergence, Greedy Algorithm, Jensen-Shannon divergence, and Manhattan distance

to calculate divergence between models and empirical distributions.

Experimental results show that the proposed DDoS detection using a statistical

modeling approach achieves high detection rates and low false-positive rates.
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7. CONCLUSION and FUTURE WORK

DDoS attacks have long been a severe threat to the computer services of many
large and small businesses, including government agencies, especially financial organi-
zations. Although there have been many studies in the literature on detecting DDoS
attacks, there is still a need for practical and intelligent methods in this regard. This
thesis presents practices on understanding DDoS attack mechanisms, discovering at-

tributes used for attack detection, and novel DDoS attack detection approaches.

To find the most suitable method for DDoS detection, first of all, in this the-
sis, features specific to these attacks should be discovered and produced. Packet and
flow-based features proposed in the literature were examined, generated, and tested
through the experiments carried out on the DETER testbed. We have gained the
necessary experience to create a DDoS data set with the simulations created on the
DETER testbed. In addition, we examined the online datasets and the approaches we
recommend, including the frequently used CAIDA datasets. We wanted to evaluate
the proposed approaches with a more realistic dataset. We generated the BOUN DDoS
dataset for this purpose. The difference of the BOUN DDoS dataset from the DETER
testbed is that it contains the actual network traffic. If this dataset is different from

the CAIDA dataset, it contains both attack and normal traffic simultaneously.

In this thesis, 16 different attributes have been created for the detection of DDoS
attacks. These attributes can be divided into package-based and flow-based. In ad-
dition, in this thesis, we examined the statistical behaviors of these features and the

scores when the feature selection is applied.

To detect DDoS attacks, we first implement an AR-based change detection ap-
proach. We handle the feature vectors as time series and use error variances obtained
from AR(1) estimation of two adjacent windows in features. We calculate an abnor-

mality value from those error variances for each feature vector. We combine these
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abnormality indicators using the correlation coefficient matrix between these features
to obtain a traffic heath value for alarm generation. We evaluate the approach with
the dataset obtained from DETER testbed for three types of flood attacks. Results
show that although we can successfully determine the starting and end of the attacks,
we need to determine ongoing attacks and generate alarms. With this methodology,
we can detect all ICMP flood attacks, 88%of the UDP flood attacks, and all TCP flood

attacks.

We also present novel methodologies and implemented methods from the lit-
erature using sparse signal representation methods for detecting DDoS attacks. We
proposed an adaptive MP-based DDoS detection method in anomaly and misuse de-
tection manner. We also implemented Wavelet and MPMP based DDoS detection
approaches using two different datasets. Sparse representation methods express sig-
nals with a linear combination of basis vectors. We use matching pursuit and wavelet
approaches in this thesis. We first combine normalized traffic attributes to introduce a
characteristic feature vector representing multiple attributes in a particular time win-
dow. Unlike other sparse representation-based anomaly detection approaches, we can

simultaneously use multiple attributes in the AMP-based DDoS detection approach.

We use CAIDA and BOUN DDoS datasets to test and compare the AMP, Wavelet,
and MPMP based methods. We obtain similar performance from the proposed AMP
method with the MPMP and Wavelet methods for the CAIDA dataset. However, we
achieved much better detection performance with the AMP approach for TCP and
UDP flood attacks. We reached a TPR of more than 99% with an FPR lower than
0.05% for the anomaly, and misuse detection AMP approaches for TCP SYN and UDP
flood attacks.

After completing the evaluation of the AMP approach, we decided to combine
anomaly and misuse detection methods to obtain a hybrid detection framework based
on MP. The output of the misuse and anomaly-based AMP method is connected using

ANN to form a hybrid detection framework. We also connected these methods with
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an ANN to compare the AMP hybrid method with MPMP and Wavelet methods.
We evaluate the hybrid detection framework for both one attack type and two attack
types. Comparing the hybrid AMP with MPMP and Wavelet methods, we obtain much
higher TPR with a lower FPR for two class and three class cases. The performance
of the proposed approach has 99% TPR with FPR lower than 0.06% for two-class and

three-class detection.

We also examine the statistical properties of traffic features under DDoS attacks.
For this purpose, we try to fit probability distribution functions to traffic features.
DDosS features are essentially best fitted to the GEV, Gaussian, and Logistic probability
distribution functions. These distributions are also frequently used in network traffic
modeling and anomaly detection in the literature. We use features obtained from

BOUN DDoS dataset.

In addition, this thesis includes a methodology of attack detection that uses sta-
tistical modeling. We have created the empirical distributions from test and training
datasets. Empirical distributions are clustered using K-means and DBSCAN algo-
rithms to obtain a smaller statistical model space. Cluster centers obtained from K-
means and DBSCAN algorithms are used as models for the testing phase. In the alarm
generation phase, we generate empirical distributions from the test dataset and com-
pared them with the generated model using KL, Jensen-Shannon divergence, Greedy
Algorithm, and Manhattan distances. We perform both anomaly and misuse detection
approaches. The results show that detection using a statistical modeling approach

achieves high detection rates and low false-positive rates.

I plan to examine the effects of DDoS attacks in IoT and SDN environments in
my future studies. In addition, as future work, my plans include finding the most

effective detection method for these attacks in these environments.
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