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ABSTRACT

ANALYTICAL MODELS FOR THE SCALABILITY OF
DYNAMIC GROUP KEY AGREEMENT PROTOCOLS
AND SECURE FILE SHARING SYSTEMS

Dynamic group key agreement protocols are cryptographic primitives to provide
secure group communications in decentralized and dynamic networks. Such protocols
provide additional operations to update the group key while adding new participants
into the group and removing existing participants from the group without re-executing
the protocol from the beginning. However, the lack of scalability emerges as one
of the most significant issues of dynamic group key agreement protocols when the
number of participants in the group increases. For instance, frequent participant join
requests for large groups may cause an effect similar to a Distributed Denial of Service
attack and violate the system availability due to the increase in group key update
time. Therefore, analyzing the scalability of dynamic group key agreement protocols
is crucial to detect conditions where the system becomes unavailable. In this thesis,
we propose a formal performance model to evaluate the scalability of dynamic group
key agreement protocols by using queueing models. We also extend our performance
model for evaluating the scalability of secure file sharing systems that utilize group
key agreement protocols. Moreover, we present a demonstrative use case to show the
applicability of our performance model on an example group key agreement protocol
and a secure file sharing system. Furthermore, we design attack models that can be
used against communication systems and explain how the target system may be affected

by a cyber attack.
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OZET

DINAMIK GRUP ANAHTAR ANLASMA
PROTOKOLLERININ VE GUVENLI DOSYA PAYLASIM
SISTEMLERININ OLCEKLENEBILIRLIGI ICIN
ANALITIK MODELLER

Dinamik grup anahtari anlagma protokolleri, dagitik ve dinamik aglarda giivenli
grup iletisimi saglayan temel kriptografik 6gelerdir. Bu protokoller, sagladiklar faz-
ladan operasyonlar ile gruba yeni katilimcilar eklendiginde ya da mevcut katilimcilar
gruptan ayrildiginda, protokolii en bagtan caligtirmadan grup anahtarimin giincellen-
mesini saglamaktadir. Ancak, grup katilimcilariin sayisi arttikca, oOlceklenebilirlik
eksikligi dinamik grup anahtari anlagsma protokollerinin basglica sorunlarindan biri ha-
line gelmektedir. Ornek olarak, biiyiik gruplara sik bir sekilde gelen katilmer ek-
leme istegi Dagitik Servis Dig1 Birakma saldirisina benzer bir etkiye sebep olarak, sis-
temin kullanilirhiginin ihlal edilmesine yol acabilir. Bu sebeple, dinamik grup anahtari
anlagma protokollerinin 6lc¢eklenebilirlik analizinin yapilmasi, sistemin kullanilamaz
noktaya geldigi durumlarin tespiti agisindan ¢ok onemlidir. Bu tezde, dinamik grup
anahtar1 anlasma protokollerinin Olgeklenebilirlik degerlendirmesini kuyruk modelleri
araciligiyla yapan bicimsel bir bagarim modeli 6neriyoruz. Ayrica, bagarim modelimizi
dinamik grup anahtar1 anlagma protokolleri kullanan giivenli dosya paylagim sistem-
lerinin Ol¢eklenebilirlik analizini de kapsayacak sekilde genisletiyoruz. Buna ek olarak,
modelimizin 6rnek bir dinamik grup anahtar1 anlagsma protokolii ve bir giivenli dosya
paylagim sistemi iizerinde uygulanabilirligini gosteren bir kullanim senaryosu sunuy-
oruz. Dahasi, grup iletigim sistemlerine kargi kullanilabilecek saldir1 modelleri tasarla-

yarak, hedef alinan sistemin bir siber saldir1 altinda nasil etkilendigini gosteriyoruz.
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1. INTRODUCTION

Group key agreement protocols (GKAPs) are instrumental to establish a secure
communication for a set of participants. In such protocols, the security of a communica-
tion is accomplished via using a common key computed by all cooperating participants
in the group. Therefore, a central authority is not required in GKAPs. Diffie-Hellman
Key Exchange Protocol [1] is the first key agreement protocol that operates for a group
of two participants. Then, the idea was extended to multiple participants by Ingemars-
son et al. in [2]. Following the multiple participant setup, two important group key
agreement, protocols with and without authentication were proposed by Burmester
and Desmedt in [3]. Authentication property is used for confirming the identities of
participants in group communications. Another significant security property is the
fault-tolerance property [4], which is used for detecting and removing the malicious
participant from the group key computation. Forward secrecy property [5] also plays
an important role for the security of group key agreement protocols. The property was
adopted by Tseng [6] for protecting against the compromise of former and subsequent

group keys of a protocol, if the long-term key of a participant is compromised.

Former GKAPs mostly operate on static groups [7, 8, 9], in which the set of
participants remains unchanged till the end of a communication session or the protocol
is re-executed from the beginning when the set of participants is altered. However,
recent trends in communication technologies require dynamic settings for the set of
participants due to the significant overhead of updating the group key. Accordingly,
group key agreement protocols have evolved to overcome such overhead by providing
dynamic group operations [10, 11, 12]. The most common dynamic group operations
are the join of new participants into the group and the leave of existing participants
from the group. Such join and leave operations are sometimes called as auxiliary
group key agreement operations. In contrast to static group key agreement protocols,
dynamic group key agreement protocols (DGKAPSs) support auxiliary operations by
selecting a small subset of participants as active participants. Active participants,

which are entities in the group, are responsible for updating the group key by re-



executing the protocol from the beginning after any join or leave has occurred. Since
the set of active participants is a smaller group than the original set, DGKAPs provide

better performance than static ones.

1.1. Motivation

Performance analysis of DGKAPs is a significant issue for evaluating the appli-
cability of a protocol in a real-life application. However, performance analysis of well-
known DGKAPs only consider numerical methods, simulation techniques and asymp-
totic analysis, and to the best of our knowledge, there is no formal performance model
for scalability analysis of DGKAPs. Therefore, it is not possible to measure effects of
auxiliary operations on the group communication. For instance, a set of malicious par-
ticipants may simultaneously send frequent join requests to a communication group,
as part of a Distributed Denial of Service (DDoS) attack. If there exist frequent join
requests to the group then, group members spend most of their time to update the
group key rather than communicating with each other. Consequently, such frequent
requests may violate the availability of the group communication. Provision of a formal
scalability analysis by employing queueing models is expected to help learning avail-
ability boundaries of the group communication, which is our main motivation for this
thesis. Learning availability boundaries of a DGKAP can help to detect DDoS attacks
and provide the ability to take counter measurements. In addition, by using formal
models, we aim to address the following issues: (i) the average waiting time of a joining
participant before joining the group, (ii) the effects of frequent participant arrivals on
the availability of group communication, (iii) the interdependence between the average

waiting time of a joining participant and the number of participants in the group.

1.2. Contributions

In this thesis, we propose the following contributions to solve the scalability issue

of DGKAPs:



e We propose a formal performance model on DGKAPs by using queueing models
to analyze the scalability of protocols. Our performance model can be used for
detecting the conditions where the system availability is violated.

e We illustrate the applicability of our model on key agreement protocol with partial
backward confidentiality (KAP-PBC) [11]. We conduct a theoretical analysis on
KAP-PBC and present the numerical performance results.

e We also design attack models that can be used against our performance model.
By using these attack models, we display how the targeted system is affected
during an attack.

e Moreover, we extend our performance model for secure file sharing systems that
utilize group key agreement protocols by modelling file download /upload and file
encryption/decryption operations.

e Furthermore, we design a healthcare scenario and present a demonstrative use
case of our model on Private File Sharing System (PFSS) [11]. We present nu-

merical performance results of the system based on the designed scenario.
1.3. Thesis Outline

The rest of the thesis is organized as follows:

In Chapter 2, we present a literature overview of group key agreement protocols,
secure file sharing systems and queueing theory. In addition, we provide a comparison
of performance analysis methods used in secure multi-party communication systems.

In Chapter 3, we explain the details of the proposed queueing-based performance
model. Moreover, we introduce possible attacking models on the proposed performance

model.

In Chapter 4, an application of the proposed model on Key Agreement Protocol
with Partial Backward Confidentiality (KAP-PBC) [19] is given.



In Chapter 5, we extend the proposed performance model for secure file sharing
systems and design a healthcare scenario as a demonstrative use case of our model. In

addition, we present an application of the model on Private File Sharing System [11].

Finally, in Chapter 6, we conclude the thesis and explain our future research

directions.



2. MATHEMATICAL BACKGROUND AND
LITERATURE OVERVIEW

In this chapter, we present a detailed overview for the thesis regarding the queue-
ing theory and multi-party group communication systems. First, we present the math-
ematical background for the queueing theory. Then, we review multi-party group com-
munication systems with respect to dynamic group key agreement protocols (DGKAPs)
and secure file sharing systems (SFSSs). Finally, we present a detailed comparison for

the performance analysis approaches of DGKAPs and SFSSs.

2.1. Mathematical Background and Definitions for Queueing Theory

Queueing theory is a way to mathematically predict the queue lengths and waiting
time in various application areas such as telecommunication, traffic engineering, indus-
trial engineering, etc. A queue can be defined as a line in which entities are waiting to

be processed [13] and it is formally represented by using the Kendall’s Notation:

Definition 2.1 Let queue Q) has A/B/C/D/E Kendall’s Notation. FEach Kendall’s

Notation symbol of Q) is explained as follows:

o A: The distribution of customer arrival time. There are three possible options:

(i) A=D: Arrival time of customers are pre-determined.

(ii)) A=M: Arrival time of customers is a Poisson distributed random variable.
In other words, inter-arrival time of customers is an exponentially dis-
tributed random variable.

(i1i)) A=G: Arrival time has a general distribution with a specific mean and vari-
ance.

e B: The distribution of customer service time. There are three possible options:

(i) B=D: Service time of customers are deterministic.

(11) B=M: Service time of customers is an exponentially distributed random vari-



able.
(i1i) B=G: Service time has a general distribution with a specific mean and vari-
ance.

o (: The number of servers which work simultaneously. It is assumed that one
server can only serve one customer at a time.

o D: The capacity of the queue. D represents how many customers can wait in the
queuve. If a customer arrives when the queue capacity is full, the customer will
leave without entering the queue. If D is omitted in the notation, it is assumed
that the queue capacity is infinite.

o F: The capacity of the customer population. E represents how many people at
most can arrive into the system. If E is omitted in the notation, it is assumed
that the customer population is infinite and there is no limit for the customer who

can arrive into the system.

In addition to the Kendall’s notation, a queue also has input parameters such
as the mean arrival rate and the mean servic rate. These input parameters affect the
results of analysis of the queueing model as defined in [13] and the formal definition is

as given in Definition 2.2:

Definition 2.2 Let Q) be a X/Y/Z queue. The list of input parameters of Q) are given

as follows:

o Mean Arrival Rate (X\): The mean arrival rate is a parameter which states how
many customers, on average, arrives into the system per unit time.

e Mean Service Rate (11): The mean service rate is a parameter which represents the
mean customer number that are served in unit time. In other words, on average
[ number of customers are served in a unit time.

e Mean Service Time (E[S]): The mean service time represents how much time on

average a customer spends in the server. The mean service time is the inverse of



the mean service rate and can be expressed as follows:

1
E[S] ==
1

o Server Utilization (p): The server utilization represents the fraction of time in

which a server is busy. The server utilization can be expressed as:

e Arrival Rate Variance (c2): The variance of the customer arrival distribution.

The arrival rate variance is zero if arrivals are deterministic:
X=D=o02=0

e Service Time Variance (02): The variance of the service time distribution. If

service durations are deterministic, service time variance is zero:

Y=D=o02=0

As the first study regarding queeuing theory, Erlang designed a model for number
of arrivals at the Copenhagen telephone exchange. He considered Poisson arrivals and
deterministic service time with a single server. The model in the study is M/D/1 queue
by Kendall’s notation. Later, Erlang extended his model for multiple servers as M /D /k

queue in [14].

Queueing Theory, after Erlang’s studies, attracted more attention by researchers.
Pollaczek considered a model where number of arrivals is Poisson distributed but the
service time is not deterministic. In his model, the service time has an arbitrary
distribution. This model is known as M/G/1 queue by Kendall’s notation. Pollaczek
proposed a formal model for the performance metrics of an M/G/1 queue by using

integral equations. Later, Khincine derived the same model by using probability theory.



Therefore, the formula for the performance metrics of an M/G/1 queue is called as

Pollaczek-Khincine formula and defined as follows:

p+ Aot 1
W == —+_
20=2A)  n
2 )\2 2
I — H—%+p
2(1-p)

where W is the mean customer waiting time and L is the mean number of customers.

Other parameters are as given in Definition 2.2.

The main performance metrics used in queueing theory are the average queue
length and the average waiting time. The list of widely used performance metrics are

given as follows:

Definition 2.3 Let Q be a X/Y/Z queue. The list of performance metrics of Q) are

given as follows:

o Mean Customer Waiting Time (W ): In the long run of a queueing simulation, the
mean customer waiting time represents how much time, on average, a customer
has to wait in the system before the customer is served. W includes both the time
spent in the queue and the time spent in the server.

o Mean Customer Waiting Time in Queue (W,): In the long run of a queueing
simulation, Wy represents how much time, on average, a customer has to wait in
the queue before the customer is served. The relation between W and W, can be

expressed as follows:

W =W, + E[S)]



e Mean Number of Customers (L): The mean number of customers represents how
many customers are expected to be in the system in the long run of a simulation. L
includes both the number of customers in the system and the number of customers
in the queue.

o Mean Number of Customers in Queue (L,): The mean number of customers in
queue represents how many customers are expected to be in the queue in the long

run of a stmulation. The relation between L and L, can be expressed as follows:

L = L,+ AE[S]

In many applications, M/M/1 queue model or M/G/1 queue model are used for
the sake of simplicity. However, these queue models require the assumption that ar-
rivals are Poisson distributed. Such assumption may not hold for complicated systems.
Therefore, a more general queueing model, G/G/1 was suggested [15] for such systems.
For performance metrics such as the average waiting time, an approximated solution

was provided by Kingman in [16].

In addition to the aforementioned studies, state-dependent queues were also pro-
posed and analyzed. State-dependent queues indicate that either arrival distribution
or service time distribution, or both, changes over time. Such change can be triggered
by parameters like the average queue length or the average waiting time. For instance,
Bekker et al. proposed two different models in which service time is affected by the
waiting time of the first customer in queue [17]. The first model has a single server
whereas the second model has a secondary server that acts a suplementary server.
Abouee-Mehrizi and Baron proposed an M/G/1 queueing model in which both arrival
rates and service times depend on the number of customers in the system [18]. Authors
denoted their model as M,, /G, /1 and provided steady-state equations for number of
customers in the system. However, authors specified that Little’s Law[19] cannot be
used in M,,/G,,/1 since both arrival rate and service rate are affected by future arrivals.

As a consequence, retrieving sojourn time distribution becomes a hard problem.
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Another study regarding state-dependent queueing models was conducted by
Banik in [20]. In the study, a queueing model denoted as GI/BMSP/1 was analyzed.
GI indicates that arrivals are generally distributed and independent from each other.
BMSP, abbreviation for Batch Markovian Service Process, represents a system where
services are completed in batches and Markovian. Banik proposed a GI/BMSP/1 queue
where inter-arrival times depend on the queue length and provide steady-state equa-
tions for the model. Laghaie et al. proposed a D/M/1 queue with deteriorating server
[21]. In other words, authors suggested a queueing model with deterministic arrivals
and exponential service times where the service time increases as more customers are
served. The model was built to represent a production line where the server is subject
to gradual deterioration. Both constant rate deterioration and stochastic deteriora-
tion were considered, in separate models. Moreover, authors suggested a maintenance

policy for minimizing deterioration in such systems.

2.2. Group Key Agreement Protocols

Early studies of group key agreement protocols focused on static groups. In [2],
Inglamersson et al. proposed a conference key distribution system where a common
key is generated for all participants in the group. Based on this system, Wu proposed
user anonymity property [22] for preventing identities of participants from each other.
Therefore, based on the anonymity definition given in [22], only the organizer of the
conference communication is able to know identities of the attended participants. Then,
Burmester and Desmedt proposed two group key agreement protocols, with and with-
out an authentication mechanism. In group key agreement protocols, authentication
property is used for confirming the identities of participants in group communications.
Tzeng adopted fault-tolerance property for group key agreement protocols in [4]. Fault-
tolerance property is used for detecting and removing the malicious participant from
the group key computation. Chang et al. worked on Tzeng’s protocol and improved
the performance of group key computation [23]. Wu et al. proposed an asymmetric
group key agreement protocol where one common key is used for encryption, but each
participant computes and uses a unique decryption key [24]. Tan et al. proposed an

asymmetric group key agreement protocol for mobile cloud environments in [25].
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The need for dynamic groups emerged as communication technologies evolved
and the number of participants in group communications increased. Dynamic group
key agreement protocols (DGKAPs) reduce the computational and communicational
overhead when the set of participants change. One of the well-known examples of
DGKAPs was presented by Tzeng in [4]. The protocol provides fault-tolerance property
which enables the detection and correction of malicious participant actions during
the group key computation. Chuang and Tseng proposed an efficient DGKAP in
[26]. The protocol has authentication property and was designed for low-power mobile
devices. Bresson et al. proposed a DGKAP for low-power mobile devices in [27].
Xu et al. proposed a DGKAP for vehicular ad hoc networks in [28]. Qikun et al.
proposed an asymmetric and dynamic group key agreement protocol for telemedicine

communication systems in [29].

There are two more significant security properties for group key agreement pro-
tocols, namely backward confidentiality and forward confidentiality[30]. In backward
confidentiality, participants who join the group cannot compute the former group keys.
In forward confidentiality, participants who leave the group cannot compute the sub-
sequent, group keys. Tseng proposed a group key agreement protocol which has both
backward confidentiality and forward confidentiality properties in [10]. Lee et al. re-
alized the security weakness in Tseng’s second protocol and proposed an attack model
along with a possible countermeasure in [31]. Protocols proposed by Cheng et al. [12]
and Ermis et al. [30] are another examples for DGKAPs and both protocols provide
fault-tolerance, backward confidentiality and forward confidentiality properties. More-
over, computational cost and transmission cost of these protocols are better than the

existing ones.

2.3. Secure File Sharing Systems

A secure file sharing system (SFSS) is s system that registered participants are
able to securely share their files with other registered participants. Registered partic-
ipants use a common group key to encrypt their files before uploading them to the

storage of SF'SS. Other registered participants can access the content of shared files
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by downloading them and decrypting them with the group key. Since shared files are
stored encrypted in a SFSS, unregistered participants cannot access the content of
these files. In Many SFSSs, cloud technology is utilized as storage service. Most well-
known examples of such services are Amazon S3[32], Microsoft OneDrive[33], Google

Drive[34], Apple iCloud|[35] and Dropbox|[36].

The first secure file sharing systems, namely Enclaves, were designed by Gong
in 1997 [37]. Enclaves run on top of TCP/IP layer and do not require super user
privileges. A group manager is responsible for controlling whether a file is modified
or not. MONA proposed by Liu et al. in [38] was designed for handling dynamic
group operations in an efficient manner. A group manager is responsible to register
new participants and trace the identity of a malicious participant if a suspicious action
is performed. There are other similar schemes, which require a fully trusted group
manager, such as systems proposed in [39] and [40]. Although having a fully trusted
group manager provides easier management, it also endangers the availability due to
the single-point-of-failure property of the system. Sharan and Shrikanth proposed a
scheme where key-aggregation is used [41]. In their scheme, file uploader uses a different
encryption key for each of the uplaoded file. When another user downloads a subset of
the uploaded files, decryption keys of the relevant files are aggregated and sent to the
downloading user in a secure manner. Xiong et al. proposed an end-to-end content
protection scheme called CloudSeal [42], which is specifically designed to secure data in
content delivery networks [43]. CloudSeal provides an efficient and secure data storage

in such networks.

Some researchers adopted overlay approach for SE'SS design. In overlay approach,
there is another layer between the Cloud storage and the local file systems of partici-
pants. Duarte et al. proposed a system namely Protbox, in which there is an overlay
infrastructure between cloud folders and the local replications of the corresponding
cloud folders [44]. The overlay folders are called Prot folders. Each Prot folder is asso-
ciated with a cloud folder. This association is referred as Protbox pair and has a unique
pair key. Tang et al. proposed a SFSS called FADE [45]. FADE has an intermediate

layer which provides policy-based access control and policy-based file deletion. Yamai



13

et al. proposed another overlay-based system for sharing files on different administra-
tive domains [46]. In their system, a proxy computer is used as the intermediate layer

between the clients and servers.

Yu et al. proposed a SFSS [47] which provides fine-grained access control and
data security properties by utilizing ciphertext-policy attribute-based encryption [48].
The files are stored in semi-trustable proxy servers. Such servers perform all the tasks
correctly but try to learn the content of the stored files. The system uses proxy re-
encryption [49] to reduce the computational overhead on the participants by delegating
the computationally heavy tasks to the proxy servers. However, the study does not

cover a performance analysis.

Wang et al. proposed a secure file sharing scheme named HABE that provides
fine-grained access control and participant removal with high performance[50]. HABE
combines the concept of hierarchical identity-based encryption [51] and ciphertext-
policy attribute-based encryption [52]. In HABE, proxy re-encryption and lazy revo-
cation [53] are used for improving performance of participant removal. However, for
the performance analysis, only the internal trusted party is considered. In addition, the
performance of the system under frequent participant joins or leaves is not analyzed.
The same authors proposed another scheme called TimePRE [54] which is an extension
of HABE. In TimePRE, the proxy re-encryption process is automated into pre-defined
time slots to improve the performance of user removals. The performance of TimePRE
is analyzed more extensively compared to HABE. Nevertheless, a formal model based

on the frequency of participant joins or leaves is not available.

Ermis et al. propose Private File Sharing System (PFSS) that provides partic-
ipant revocation mechanism and fine-grained access control [11]. PFSS utilizes Key
Agreement Protocol with Partial Backward Confidentialty (KAP-PBC) which pro-
vides backward confidentiality and forward confidentiality. In addition, a new security
property named partial backward confidentiality is introduced in the study. In partial
backward confidentiality, only a single joining participant can compute the last valid

group key just before joining the group. Other participants cannot compute any former
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group key. The performance of PFSS is measured by using asymptotic analysis and

simulation. However, a formal performance model is not designed for PFSS.

2.4. A Comparison of Performance Evaluation Methods used in Secure

Multi-Party Group Communication Systems

In this section, we present a comparison of performance evaluation methods used
in different secure multi-party group communication systems. First, we focus on the
performance evaluation methods presented in DGKAPs. Then, we compare secure file
sharing systems by using performance evaluation methods. While comparing DGKAPs

and secure file sharing systems, we use the following comparison criteria:

e Asymptotic Complexity: We consider asymptotic complexity analysis as a deriva-
tion of an upper bound regarding time complexity of a system by using O nota-
tion.

e Numerical Methods: We consider numerical methods as a subset of asymptotic
complexity analysis. Numerical analysis is performed when time complexity of
the system is estimated for a fixed number of participants but not derived asymp-
totically by using O notation.

e Simulation: Performance analysis is performed via simulation when the system
runs on a simulation environment for different ranges of parameters.

e Formal Performance Model: We consider networks of queues as formal perfor-
mance models. If the performance of a communication system is analyzed by

using a queueing model, we state that formal performance models are used.

Methods used for performance evaluation of well-known DGKAPs are as given
in Table 2.1. Comparisons show that numerical methods are the most widely used
approach to analyze the performance of protocols. Simulation is the second most
common method and asymptotic complexity analysis is less widely utilized. Only
three protocols [23, 30, 59] use both simulation and asymptotic complexity analysis
simultaneously. However, none of the example DGKAPs were analyzed by using formal

performance models. The study in [64] compares four different DGKAPs with respect
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Table 2.1. Performance evaluation methods used in well-known group key agreement

protocols

Numerical | Asymptotic | Simulation Formal
Methods | Complexity Perfor-
mance

Model

>

Abdel-Harfez et al.[55]
Augot et al.[56]
Change et al.[57]
Chang et al.[23]
Cheng et al.[12]

Chung[58]
KAP-PBC[30]
GKAP-MANET [59]

Gangwar et al. [60]

Huang et al.[9]
Li et al.[61]
Teng et al.[62]

Tzeng[8]

Tzeng[4]

Zhang et al.[63]
Zhao et al.[7]

AN N N N AN AN AN AN AN AN AN AN R A
XN X[ X[ X[ %[NNI % %[N % [ %%
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X | X [ X [ X | X | X [ X | X | X [ X | X | X |[X|X|Xx

to scalability of protocols, however; it does not provide a formal model.

DGKAPs are also utilized in secure file sharing systems as a file confidentiality
service by using the computed group key to encrypt and decrypt shared files. Meth-
ods used for performance analysis of some well-known SF'SSs are as given in Table 2.2.
According to the comparison, all SF'SSs use numerical methods for evaluating their per-
formance. HABE[50], which is a combination of hierarchical identity-based encryption

[51] and ciphertext-policy attribute-based encryption [52], uses proxy re-encryption
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Table 2.2. Performance evaluation methods used in well-known secure file sharing

systems
Numerical | Asymptotic | Simulation Formal
Methods | Complexity Performance

Model
System in [65] v v v X
PFSS[11] v 4 v X
System in [66] v v X X
mCP-ABE [67] v X X X
TimePRE[54] 4 4 4 X
Mona|38] v v v X
System in [39] v X v/ X
FADE[45] v X X X
HABE[50] 4 v X X
System in [47] v X X X
System in [40] v X v/ X

[49] and lazy revocation [53] to improve performance of participant removal operation.
However, the study does not provide simulation results or formal performance models.

None of the example SFSSs presented in Table 2.2 use formal performance models.
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3. ANALYTICAL MODELS FOR THE SCALABILITY
ANALYSIS OF DYNAMIC GROUP KEY AGREEMENT
PROTOCOLS

In this chapter, we introduce a formal performance model for the scalability ana-
lyis of dynamic group key agreement protocols (DGKAPSs) by using queueing models.
We provide details about our approach and explain how we model operations, namely
single join, mass join and leave. We also propose possible scenarios where our perfor-
mance model can be used to analyze the scalability of a DGKAP. Moreover, we design

attack models that can be used by malicious participants in our designed scenarios.

Scalability of Dynamic Group Key Agreement Protocols

Joining Participants Leaving
Participants in the Group Participants
Expected Number
of Joining

Participants Expected Number
() of Participants
Join Residence Leave
Model Model Model
Expected
Number of
Participants

Figure 3.1. An Overall View of the Proposed Performance Model for Dynamic Group

Key Agreement Protocols

An overall view of the proposed performance model is as shown in Figure 3.1.
First, we model the number of participants in the group by using the residence model.
Then, we propose analytical models for single and mass join operations by using the
expected number of participants in the group. Finally, we propose a model for the leave
operation with respect to the expected number of participants and the set of leaving
participants. Consequently, we are able to obtain analytical results for the average
waiting time and the average number of waiting participants for single join, mass join

and leave operations of DGKAPs.



18

3.1. Residence Model

The group size significantly affects the time required to perform the group key
computation. We consider the group size as a parameter which is represented with an
infinite server queueing model, namely Residence Model. Parameters used in Residence
Model is as given in Table 3.1.

Table 3.1. Definition of the Parameters used in the Residence Model

Parameter Explanation
A The mean arrival rate of new participants
1 The mean group residence rate
k The number of existing participants in the group
b The probability that there are k existing participants in the group
Sp The number of busy servers in Residence Model

In Residence Model, the service time is considered as the residence time of a
participant in the group until participants leave the group. Each participant in the
group is served by a different server. Hence, the number of busy servers at time ¢,

equals to the number of participants in the group at time t:

sp(t) = k(t) (3.1)

where s, represents the number of busy servers and k represents the number of partic-

ipants in the group.

We assume that inter-arrival time in the residence time model is exponentially
distributed and the residence time of participants is arbitrarily distributed. Therefore,
we use an M/G /oo queue. We derive the performance metrics of an M/G /oo queue

as shown in [68]:

A

P =2pR (3.2)
L
A

P.= P, (3.3)
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where k is the number of participants in the group, A is the arrival rate, p is the service
rate and Py is the steady-state probability. By combining Equation 3.2 and 3.3, we

obtain

Py = (2>k %PO (34)

Since Y2, P = 1, we also derive P, in terms of A and p by using Taylor’s Expansion:

2 3
A A
B 1—1—&—%&—%@4—... =1 (3.5)
1 2! 3!
FPoer =1 (3.6)
By = e_% (37)

By substituting Py in Equation 3.7 into Equation 3.4, we derive the closed-form ex-

pression for P, as

(3.8)

We observe that Equation 3.8 is the probability mass function of the Poisson
distribution with mean A/u. Therefore, the group size parameter is considered as a

Poisson-distributed random variable.

3.2. Join Model

In Join Model, we analyze the scalability of single join and mass join operations.
First, we focus on single join operation where a participant joins the group at a time.
Then, we focus on mass join operation where multiple participants join the group

simultaneously. Parameters used in Join Model are as given in Table 3.2.
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Table 3.2. Definition of the Parameters used in the Join Model

Parameter Explanation
A The mean arrival rate of new participants
Hijoin The mean joining participant rate
14 The mean group residence rate
Sj’?om The service time for a new participant to join the group when

there are k participants in the group

The average waiting time of a new participant before joining

L The average number of participants waiting for join operation at

an arbitrary time

k The number of existing participants in the group

= The probability that there are k existing participants in the group

3.2.1. Single Join Operation

We model the single join operation by using an M/M/1 queue. When a partici-
pant requests to join the group, the request is considered as an arrival event into the
queue. The completion of a single join operation is considered as a departure event
from the queue. We assume that the inter-arrival time for a single join operation is
exponentially distributed. We also assume that the service time is exponentially dis-
tributed for simplicity. Therefore, for the single join operation, we use a queue which

has a single server, exponential inter-arrival time and exponential service time.

The overview of the model used for the join operation is as shown in Figure 3.2.
The left component of the figure represents the queueing model for the arriving join
requests. When new participants arrive, they wait in the queue until they join the
group by using the join operation. Then, they arrive at the second queueing model on
the right, which represents the queueing model for the group sizes. This is an infinite
server model in which participants do not wait in the queue. When a participant
decides to leave the group, the service is considered completed and the participant

leaves. The service time represents how much time a participant stays in the group. In
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Figure 3.2. The model for the single join operation

this model, the number of busy servers corresponds to the number of participants in
the group. We can obtain information about the group size distribution by using this

model.

H/V N
\ _/ﬂ‘“ _,, )\ _/ﬁ“‘ _/F“““- -
H1 2 ﬁla
Figure 3.3. Markov Chain for an M/M/1 Queue with State-Dependent Service Time

Distribution

In Join Model, we use an M/M/1 queue with state-dependent mean service
time[13] where the service time is determined by the number of participants in the
group. An M/M/1 queue with state-dependent service time distribution can be repre-

sented by the Markov Chain shown in Figure 3.3. A denotes the arrival rate and 1;0i,
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denotes the service rate.

In Equation 3.8, we have deduced that the group size, denoted as k, is Poisson-

distributed with rate ﬁ Thus, the expected value of k equals to

Il = | Poisson ()| -

W= —— (3.10)

L=—"— (3.11)

Using the result in Equation 3.9, we approximate the performance metrics by
fixing the group size to A/u. As a result, the system becomes a regular M/M/1 queue

with constant mean service time. Then, we define the approximated mean service time

as follows:
A

E {Sﬁm} i €Z

1

E[S" ] = 2 2

Sl = plslil] e [si]

—¢Z
2 1 £

Using the value of E[S77 | in performance metric equations yields the final results:

W= —1 (3.12)
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L=—32 (3.13)

3.2.2. Mass Join

Mass join operation allows multiple participants to simultaneously join the group
such as protocols in [30, 11]. During the modeling of the mass join operation, we
use batch queues [70]. We assume that both inter-arrival time and service time of the
mass join operation is exponentially distributed. We also assume that new participants
arrive one by one but join in bulks. Therefore, we use a single server queue with batch

service to represent the mass join operation.

A A A A

Figure 3.4. Markov Chain for the Mass Join Operation

The batch size of the join service, Y, is not constant since it depends on the
number of participants waiting in the queue to join the group. In general, Y in bulk
service queues is either fixed or considered as a random variable which is smaller than
the queue size [71]. However, we assume that the system always allows all participants
in the queue to join the group. Therefore, Y is equal to the number of participants

waiting in the queue.

Figure 3.4 shows the Markov chain for calculating the steady-state probabilities
in the mass join operation. Since the batch size is considered the same as the queue
size, each state goes back to the empty state after a departure event. In the mass
join operation, the number of joining participants may affect the service time of the

operation. Each state has its own service time denoted as py, ps... We derive the
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balance equations from the Markov chain as
Pk>\ = Pk+1(>\ + ,uk+1) (314)

which equals to

. (A—) R 615
[T (A + )
(3.16)

By substituting Equation 3.15 into Y-, P, = 1, we obtain

Py + Poi (WA—’C) =1 (3.17)

i=1 (A + )
(3.18)

When we leave Py on a side of the equation, we obtain the closed-form expression of

By as

1+Z( T Aﬂ%))] (3.19)

The closed-form of Py given in Equation 3.19 can be applied to any dynamic
group key agreement protocol that supports the mass join operation. In some dynamic
group key agreement protocols, the number of joining participants in the mass join
operation has a negligible effect on the group key update time. For such protocols, the

following condition holds:

=u fori € {1,2,...} (3.20)

where p; represents the service rate of mass join operation with ¢ joining participants.
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For analytical simplicity, we perform the rest of derivations based on the assump-

tion that Equation 3.20 holds. Then, Py is expressed as

P, = (ﬁ) Py (3.21)

Thus, Equation 3.19 is simplified as

Py = Ai—ﬂ (3.22)
Hence, P, can be generalized as
7y

We express the average number of batch join size, Y, as

=> kP (3.24)
k=0

which is further derived as

Z S (3.25)
k=

0

ILL o0
k—— 3.26
/\+ukz% >\+u (3.26)

For any real number 0 < x < 1, the following condition holds [72]:

x4+ 202+ 33+ ... =

o (3.27)
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Since A/(A + p) < 1, we use the Equation 3.27 to simplify Equation 3.26 as

A
A At
EY| = a 3.28
A2+ A
ElY] = :2 H (3.29)

The average number of joining participants, E[Y], can also be represented by the
average number of participants waiting in the queue, L,, because the system joins all

the waiting participants at once. By using L = L, + E[S], we express L as follows:

A2 4 1
L=t 2 (3.30)
7 7
A2+ 2\

Finally, by applying Little’s Law, the average waiting time for the mass join

operation is derived as

(3.32)

(3.33)

Note that results we obtain in Equation 3.31 and Equation 3.33 are only valid
for a subset of protocols where the number of joining participant has a negligible effect
on the group key update time. Generalized results can be obtained by combining
the closed-from expression of Py in Equation 3.19 with the balance equation given in

Equation 3.14.
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3.3. Leave Model

In group key agreement protocols, participants should not be able to take part
in the group communication after they leave the group. The group key needs to be
updated for preventing the leaving participants to access the encrypted communication.
Therefore, many DGKAPs provide a leave operation to update the group key after a
participant leave occurs. We now propose Leave Model for the scalability analysis of
a leave operation by adding a third system as an output to Residence Model. When
a participant requests to leave the group, they are removed from Residence Model
and added into Leave Model where they wait until the group key update process is
completed. When the group key is updated, the leaving participant is removed from
the leave model.

Table 3.3. Definition of the Parameters used in the Leave Model

Parameter Explanation
Sres The residence time of participants
Sleave The service time of the leave operation
Sagg The aggregation of residence time and the service time of

the leave operation

= 1/E[Syes] The mean residence rate
tieave = 1/ E[Sieave] The mean service rate for the leave operation
Pagg = 1/ E[Sagl The mean aggregated service rate

In many group key agreement protocols, multiple participants can leave the group
simultaneously, without waiting in a queue. The participants do not depend on a single
server to leave the group. Instead, each participant depends on a neighbor participant
to perform the necessary operations. The likelihood of neighbor participants leaving
at the same time is low enough to ignore. Therefore, we assume that participants can
always rely on a neighbor participant to perform the leave operation. By using this

assumption, we model a leave operation with parallel servers as shown in Figure 3.5.
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Figure 3.5. Overview of Performance Model with Leave Operation

We aggregate group residence servers and leave servers as a single server with the

following service time expression:

E[Sagg] = E[Sres] + E[Sleave] (334)

which implies

1 1

1
=+ (3.35)
Hagg M Hleave
H-Hleave
llggy = —Fleave 3.36
99 H + Hieave ( )

where 1 is service rate for residence and fieq.e is the service rate for a leave operation.
By using this approach, we remove the leave queue and extend the scope of Resi-

dence Model to include a leave operation. Accordingly, the steady-state probability
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distributions of Residence Model need to be modified. Equation 3.8 is modified to

o
w k!

(3.37)

where fi,44 is defined in Equation 3.36. Moreover, we can extend the expected service

time of join operation as follows:

join join

sl + 5 [skze]

e
E[Sjoin] = (3.38)

2
Updated E[S;ein] is used for the derivation of performance metrics in Equation 3.12

and 3.13.
3.4. Possible Scenarios for Analytical Models

Our analytical models are designed to measure the scalability of secure multi-
party group communication systems. We focus on systems where the communication
is encrypted by a common key and the set of participants is is dynamic. We propose

the following scenario:

Scenario 3.1 A private video conference is held by a group of participants. However,
each of these participants attends at different time. Once they enter the conference,
they want to stay for a while. Eventually, they lose their interest and decide to leave.
The conference data is encrypted with a common shared key which is updated each
time a participant enters or leaves the conference. Therefore, we make the following

assumptions:

(i) Updating group key operation causes a small delay for participants.
(ii) The time interval between start and end of the conference is much larger than the
time interval a participant spends in the conference.

(111) The arrival time of participants is not deterministic.
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(iv) All of the registered participants are able to attend the conference.

Our assumption of unknown participant arrival time in Scenario 3.1 allows us
to model the arrivals of the join operation as a Poisson process. With Assumption
(iv), we can use infinite number of servers to model the number of participants in the
conference. Therefore, our performance models are suitable for Scenario 3.1. Another

possible scenario is given as follows:

Scenario 3.2 Doctors in a hospital establishes a secure multi-party communication
channel in order to share confidential data regarding their patients. Doctors communi-
cate with each other via a shared session key which is updated each time a participant
joins or leaves the communication. After doctors share information about their pa-
tients, they stay in the communication for a while to learn the information provided
by other doctors. Then, doctors leave the communication. Therefore, we make the

following assumptions:

(i) Doctors cannot share information during group key operations.
(i) The number of participants in the communication channel is always greater than
two.
(i1i) The arrival time of doctors is not deterministic.
(iv) There is no limit for the number of participants in the channel.
(v) Information sharing process takes much more time than updating the group key

due to shared medical images such as brain scans.

Using Assumption (iii) and Assumption (iv), we can model the join operation as
an M/M/1 queue and number of doctors in the channel as a M/G/oo queue, respec-

tively. Therefore, Scenario 3.2 can utilize our performance models.
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3.5. Attack Models

Scenario 3.1 and Scenario 3.2 presented in Section 3.4 are vulnerable to specific
attacks. For instance, in Scenario 3.1, a DDoS attack for the join operation will cause
a significant lag for the streamed video. In Scenario 3.2, a similar attack will prevent

data sharing among doctors. There are other possible attacks for these scenarios.

We consider three different attack models regarding our performance model.
These attack models are called Join Flood Attack Model, Immediate Leaving Attack
Model and Disconnector Attack Model.

Let t be the randomly generated inter-arrival
time for the join operation:

(a) The probability that t < t' is higher in a
system under attack compared to a system with
no attack
(b) The probability that t > t’ is higher in a System State
system with no attack compared to a system = 1 Aftack
under attack No Attack
This shift in the mean inter-arrival time is
; caused by the flooding join requests of
\it malicious ici
participants
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Figure 3.6. An illustration for the change in the inter-arrival time distribution due to

the Join Flood Attack Model

The first attack model we propose is the Join Flood Attack Model. In this model,
malicious participants are allowed to send join requests to a communication group.
However, such participants cannot actually join the group. For instance, malicious
participants may request to join the groups in Scenario 3.1 and Scenario 3.2. The
frequent join requests may decrease the mean inter-arrival time and cause a shift in the
inter-arrival time distribution of the join operation. Figure 3.6 shows an illustration for

the change in the inter-arrival time distribution due to the Join Flood Attack Model.
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When the frequency of join requests increases, the communication system spends
most of the time with group key update operations. As a result, honest participants
are not able to communicate with each other. For instance, doctors in Scenario 3.2
cannot share their intelligence when the system is always busy with updating the group

key.

As another attacking model, we assume that malicious participants has the ability
to join into the communication group, and they leave immediately after they have
joined. We name this model as the Immediate Leaving Attack Model. The aim of
attackers in Immediate Leaving Attack Model is to keep the server busy with group

key update operations. Therefore, this model is considered an extended version of Join

Flood Attack Model.

Mean Residence Time of
malicious participants

Mean Residence Time of
honest participants

System State
= ' Aftack
Nao Attack
.

M arginal Probability

Group Residence Time

Figure 3.7. An illustration for the change in the residence time distribution due to

the Immediate Leaving Attack Model

In the Immediate Leaving Attack Model, various system parameters are affected.
First, A increases with join requests of malicious participants. Also, the average waiting
time and communication time among participants increases significantly. In addition,
1 increases with the frequency of participant departure. Since the expected residence

time of the participants decreases, the number of participants in the system frequently
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changes. Such frequent change in the number of participants creates instability and
causes the joining queue to fill faster than expected. Figure 3.7 shows an illustration
for the change in the residence time distribution due to the Immediate Leaving Attack

Model.

The last attack model we design is called the Disconnector Attack Model. The
malicious participants cannot join the communication group however; they have the
capability of disconnecting honest participants from the system. When honest par-
ticipants are disconnected unwillingly, they will want to join into the communication
again. Therefore, such an attack type increases the rate of join requests. Moreover,

the disconnection of participants cause the residence time to drop.
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Figure 3.8. An illustration for the change in the residence time distribution due to

the Disconnector Attack Model

In the Disconnector Attack Model, A is increased due to the re-connection requests
of honest participants. The number of participants change fast in this type of attacks,
thus p increases. Results are slightly different when compared to Immediate Leaving
Attack Model. Figure 3.8 shows an illustration for the change in the residence time

distribution due to the Disconnector Attack Model.
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We now give a brief summary regarding the effects of the proposed attack models
on the participant arrival rate and the residence time. The Join Flood Attack Model
may affect the participant arrival rate due to the frequent join requests of malicious
participants. Since malicious participants do not join the group, residence time is not
affected. The Immediate Leaving Attack Model may affect both the participant arrival
rate and the residence time. The participant arrival rate increases due to join requests of
malicious participants. In addition, immediate leave of malicious participants decrease
the residence time. The Disconnector Attack Model may affect both the participant
arrival rate and the residence time. The participant arrival rate is increased due to
the re-connection requests of honest participants. Moreover, the residence time is
decreased due to the disconnecting honest participants. In overall, all three attack
models represent possible attacks that endanger the availability of the communications
in the proposed scenarios. The attack models may disrupt the communications by
affecting the system parameters. A formal performance model can be used to measure
the availability boundaries of a system and provide counter measures to such attack

models.
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4. ANALYSIS OF PROPOSED ANALYTICAL MODELS
ON AN EXAMPLE GROUP KEY AGREEMENT
PROTOCOL

In this chapter, we present a use case of our performance model on Key Agree-
ment Protocol with Partial Backward Confidentiality (KAP-PBC)[11]. We analyze the
performance of join, mass join and join-PBC operations in KAP-PBC. For operations

in KAP-PBC, four main functions are used:

o send-public-key: each participant computes the temporary public key and broad-
casts it.

e send-secret-key: each participant computes the secret session key and broadcasts
it.

o verify-public-key: each participant verifies the temporary public keys of other
participants.

e verify-secret-key: each participant verifies the the shared secret keys of other

participants.

Table 4.1. KAP-PBC functions and their notations

Function Parameter Symbol
Temporary Public Key Computation Lpke
Temporary Public Key Verification Lpko
Temporary Public Key Broadcast tpkb
Session Key Computation toke
Session Key Verification tokow
Session Key Broadcast tokb
Group Key Computation Loke

Let P ={Py, P,,..., P,} bethe set of participants in the group and P, 11, ..., Prim
be the joining participants. Then, the following functions are executed while adding

new participants into the group:
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e Participants P,, P11, ..., P,1m execute send-public-key function.
e Participants P, 1, P,, P11, ..., Pyim execute send-secret-key function.
e All participants, Py, ..., P, .., execute verify-public-key and verify-secret-key func-

tions.

4.1. Analysis of the Single Join Operation

The expression of service time in terms of the notation given in Table 4.1 can be

expressed as:

E[S™™] =tpo(m + 1) + tego(m + 2) + toge + tspp(n +m — 1) + tppet

tpkb(n +m — 1) + tgkc (41)

Since m = 1 in a single join operation, the expression is simplified as

E[Sn] = 2tpkv + sk + tske + Ntsrp + tpk:c + Tltpkb + tgkc (42)

Performance metrics of the join operation are derived in Equation 3.12 and 3.13

as follows:

1
W=— — (4.3)
E[Sjoin}
A
L=— (4.4)
A
E[Sjoin]

where the average service time of a single join operation, E [Sjyy], is derived as The
expected service time of a single join operation with n existing participants is equal to

the following equation:

E[Sn] — 2tpkv + 3tsiy + tske + Ntskp + Zfplcc + mfpkb —+ tgkc (45)
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The expected service time of a single join operation is expressed as

st + sl

join join

E[Sjom] = : [

5 (4.6)

where ) is the arrival rate of joining participants and g is the service rate of Residence
Model. We combine these two equations to obtain a closed-form expression of the

average service time for the join operation as follows:

A py + Ot sy + 2l + m tokb + 2tpre + m tpky + 2t gre + m top + m tokb

E S'oin -
[ J ] 2
(4.7)
A A
wl H
E[Sjoin] = Qtpkv + 3tsk’v + tskc + tpkc + tgk:c + (tskb + tpkb)T (48)
A
E[Sjoin] = 2tpkv + 3tsk’v + tskc + tpkc + tgk:c + (tskb + tpkb) ( \‘/_L + 05) (49)

We combine Equation 4.3 and 4.1 to derive the average waiting time of a single

join operation as

2tpkv + 3tskv + ts/cc + tpkc + tgkc + (tskb + tpkb) ({ﬁJ + 05)

W= (4.10)

1 Ak + Bl + Loke + Lyt + Lgre + (b + ) (| 2] +0.5)

Then, by using Little’s Law, the average number of participants waiting to join

the group is given by

A <2tpkv + 3tskv + tske + tpkc + tgkc + (tskb + tpkb) <L J + O5>>

A
I
1= ACyko + Bl + boke + byke & Lot + (b + o) (| 2] +0.5)

L:
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4.2. Analysis of the Mass Join Operation

In the mass join operation, the service time depends on both the number of
existing participants and the number of joining participants. Therefore, the expression

for the mean service time is expressed as

E[S] =tpro(E[m] + 1) + ta(E[m] + 2) + taet (4.12)

tan(E[n] + Elm] — 1) + tyee + tpw(E[n] + E[m] — 1) + tyr

The expected number of existing participants, E[n], is equal to A\/u. In the
mass join operation, the expected number of joining participants, E[m], is equal to
the number of participants waiting in the queue, denoted as L,. Thus, the following

equation holds:

E[S] =tpro(Em] 4+ 1) + tep (E[m] + 2) + tope+
tskb(E[n] -+ E[m] — 1) -+ tpkc -+ tpkb(E[n] -+ E[m] — 1) -+ tgkc (413)

E[S] :tpkv(Lq + 1) _l_ tSkU(Lq + 2) + tsk:c+
A A
toib (; + L, — 1) + tpke + tokb (; + L, — 1) + tgke (4.14)
A
E[S] :;(tskb + tpkn) + Lg(tprw + tokp + torp + tskw)+

tpkv + 2tsk:v + tskc + tpkc + tgkc - tskb - tpkb (415)
For simplicity, we introduce a new variable 7; which is given by

= tpkv + 2tskv + tske + tpk:c + tgkc — tskp — Zfpkb (416)
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Then, Equation 4.15 is simplified as
A
E[S] = ﬁ(tSkb + tpkb) + Lq(tpkv + tpk:b + tskb + tskv) + T1 (417)
where 71 is given by

= tpkv + 2tskv + tske + tpkc + tgk:c — tokp — tpkb (418)
By the definition of mass join operation, a participant only waits in the queue
until the current mass join operation is completed. If a participant arrives when the
mass join operation is started, the time spent in the queue will be equal to the service
time of the queue. On the other hand, if a participant arrives, at time 7, time after

a mass join operation is started, the waiting time in the queue will be less than the

service time. Therefore, the following inequality holds for all conditions:
W, < E[S] (4.19)

By combining inequality in Equation 4.19 and the expression in Equation 4.17, we

derive an upper bound for W, as follows:

A
Wq S ;(tskb + Zfpkb) + Lq<tpkv + tpkb + tskb + tskv) + 7 (420)
A
W, < ;(tskb + tpry) + AW (tpro + tpry + tsip + tsko) + 71 (4.21)
A
Wq<1 — )\(tp]m, + tpkb + tskb + ts]m,» S ;(tskb + tpkb) + 1 (422)
A tpp + tprs) + 71
W, < " P (4.23)
11— )\(tpkv + tpkb + Zfskzb + tskv)
Mty + 1
W, < (kb + tpks) + pT1 (4.24)

= Mi(tpko F ok + torb + tsko)

where A is the participant arrival rate for the mass join operation and p is the service

rate of Residence Model. By using Little’s Law, an upper bound for the number of
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participants in the queue is derived as

I < A2 (tskb + tpkb) + A\um
T = Mty + tors + tskp + Lsko)

(4.25)

4.3. Analysis of the join-PBC Operation

KAP-PBC supports both join and mass join operations for allowing new partici-
pants to join the group. Moreover, KAP-PBC also provides a third and novel approach
for joining new participants, namely join-PBC. In join-PBC, a chosen joining partici-
pant computes the group key just before the join operation. This process is considered
as a single join operation. Then, joining participants are added into the group with
a mass join operation and then a new key is computed. Therefore, we consider the
join-PBC operation as a pipeline process of a single join and a mass join operation as

shown in Fig 4.1.

U.-‘f+ﬁ
Unz Gio Single join Massjoin Grou

[ ] Oup operation operation OUp

° with with

N UN+1 UN+1$ UN+2a-“ N+M

® participants participants

. ) Un+m
N+M

Figure 4.1. An overview of join-PBC operation in KAP-PBC

join-PBC operation is useful when KAP-PBC is integrated into a secure file shar-
ing system that stores files in a confidential manner. The chosen participant downloads
and decrypts the stored files with the previous key just before joining the group. Then,
the same participant encrypts these files with the new key and uploads them back into

the storage system.

The analysis of the join-PBC operation can be accomplished by using the analysis

of the mass join and the single join operations. The mean service time is expressed as



A
E[S] :E(tSkb + tpkb) + Lo (Epkw + prp + Lorp + torw)+

tokw T 2tsko + tske + tpke + togke — tskb — Loy + E[Sjoin]

Then, it is derived as

A
E[S] :E(tskb + tpkb) + Lg(tprw + tokp + tokp + tskw)+

tpkv + 2tskv + tskc + tpkc + tgkc - tskb - tpkb+

A A
2tpkv + 3tskv + tskc + ;tskb + tpkc + ;tpkb + tgkc
A
E[S] :2;(758% + tpkb> + Lq<tpkv + tpkb + tskp + tskv) + 71+

2tpkv + 3tskv + tskc + tpkc + tgkc
For a simpler notation, we introduce a variable 7 which is given by
Ty = 2tpl<:'u + 3tsk:v + Lske + tpkc + tgkc

Then, Equation 4.29 is simplified as

A
E[S] :zp(tskb + to) + Ly (tpro + toks + tskp + tsko) + T1 + To
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(4.26)

(4.27)

(4.28)

(4.29)

(4.30)

(4.31)

By substituting the expression in Equation 4.31 into Equation 4.19, we derive an upper

bound for W, in the join-PBC operation
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2\
Wq S 7@5]@1, + tpkb) + Lq(tpkv + tpkb + tskb + tskv) + T + T2 (432)
A
Wq S zﬁ(tskb + tpkb) + )\Wq (tpkv + tpkb + tskb + tskv) + 71+ T2 (433)
A
Wo(1 — AMtpko + tprp + torp + tskw)) < 2;(%1@1) +tpky) + T+ T (4.34)
QA(tskb + 1 kb) + 7+ T
W, < —= G (4.35)
1— )\(tpkv + tpkb + tskb + tskv)
2 (ts t
W, < (tokb + tprs) + p(11 + 72) (4.36)

T = Ntk + ok + st + Lskw)

Then, by applying Little’s Law, an upper bound for L, in the join-PBC operation is

derived as

L < 202 (tskp + tpks) + (1 + 72)

< 4.37
= A(tprw + tprs + tokp + Loko) (437

4.4. Analysis of the Leave Operation

In this section, we perform an analysis of the leave operation in KAP-PBC. We
extend the definition of the residence time such that the residence time covers the leave

time of a participant. Then, the expected value of the extended residence time is given

by
E[Sagg]l = E[Sres] + E[Sicave] (4.38)

as expressed in Equation 3.36, E[S,.s] depends on the application type and environ-
ment. Therefore, we assume that the value of E[S,.| is constant for the analysis.
E[Sieave] depends on the number of existing participants and computational power of

these participants. We focus on E[Sjeqpe| for the rest of the analysis.

When there are n existing participants in the group, P, ..., P,, the functions

executed by participants during the leave of P; are as follows:



e Participant P,_; executes send-public-key function.

e Participants P,_; and P,_5 execute send-secret-key functions.
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e All participants except P; executes verify-public-key and verify-secret-key func-

tions.

Computations are performed individually by each participant. We consider the

participant with the most time consuming operations as the service time of a leave

operation. Participant P;_; needs to perform more computations based on function

executions.
E[Sleafue] = tpkv + tskv + tpkc + tskc + tpkb (’I’L - 2) + tskb(n - 2) + tgkc
Since E[n] = Ma—’\gg, from Equation 3.9, we express E|[Sicave] as

A A
— 2) + tskb ( - 2) + tgkc
Hagg Hagg

The expressions E[Sieqe] and pqq, are related by the following equations:

E[Sleave] = tpkv + tsk'v + tpkc + tskc + tpkb (

E[Sagg] == E[Sres] + E[Sleave]

1 1 1
=+
Hagg H Hieave
1
Hagg = 7 I
; + Hileave
_ H-Hieave
Hagg =

M + Hieave

(4.39)

(4.40)

(4.41)

(4.42)
(4.43)

(4.44)



We substitute the value of p,4, into Equation 4.40 to obtain

A A
E[Sleave] = tpk:v + tskv + tpk:c + tskc + tpkb (m - 2) + tsk:b (m

ptHtieave HtLieave

E[Sleave] = tpkv + lsko + tpkc + lsket

)\ _'_ eave )\ + eave
+ Lpkb (M - 2) + tokb (M - 2) + lgke
H-Hleave - Hieave

- tpkv + lsko + tpkc + lsket
Hieave

A A+
I tpkb < (,U, + ,uleave) . 2) T ta ( (M ,U/leafue) . 2) + tgkc
H-Hieave H-Hieave

I = tpkv + lsko + tpkc + tske — 2tpkb - 2tskb + Zfgkc
leave

A (,u + /Lleave) tpkb + A (M + ,ulecwe) tskb
M- Hleave H-Lleave

+

For simplicity, we denote the summation of constant terms as

T3 = tpkv + tsko + tpkc + Lske — 2tpkb - 2tskb + tgkc

Then, Equation 4.48 is simplified as follows:

1 A (,u + Mleave) tpkb A (/’L + ,Uleave) Uskb

- + + T 3
Hieave H-Hleave H-Hleave
1-— T3.Uieave _ A (;u + ﬂleave) tpkb + A (/L + ,uleafue) tskb
Hieave M- Hieave M- Hieave
A + Micave t A + Uiecave ts
| — Tftiense = (p u/i Jipks | A u; ) Lskb

M — WU.T3.lleqve = A'M'@pkb + tskb) + A‘Mleave (tpkb + tsk:b)

(L = Ntprp + tsin)) = Lieave- (T3 + tprp + tsip)

,u.(l — )\(tpk:b + tskb))
[V + tpkb + tskb

leave —
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— 2) + tgke

(4.45)

(4.46)
(4.47)

(4.48)
(4.49)

(4.50)
(4.51)
(4.52)

(4.53)
(4.54)

(4.55)
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Similarly, E[Sjeqve| is calculated as 1/pteqve, which reduces to

173 + Tpgp + Lok
LL.(l — /\<tpkb + tskb))

E[Slecwe] - (456)

4.5. Numerical Results for the Example KAP-PBC Use Case Scenario

In this section, we obtain the numerical results by using our derived expressions
with the execution time we measured for KAP-PBC functions. Results are obtained via
simulations which are carried out in a computer with a 1.8 GHz Intel Core i5 processor

and 4GB RAM. Execution times of KAP-PBC operations are reported in Table 4.2.

Table 4.2. KAP-PBC functions and their execution times on a computer with 1.8
GHz Intel Core i5 processor, for AES-256 (CBC mode) as the cipher

Function Execution Time (msec) | Parameter Symbol
Temporary Public Key 536 pke
Computation
Temporary Public Key 6 Lpkv
Verification
Temporary Public Key 1 Lpkb
Broadcast
Session Key Computation 12 tske
Session Key Verification 20 Uskv
Session Key Broadcast 2 Uskb
Group Key Computation 10 tgke

For the join operation, derived performance metrics are expressed in Equation
4.10 and 4.11. We substitute values in Table 4.2 into these equations and derive

numerical results as follows:
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256+3%20+12+ 536+ 10+ (2+1) (| 2] +05)

I I I I I I I I I
2 5 10 20 50 100 200 500 1000

W (4.57)
L= A2#6+3%20 4124536 +10+ (2+1) (|2] +0.5)
631.5 + 3m
W (4.58)
1— ) <631.5 + 3{3”
A(24643%204+ 124536+ 10+ (2+1) (| 2] +05))
L (4.59)
T=A2#6+3+20+12+536+10+ (2+1) (|2] +0.5)
631.5) + 3\ m
; (4.60)
1—A (631.5 + 3m>
2
£
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Figure 4.2. Graph of Average Waiting Time in KAP-PBC against Participant Arrival

Rate for different Mean Residence Time
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The average waiting time in the join operation with respect to the participant
arrival rate is shown in Figure 4.2. The figure displays three curves with different
mean residence times: i) 1 minute, ii) 10 minutes and iii) 50 minutes. During the
numerical analysis, we assume that KAP-PBC is used to provide security in an instant
messaging application where participants are able to join a group in a few seconds.
Therefore, we assign 1000 milliseconds and 5000 milliseconds as threshold values for
the average waiting time. Then, for each threshold value, we try to find the maximum
participant arrival rate that does not violate the threshold. For the threshold of 1000
milliseconds, the limiting participant arrival rates are 37 participants, 138 participants
and 417 participants at every 1000 seconds for the corresponding cases with 1 minute,
10 minutes and 50 minutes mean residence time, respectively. For the threshold of 5000
milliseconds, the limiting participant rates are 205 participants, 475 participants and
1030 participants at every 1000 seconds for the corresponding cases with 1 minute, 10
minutes and 50 minutes mean residence time, respectively. We infer that an application
with more than 500 participant arrivals at every 1000 seconds, causes significantly long
average waiting time for the joining participants. Moreover, we observe that the mean
residence time of participants have a significant effect on the average waiting time.
When the mean residence time is around a minute, the average waiting time exceeds
1000 milliseconds with more than 500 participant arrivals at every 1000 seconds, which
is a high value for a messaging application. Therefore, we conclude that KAP-PBC can
be used in applications with short mean residence time or with infrequent participant
arrival rates. In such applications, the average waiting time is expected to be short.
On the other hand, using KAP-PBC in applications with frequent participant arrival
rates and long mean residence time may yield long average waiting time for the joining

participants.

For the mass join operation, upper bounds for performance metrics are expressed
in Equation 4.24 and 4.25. By substituting the values in Table 4.2 into these equations,

we obtain
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A2+1)+pu(6+2%20+124536+10—2 — 1)

W, < 4.61

= p— Ap(6 + 1424 20) (461)
3A+601p

W, < —— 4.62

A2(24+1) +Au(6+2%20+12+536+10—2—1
L, < (241) + Au(6+2%20+ 12+ 536 + ) (4.63)
pw— A6+ 142+ 20)

A2 1A

qgw (4.64)
w— 29\

For the join-PBC operation, upper bounds for performance metrics are expressed
in Equation 4.36 and 4.37. We substitute values in Table 4.2 into these equations to

obtain

2M(2+1 1
W, < (2+1) + p(601 + 630) (4.65)
p— Au(6 + 1+ 2+ 20)
6 + 12314
W, < —o = 4.66
2)0%(2 + 1) + Au(601 + 630
pw—Au(6+ 142+ 20)
2+1231
[ < 8AT 1231 (4.68)

= =29\
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5. ANALYTICAL MODELS FOR THE SCALABILITY
ANALYSIS OF SECURE FILE SHARING SYSTEMS WITH
A DEMONSTRATIVE USE CASE SCENARIO

In this section, we extend our performance model to be used for secure file sharing
systems (SFSS). First, we list our assumptions for the extension process. Then, we
provide a demonstrative use case scenario by employing Private File Sharing System
(PFSS)[11] as an example secure file sharing system. We reduce the number of possible

scenarios by using the following assumptions:

e Assumption 5.1 Encryption/Decryption Time Complexity. The time required
to encrypt or decrypt a file depends only on the size of the file.

e Assumption 5.2 Network Environment of Participants. Participants in a group
share the same characteristics in terms of networking capability. Participants
have more or less the same Internet connection bandwidth.

e Assumption 5.3 Constant Internet Connection Bandwidth. The change in In-
ternet connection bandwidth of participants is relatively small compared to the

computational time complexity of the group key update operation.

5.1. Performance Model for Secure File Sharing System Operations by

Using PFSS as a Demonstrative Use Case Scenario

PFSS is a secure file sharing system that provides file encryption, decryption,
upload and download operations. PFSS utilizes Key Agreement Protocol with Partial
Backward Confidentiality (KAP-PBC). During the performance modelling of PFSS,
we consider the service time as the combination of the file transmission time and the

file encryption time.

In PFSS, files are stored in an encrypted manner. AES-256 in CBC mode is used

to provide confidentiality. Assumption 1 holds because AES has linear time complexity
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with respect to the size of encrypted files. In addition, with Assumption 2, the time

required for a file transmission can be expressed for each participant as follows:

=l (5.1)

where |F| is the size of the transmitted file and B is the network connection bandwidth.
File transmission time, ¢z, depends on the Internet connection bandwidth and the size
of the transmitted file. Due to Assumption 3, B is considered as a constant value and
tr is linearly proportional to the size of the file. The transmission time and the file
size have the same underlying probability distribution. Therefore, service time can be

modelled by a file size distribution.

( Existing New )

Participants Participants

File System

4 aa
a aa

(i) Download

File
Pooe — ' "
GroupKey  GroupKey Selected (iv) Upload File
after Mass.  before Mass Patticipant ™\

Join . Join T oy

(ii) Decryption

(iii) Encryption
\— J

Figure 5.1. An Illustration of File Re-Encryption Process in PFSS

PFSS uses join-PBC function of KAP-PBC protocol to add new participants into
the group. While executing the function, one of the new participants is selected for
computing the group key just before joining the group. Therefore, this participant
is able to re-encrypt shared group file(s) as shown in Figure 5.1. First, the selected
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participant joins the group by computing the group key just before joining the group.
Then, all participants compute the new group key. Later, the selected participant
re-encrypts the shared files by following steps shown in the Figure 5.1 The process is
displayed in four steps: (i) downloads the shared group file(s), (ii) decrypts the file by
using the existing group key, (iii) encrypts the file by using the new group key, (iv)
uploads the re-encrypted file into the file system of PFSS.

In order to make more realistic numerical evaluations, we also consider studies in
the literature regarding the distribution of file size such as [73, 74, 75, 76]. In general,
the distribution of the size of a file can be expressed by using Pareto and Lognormal
distributions. Therefore, we model the service time based on these distributions. Since
Pareto and Lognormal distributions are non-Markovian, we assume that the service
time is generally distributed. For simplicity, we also assume that the inter-arrival time
is exponentially distributed. Therefore, we can use an M /G /1 queue for the file sharing
operations as a general case. To deliver a more concrete example, we come up with a
scenario and obtain numerical performance results based on this scenario as given in

the following subsection.

5.2. A Use-Case Scenario for Healthcare System

We present an example use-case scenario for the use of Private File Sharing
System [11] as a Healthcare System that securely stores medical records of patients.
In this scenario, we assume that medical records of each patient are stored as an
encrypted file in PFSS and each file is associated with a group of medical personnel.
We also assume that an average size of files is approximately 300 MB as reported in
[77]. Therefore, the chosen joining participant in our scenario re-encrypts a 300 MB

file after new participants join the group.

Performance metrics of PFSS in this scenario depend significantly on the Internet
connection bandwidth. Consequently, we categorize the network connection bandwidth

capacity into three different ranges for the analysis:
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(i)
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Less than 10 Mbps: In this case, the file download and the file upload operations
are the bottleneck due to negligible group key update time. Since both the file size
and the bandwidth are assumed as constant values, we use an M/D/1 queue to
model upload and download operations. The expected service time is calculated

as the time required to upload and download a medical file size, given by

B 2 2 300210° B 6210% 6210

B =3 (sec) = (msec) (5.2)

Els) -

where B is the Internet connection bandwidth in terms of bits per second (bps).

As a result, the service rate is expressed as:

1 B
H=ES] ~ 6al0m

(5.3)

Note that performance metrics of an M/G/1 queue is derived in Pollaczek-

Khinchine formula:

PP+ N

T (5.4)
P+ Auo? 1
DN (5:5)

where p equals to A/u, A is the arrival rate, u is the service rate and o2 is the
variance of service time. By using the Pollaczek-Khinchine Formula with % = 0,

we derive the mean number of waiting participants of M/D/1 queue as

A2 A
L=—r—r+— 5.6
2u(p—A)  p (56)
and the mean waiting time as
A 1
We=ro—oeu + — 5.7
2u(p—A)  p (5:)

Between 10 Mbps and 1 Gbps: File operations and key update mechanism require

approximately the same amount of time. File operations are modelled by an



23

M/D/1 queue whereas the key update process, joinPBC operation, is modelled
by an M/M/1 queue. The aggregation of one deterministic and one exponential
service time is closer to exponential distribution. Therefore, we use an M/M/1
queue to obtain a lower bound for performance metrics. The service time of the
join operation is derived in Equation 4.29. We add the expected time required
for the file download/upload and the file encryption/decryption operations into

the expression in Equation 4.29 to obtain

A
E[S] :2E(tskb + tpko) + Lg(tpkw + tokp + tokp + tskw) + 71 + T2+

tupl-‘,—dow + tenc—i—dec (5 . 8)

where ¢+ 40w represents the total amount of time required to upload and down-
load a file, and ¢t q4ec Tepresents the total amount of time required to encrypt
and decrypt a file. For the average file size used in healthcare scenario, tpi+dow
is

6210
upltdow = B (msec) (5.9)

where B is the network connection bandwidth. Then, the mean service time is
expressed by
A
E[S] :2p(tskb + tpkb) + Lq(tpkv + tpkb + torp + tskv) + T+ T

62101
+ — + tenc+dec (510)
B
Later, by combining the inequality in Equation 4.36 and Equation 5.10, we derive

an upper bound for the average waiting time of joining participants as given

below:
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W, < 2%@8% + k) + 1+ T2 + % + lenctdec
7= 1 — Mtpko + tors + tstp + tako)

W. < 2)\(t5kb + tpk:b) + [},(7'1 + 7+ Gx?” + tenc—f—dec)
= = M(tprw + tpr + Lokp + tsko)

(5.11)

(5.12)

where p is the service rate of Residence Model, A is the arrival rate of joining
participants, and B is the Internet connection bandwidth. Also, we use 71 and
72 from Equation 4.18 and 4.30, respectively. Then, by using L, = W\, we
derive an upper bound for the average number of joining participants waiting in

the queue:

W < )\2/\(t5kb + tpkb) + ,U(Tl + 79 + % + tenc+dec)
= = AM(tprw + tprs + tokp + Lokw)
202 (Esky + tpkp) + Ap(T1 + 72 + M?H + tenctdec)
1= = M(Cprw + Lpry + tsip + Loio)

(5.13)

(5.14)

(iii) More than 1 Gbps: File operation time is negligible compared to the time re-
quired to update the group key. We focus on the key update process and use a
single server queue which is used to model join-PBC operation. The service time
is considered as the time required for the join-PBC operation plus file encryp-

tion/decryption time. The service time is expressed as:

A
E[S] = 2;<tskb + torn) + Lg(Eprw + torp + skp + tskw)+

T1 + T2 + tenchdec (515)

By making the same derivations in the previous case, we derive an upper bound

for the performance metrics:

2\ (tsky + tpry) + (71 + T2 + Lenetdec)
= Me(tpro + toks + tsib + toko)
202 (tskp + tpko) + A(T1 4+ T2 + tenctdec)
= Mi(Epiew + tprp + tsrp + tokw)

W, < (5.16)

L, < (5.17)
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5.3. Numerical Results for the PFSS Use-Case Scenario

In this subsection, we obtain numerical performance results for PFSS based on
the healthcare scenario. We consider the average file size as 300 MB. According to
Ermis et al., the encryption/decryption time increases linearly with the size of the file
in PFSS [11]. Moreover, it takes 3772 miliseconds to encrypt/decrypt a 100 MB file and
8756 miliseconds to encrypt/decrypt a 500 MB file on the platform specified in Section
4.5. Since the encryption/decryption time has linear relation to the size of a file, the
encryption/decryption process would consume approximately (3772 4 8756)/2 = 6264
miliseconds. Therefore, we conclude that t.,c1gec = 2 % 6264 = 12528 miliseconds.
By using this approximation and execution times reported in Table 4.2, we derive the

numerical results for performance metrics under three different bandwidth conditions:

(i) The Internet connection bandwidth is less than 10 Mbps: In this case, the per-

formance metrics are as follows:

A 1
W=—" _+- 5.18
2u(p—2A)  n (5-18)
A2 A
L=—— _+% 5.19
2u(p—A)  p (5.19)

where A is the participant arrival rate, u = ﬁ and B is the Internet connection
bandwidth.
(ii) The Internet connection bandwidth is between 10 Mbps and 1 Gbps: In this case,

the upper bounds for performance metrics are as follows:
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2A(2 + 1) + u(601 + 630 + 82297 1 12528)

W, < 5.20
= p— Ap(6 + 1424 20) (5.20)
6 + (13759 + 62101
< 21
Wa = w— 29\ (5:21)
222(2 + 1) + M\u(601 + 630 + 8210 4 19598

L, < (2+1) + A\u(601 + + 25—+ ) (5.22)

p— Au(6 + 1+ 2+ 20)

6A2 + A\u(13759 + 62100
L, < & 5) (5.23)

1— 29\

(iii) The Internet connection bandwidth is more than 1 Gbps: In this case, upper

bounds for performance metrics are as follows:

2A(2 4 1) + (601 + 630 + 12528)

W, < 5.24
= pw— (6 + 142+ 20) (5:24)
6\ + 13759
<" 2
W, < T (5.25)
20%2(2 + 1) + Au(601 1252
L, < (2+1) + Au(601 + 630 + 12528) (5.26)
p— A6+ 142+ 20)
6% + 13759
L,< 27 a (5.27)

= u =29\

The average waiting time of the join operation with respect to the participant
arrival rate are shown in Figure 5.2. We have analyzed the average waiting times for
three different mean residence values: 1 minute, 10 minutes and 50 minutes. In our
scenario, PFSS is used as a file sharing system, where medical personnel share records
of patients among each other. We assume that each participant has a 1 Gbps Internet
connection bandwidth and the average waiting time for a participant before joining
the group is between 20 and 60 seconds. If we consider the waiting time threshold as
20 seconds then, the limiting participant rates for each curve are 33 participants, 149
participants and 664 participants at every 100 seconds, respectively. If we consider
the waiting time threshold of 60 seconds, the limiting participant rates for each curve
are 235 participants, 866 participants and 2202 participants at every 100 seconds,

respectively. Therefore, we conclude that PFSS can be used in applications where the
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Figure 5.2. Representation of the Average Waiting Time in PFSS with respect to

Participant Arrival Rate for different Mean Residence Time

participant arrival rate is high and the mean residence time is less than a few minutes.
In such applications, the average waiting time for a joining participant does not exceed
20 milliseconds as long as the participant arrival rate is less than 10 people per second,
which is very high for a file sharing application. However, the average waiting time
becomes significantly long if PFSS is used in an application with frequent arrival rate

and long mean residence time.

We also present a graphical representation regarding the effect of participant
bandwidth on the average waiting time in PFSS, as shown in Figure 5.3. We fix the
mean residence time to 15 minutes and plot the average waiting time of the join oper-
ation with respect to the participant arrival rate for three different Internet connection
bandwidth values: 5 Mbps, 50 Mbps and 1 Gbps. As shown in Figure 5.3, the average
waiting time is significantly longer when the bandwidth is 5 Mbps. In this case, file
upload and download operations become the bottleneck. Even at a participant ar-
rival rate of 100 participants at every 10000 seconds, the system becomes unavailable.
Therefore, we deduce that PFSS should not be used in a file sharing application where

the average file size is high but the Internet connection bandwidth of participants is
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low. When the bandwidth is 50 Mbps or 1 Gbps, results are similar. The difference
between the average waiting time of the two cases is more visible when the partici-
pant arrival rate is low. When the participant arrival rate is higher, the number of
participants in the group increases and the file transmission time becomes negligible
compared to the group key update time. Eventually, the average waiting time of the
two cases converges when the participant arrival rate is approximately 10 participants

per second.
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6. CONCLUSION

In this thesis, we have proposed an analytical model for the scalability of dynamic
key agreement protocols. First, we have modelled the join and the mass join operations
by using networks of queues. Then, we have presented an illustration for the use of
our model on an example group key agreement protocol, namely KAP-PBC [11]. In
addition, we have derived the average waiting time for joining the group in terms of
the participant arrival rate and the computational time complexity of cryptographic
operations. Our performance models can help group key agreement protocol designers
to estimate the average waiting time of joining participants with respect to the group
residence time of participants. Moreover, we have proposed a model for the average
waiting time of leaving participants. Furthermore, we have deduced that KAP-PBC
could be used in applications with short residence time or low participant arrival rates

such as one new participant at every 1000 seconds.

In order to show the applicability of our model on a real life scenario, we have
extended the model for secure file sharing systems. For a demonstrative example,
PFSS in [11] is employed as an health-care system scenario to securely share records
of patients among medical personnel. We perform a numerical analysis on the scenario
and conclude that PFSS should be used in applications where the participant arrival
rate is high and the mean residence time is less than a few minutes. In addition, we
obtain the average waiting time for joining participants with respect to the participant
arrival rate for different bandwidth capacity values. We observe that using PFSS in
applications where the average file is large such as 500 MB and the participants have low
bandwidth capacity such as 5 Mbps may violate the system availability. These results
can be used for estimating the performance of a file sharing system. In addition, by
adjusting the average file size and bandwidth parameters, our performance models can
be applied to various applications. File sharing system admins can utilize these models

to estimate the time required for the re-encryption process of a shared file.
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6.1. Future Work

Future directions to improve the research presented in this thesis are as follows:

We have used formal modelling and analysis to derive the performance metrics
of the proposed model. Therefore, simulation of our performance model in order
to validate our theoretical results is left as a future work.

We have designed three attack models that can be used against dynamic group
key agreement protocol based communication systems. In the future, we are
planning to simulate these attack models on an example communication system
to show how performance metrics are affected due to an attack.

We have demonstrated a use case scenario to show how our performance model
can be used as a healthcare system that is used for storing and sharing medical
records of patients. In the future, we are planning to study on different scenarios
to analyze the use of group key agreement protocols in different applications.
We are also planning to employ well-known file size distributions into our model
to build a more general performance model for various types of secure file sharing

systems.
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