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ABSTRACT

INFERENCE AND PARAMETER ESTIMATION IN
BAYESIAN CHANGE POINT MODELS

In this work, we present a Bayesian change point model that identifies the time
points at which a time series undergoes abrupt changes. Our model is a hierarchical
hidden Markov model that treats the change points and the dynamics of the data
stream as latent variables. We describe a generic generative model, forward-backward
recursions for exact inference and an expectation-maximization algorithm for hyper-
parameter learning. The model specifications discussed here can sense the changes in
the state of the observed system as well as in the intensity and/or the ratio of the
features. In addition to investigating the change point algorithm in generic notation,
we also give an in-depth analysis and appropriate implementation of a particular model

specification, namely, Dirichlet-Multinomial model.

We present a novel application of the model: Distributed Denial of Service (DDoS)
attack detection in Session Initiation Protocol (SIP) networks. In order to generate
DDoS attack data, we build a network monitoring unit and a probabilistic SIP network
simulation tool that initiates real-time SIP calls between a number of agents. Using
a set of features extracted from target computer’s network connection and resource
usage statistics, we show that our model is able to detect a variety of DDoS attacks in

real time with high accuracy and low false-positive rates.



OZET

BAYESCI DEGISIM NOKTASI MODELLERINDE
CIKARIM VE PARAMETRE KESTIRIMI

Bu caligmada, zaman serilerindeki ani degisimlerin tespiti i¢in kullanilabilecek
bir Bayesci degigsim noktas1 modelini sunuyoruz. Bu model, degisim noktalarini ve veri
dinamigini sakl degiskenler olarak temsil eden bir ¢ok katmanli sakli Markov modelidir.
Caligmamizda genel bir iireteg modeli, ¢ikarim yapmak i¢in kullanilan ileri-geri yonlii
algoritmay1 ve parametre kestirimi i¢in beklenti enyiikseltme algoritmasini anlatiyoruz.
Modelin inceledigimiz dort ozel hali, gozlemlenen sistemin durumunda ve 6zniteliklerin
yogunluk ve/veya oraninda meydana gelen degisiklikleri tespit edebilmektedir. Modelin
genel halinin incelemesinin yani sira, ozel hallerinden birinin -Dirichlet-Multinomial

modeli- ¢oziimlemesini yapip nasil gerceklestirilmesi gerektigini agikliyoruz.

Modelin ézgiin bir uygulamasi olarak Oturum Baglatma Protokolii (SIP) aglarinda
Dagitik Hizmet Engelleme (DDoS) saldiris tespiti problemini inceledik. DDoS saldiri
verisi tiretmek i¢in bir ag izleme tinitesi ve belirli sayida kullanici arasinda gercek za-
manli STP aramalar: iireten bir olasiliksal SIP ag1 benzetim sistemi geligtirdik. Saldirilan
bilgisayarin ag baglantisindan ve kaynak kullanim istatistiklerinden g¢ikardigimiz bir
veri kiimesi lizerinde yaptigimiz deneylerde farkli niteliklere sahip birgok DDoS saldisini
gercek zamanh olarak, yiiksek dogruluk ve diigiik yanlhs kabul hatasi oranlariyla tespit

edebildigimizi gozlemledik.
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1. INTRODUCTION

Many machine learning problems start with the assumption that the data instan-
ces are independently and identically distributed (iid). The order of samples in such
problems is not important. However, in cases where consecutive data instances are
dependent, iid assumption would not be valid. Exploiting such dependencies typically
results in better performance; hence, a substantial literature is devoted to building

models for problems involving “sequential” data.

The particular problem we address in this thesis is change point detection in
time series. Without loss of generality, we use the terms “sequential data” and “time
series” interchangeably - the word “time” should connote some natural ordering. The
fundamental assumption regarding the data streams of our interest is that they undergo
abrupt changes at random points in time, which are referred as “change points”. We
furthermore assume that change points divide the time series into non-overlapping and
statistically independent subsequences, i.e., “segments”. Data points are modeled to

be homogeneous within segments and heterogeneous across segments |1, 2].

Change point detection techniques have proven useful in a diverse array of ap-
plications. In industrial contexts, such models have been used for quality control [3]
and measuring and controlling market risk [4]. Biology related applications include
but are not limited to the segmentation of electroencephalogram (EEG) signals [5, 6],
microarray data [7] and deoxyribonucleic acid (DNA) sequences [8]. Network intrusion

detection can also be noted as another application domain [9, 10].

Above-mentioned applications do not come as a free lunch. The problem inher-
ently incorporates certain issues that ought to be taken into consideration. First and
foremost, determining the number of change points as well as their locations simultane-
ously is a remarkable challenge. In case of multiple time series, one would presumably
like to take advantage of possibly correlated time series. Online detection of change

point locations and algorithms that are designed particularly for lengthy time series



also remain as difficult tasks [11].

1.1. Related Work

The literature on change point detection is quite extensive. A good overview of
the methods relying mostly on hypothesis testing and cumulative sum algorithm is
presented by Basseville and Nikiforov [12]. The technique developed by Desobry et al.
makes use of single-class support vector machine for temporal segmentation [13]. Kawa-
hara et al. presents a subspace identification based model that measures the distance
between the subspace spanned by the columns of an observability matrix and the one
spanned by the subsequences of time-series data [14]. Neural networks have also been

applied to change detection problems [15,16].

Frequentist methods listed above typically lack in modeling the uncertainty over
change point locations, as opposed to Bayesian framework. Furthermore, Bayesian for-
mulations of the problem can automatically capture a trade-off between model comp-
lexity and model fit [17]. Earlier Bayesian work on change point problems generally
depends on Markov Chain Monte Carlo (MCMC). For example, methods presented
by Stephens [18] and Chib [19,20] use MCMC to sample from the joint posterior of
change points. Nonetheless, due to their computational overhead and slow mixing rates

of Markov chains, MCMC-based methods are later abandoned.

Fearnhead presents an efficient and elegant Bayesian treatment of the prob-
lem [21]. His formulation and its successors are closely tied with the Bayesian product
partition change point model by Barry and Hartigan [22]. Caron et al. extend Fearn-
head’s work by a particle filter type algorithm that allows online detection and pa-
rameter estimation [2]. Xuan and Murphy show how to apply Fearnhead’s algorithms
to multidimensional time series by modeling the joint density of vector-valued obser-
vations using undirected Gaussian graphical models [17]. Later, Adams and Mackay
describe another Bayesian change point detection algorithm for online inference, rather

than retrospective segmentation [23].



1.2. Scope of the Thesis

We approach the change point detection problem from a Bayesian standpoint.
More specifically, we describe a probabilistic graphical model and forward-backward
type recursion for exact inference on multivariate data. Inferred variables denote our
belief over change point locations as well as the latent dynamics within each segment.
The recursions are designed both for online and offline scenarios; thus, the model can

be applied to a large number of real-world problems.

In this thesis, we are concerned with the detection of Distributed Denial of Ser-
vice (DDoS) attacks in Session Initiation Protocol (SIP) networks. A DDoS attack
is defined as an explicit effort to overwhelm the processing power of a computer in
order to prevent the legitimate use of a service. The problem is ever-growing since
the attackers invent more sophisticated strategies as the Internet becomes more and
more complex. The classical way of performing a DDoS attack is flooding the target
computer by massive amounts of network packets [24]. Thus one would expect bursts
in the counts of packets arriving and leaving the network of the target computer under

a DDoS attack, which shows that our model is indeed plausible.

The main contributions of this thesis are the libraries that generate and collect
SIP network traffic data, the change point model, a generic implementation of the

model and a novel application. Details are as follows:

e Simulator: The module used for generating SIP traffic. It initiates real-time
SIP calls between a number of users, whose characteristics are governed by a
probabilistic generative model.

e Monitor: Feature collecting unit. Deployed on a SIP server, it extracts features
from the network and operating system of the server, delivers collected data to a
client computer in real time, and saves them in order to reproduce experiments.

e Bayesian Change Point Model (BCPM): We describe a generic generative mo-
del as well as exact and efficient inference and parameter learning algorithms.

In addition, we present four specific instances of this generic formulation and



implement the model as an open source C++ library [25].
e DDoS Attack Detection: We conduct extensive experiments on the synthetic data
generated by Simulator and a DDoS attack generating tool, and report the feature

sets and model parameters that yield the best performance.

1.3. Organization of the Thesis

The rest of the thesis is organized as follows: We first provide the necessary back-
ground information to remind the main concepts this thesis is built upon. The first
part of Chapter 3 explains our Bayesian change point model formulation, describes the
inference and parameter learning algorithms, and specifies the generative model. The
rest of this chapter is devoted to a detailed analysis of a particular model specifica-
tion: Dirichlet-Multinomial model. Chapter 4 covers our SIP network data generation

mechanism, experiment setup and the results. Finally, Chapter 5 concludes this thesis.



2. THEORETICAL BACKGROUND

This chapter is devoted to provide the theoretical background needed to under-
stand subsequent parts of the thesis. We first examine different time series models
in general terms and introduce our notation. Following section covers Expectation-
Maximization (EM) algorithm for parameter estimation in latent state models. We

finally give a brief overview of Nonnegative Matrix Factorization (NMF).

2.1. Time Series Models

The simplest way to model a data set is to assume that the instances are in-
dependent and identically distributed (iid) random variables. In applications such as
speech recognition, stock market prediction, DNA sequence analysis, etc, however,
this assumption would not properly model sequential dependencies. Therefore, iid as-
sumption must be relaxed in problems that involve temporal relations. Probabilistic
graphical models are powerful tools to model such dependencies as well as the uncer-
tainty in the data. For time series data vy, vs,...,v;, a graphical model specifies the
joint distribution p(vy,vs,...,v;). Our standard notation for such sequential data is

given below:

V. = V1, V2,...,0; (2-1)

2.1.1. Markov Model
When we assume that the observation at time ¢ depends only on the most re-

cent observation, we obtain a first-order Markov chain. Mathematically, underlying

modeling assumption is the following:

p(Ut|U1, Vo, ... 7Ut—1> = p(Ut|Ut—1) (2-2)



The joint distribution over all variables can then be factorized as follows:

T

p(vir) = p(v1) Hp(vt”ut—l) (2.3)

t=2

Although a first-order Markov chain is conceptually sound and easy to implement,
it lacks in anticipating patterns involving several consecutive data instances. One way
to extend the model is to consider Markov chains of higher orders. More concretely,
we may form an L’th order Markov chain if we allow the variable at time ¢t to depend

on previous L observations:

p(vt|vla V2, ... 7vt71) = p(vt’Utha s 7,Ut71) (24)

Graphical models associated with the first-order and second-order Markov models are

depicted in Figure 2.1.

When the observations are discrete and can take at most N values, a first-order
Markov model can be parameterized by an N x N transition matrix. Similarly, transi-
tion probabilities of an L’th order Markov chain are specified by a K + 1 dimensional
array, which implies that the number of parameters required grows exponentially with

the order of the chain.
2.1.2. Hidden Markov Model

In hidden Markov models (HMMSs), we assume that each observation is a prob-
abilistic function of a latent (hidden) state. Furthermore, in contrast to observable
Markov model, a Markov chain is formed on latent states, not the observations. Con-
sequently, this setup provides a more general framework for time series analysis and
does not require exponentially many parameters - as long as the chain is of order one.
Graphical model of a hidden Markov model is given in Figure 2.2. Note that shaded

nodes in all graphical models in this thesis represent observations whereas the remain-



Figure 2.1. Graphical models of first-order and second-order Markov models.

ing nodes are hidden variables.

Joint distribution corresponding to the model in Figure 2.2 is given by

p(hir, vir) = p(h1) [Hp(htlht—l)] [Hp(vtlht)] (2.5)

t=2

The hidden variable h; in an HMM is always discrete whereas the observation
model can either be discrete or continuous. When h; can take N different values, we
use an N x N matrix A to denote the state transition probabilities. More explicitly,
A;; = p(hy = i|hy—1 = j) denotes the probability of going from state j to state ¢ at any
time ¢. In this notation, A is a column stochastic matrix, >, A;; = 1, and made up
of nonnegative entries, A;; > 0. In case of discrete observations, v, € {1,2,..., M},
another column stochastic matrix C' represents observation (emission) probabilities:
Ci; = p(vy = i|hy = j) is the probability of observing i, being in state j. We again have
>, Cij =1and C;; > 0.

® & & - ©®

Figure 2.2. Graphical model of hidden Markov model.



2.2. Parameter Estimation in Latent Variable Models

Computing the maximum likelihood estimates of many models is typically easy
given that the values of all random variables are known. The task becomes trickier when
there are missing data or latent variables. For such models, Expectation-Maximization

algorithm [26,27] is an elegant way of finding maximum likelihood solutions.

In this very general recipe, we denote all visible variables by V' and hidden vari-
ables by H. Also, let 6 represent model parameters. Our goal is to find a set of
parameters #* that maximizes the log likelihood of the observed data, which is the

equivalent of maximizing the likelihood as log is a strictly increasing function:

L(0) = logp(V0) (2.6)

zlogZp(H,VW) (2.7)

Without loss of generality, we suppose that H is discrete. In case it comprises
continuous variables, the sum is replaced by the integral sign. The expression within
the summation in Equation 2.7 is referred as “complete data likelihood”. The whole
expression is hard to evaluate because the summation over latent variables is usually
intractable. For this, classical EM algorithm attempts to maximize a lower bound for

the likelihood.

Next, we introduce an arbitrary distribution ¢(H) and re-write the log-likelihood

as follows:



L(0) = logp(V|0) (2.8)
o ()
o p(H,V1]0)
= logE, {—q(H) ] (2.10)
p(H,V|0)
> E, [log W} (2.11)
= E, [log p(H,V]0) — log q(H)] (2.12)
L(q,0) = E, [logp(H, V|0)] — E, [log q(H)] (2.13)

In the fourth line we use the Jensen’s inequality, which states that f(E[z]) > E[f(x)]

is true when f is a concave function (such as log).

The EM algorithm is an iterative optimization method to maximize the likeli-
hood in latent state models. The algorithm simply proceeds by coordinate ascent. At
iteration ¢, assume that we have ¢ and 6. In the E-step, % is kept constant and
the lower bound £(¢?,6®) is maximized with respect to ¢(H). The update equation

in classical EM is

¢V = p(H|V. ") (2.14)

To verify the equation, notice that the new value of ¢ function makes the bound tight:

L(p(H|V,00),00) = E,11v90 [log p(H, V|0®) —log p(H|V,6D)] (2.15)
H,V|6®)
— HIV. 091 pUL.V]0") 2.16
= p(H|V,69) log p(V'|6V) (2.17)
H
=logp(V|0") > " p(H|V,6") (2.18)

H

= log p(V]60") (2.19)
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The M-Step updates the model parameter §®) to maximize £(q,6) while holding
the distribution ¢**" unchanged. Observe that the second term on the right hand
side of the equality in Equation 2.13 is constant with respect to . Thus, this step
only maximizes E, [log p(H, V|9(t))}, which is referred as “expected complete data log
likelihood”. The update equation is the following:

0+ = argmaxL(¢'*Y, 00) (2.20)
o(t)

A nice property of the algorithm is that neither step causes a decrease in the log
likelihood. In order to show that, we first need to define the Kullback-Leibler (KL)
divergence [28]. KL divergence is a distance measure between two distributions p(z)

and ¢(z), and is defined as follows:

KL(pll0) = — [ p(o) log pg;daz (2.21)

KL divergence is always non-negative, KL(p||¢) > 0, and equality holds if and only if
p(z) = q(x). Also, it is not symmetrical quantity: KL(p||q) # KL(q||p).

Now, let us re-write the log likelihood:

L(0) =logp(V|0) (2.22)
= logp(H,V|0) — log p(H|V, ) (2.23)
= q(H) (logp(H,V|0) —logp(H|V,6) + log q(H) —log q(H))  (2.24)
_ p(H,V10) p(H|V,0)

B zH:q ( () g0 ) (2.2)
- ;q ( H Vw ) ; (log %) (2.26)

L(q,0) + KL(q||p) (2.27)
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In E-step, ¢ distribution is set to the posterior distribution p(H |V, 6®). Therefore,
KL-divergence in Equation 2.27 vanishes, and the lower bound is equal to the log
likelihood. Because E-step maximizes the lower bound, £(#) increases or stays the
same if the maximum is already attained. In M-step, the model parameters are set to
maximize the lower bound £(q, #). Furthermore, ¢ distribution, which is held constant
in this step, was computed conditioned on the old parameters. Hence, it must be
different than the new posterior distribution p(H|V, 0*+Y): KL(q|[p) > 0. Overall, log

likelihood, £(#) increases. The algorithm terminates when it converges to some value.

2.3. Nonnegative Matrix Factorization

Nonnegative matrix factorization has been extensively used in machine learning
as an alternative to other matrix decomposition methods such as principal component
analysis and vector quantization [29]. Formally, the goal is to decompose a nonnegative

matrix X into two matrices 7" and V' with nonnegative entries:

X : Data Matrix ~ | T : Template | X T : Excitation
~ . - . IXK
WxK Wx1

(2.28)

In the original NMF paper, Lee and Seung investigate two different cost functions
(Euclidean distance and divergence) between X and T'V. They propose multiplicative
update rules for both measures [29]. The rules differ in their multiplicative factors, and
the convergence proofs use an auxiliary function analogous to that used for proving

the convergence of the EM algorithm.

Since [ is typically smaller than W one interpretation of NMF is a low-rank mat-
rix approximation, just like singular value decomposition. Besides, the nonnegativity
constraint distinguishes NMF from other decomposition methods: For one thing, re-

sulting matrices are usually very easy to interpret. For another, many problems, such as
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source separation and image processing, by nature require 7" and V' to be nonnegative.

Therefore, NMF has received a lot of attention in recent years.

The update equations presented in [29] provide point estimates for the template
and excitation matrices. Consequently, the matrices may easily overfit the data and
certainly lack in modeling uncertainty. Cemgil approaches NMF from a Bayesian stand-

point and prensents a hierarchical generative model [30]:

bt
tw,’i ~ g (tw,i; afuiy th?Z> (229)
b a .
w,i
b7,
Vik ~ G | Vig; ai g, = (2.30)
TGy
Swik ~ P(Swik; twiVik) (2.31)

Tk = Z Sw,i,k (232)

where G and P denote Gamma and Poisson distributions, respectively. Inference in
this setup can be carried out by approximate methods, namely, variational Bayes and
the Gibbs sampler. Cemgil also shows that the original update equations that minimize
KL divergence appear as the maximum likelihood solution (via EM algorithm) of this

model when priors are omitted.

Above model assumes that each observation is a Poisson random variable - and
thus integer valued. Schmidt et al. presents another Bayesian treatment of NMF, in
which the likelihood is Gaussian [31]. Priors over the entries of template and excitation
matrices are exponential densities multiplied with unit step function to enforce non-
negativity. Finally, the prior over the likelihood variance is an inverse Gamma density.

They also present a Gibbs sampler solution to approximate the posterior.

In this work, we use NMF as a data pre-processing technique. More specifically,
using the iterative conditional modes update equations presented by Cemgil [30], we
extract templates from our data sets. These templates then become the parameters

of one specific setting of the Bayesian change point model, which is named Discrete
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model and detailed in Subsection 3.1.5.4. Also, Figures 4.3 and 4.4 depict the template
and excitation matrices inferred by the algorithm when executed on the network traffic

data.



14

3. BAYESIAN CHANGE POINT MODEL

Bayesian change point model is an example of hierarchical hidden Markov mo-
dels [21]. The model is described by three sets of variables: switches, latent dynamics
and observations, denoted respectively by s;, h; and v;. The switch variable s; is a
binary variable. Conditioned on the switches, h; is a Markov chain. Furthermore,
observations v, are conditioned on latent states h;,. The graphical representation of the

resulting model is given at Figure 3.1.

The generative process of the above-mentioned model is as follows: The initial
latent variable hg is drawn from reset distribution Q(h). At each time step ¢, the switch
s is either “on” or “off”. In the former case, which is denoted as s; = 1, the present is
isolated from the past and h; is re-drawn from the reset model (This is why such models
are also known as “reset” models [32]). When s, = 0, current latent dynamics are not
reset but either updated or kept the same. T'wo other model assumptions are that the
switches are conditionally independent from all other variables and the observation at
time t, v, is a random variable sampled from observation distribution ©(v) with an

unknown parameter h;. Thus, the complete generative model is given as:

w
—_

~—~~ o~~~ o~~~
w
O

~—_—  —  ~—

w
=~

ho ~ Q(ho,w)
s¢ ~ BE(sy;m)

@
wo

ht’8t, ht,1 ~ [St = 0]5(ht — htfl) + [St = 1]Q(ht, U))
/Ut‘ht ~ @('Ut; ht)

where 0 is Dirac delta function. BE(+;7) is the Bernoulli distribution with parameter

7 and defined as follows:

BE(s;m) =exp (slogm + (1 — s)log(1l —m)) (3.5)
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44+

Figure 3.1. Graphical model of Bayesian change point model.

Provided that the model parameters w and 7 are known, we can calculate exact
posterior marginals of hidden variables si.7 and hg.r via forward-backward algorithm.
Posterior probabilities of si.7 then lead the way to deciding whether a change has
occurred at any particular time ¢ or not. In next section, we cover the recursions needed
to implement the forward-backward routine for the generic recipe described above and
analyze its complexity. We also discuss possible settings of the reset and observation
models. Section 3.2 investigates a particular setting of these models, namely, Dirichlet-
Multinomial model, where we discuss how inference and parameter estimation are

implemented.
3.1. Inference, Parameter Estimation and Model Specifications
3.1.1. Forward Recursion
Forward recursion allows us to infer the probability distribution over latent states

s and h; conditioned on observations until time ¢. In order to formulate the recursion,

we need to define two variables:

at|t(3ta ht) = P(5t7 hy, Ul:t) (3~6)
ave—1(e, he) = P54, he, V14-1) (3.7)
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These are refered as “forward” and “forward-predict” variables, respectively.
What is called filtered change point probability p(s;|vi;) can then be expressed as

a function of the forward message:

p(stlvie) = /p(staht|vlzt)dht (3.8)

x / o5t he)dhs (3.9)

As new observations arrive, forward-predict and forward messages are alternatively

calculated and the posterior probabilities of latent states are propagated as follows:

at|t(3ta ht) = p(St, hy, Ul:t) (3-10)

= p(ve|se, he) p(st, bty v1:0-1) (3.11)
—_——

agft—1(st—1,ht—1)

= p(velhe) Z/p(st—la hi—1, St I, v1g—1)dhy— (3.12)

St—1

:p(vt|ht)Z/p(st—laht—lyvlzt—l)p(styht|3t—1aht—1)dht—1 (3.13)

St—1

= p(UtVlt) Z/at—1|t—1(3t—1; ht—l)p(ht|st7 ht—l)p(st)dht—l (3.14)

St—1

= p(ve|he) Z / 11 (St—1, he—1) <5(ht — hy_1)p(se = 0)+

p(he)p(s: = 1))dht—1 (3.15)
3.1.2. Backward Recursion

Similar to forward messages, backward messages (beta-postdict and beta, respec-

tively) are defined as follows:

/th\t(st—l, ht—l) = p(vt:T"St—la ht—l) (3-16)

6t|t(3t; ht) = p(vt:T|3t; ht) (3-17)
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Product of beta-postdict message and the observation model gives the beta message

as shown below:

@t\t(st, ht) = @t\tﬂ(st, ht)p(vtlht)

We now examine the backward propagation step:

5t71\t(3t—17 ht—l) = p(Ut:Tlst—la ht—l)

= Z/p(vt:T73t7ht|5t—17ht—1>dht
= Z/p(vt:T|5taht)p(staht|5t17ht1)dht

- Z/ﬁtlt(stvht)p(hﬂsuht1)p(st)dht

(3.18)

(3.19)

(3.20)
(3.21)

(3.22)

= /Bﬂt(st, hy) <5(ht — hi—1)p(s = 0) + p(he)p(se = 1)>dht (3.23)

3.1.3. Smoothing

Posterior probabilities conditioned on full history can be obtained by multiplying

forward and backward messages:

p(st, helvir) o< p(se, he, vier)
= p(St, he, V1) P(Vegrr|Se, i,y V1t)
= p(8t; b, V1:0)p(Vegrr|8t, B
= (e, P ) Bejes1 (e, he)

When the inference task is online, using forward filtered change point probabilities

is appropriate. In cases where a small amount of delay in change point decision at time

t is allowed, one may use evidence from future in addition to the observations up to

time ¢. For such cases, we use “online (fixed lag) smoothers”, in which a fixed number
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of backward recursions are performed after each new observation. This fixed number
is known as “lag”. If the lag is L, posterior probabilities at time ¢ are calculated

conditioned on the observations up to time t + L, as formulated below:

p(St, s, Ulst+L) = p(St, Dy, Ul:t>p<vt+1:t+L’5ta ht) (3-28)

The second expression on the right hand side of the equality is computed by executing

backward recursions for L steps, starting from the observation at time t 4+ L.
3.1.4. Parameter Estimation

At the beginning of the inference, we assumed that model parameters are known
beforehand. Simple search techniques for setting parameters to appropriate values,
like grid search, may work in practice but are not typically scalable to large problems.
The EM algorithm is a well-known tool in statistical estimation problems involving
incomplete data. In this subsection, we derive an EM algorithm to estimate model pa-
rameters that maximize the (log)likelihood. Formally, our goal is to estimate 6 = (w, )

that maximize

L(0) = log p(si.T, ho.r, vi:r, |0) (3.29)
= log Q(he; w) + Z [[st = 0](log(1 — m) + log §(hy — hy—1))

+ [se = 1] (log 7 + log Q(hy; w)) + log O(uy: ht)} (3.30)

3.1.4.1. E-Step. The EM recipe presented in Section 2.2 requires us to take the ex-

pectation of Equation 3.30 with respect to the posterior distribution. If we denote the
posterior at 7’th step of the algorithm as p(s1.7, ho.r|vi.r, 0, the expectation of £(6)

with respect to the posterior is given by the following:
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T
P(SLT,ho:T\ULT,@(T))[£<9)] = Z ]Ep(slzTﬁO;T\vl;Tﬁ(T)) [[St = 0] ( 10g(1 - W))]

t=1
T

+ D Eyorrhosrlors o) [[St = 1](log ™ + log Q(hs; w))}
t=1
+ By o orz,000) [108 (o w)]
T

+ Z EP(SI:T7hO:T‘U1:T79<T)) [log @(Ut; ht)] (3.31)

E

T
=log(l—m ZP (s¢ = O|U1:T,9(T))
t=1

+ 10g7TZP(8t = v, Q(T))

t=1

—i—Zp 1= 1017, 07 )y 0y 00 | 108 Qs w)|

T
+ Z Ep(ht|U1:T79<T>) |:10g @(vt; ht>:| (332)

t=1

where we introduce an auxillary variable sy and set p(so = 1|vy.p, ) = 1 for com-

pactness in the notation.

3.1.4.2. M-Step. In this step, we maximize Equation 3.32 with respect to w and 7

by taking partial derivatives. Observe that the last summation in Equation 3.32 is

independent of the parameters and thus can be omitted. Partial derivative with respect

to 7 yields:
JE o [L(6)]

O — p(sl:T7hO:T‘U1:T79 ) 333
5 (3.33)

1 T
;Z p(s; = 1|vr.r, 87) ——Zp s¢ = Olvyp, 7)) (3.34)

T
T+ =7 z:: p(se = orr, 07) (3.35)

Above equation tells us to set the new value of the prior to the average of posterior

change point probabilities, which we find very intiutive. Maximization with respect to
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w involves a single term:

OE ) [L(0
0 — p(SI:T,hO:Tg};l;T’B( ))[ ( )] (336)

T
0
= p(si = orr, 0 ))a_w]Ep(ht|v1;T,9(T)) [log Q(ht;’w)} (3.37)
t=0
The term in Equation 3.37 depends directly on the Q2 distribution. Once the derivative
is computed for different reset models, a general framework incorparating the algorithm

is straightforward to implement.
3.1.5. Model Specifications

Inference and parameter learning methods presented so far are independent of
the observation model © and reset model 2. Depending on the application and data
set characteristics, these models can be set appropriately. A significant point is that
the computations are much easier if the models are discrete or © is the conjugate prior
of Q since the inference requires their product. Below are four reset/observation model

pairs we investigate in this thesis:

3.1.5.1. Gamma-Poisson (GP) Model. Given a data set consisting of nonnegative in-

tegers, this model assumes that the observation v; is a Poisson random variable with
intensity parameter h; [21,33]. Gamma distribution is an appropriate choice to model
the uncertainty over unknown Poisson intensity since both its support and intensity
parameters are positive real numbers. Consequently, reset hyperparameter is a couple
of real numbers, w = (a, b), which denote the shape and scale parameters of Gamma
distribution. As a consequence, forward and backward messages in this setup store
a mixture of Gamma potentials over h;. Below are the probability distribution/mass

functions of Gamma and Poisson distributions:

Q(h;w) = G(h;a,b) = %h‘l—le—bh (3.38)
O(v;h) =P(v;h) = L_h (3.39)

['(v+1)
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When the problem is multidimensional, one may treat each feature as an independent
Poisson random variable. In this case, the intensity parameters are either reset alto-
gether or stay the same. Obviously, the model defined by Equations 3.38 and 3.39 is

one-dimensional instance of this more general formulation.

3.1.5.2. Dirichlet-Multinomial (DM) Model. If the observations are K > 2 dimen-

sional vectors of nonnegative integers, they could be treated as Multinomial random
variables. This assumption enforces the latent variable h; to be a K > 2 dimensional
vector whose elements are nonnegative and sum up to 1. Dirichlet distribution fits this
setup very well since it is a distribution over K —simplex, which includes any possible

value of hy:

F(Z?:l“”f) K
[T Dlwr) i

O(v; h) = M(v; h) Zk :: i i H hy* (3.41)

Q(h;w) = Dir(h;w) = hs (3.40)

where Dir and M stand for Dirichlet and Multinomial distributions, respectively. One
may similarly build a Dirichlet-Categorical model if the observations are vectors with

one element being 1 and other elements being 0.

3.1.5.3. Compound Model. It is also possible to consider a compound model, in which

a pre-determined subset of features is modeled with DM model and GP model is used
for the rest. Without loss of generality, we may assume that the features can be
arranged in such a way that the first M entries of an N dimensional observation vector
v form the first subset and the last N — M entries form the second one. We denote the
resulting hyperparameter as w = {11, 1.8, b1.y— 1} and the Compound model is

defined as follows:
N-M
Q(h;w) = Dir(huas; onar) X [ G(hizas; ai, by) (3.42)
=1
N-M
O(v; h) = M(viar hiar) X [ Pwisars hivar) (3.43)

i=1
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One may notice that even if we omit the DM part, i.e., M = 0, Equations 3.42 and 3.43
still define a compound (GP) model, provided N > 1. Also, the generative model of
our BCPM enforces a binary change decision, that is to say, the latent parameters are

reset altogether in case of a change.

3.1.5.4. Discrete Model. A discrete BCPM assumes that the system being examined

can be at 1 of K possible states. As opposed to DM/GP models, a latent state h; in this
setup does not track the parameter of the observation model but the probability mass
over all states. Hence, h; is modeled as a categorical random variable. We furthermore
assume that the observations are Multinomial and that each state k is associated with

its own emission probability vector t,. The overall model is expressed below:

K
Q(h;w) = Cat(h,w) = | [w*=" (3.44)
k=1
K
O(v;h, t1x) = HM(U; t) =M (3.45)
k=1

where Cat denotes Categorical distribution.

3.1.6. Complexity Analysis of Forward-Backward

When the state space of h; is discrete as in Subsection 3.1.5.4, the model reduces
to classical HMMs, where the latent state space is simply the Cartesian product of that
of s; and hy;. In this case, forward variables are 2 x |h;| dimensional matrices, where
|h:| denotes the length of the hidden variable. Nonetheless, other model specifications

are in continuous domain and require more detailed analysis.

As we try to sum over exponentially many possible switch settings to calculate the
posterior, the inference might seem intractable at first glance. However, thanks to the
forgetting (reset) property of the model, it is possible to implement forward-backward

routine efficiently, i.e., quadratic with the number of observations 7. We first define
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the two components of the forward message given in Equation 3.15 as follows:

p(St =0, hy, U1:t) = p(Ut|ht) Z /p<5t—17 ht—l,vlzt—l)fs(ht - ht—l)p(St = 0>dht—1

St—1

= p(velhe)p(he, v14-1)p(s: = 0) (3.46)
p(st =1, ht,’Ulzt) = p(vt\ht) Z /p(Sth htflyvlztfl)p<ht)p(5t = 1)dht71
= p(vehe)p(vie—1)p(he)p(sy = 1) (3.47)

In our terminology, components in Equations 3.46 and 3.47 denote “no-change”
and “change” cases. In a no-change case, the forward message at time t—1 is multiplied
by observation probability and change point prior. Informally speaking, probability
distribution over h;_; is updated and transferred to h;, due to the integral and Dirac
delta function. In a change case however, p(h;) is reset to Q(h; w), meaning it becomes

a single component whose parameter is independent of previous message.

Overall, the forward message ay(s¢, hy) is computed by updating the previous
message (formulated in no-change case) and adding one more component (change case).
Therefore, in general, if ay_1j;—1(5¢—1, h—1) is @ mixture with K components, the next
forward message would have K + 1 components. In other words, the number of com-
ponents grows only linearly with time, and filtering consequently scales with O(T%?).
For smoothing, we multiply forward and backward messages; hence, the complexity
becomes O(T*). Similarly, executing fixed lag smoothing, with lag being L, requires

O(T*L) computational load.

Figure 3.2 demonstrates the forward messages obtained when GP model is fed
with synthetic univariate data. FEach subplot in Figure 3.2 illustrates the Gamma
mixture in a forward message, and each curve is a Gamma potential over the latent
Poisson intensity parameter. Components are drawn proportional to their weights. As

shown, number of mixture components grows linearly.
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Although the computational effort is far less than exponential, filtering is still too
expensive for long time series and one needs to resort to approximations. A very simple
way of doing so is setting an upper limit on the number of mixture components [34].
This procedure is known as “pruning” in the literature and can be done by eliminating
the component with the smallest normalization constant after each update step of
the forward-backward algorihtm. If M components are retained, the complexities of
filtering and smoothing become O(MT) and O(M?T?). The value of M is usually
chosen to be much smaller than T. As illustrated in Figure 3.2, retaining only a few
mixture components is sufficient since many of them have very small normalization

constants.

In order to empirically analyze the impact of M on the approximation, we run
the forward-backward algorithm with different settings of M on the data generated by
GP model. Figure 3.3 shows the true latent Poisson intensity as well as the expected
intensities obtained by forward recursions with M € {5,10,50}. As shown, the change
in the mean intensity is negligible and inference with a very small setting of M gives a

good estimate of true intensity.

Intensity Plots with Different Upper Limits on Component Counts
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Figure 3.3. Mean intensities with different upper limits on component counts.



26

3.2. Detailed Analysis of Dirichlet-Multinomial Model

In this section, we investigate the forward-backward algorithm and derive EM
update equations specifically for the Dirichlet-Multinomial model. As discussed in
Subsection 3.1.6, forward and backward messages are Dirichlet mixture distributions
over latent variables. Thus, forward-backward routine requires multiplication of Dirich-
let potentials as well as marginalization over latent variables. Before diving into the

details of the routine, let us introduce the notation and required operations.

3.2.1. Preliminaries

3.2.1.1. Dirichlet Potential. A Dirichlet potential is represented by a tuple (a, ¢) where

a is the Dirichlet parameter and c is the logarithm of the normalizing constant.

(a,c) = e“Dir(z;a) (3.48)

c= log/(a, c)dx (3.49)

3.2.1.2. Multiplication of Two Dirichlet Potentials. We previously showed that in or-

der to compute the smoothed density, forward and backward messages -and hence
Dirichlet mixtures- must be multiplied. The good news is that the product of two
Dirichlet potentials (ay, ¢1) and (as, ¢2) over the same random variable is another Dirich-

let potential:
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(a1, c1)(az, ca) = e Dir(z; ar)e®Dir(z; az) (3.50)
K
= exp <01 + ¢y + logl (Z a; k) Z log I'(a1 )+
k=1
K K
Z apr —1) log:ck—i—z asy — 1)log x,+
k=1 k=
K
logT’ (Z a27k> - Z log F(CLQ}]J) (3.51)
k=1 k=1
K K
= exp <01 + ¢y +logll (Z alyk) - Z log I'(a1 )+
k=1 k=1

K

K
log’ (Z Cl2,k> — Zlog (agk)+
k=1 k=1

K
Z(al’k + ag — 2) log xk> (3.52)

k=1

= (al + a2 — 179(0’17 C1, a2, 02)) (353)

where the new normalizing constant is

]~

glai,c1,az,¢3) = c1+ ¢z +log T’ (

—i—logF(
—logI (

K
k) — > logT(ay )
k=1
K
am) - Z log I'(ag k)
k=1

(a1 + agy — 1)) + Zlog C(are + o — 1)
k=1

B
Il

1

M)~

e
Il

1

]~

i

1

(3.54)

3.2.1.3. Multinomial Distribution as a Dirichlet Potential. As mentioned before, up-

date step corresponds to multiplication of a message with the observation model
p(velhy) = M(v; hy). We know that Dirichlet distribution is the conjugate prior of
Multinomial; therefore, the multiplication is easy. Below, we express Multinomial dis-

tribution in terms of a Dirichlet potential:
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K
M(z;7) = exp <logF (1 + Z x| — Z log 'z, + 1) + Z xy log Wk) (3.55)
k=1 k=1
K
= exp (logF (1—1—2:1% —ZlogF(xk—l—l)—I—Zxklogﬂk
k=1 k=1 k=1
K K
+1logT (Z(zk +1) | —logl (Z(:pk + 1))) (3.56)
k=1 k=1
K K
= Dir(m;x + 1) exp (logF <1 + Zazk> —logT’ (Z(mk + 1))) (3.57)
k=1 k=1
=(x+1,¢) (3.58)

where ¢ = log ' (1 +35 xk> —logT <Z§:1(Ik + 1)) The update step can then be
easily implemented using Equations 3.52 and 3.57.

3.2.2. Implementation of the Inference

3.2.2.1. Computing Posteriors of Latent Variables. To track the density of h; and the

posterior probability of change, we need the marginals over latent variables. First, let

us express a forward message explicitly:

Oét\t St, ht Z at|t St, ht (359)

= Z at\ta Ct|t (3.60)

Here, superscript m goes over mixture components. In other words, agy and Cijy cor-
respond to Dirichlet parameter and the log normalizing constant of m’th component.
In order to compute both filtered and smoothed change point probabilities, we need to

calculate the marginal of a mixture of Dirichlet potentials over h;:
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p(st|vre) o /p(st,ht,vl;t)dht (3.61)
= / Zm:(ayl;,cgﬁ)dht (3.62)
= / (afy, ciiy)dhy (3.63)
= exp(cy) (3.64)

As already shown, EM algorithm requires computing the expected value of the filte-

ring/smoothing distribution over h;:

E [p(hi]vy)] x E

Zp(hta St, Ul:t)] (3.65)

= ZE ayy, Ct|t (3.66)

at|t
= Zexp (cit) Tami (3.67)
Ay

since the expected value of a Dirichlet random variable with parameter a is the unit

vector pointing the same direction as a.

3.2.2.2. Implementation of Forward Recursion. In order to start forward recursion,

we first need to define the first forward message, which is readily available given the

generative model:

Oéo‘()(hjo) = (U}, O) (368)

Let us further introduce the shorthand for logarithms of change point priors as

lo =logp(s; =0) =log(1—m) (3.69)

[y =logp(s; =1)=logm (3.70)
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As shown in Equations 3.46 and 3.47, one step prediction gives two sets of components,
representing no-change and change cases. The potential in no-change case becomes
(w, ly) because the parameter of the Dirichlet potential stays the same and the prior
probability of no-change is ly. In change case, the parameter is reset (to the same value)
and the potential is equal to (w, ;). Since the parameters of both Dirichlet potentials
are the same, we can merge them into a single component (which we have not done

while plotting Figure 3.2):

C¥1|0(h1,81> = (U}70> (371)

What is next is the update step. Representing Multinomial distribution as a Dirichlet

potential, we have the following:

a1 (ha, s1) = p(vilha) x ouo(ha, s1) (3.72)
= (v; + 1,k1) x (w,0) (3.73)
= (w+uv,G) (3.74)

How to calculate exact values of x; and (; is given in Subsections 3.2.1.2 and 3.2.1.3.
Next predict step yields a mixture of two Dirichlet potentials whose parameters are
w+v; (no change) and w (change). Following this pattern, we deduce that the forward

message at time t is made up of ¢ mixture components.

We now consider the prediction and update steps in general. The formulas for predic-

tion step at time ¢ were given in Equations 3.46 and 3.47:
i1 (he, 1) = p(se = 1, by, v1—1) Up(se = 0, by, v14-1) (3.75)
Here, U means at|t_1(ht,st) is composed of the components in p(s; = 1,hy,v14 1)

plus p(s; = 0, hy,v1.4-1). Let us express each term explicitly in terms of our Dirichlet

potential representation:
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p<5t = 1,ht701;t—1) = p(St = 1) X p(ht) X Z/at—lt—1<ht—l7 St—l)dht—l (3.76)

= exp(l) X (w,0) x ZGXP(Cﬁutq) (3.77)

= (w, [ + log Z exp(cﬁlt_l)) (3.78)

Concentrating on no-change case:

p(St =0, htyvl:t—1> = p(St = 0) X Z/at—ut—l(ht—la St—1)5(ht - ht—l)dht—l (3.79)

St—1

=p(se=0)> (a1 1, 1) (3.80)
= Z(a:’iﬂt—l’ lo + Cﬁut—l) (3.81)

The update operation in general is simply tantamount to computing ¢ Dirichlet poten-

tial products:

at\t(h’t; St) = p(’l)t|ht> X at|t71(h’t> St) (382)
= (v + 1, k) X Z(aﬁt,c%) (3.83)
= > (v +af ) (3.84)

3.2.2.3. Implementation of Backward Recursion. Implementation of backward recur-

sion is a little bit trickier than the forward recursion. We first note that the update
step is exactly the same as described in Subsection 3.2.2.2 and turn our attention to
backward propogation. To start the recursion, we need to define the last beta-postdict
message Sriry1(sr, hr) = p(vrirr|sr, hr). Because vpy . has no practical equivalent,
what we define is a placeholder message, i.e., an identity element with respect to Dirich-
let potential multiplication. If K, 1, and gammaln(z) denote the input dimensionality,
a K dimensional vector of ones, and logarithm of the absolute value of the Gamma

function on a real input z, respectively, our placeholder is (1, gammaln(K')). Then the



32

first update step becomes the following:

Brir(sr, hr) = p(vr|se, he) Brirsi(sr, hr) (3.85)
= (vr + 1, k7) X (1, gammaln(K)) (3.86)
= (vr + 1, k) (3.87)

Equation 3.23 formulates the postdict step. In no-change case,

p(St =0, Ut:T|St717 htfl) = /p(vt:T‘Sta ht)5(ht - hz‘fl)p(st = O)dht (3-88)
= (aji, lo+cfy) (3.89)

Respectively, in change case,

p(st = 17Ut:T|5t—1> ht—l) / p(UtT|3ta ht) (ht) (St = 1>dht (3-90)

= Z/ at|tact|t (w,ly)dhy (3.91)

Because we marginalize over h;, we end up with a normalization constant and again use
1 as the Dirichlet parameter of the placeholder message. Let us introduce the function
const[-], which takes a Dirichlet potential as parameter and returns the log normalizing

constant. Taking all into consideration, the change component is equal to

p(sy = L, vpr|si—1, 1) = (Il, L+ logZeXp(const[(w, 0) x (ay, cm)])) (3.92)

3.2.2.4. Implementation of Expectation-Maximization Algorithm. An EM algorithm
for BCPM was previously derived in Subsection 3.1.4. In order to optimize with respect
to 7, we simply compute the average of smoothed change point probabilities, which
are readily available once the forward-backward procedure is implemented. In this
subsection, we analyze how to optimize with respect to w. For this, we need to take

the derivative of expected complete data log likelihood, given in Equation 3.36, with
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Figure 3.5. Forward filtered change point probabilities on forward-filtered mean
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Figure 3.6. Backward-filtered change point probabilities on backward-filtered mean

densities.

Figure 3.7. Smoothed change point probabilities on smoothed mean densities.
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respect to wy, k’th component of w, and set it equal to zero:

0

p(St = 1|U1:T79(T))%
k

Ep(ht|vl 7,0(M) |:10g Dzr(htv )] (393)

M=

if
o

) 0
p(se = iz, 0By o, 1 60 [_ka

] =

Z(wk — 1) log ht,k+

k

a—wklogf (Zwk> — a—wkZbgF Wy ] (3.94)

p(st = 1|U1:T, 0(7))Ep(ht|v1:T,€(T)) llog ht,k + ¢ (Z U}k) - ¢(wk)] (395)
k

p(se = Lvrr, 0" { (Z wk> — p(wi) + Epnyjoy.000) 108 Py k]} (3.96)

i
o

M+ 20

t

Il
=)

Here, 9 is known as the digamma function. If we set C = Y, p(s; = 1|v.r, 07), above

expression becomes

T
5 Z St = 1|U1 T (T))Ep(hﬂvl:T,G(T)) [log ht,k] - w(wk) - (Z wk) (3‘97)
t=0 k

Next, we need to compute the expectation, and hence need the posterior. If smoothed

posterior is expressed as below
p(ht|fultT, =7 Zexp YDir(hya™) (3.98)

where Z = " exp(c™) is the normalization constant, then the expectation in Equa-

tion 3.97 can be explicitly written as follows:
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Ep(hi oy 00y 108 he k] = / p(helvrr, 07)) log hy dhy (3.99)
_ / % " exp(c™)Dir(ha|a™) log hy xdh, (3.100)
_ % Y exp(e™) / Dir(he|a™) log hy xdhy (3.101)
- % > exp(¢™E[log hy gy jam) (3.102)
= > eple™) ((af) — v(af) (3.108)

where we define af' = ), " and Minka shows how to compute the expectation in the

last step [35]. Plugging Equation 3.103 in Equation 3.97, we finally have the following:

Y {p<st = 1for.r,07) (% S exp(c™) ((ag) ww») } — ()~ w(Z wk>

(3.104)

Minka also shows that the following fixed-point iteration gives us the new estimate of

V=5 {p<st = Lorr.07) (% S exp(e”) (w(af) - ¢<a31>>>}+w (Z wz‘d)

t=0

(3.105)

Finally, ¢ function must be inverted. Here, we do not give the details but a quickly

converging Newton iteration to perform the inversion is given in [35].
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4. DDOS ATTACK DETECTION IN SIP NETWORKS

In this chapter, we present an application of the Bayesian change point model
described in Chapter 3: DDoS attack detection in SIP networks. BCPM is a good
choice to tackle this problem because of two fundamental reasons. First, DDoS attacks
cause instantaneous changes in the quantities being observed, particularly in the net-
work traffic data. Furthermore, the problem naturally requires online data processing
rather than retrospective segmentation. It is worth pointing out that the model allows
us to formulate the inference problem in a batch settings as well, which typically results

in better performance.

Volumes of research that discuss a wide range of techniques for detecting (D)DoS
attacks have been produced. Some of the methods are problem-specific and hence
require incorporating the knowledge of the problem domain. On the other hand, sta-
tistical methods, relying heavily on learning the normal state of the observed system,
identify anomalies in general (rather than particular instances of DDoS attacks). Al-
though BCPM belongs to the second category, our application deals exclusively with
one type of DDoS attacks, namely flooding attacks, that target a particular network
protocol. Following subsections cover the details of flooding attacks and SIP networks.
We then describe our data generation mechanism and the data sets. The section is

concluded by the experiments conducted and the results.

4.1. SIP Networks

Voice Over the Internet Protocol (VoIP) technology has emerged as a strong al-
ternative to public switched telephone networks (PSTN) mainly because VoIP services
allow text and video communication in addition to the voice, and provide means for the
migration from PSTN. The transition from PSTN to VoIP leads to an increase in the
popularity of SIP [36]. Nowadays, SIP is considered to be one of the standard protocols
to setup, modify and end VoIP sessions. Two general types of SIP entities are the user

agents (UAs) and the servers. A user agent is an endpoint entity that generates and
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receives SIP messages. In a typical SIP session, UAs communicate with each other by
sending request and response messages. Servers are responsible for registering users,

storing their locations, delivering messages when needed and so forth.

SIP messages are divided into two basic categories: SIP requests and SIP res-
ponses. Each SIP request sent by a UA is supposed to be answered by one of the
corresponding SIP response messages. For example, a UA can make a REGISTER
request to the server in order to change its status to online, make an INVITE re-
quest to another UA to start a call, or make a BYE request to terminate an ongoing
conversation. A SIP response message generated for a request can be of one of the 6
SIP response categories: 1xx-provisional, 2xx-success, 3xx-redirection, 4xx-client error,

bxx-server error or 6xx-global failure.

An illustrative example of SIP communication is given in Figure 4.1. It shows the
flow of exchanged messages between a server and two users during a normal call. In this
scenario, Alice initiates a call to Bob by sending an INVITE packet to the SIP server.
After authentication, the SIP server forwards this request to Bob. Similarly, Bob’s
response, in this case ACK packet showing that the call is accepted, is transmitted to

Alice through the SIP server. At the end, BYFE messages terminate the conversation.

Once a SIP session is established, two endpoints start exchanging multimedia
data such as audio conversations, video streams, etc. Recall that SIP, being a signaling
protocol, is not involved in the multimedia data exchange between agents. Handshake
on the type of conversation, encoding, addresses and ports to be used for transfer and
other details regarding the data exchange are usually achieved using Session Description

Protocol [37]. Additionally, real-time media delivery relies on Real-time Transport
Protocol (RTP) [38].

4.2. DDoS Attacks

Denial of Service attacks intend to prevent legitimate use of a service. When

performed by multiple hosts, such attacks are called Distributed Denial of Service at-
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Figure 4.1. A call scenario in SIP network.

tacks. One frequently exercised way of performing a DDoS attack is to send malformed
packets to victim computer to confuse an application or a protocol. Alternatively, at-
tackers may aim to consume a key resource such as CPU, memory, bandwith and

socket [24,39]. Such attacks usually enforce victim computer to freeze or reboot.

Flooding attack is a particular type of DDoS attacks, which is performed by
sending a vast amount of legitimate network packets to the target. These attacks
are difficult to combat with since filtering network traffic typically harms legitimate re-
quests. The impact of the attack is contingent on the attack settings such as flood rate,
network protocol and packet types used to perform it, and thus may differ substan-
tially from one attack to another. Also, settings in many attacks do not stay constant

throughout an attack, which typically results in detection latency [24].

An example DDoS flooding attack in SIP networks is the INVITE attack, in
which the attacker sends a large number of INVITE packets to a SIP server. Unless
particular counter-measures are implemented, these packets seem to be legitimate call

initiation requests. In case the server attempts to process all requests, it would reach
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its memory capacity and eventually stop responding to normal users.

4.3. Data Set Generation

Many machine learning algorithms proposed to sense DDoS attacks lack in pri-
vacy guarantees and may be exploited to uncover personal information, even from
anonymized data sets with the help of extra information [40]. Thus, in order to train
a machine learning solution, real world SIP traffic must be collected with uttermost
care in order not to reveal sensitive information. As expected, not many SIP data
sets are publicly available. To combat with the absence of real-world data, we build a

simulation setup that consists of following components:

e Simulator: To mimic the traffic on a SIP server, we build a probabilistic SIP
network simulation system that initiates calls between a number of users in real-
time [41]. The details of the underlying probabilistic model are presented in
Appendix A.

e Monitor: This module is responsible for collecting a set of features from a SIP
server. Collected data are delivered to a client computer in real time and DDoS
detection algorithm runs on streaming data.

e Trixbox: The simulation setup naturally requires a SIP server to operate. We
use Asterisk-based private branch exchange software named Trixbox as a SIP
server [42].

e NOVA V-Spy: To generate a rich variety of DDoS attacks concurrently with
normal traffic simulation, we make use of a commercial vulnerability scanning

tool, called NOVA V-Spy [43].

We control the simulation environment with two variables: network traffic in-
tensity and DDoS attack intensity. The former is a parameter of the Simulator and
controls the frequency of the calls whereas the latter is the rate of flooded packets,
governed by NOVA V-Spy. Both variables are binary, that is, they are set to be either
“low” or “high”, which makes up a total of four data sets. In the rest of this work,

we refer to the data sets as LOW-LOW, LOW-HIGH, HIGH-LOW and HIGH-HIGH,
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Figure 4.2. SIP simulation environment.

where the adjectives qualify the network traffic intensity and the flood rate, respec-
tively. During the simulations, 500 users are registered to the server. IP addresses and

the user id’s of attackers are randomly chosen.

Robustness is one of the key properties of a reliable DDoS attack detector. To
test how our detection mechanism responds to attacks with different characteristics,
we generate 40 DDoS attacks per data set. We leave an interval of at least 25 seconds
between two consecutive attacks; this results in a simulation sequence around half an

hour. Attack parameters are listed below:

o Attack Type: We flood the server with five SIP packets: REGISTER, INVITE,
OPTIONS, CANCEL and BYE packets.

e Transport Protocol: SIP is designed to run over several transport layer proto-
cols. In our experiments, we send attack packets both over Transmission Control
Protocol (TCP) and User Data Protocol (UDP).

e Fluctuation: A binary variable denoting whether the packets are generated uni-
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formly with time or fluctuates over time.

e Content Size: NOVA V-Spy can optionally insert dummy strings to the end of
SIP messages. Because such strings affect the bandwidth consumption and thus
are relevant to attack detection task, we generate two sorts of DDoS attacks in

that manner: with or without dummy strings.

Even though there is no consensus on how to classify network traffic as abnormal,
the traffic caused by DDoS attacks is said to exhibit unique properties [44]. The main
source of information to establish whether the system is under attack or not is the
network load, which implies that significant changes in the pattern of SIP message
histograms possibly indicate a DDoS attack. Therefore, our first two feature categories
consist of 14 SIP Request (SReq) and 14 SIP Response (SRes) packets (the incoming

and outgoing packets) counted for fixed observation intervals (e.g., 1 sec).

We monitor three additional modules of the victim: Resource Usage (RU), Aste-
risk Stats (AS) and Asterisk Logs (AL). The first category is the pair of total CPU and
memory usage of the server. The second group consists of operating system statistics,
such as the number of open file handlers, connections, running threads, etc. The last
category counts the keywords in the log files generated by Asterisk. The listed features
are all expected to diverge from their settled values in case of an attack and hence

potentially signal it.

4.4. Evaluation Criteria

We measure the performances of different model specifications using precision (P)
and recall (R) measures. Both P and R are desired to be close to 1. As the rates of
false alarm and/or missed change points increase, P and R, respectively, diverge more

from 1. We also calculate the F-score (F), or the harmonic mean of precision and recall
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Table 4.1. Five categories of the features collected from network and OS sides of the

SIP server.

Category Feature Description

REGISTER | Num. of “register” requests

INVITE Num. of “invite” requests
SUBSCRIBE | Num. of “subscription” requests
NOTIFY Num. of “notification” requests

OPTIONS Num. of “options” requests

ACK Num. of “acknowledgment” requests
BYE Num. of “bye” requests

SIP Requests
CANCEL Num. of “cancellation” requests

PRACK Num. of “provisional acknowledgement” requests
PUBLISH Num. of “event publish” requests

INFO Num. of “information update” requests

REFER Num. of “call transfer” requests

MESSAGE Num. of “instant message” requests

UPDATE Num. of “session state update” requests

Resource TOT_CPU Percentage of total CPU usage

Usage TOT_-MEM | Percentage of total virtual memory usage
A _CPU Percentage of CPU used by Asterisk
MEM Percentage of physical memory utilized by Asterisk
FH Num. of Asterisk file descriptors

Asterisk Stats
THREADS Num. of Asterisk threads

TCP_CONN | Num. of Asterisk TCP connections
UDP_CONN | Num. of Asterisk UDP connections
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Table 4.2. Five categories of the features collected from network and OS sides of the

SIP server (cont.)

Category Feature Description
100 Num. of “trying” responses
180 Num. of “ringing” responses
183 Num. of “session progress” responses
200 Num. of “success” responses
400 Num. of “bad request” errors
401 Num. of “unauthorized” errors
403 Num. of “forbidden” errors
SIP Responses
404 Num. of “not found” errors
405 Num. of “not allowed” errors
481 Num. of “dialog does not exist” errors
486 Num. of “busy” errors
487 Num. of “request terminated” errors
500 Num. of “server internal” errors
603 Num. of “decline” errors
A_WARNING | Num. of Asterisk “warning” log messages
NOTICE Num. of Asterisk “notice” log messages
Asterisk Logs | VERBOSE Num. of Asterisk “verbose” log messages
ERROR Num. of Asterisk “error” log messages
DEBUG Num. of Asterisk “debug” log messages
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where T, and F, are the true and false alarm counts respectively, and G, is the true
number of change points. An alarm ¢; means signaling of a change event at time ¢,
which is triggered whenever the change point probability exceeds a certain threshold
Ao An alarm g, is said to be “correct” if it is signalled within v seconds following
an attack onset at time ¢. In other words, we increment the number of true alarms
if 0 < t—1t < v. Alarms not matched with any ground truth are regarded as false

positives.
4.5. Model and Parameter Settings

We conduct experiments with all models specificed in Subsection 3.1.5. For each
model, we either include or exclude a feature category, which makes a total of 2°—1 = 31

sets of experiments per each model specification.

For a given feature setting and model, we perform a grid search in order to find the
hyperparameters yielding the best performance. Because the data sets are considerably
long and high-dimensional, each experiment is very time-consuming; therefore, we keep
the search space small. More concretely, we assign a single parameter ¢ for the Dirichlet
priors by setting wpy = [¢,¢,...,¢]. Similarly, we fix the shape parameter of all
Gamma priors in GP and Compound model to a single value ¢ = wgp = we and scale

parameter to 1. We also set 7 to three different values.

Parameter setting in Discrete model is slightly different. The first parameter to
be set is the number of states K. Regardless of this value, we assume that the prior
distribution over hidden states to be flat: wp = 1/K[1,1,...,1]. In order to determine
the emission probability vector T}, associated with each state k € {1,..., K}, we run the

NMF algorithm with I = K. Each column of the resulting template matrix corresponds



Table 4.3. Grid search parameters.

Parameter Search values
Change point prior () | 1072,107%,1078
DM parameter (¢) 1,10, 100
GP parameter (1)) 1,10, 100
Number of states (K) | 6,8,10,12,14
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to an emission probability vector. Overall search space is given in Table 4.3.

Figure 4.3 illustrates how an example data set is decomposed into two factor

matrices using NMF. The matrix on the left side contains the network data, i.e., his-

tograms of SIP network packets over time. Other two matrices are the template and

excitation matrices. In this work, we simulate five types of DDoS attacks; thus along

with the normal traffic on the background, observed vectors could roughly be classified

into six patterns. When we force the template matrix to be sparse with K = 6 and

the excitation matrix to be dense by tuning the priors, we observe that each basis

corresponds to either the signature of one of the DDoS attacks or the normal traffic

(see Figure 4.4).
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Figure 4.3. Data, template and excitation matrices, respectively from left to right.

The (x,y) axes of the matrices are (time, message types), (template indices, message

types), (time, template indices) respectively.
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Figure 4.4. Normalized basis vectors extracted by NMF from whole data set.

4.6. Results

Best F-scores achieved by four model settings after grid search are presented
in Tables 4.4 and 4.5. Results in these tables are computed based on filtered and
online smoothed change point probabilities, respectively. Both L and v, denoting
the number of backward steps in online smoothing and the toleranced latency while
matching change points with true attack onset labels, are set to 5. This number seems
to be a reasonable choice, considering the experiment setup allows a successful attack
detection to be at most L+v seconds after the onset (In the worst scenario, a successful
signal might have been produced v seconds after the attack and computed after L steps
backward recursion). One may adjust the value depending on the cruciality of latency

in detection.

The most striking finding is that online smoothing results in better performance
than filtering. This is not surprising since change points are computed given evidence
from future. Along with that, increasing lag L does not enhance F-score after a certain
threshold, which we emprically determine as 5. As importantly, we observe that DM
model, which only tracks the ratios of features usually gives better accuracy than

GP model, which tracks the magnitudes of signals. It should also be noticed that
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Compound model, which is able to tract the ratios and the magnitudes at the same

time, performs slightly better than DM model in online smoothing.

Higher F-scores are attained when attack intensity is boosted because more in-
tense DDoS attacks cause greater divergence from normal traffic and hence facilitate
detection. It is also worth noting that the quality of detection usually rises with the
network traffic volume, which may seem contradictory with our prior claims at first
glance. Nonetheless, in case of low background traffic intensity, tiny changes in the
traffic generated by Simulator are easier to be mislabeled (as attack). The findings
indeed confirm that F-scores worsen due to lower precision values, rather than missed

DDoS attacks.

As mentioned in Subsection 3.1.6, inference is intractable for long time series.
Consequently, we maintain M = 50 mixture components having the highest weights in
forward recursion (for time series consisting of 2000-2100 observations). Empirically,

we observe that keeping additional components does not increase F-score.

Because all feature settings in Tables 4.4 and 4.5 include SIP Requests, we de-
duce that they constitute the most significant feature set. This comes as no surpise
due to the fact that flooded packets are all SIP request packets. In the second place,
Resource Usage statistics help improving the accuracy of our system. It can be further-
more noticed that Asterisk Stats assist in sensing DDoS attacks with high intensity in
particular, noting that specifications of the target computer as well as the operating

system would definitely affect how useful this feature set can be.

Finally, we calculate model performances with hyperparameters learned by the
EM algorithm described in Subsection 3.1.4. We observe that the F-scores obtained
after the maximum likelihood estimation of the parameters are much lower than the
scores obtained by grid search. A possible explanation is that EM update equations
weight the sufficient statistics by respective change point probabilities (see Equa-
tion 3.37). Because the model raises alarms to the fluctuations in the background

traffic in addition to DDoS attacks, learned parameters converge to such values that
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eventually make the model more sensitive to the fluctuations, whereas we would like

to detect DDoS attack onsets only.

Table 4.4. Highest F-scores attained after grid search with filtered change point

probabilities.
Model Traffic Attack Average
Specification | Intensity | Intensity Feature St Fscore F-score
Low Low SReq, RU 0.83
Dirichlet- Low High SReq, RU, AS 0.94
Multinomial | High Low SReq, RU 0.89 091
High High SReq, RU, AS 0.98
Low Low SReq 0.90
Gamma- Low High SReq 0.93
Poisson High Low SReq 0.79 0
High High SReq 0.98
Low Low SReq(GP), RU(DM) 0.91
Compound Low High SReq(GP), RU(DM) 0.94 001
Model High Low SReq(GP), RU(DM) 0.79
High High | SReq(GP), RU(DM) | 0.98
Low Low SReq, RU, AS 0.84
Discrete Low High SReq, RU, AS 0.94
Model High Low SReq, RU, AS 0.84 058
High High SReq, RU AS 0.9
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Table 4.5. Highest F-scores attained after grid search with online smoothed change

point probabilities.

Model Traffic Attack Average
Feature Set F-score
Specification | Intensity | Intensity F-score
Low Low SReq 0.92
Dirichlet- Low High SReq, RU, AS 0.96
Multinomial | High Low SReq, RU 0.92 -9
High High SReq, RU, AS 0.98
Low Low SReq, RU 0.94
Gamma- Low High SReq, RU 0.95
Poisson High Low SReq, RU 0.89 093
High High SReq, RU 0.94
Low Low SReq(GP), AS(DM) 0.95
Compound Low High SReq(GP), AS(DM) 0.96
Model High Low SReq(DM), RU(GP) | 0.94 .
High High | SReq(GP), AS(DM) | 0.99
Low Low SReq, RU 0.91
Discrete Low High SReq, AS 0.94
Model High Low SReq, RU 0.84 0
High High SReq, AS 0.92
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5. CONCLUSION

In this work, we approached the change point detection problem from a Bayesian
standpoint. Our model is a hierarchical hidden Markov model that comprises three sets
of variables: switches, latent dynamics and observations. Our formulation reduces the
task of deciding whether a change occurs or not at a given time to computing the pos-
terior probability of the switch variable at that time. We provided a forward-backward
type algorithm for inference, which allows both real-time and batch processing. We
also derived update equations for learning two model parameters, namely, the prior
probability of a change and reset parameter, through the Expectation-Maximization

algorithm.

We described our change point detection framework independent of particular
distributions modeling observations and latent dynamics. To specify the model, we
explained four different observation and reset distribution pairs: Gamma-Poisson,
Dirichlet-Multinomial, Compound and Discrete models, which track the magnitude,
ratio, a mixture of magnitude and ratio of the input signal, and the discrete states
of the observed system. Section 3.2 presented an exhaustive analysis of the Dirichlet-
Multinomial model, in which forward-backward messages and the predict and update
equations were explicitly derived. We also discussed the complexity analysis and a

simple trick that allows real-time approximate inference.

The novel application of the model is DDoS attack detection in SIP networks.
Since we were not able to find any publicly available data set collected from a SIP server
under a DDoS attack, we first built a simulation environment consisting of a SIP traffic
generator, SIP server and DDoS attack generator. We conducted several experiments
with different model specifications and feature combinations, and showed that the
Compound model outperforms the others. Moreover, we identified SIP Request and
Resource Usage feature categories as the most informative ones as they very frequently

appear in the settings yielding the highest F-scores.
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As we demonstrated in our experiments, the proposed method is powerful and
flexible, and yields good results in an arguably challenging problem. Nonetheless, both
the model and the applications can be further improved in many respects. A list of

future research directions are as follows:

e Despite pruning is shown to work very well in practice, other approximation
techniques such as particle filters or collapsing multiple components into a single
one may be investigated for problems involving highly heterogeneous time series
data.

e Currently, the switch variables are assumed to be independent of all other vari-
ables in the model. A Markov chain on the switches may be considered.

e The latent dynamics when there is no change do not necessarily stay the same.
New transition dynamics could be explored.

e We can build a more generic framework if multiple reset templates are allowed
to exist. Such a setup would better represent the uncertainty over the latent
dynamics.

e New observation-reset distribution pairs may be worked out. As long as the reset
distribution is the conjugate prior for the observation distribution, the generic

inference and parameter learning recipes stay valid.
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APPENDIX A: SIP NETWORK TRAFFIC GENERATION

Simulator is driven by a probabilistic generative model to recreate typical user
behaviors in SIP networks, such as making calls, answering, rejecting or ignoring an
incoming call, and holding an ongoing call. User actions generated by the Simulator
are realized as actual SIP communications, where SIP messages are exchanged between
UAs and Trixbox. Simulator omits the RTP messages carrying actual conversational
data between users, since these do not pass through the SIP server, and are not relevant

to the outcome of the simulation.

A.1. The Social Network

The relationship between users in the simulation is structured by a stochastic
graph block model [45]. N users in the simulation are first divided into K different
groups. The probability of a user to be in group k is denoted by the k’th element of a
K dimensional vector m, which is a Dirichlet random variable with parameter y, which

is by default flat:

7 ~ Dir(m; x) (A.1)
We use a N x K dimensional binary-valued matrix G to denote group identities, encoded
in 1-of-K manner. In other words, each row g, consists of k — 1 zeros and a single one

(gnx = 1 if and only if n’th user belongs to k’'th group). Rows are sampled from a

Categorical distribution with parameter m:

Gn ~ Cat(gy;m) (A.2)
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A.2. Phone Books

First, a phone book b, is generated for each user n to determine persons that the
user is most likely to call. b, is a vector of length N such that b, ,, is the probability
of user n calling user m whenever it decides to make a call. This vector is drawn from

a Dirichlet distribution with a parameter «,, that is specific to each user.

by, ~ Dir(by; o) (A.3)
All entries except for n’th one of oy, € RY are 1, and oy, = 0. This means the phone
book b,, is drawn from an (almost) flat Dirichlet distribution, but b, itself is not flat.

Each user n has different probabilities of calling other users.

Whenever user n decides to make a call, it selects a user ¢ from its phone book to call

from a Categorical distribution

¢ ~ Cat(c; by,) (A.4)

A.3. Registration

When the simulation starts, all users are offline. The amount of time user n

spends before registration is denoted by r, and generated as follows:

Furthermore, each user n sends a re-register packet with a fixed period ¢, that is again

sampled from Gamma distribution:
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A.4. Call Rates

The rate of phone calls for each user n is determined by (,,, which is generated

from Gamma distribution:

During the simulation, whenever user n becomes idle, it waits for a random 7,, seconds,

which is drawn from Exponential distribution with rate j,.

in ~ Explin; Bn) (A.8)
Exp(in|Bn) = 1/Bnexp(—in/Bn) (A.9)

To generate low traffic, we set p to 20 and p = 5 in case of high traffic.

A.5. Call Durations

Each user n has its own average call duration 9,,, drawn from Uniform distribution:

8, ~ U(6,; 20, 200) (A.10)

Some users tend to make short calls, while others prefer to talk longer. Whenever
a call is set up between users n and m, they both sample the duration of the call
independently and the one who wants to talk shorter hangs up. Therefore, we generate

a call duration d,, ,, as follows

dp |0y, ~ Exp(dy; o) (A.11)
|0 ~ Exp(dy; 6m) (A.12)
dpm = min(d,, d,,) (A.13)
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A.6. Call Responses

Every user n is associated with a call answering probability a, and call holding

probability h,. We draw them from following uniform priors:

a, ~U(ay;0.8,1) (A.14)
hy ~ U(hy;0,0.1) (A.15)

Whenever a user in available state receives a call, we draw a Bernoulli variable x,
with parameter a, for the decision. The call is accepted if x, = 1. If the user is
already talking when she receives the call, we draw another binary random variable z,
with parameter h,,. If z, turns out to be 1, she holds the other party and accepts the

incoming call. Otherwise, incoming call is rejected.

T, ~ BE(xy; ay) (A.16)
Zn ~ BE(zp; hy) (A.17)

The actions that users take for incoming calls is given in Figure A.1.
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User A calls user B
if B.status == “Available” then
generate x € U[0, 1)
if x < B.answering_probability then
return “ACCEPT”
else
return “REJECT”
end if
else
generate z € U0, 1)
if z < B.holding_probability then
return “HOLD_OTHER_PARTY”
else
return “BUSY”
end if
end if

Figure A.1. Algorithm to generate responses to calls.





