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ABSTRACT

COMMUNICATION THEORETIC ANALYSIS OF
DIGITAL FINGERPRINTING UNDER LINEAR
AVERAGING GAUSSIAN ATTACK

In this thesis, performance of correlation detector is investigated from a com-
munication theoretic perspective for additive fingerprinting under Gaussian averaging
attack. First, digital fingerprinting problem is modeled as a communication system:
Presence of users in the collusion is embodied by binary messages, fingerprints are
represented as modulating waveforms and linear averaging collusion attack is modeled
as a multiple-access channel. It is stated that correlation detector, which calculates
the correlation between a specific fingerprint and the colluded copy, is an analogue of
the well known matched filter. It is obvious that matched filter is suboptimum for
colluder detection so multiple-access interference causing this suboptimality is quanti-
fied. Because of the focused detection and decision at the receiver bit error probability
is considered as the basic performance measure and generic bit error probability ex-
pression that is valid for any additive codebook is derived. In terms of fingerprint
codebooks orthogonal, simplex and Gaussian fingerprints are studied. For each code-
book minimum achievable bit error probability is obtained and collusion resistance
expression is derived based on bit error probability. Furthermore asymptotic behavior
of minimum bit error probability is investigated with respect to signal length, number
of users and noise power. Error exponents are also calculated and rate of variation of

bit error probability at asymptotes is studied.



OZET

DOGRUSAL GAUSS ORTALAMA SALDIRISI ALTINDA
SAYISAL PARMAK-IZI’NIN ILETISIM TEORISI
ACISINDAN INCELEMESI

Bu ¢alismada, ilintili algilayicinin ortalama-Gauss saldirisina maruz kalmig sayisal
toplanir parmak-izleri i¢in bagariminin iletigim teorisi agisindan incelemesi yapilmaktadir.
Ilk olarak, sayisal parmak-izi meselesi bir iletigim sistemi olarak modellenmistir: Kul-
lanicilarin saldirida bulunup bulunmamalari 0 ve 1 olarak simgelenmekte, parmak-izleri
kipleyici dalga bicimi olarak kullanilmakta ve dogrusal ortalama saldirisi ¢ok kullanicili
iletisim kanali olarak ifade edilmektedir. Saldiriya maruz kalmig sinyal ile belli bir
parmak-izi arasindaki ilintiyi o6lgen ilintili algilayicinin iletigim sistemlerindeki uyumlu
siizgece denk oldugu belitrtilmigtir. Uyumlu stizgecin ¢ok kullanicili kanallar icin en
iyi alict olmadigr ortaya konulmusg ve buna neden olan ¢oklu erigim girisimi acik bir
sekilde nicelenmistir. Alic1 tarafinda uygulanan odakli sezim ve karar nedeniyle bit
hata olasiligi gegerli bagarim olgiitii olarak kullanilmig ve biitiin toplanir parmak-izleri
i¢in gecerli olan genel bit hata olasiligi tiiretilmistir. Bu ¢aligmada belli parmak-izleri
olarak dik, simpleks ve Gauss parmak-izleri ele alinmaktadir. Her parmak-izi ic¢in
gerceklestirilebilir en kiiciik hata olasiligi hesaplanmig ve saldir1 direnci ifadesi bit hata
olasiligina bagl olarak elde edilmistir. Bundan bagka bit hata olasiliginin sonugur
davranigi sinyal uzunluguna, kullanici sayisina ve giiriiltii giiciine gore incelenmigtir.
Ayrica hata tstelleri de hesaplanarak bit hata olasihiginin sonusurdaki degisim hizi da

ortaya konulmustur.
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1. INTRODUCTION

Digital material such as video and audio is easily accessible and modifiable by
third parties because of its nature. Protection of such a vague property from unautho-
rized access and illegal redistribution needs special techniques. Watermarking, whose
basic idea is to hide useful information into data, is one of these techniques. In water-
marking visible or invisible signature data, which is generally retrievable, is embedded
into the digital content that is intended to be protected. Consequently digital water-
marking differs from classical cryptographic security methods by allowing the content

to be tracked and protected without need of data secrecy.

Fingerprinting is a special category of watermarking. It is specifically used for
tracking and tracing digital content. In fingerprinting a unique signature data, which
is named as fingerprint, is embedded into each copy of the multimedia content where
original data can be called as the host signal. Decoding the embedded fingerprint from
the marked data reveals the identity of the content owner. Hence digital fingerprinting
can be utilized for tracing the distributed copies of multimedia content, preventing
illegal redistribution by identifying the owner of a specific copy and spotting the sources
of leakages from a data source that has to be kept secret. Considering the online music
and video stores selling copies of multimedia content over the internet and the growing
peer-to-peer sharing networks significance of digital copyright management and role
of watermarking in this context can be grasped with a deeper understanding. As an
example; a traitor ripping his own copyrighted movie from legal vendor DVD can be
identified and put in front of court by decoding the fingerprint from reproduced copies

that are obtained from sharing networks or pirate shops.

Any act of modifying the marked content in order to remove the embedded fin-
gerprint is called an attack and users involving in this act are named as attackers. Any
fingerprinting system is desired to be robust against attacks, i.e. the detector should
be able to reliably identify attacking users from their fingerprints by inspecting the

attacked data. Collusion attack, in which a group of attackers combine their marked



data in order to remove the fingerprints, is the most considered attack in the liter-
ature. Collusion resistance is defined as the maximum number of colluders that can
be identified while keeping the error probability sufficiently small and it is one of the
basic performance merits of a copyright protection system. Most of the work in the
literature focus on constructing collusion resistant fingerprint codes or designing and

analyzing attack models in terms of collusion resistance.

From the technical point of view digital fingerprinting, as a special class of water-
marking, has some special considerations and requirements. To begin with, decoding
of embedded fingerprints from digital data is generally non-blind which means orig-
inal mark-free host signal is available at the detector. Furthermore fingerprints are
inserted into digital data so that they are invisible or at least imperceptible by human
senses. Remembering that fingerprinted data is marketed and distributed to end users
perceptual quality of the multimedia content is of great importance and it should not
degrade with insertion of hidden data. Thus fingerprint embedder should control the
amount of distortion introduced by data hiding. Besides the fingerprint system and
the embedder, attacking schemes are also restrained by the amount of distortion on
the digital content. Attacker should not degrade the perceptual quality of the content
beyond predefined limits while trying to remove the embedded fingerprints.

Research focus in fingerprint literature can be roughly grouped into two factions.
First one is the design and analysis of robust fingerprints and embedding techniques.
The second one is the analysis of attack schemes and performance of fingerprinting
methods under proposed attacks. We start with introducing the attack types com-
monly utilized in the literature. Then we describe the embedding techniques and
portray various fingerprint codes along with their performance measures under the

aforementioned attacks.

Collusion is the most widely utilized and studied attack class in the literature [1],
2], [3], [4], [5], [6]. In collusion a group of malicious users, which is called a collusion
clique, combine their copies with the intention to obtain a new copy that is free of

fingerprints or with little trace of fingerprints. There are several types of collusion



attacks that can be classified into two groups as linear and nonlinear. Averaging
attack is a simple yet effective type of linear attack. It consists of averaging colluders’
copies and adding small amount of noise on top of the averaged data. In [7] it has been
shown that by employing linear averaging attack with Gaussian noise any fingerprinting
system can be successfully broken by O < N/log (N )) adversaries where N is the
length of the fingerprints. Moreover linear averaging attack is optimal in the sense
that attack distortion is minimized [3]. On the other hand nonlinear collusion attacks
manipulate the digital content by using maximum, minimum values or some other
nonlinear operators on the fingerprinted data [5], [6]. Another nonlinear attack where
colluders generate a forged copy by interleaving their own fingerprinted copies is studied

in [4].

An early mark embedding technique is to hide the fingerprint by modifying the
quantization values of the host signal, most notably the least significant bits of the data,
[8], [9]. A more recent and extensively used additive embedding technique is spread
spectrum watermarking [10], [11] which borrows ideas of modulation and spreading
from communication theory [12]. In spread spectrum watermarking fingerprint is added
to the data, i.e. modulate the host signal, in spatial domain, in frequency domain or
in another domain of interest depending on the application [1]. It has been shown
that spread spectrum watermarking is highly resistant to collusion attacks [13], [10].
Another class of embedding method is given the name quantization index modulation
[14]. They were shown to be more robust against many attacks than spread spectrum

methods and to be optimal for Gaussian channels.

One of the earliest collusion resistant fingerprint code construction is introduced
in [2] by Boneh and Shaw where generic digital data, obeying the marking assumption
stated therein, is marked by bits at specific positions. In this work it was shown that
described fingerprint code is capable of identifying one user with high probability if the
code length is sufficiently large. Improved code construction methods over Boneh-Shaw
fingerprinting were proposed in [15], [16], [17] where better collusion resistance results

were obtained.



Using spread spectrum embedding described in [10] a large variety of fingerprint
codes, which are more resilient and robust against linear multi-user collusion attacks,
can be constructed. In [18] authors show that spread spectrum codes can stand fairly
firm against nonlinear geometric attacks. Modulating the host signal using orthogonal
codes is one effective approach for colluder identification under linear averaging attack
[19]. Although orthogonal codes enjoy optimum detection and easy-to-analyze models
they are limited by the number of users that can be accommodated. Layered coding
approaches combining error correcting codes and spread spectrum embedding are also
studied in [20]. In [21] anticollusion codebooks are introduced whose any size-K subset
is unique and hence can be identified by the detector. Another class of fingerprint
codes are simplex fingerprints proposed in [22]. In N dimensional space, they maxi-
mize the minimum distance between codewords which governs the probability of error
expression. Stochastic codebook generation is another option for code construction.
Collusion resistance of randomly generated Gaussian fingerprints is examined in [13].
Additionally authors in [23] explored spread spectrum bounded Gaussian fingerprints

under gradient attack.

Literature work focusing on the fingerprint detector side is not as fruitful as the
work on code design or attack analysis. Correlation detector which quantifies the sim-
ilarity between fingerprints and forged signal via correlation based detection statistics
is the most commonly used structure for detecting spread spectrum fingerprints. De-
cision at the detector can be made by hard thresholding the correlator outputs or
using the maximum value of the outputs [19]. In [21] soft thresholding and sequen-
tial detection with their performance results are presented. As the basic performance
criterion on fingerprinting systems collusion resistance is comprehensively examined in
the literature [2], [19], [7]. Detection and error probabilities for various codebooks and
attack classes are of similar interest as the collusion resistance. In [19], [5] authors
considered the probability of detecting at least one colluder and probability of falsely
accusing at least one innocent and they derived collusion resistance results upon these
cost functions. For simplex fingerprints probability of error derivations are presented
in [22] but exact expression is not given. Moreover collusion resistance and asymptotic

behavior of simplex fingerprints are not investigated in the literature. In [24], [25] fin-



gerprinting problem is treated from an information theoretic perspective and capacity

and achievable rates are derived.

The fundamental motivation of this work is the relatively poor analysis and de-
velopment on fingerprint detector structures. To the best of our knowledge probability
of error, expecially bit error probability, and its exact expression for various codebooks
such as simplex and Gaussian are not investigated deeply in the literature. Analysis
of collusion resistance and asymptotic behavior for simplex and Gaussian fingerprints
are also open problems. It is obvious that besides codebook design detector structure
heavily affects the performance of the fingerprinting system. Therefore thorough per-
formance analysis of conventional detectors and design of new detector structures has
the potential to be a valuable effort in fingerprinting literature. Main contributions for

this thesis can be summarized as follows:

In this work a communication theoretic analysis of the fingerprinting problem
is presented from the detector point of view. Digital fingerprinting is modeled as
a communication system where embedder is the transmitter, collusion attack is the
communication channel and the fingerprint detector is the receiver. Information sent
through the channel is represented as a binary value embodying the presence of a
user in the collusion clique and additive fingerprint codes are modeled as modulating
waveforms of these binary messages. As the attack channel linear averaging attack
with Gaussian noise, i.e. averaging Gaussian attack, is considered and it is shown
that averaging attack corresponds to a multiple-access communication channel. In our
setup conventional correlation detector is the analogue of well known matched filter
and the decision statistic for a specific user is the output of the detector matched to
that user’s fingerprint codeword. Since the detector works in a focused’ fashion bit
error probability of a user is used as the main performance figure. A generic bit error
probability expression that is valid for any given additive codebook is derived and
multiple-access interference is quantified. Then the generic result is utilized for specific
fingerprint codebooks. Orthogonal, simplex and Gaussian fingerprints are considered
and exact bit error probabilities are computed as special cases of the generic result.

For these codebooks multiple-access interference at the output of the matched filter



is also analyzed. Subsequently, collusion resistance of each fingerprint is investigated.
Note that bit error probability is used as the cost function for collusion resistance
derivation. Afterwards asymptotic behavior of bit error probability expression of each
codebook is analyzed with respect to signal length, noise power and number of users.
Finally we examine the error exponent of bit error probability which gives insight into

its asymptotic behavior.



2. NOTATION AND PROBLEM SETUP

2.1. Notation

Bold lowercase letters denote vectors and bold uppercase letters denote matri-
ces. Bold lowercase letters with a subscript represent a specific vector e.g. q; is the
fingerprint vector of jth user. R stands for the set of real numbers and RY for the N
dimensional real space spanned by length N vectors. Transpose of a vector or matrix
is represented by a superscript 7. Euclidean inner product of two vectors q;, q; € RY
is (q;, q;) and Ly norm of a vector is ||q;||. Hamming weight of vector b is denoted by

w (b). C(n, k) represents size k combinations from a set of size n.

Pr(.) denotes a probability, E(.) denotes expectation. Subscript letters under
expectation operator represent the random variable whose probability distribution is
used for expectation. '~’ is used to indicate that random variable on the left of this
operator comes from the distribution given in the right, e.g. if x is Gaussian with 0 mean
and o variance we denote it by x ~ N (0, 0?). @Q function represents the Gaussian tail
probability and it is given by @ (z) = \/%7 fxoo exp <—“72)du. The abbreviation “i.i.d.”
stands for independent and identically distributed. log () is the natural logarithm of

x and exp (z) is the exponential e*.
2.2. Signal Model

In this setup, employed embedding method is additive watermarking. The signal
model described in this section and the bit error probability expressions derived in
Section 3 are valid for any additive fingerprint codebook. The attack channel is linear
averaging and additive noise is i.i.d. Gaussian. Note that both embedder and attack
channel obey distortion constraints introduced in Section 2.3. There are a total of
M users and K of them join the collusion clique independent of each other. At the
detector side correlation detector is used. Correlation detector computes correlation

between colluded signal and individual users’ fingerprints and it is also named as the



focused detector. 1t is assumed that number of colluders is known at the detector. Hard
thresholding is applied to the outputs of the focused detector and decisions are made

according to the thresholded decision statistics.

Considering additive code embedding, fingerprinted data for kth user, x;, is given

by
Xp =S+ Qg (2.1)

where s and qj are the original content and kth user’s fingerprinting code, respectively.
Xk, s and qj are all length N column vectors. Linear averaging Gaussian attack
averages copies of K users and add additive white Gaussian noise (AWGN) to the
averaged signal. Colluded copy that is available to the decoder, y, is given by

1
y:s+Equ+n (2.2)
jesc
where SC' is the set of colluders and n is the length N AWGN vector with zero mean
and o?Iy covariance matrix. It is safe to assume that the original signal s is available
at the decoder. Therefore, from now on, the colluded signal is going to be simply

written as

1
Y= Z q; +n (2.3)
jesc

Quantifying each user’s presence in the collusion clique as a binary random vari-

able leads to the following equivalent expression for the colluded signal y

1 M
y = E jzlquj +n (24)
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Figure 2.1. Signal model for the fingerprinting problem.

where

1 if user j is in the collusion set SC,

0 otherwise.

Above representation of the colluded signal leads to two important observations. First,
users send binary messages that are modulated by signature waveforms to the detector.
Second, modulated waveforms are received as a single superposed waveform on top of
which AWGN is added. In other words first observation states that collusion activity
is in effect transmission of a message to a receiver. Second observation, on the other
hand, characterizes the channel that this transmission takes place; a multiple access
channel with AWGN. In the light of these observations it can be concluded that finger-
printing problem with averaging attack is equivalent to a communication problem with

a multiple-access AWGN channel. In Figure 2.1 the described signal model is depicted.
2.3. Distortion Constraints
Distortion constraints are imposed on both the fingerprint embedder and colluders

in order to preserve the perceptual quality of the original multimedia content. In

particular, it can be assumed that L, norms of additive signals on the original content
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are bounded by +/Dpg and /Dy, respectively in the fingerprinted copy and attacked
copy . From fingerprint embedder’s point of view codewords degrade the multimedia

quality hence distortion constraint on the embedder is given by
la;|? < NDg, je€{l,2,...,M} (2.6)

Here note that this constraint is valid for deterministic fingerprint codewords. For
fingerprints that are generated in a stochastic fashion, e.g. Gaussian fingerprints,

expected value of the L, norm is an appropriate qualifier as given below
E[llgl?] < NDg, je{1,2,...,M} (2.7)

On the other hand, the attack channel degrades the perceptual quality of the content
by deciding on the collusion clique size and adding noise. Since the noise introduced by
the attack channel is a stochastic process, distortion constraint on the attack channel

can be quantified by expected value of the Ly norm as follows

E < NDy, st wb) =K (2.8)

1 M
= > aghy +

j=1

Exact expressions of distortion constraints for specific codebooks are going to be derived

in the following sections.

2.4. Focused Detector

Focused detector, also named as correlation detector, is the conventional detector
structure for fingerprint decoding. It bases on the correlation between the colluded
copy and fingerprint codes of users. Specifically, it focuses on user k£ and computes

the decision statistic v by computing the correlation between the kth fingerprint and
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received signal. Output of the correlation detector for user k is given by

Uk = qLy
1
= > diq;+qin (2.9)

jesc

Decision on user k is made by thresholding the correlator output vy with respect to

the threshold 7

user k is in SC if v>71
(2.10)

user k is not in SC if v, <7

As stated before fingerprinting problem with an averaging attack channel is in
effect a communication problem with a multiple-access channel. With this analogy
in mind, it is also easy to see that the described decoding and decision strategy is
equivalent to matched filtering used in communications [12]: Colluded copy is passed
through the filter that is matched to the kth user’s fingerprint code and a decision is
made on kth user’s binary message b;,. Hence colluder detection problem is transformed
into detection of independent binary messages, by’s, modulated by signature waveforms,

qr’s. Output of the matched filter, i.e. the decision statistic, for user k is therefore

Up = daLy

M
1
=2 D_diq;b; +ain

Jj=1

M
1
j=1
where n, = gl n is the Gaussian noise with 0 mean and o?q} q; variance, i.e.
ny, ~ N (0,0°qx|?) (2.12)

which follows from the fact that vector product in g7 n linearly combines N independent
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Gaussian random variables. The decision method for matched filtering is given by

~

bk =1 if Vi Z T
(2.13)

Bkzo if Ve < T

Here, an important observation is that the decision statistic of user k, vy, includes
information on both its own bit and other users’ bits. Dividing the summation in (2.11)

into two parts we get

1
a; arkbr. + Z i d;b; + 1

Vi = E '
1<j<M
7k
1
= o llaelPbe + e + 1 (2.14)
where

W= Y qrqb; (2.15)

1<j<M

7k

In (2.14) the first term is the information on user k’s own bit whereas the second term,
Yk, is the undesirable information from other colluders’ bits resulting from their pres-
ence in the collusion clique. This second term is analogous to Multiple Access Interfer-
ence (MAI) arising in a multiple-access channel as defined in wireless communications
literature [12]. In wireless communications, MAI results from the simultaneous trans-
missions of more than one user over the same channel. It acts as an additive noise term
and degrades the performance of the receiver unless codewords of users are orthogonal
to each other in Ly sense. Consequently, remembering that matched filtering is the
optimum detection strategy under AWGN channel; focused detector turns out to be a
suboptimum detector structure for non-orthogonal codebooks. Explicitly; outputs of
filters matched to different users become correlated and v;, reveals not to be a sufficient

statistic for a decision on by.
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In order to represent the decision statistics of all users in a single expression and
to see explicitly the relations between correlation detectors’ outputs, and hence MAI,

we rewrite the colluded signal at the detector as
! Qb + (2.16)
YT K

where b = [by...by|” is the length M vector representing the presence of all users in
the clique, and Q = [q; . . . qu] is the NxM matrix whose jth column is the fingerprint
for the jth user. Then, output of a filter matched to user £k’s fingerprint is given by

v = qLy

1
= ?q;;FQb + q;fn (2.17)

Defining v = [v1 ... vy]7 as the length M vector representing the decision statistics of

all users, outputs of the matched filters can be written as

v=Qly
1

= gQTQb +Q'n (2.18)

For a given b, first and second order statistics of the vector output of the matched

filter, v, are respectively given by

Elvb] = B {%QTQb + QTn}

1
- EQTQb + E [Q"n]

1

= EQTQb (2.19)
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E[w'|b] =E

1 1 r
(gQTQb + QTn) (EQTQb + QTn) ]
1 1
=F [EQTbeTQTQ] +E {gQTanTQ}
1
+ F {KQTanQTQ} + F [QTnnTQ}
- %QTbeTQTQ +Q"E [nn"] Q (2.20)

— %QTbeTQTQ +°QTQ (2.21)

where equations (2.19) and (2.20) follow from E [n] = 0 and equation (2.21) follows
from E [nn”] = o%Iy since n ~ N (0%, Iy). Because of the linearity of the matched

filter v is a Gaussian random vector and its covariance matrix is

Svp = E [vw!|b] — E[v|b] E[v|b]"
1 1 1 T
= ﬁQTbeTQTQ +0°QTQ — (gQTQb) (EQTQb>
=0’Q"Q (2.22)

Therefore output of the matched filter is a Gaussian random vector with mean %QTQb

and covariance matrix 02Q”Q, i.e.

v|b~N <%QTQb, 0—2QTQ) (2.23)
Considering a single matched filter’s output, we observe v; ~ N (%q Qb,0%q} q;).
Here note that QTQ term in the preceding equations is the cross-correlation matrix
for any given codebook. The matrix entry at ith row and jth column is q’ q;, the
correlation value between ith and jth users’ fingerprints. Consequently the cross-
correlation matrix of the codebook characterizes the MAI in the attack channel such
that the off-diagonal elements of the cross-correlation matrix appear in 7, and make

the decision statistics of different users correlated.
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3. PERFORMANCE OF FOCUSED DETECTOR FOR
GENERIC CODEBOOKS

Decision strategy for the focused detector, as given in equation (2.13), depends
on thresholding each user’s matched filter output with respect to a given threshold
7. However, vector of decision statistics were found to be v ~ N (%QTQb, O'QQTQ)
where Q7' Q is not necessarily an identity matrix. In the most general case v vector is
made up of v;’s that are correlated Gaussian random variables. As a result, decision
statistic of a user contains interference from other users’ fingerprints, named as MAI
in the previous sections and quantified through the entries of QT Q. Noting that the
Q7' Q matrix is the cross-correlation matrix of a codebook it can be concluded that the

codebook structure is the main factor that affects the performance of the detector.

At this point it is worth mentioning that codebooks with non-zero cross-correlations
between their fingerprints, hence resulting correlated decision statistics, will eventually
cause cumbersome error probability calculations. However we obtain the probability
of error expression for the most general case without confining ourselves to a specific
codebook structure. Consequently the sought-after error probability expression is a
generic one and holds true with no dependency on the codebook. Probability of error
expressions and other performance measures for specific codebooks are going to be

investigated separately as special cases of the generic structure.

Without putting any restrictions on the fingerprint codebook, we start with the
following assumptions for our correlation detector structure and error probability cal-

culations:

1. Codebook is known at the detector side.

2. The number of the colluders in the collusion clique is known at the detector and
it is given by K.

3. Each user decides on whether to join the collusion clique or not independently, i.e.

b;’s are independent such that Vj, 1 < j < M and b; € {0,1}, Pr[b; =1] =0;.
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Here note that these are mild assumptions for our setup and they are frequently taken

into account in the literature [1].
3.1. Bit Error Probability

Bit error probability of user £ is the probability of falsely deciding on the presence
of user k in the collusion clique. It can be also named as bit error probability of
communications theory since it is the error probability for detecting a binary variable.

Defining the focused error probability of user k as P¥, it can be formulated as follows

+ Privy <7 | b = L,w(b) = K] Prby = 1 | w(b) = K] (3-1)

Recalling the statistical characteristics of matched filter outputs, given in (2.23), and
considering the assumptions discussed in the previous section exact expression for P*

is found to be

E_ 1 . T =k a
Peamt-w| X e(fh)ae

be{0,1}M
s.t.w(b)=K,br=0

Wl Y@ (”q’“” T "V’“) ax(b) (3.2)

2 Uk "ol
s.t.w(b)=K,by=1
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where

a(b) = ] 6V (1—06)"""
1<i<M
i#k

di(0) = (1 — Ox)cok + Orkcr

Cng = Z (lk(b)

be{0,1}M
s.t.w(b)=K,b,=0

Cl,k = Z ak(b)

be{0,1}M
s.t.w(b)=K,bp=1

For a detailed calculation of P¥ refer to Appendix A.

Again note that P* given in (3.2) is valid for any codebook structure because we
did not make any assumptions on fingerprints and their cross-correlation values. In

the following section we present bounds on bit error probability P* and also obtain

simplified expressions by employing some mild constraints on the codebook.
3.2. Bounds on Bit Error Probability

Using the definition of ax(b) given in equation (A.17), we clearly have the follow-

ing bounds on it:
1. The case where w(b) = K and b, = 0:
X M-K-1 x
(min Hi) [1 — mgcx QZ} < ag(b) < (max 01») ll — I&in 0;

for b € {0,1}M.
2. The case where w(b) = K and b, = 1:

K—1 MoK K—1 MoK
<r££1]£1 91) [1 — max Gi] < ar(b) < (m;x Gi) [1 — rniin 61} (3.4)
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for b € {0,1}M.

Then the upper and lower bounds for P* are given by

1. Upper bound on PF: Using the right hand sides of (3.3) and (3.4) in (3.2)

PF <
© T di(0)

M-K-1 T /Yk
} 2 @ <a||qk|| >
be{0,1}M
s.t.w(b)=K,bp=0

3 lawll 7=
ko ™ ollay||

be{0,1}M

s.t.w(b)=K,bp=1

(1 —6k) (mlax Gi)K {1 - 1112;1 0;

M—-K

+(6) (r?jkx ei) o [1 — min 91}
(3.5)

2. Lower bound on P¥: Using the left hand sides of (3.3) and (3.4) in (3.2)

M—-K-1 = Y
] 2. O <0||ku|>
be{0,1}M
s.t.w(b)=K,b,=0

laell 77—
2 Uke ol
be{0,1}M
s.t.w(b)=K,bp=1

pPF 0 min 6 m
¢ - dk(e) (1 k) ( z’ln Z) |:1 1723( 2

K-1 MoK
+ (Ok) (min Qi) [1 — max 01}
i#k %

(3.6)

A special case is where all users join equiprobably to the collusion clique which

means {b;} are i.i.d. random variables i.e. Vk,0, = 6. In this case following are

observed

dp(9) = C(M, K)o (1 — )M K (3.7)
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M-K-1

(1 —6) (miax 91-)K [1 — min 6;

M-K-1
spe

= (1—06y) (miin Hi>K [1 — r?jkx 92-]

=05 (1—o)M K (3.8)

K-1 M-K K-1 M-K
(O) (Igix 92») [1 — min 6’1-] = (0y) (rzn#ll? 92») [1 — max 91}

0K (1 -V " (3.9)

Hence the upper bound (3.5) is equal to the lower bound (3.6). Then using (3.7),
(3.8) and (3.9) in (3.5) or (3.6) we obtain the exact expression of P* for equiprobable

colluders as

1 T— Y larl| 77—
Pecorm| X () X e
C(M7 K) bE{O,l}]\/j O-quH be{O,l}M KO— O-quH
s.t.w(b)=K,bp=0 s.t.w(b)=K,bp=1
(3.10)
Here some remarks are worth to mention. First of all probability of error expression

doesn’t depend on the choice of . Furthermore prior probabilities of being in the collu-

sion clique or not are equal for all users and they are given by Pr[b, =0 | w(b) = K| =

MoK and Prby =1 | w(b) = K] = £. It is also important to emphasize that (3.10)
is an exact expression for focused error probability. Here, the case of equiprobable
colluders is a fair assumption and is widely considered to be the frequent situation in
the literature. Therefore we are going to proceed further with this assumption and find

upper and lower bounds on PF.

A brief observation on (3.10) reveals that ~;’s are the only variables that depend

on b’s; hence on the summations. Remembering that ~;’s are functions of correlations
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between fingerprint codewords we define the following

a £ max (q;, q;) = maxq’q; (3.11)
i#] i#]
A . .
3 = min (qg;,q;) = mingq; q; (3.12)
i#£] i#£]

as the maximum and minimum values of correlations. Using (3.11) and (3.12) in the

definition of v, (2.15), we get

1 1
1<j<M 1<j<M
J#k J#k
o
1<<M 1<j<M
J#k J#k

Considering the conditions on b we clearly have the following conditional bounds on

V-

1. The case where w(b) = K and b, = 0:

IN
)
=

IN

(3.15)

==
=2

2. The case where w(b) = K and b, = 1:

K—1 K—1
— B <<

% i (3.16)

(3.15) follows from the fact that K of b;’s are 1 for w(b) = K and by = 0 and (3.16)
follows from the fact that K —1 of b;’s are 1 for w(b) = K and b, = 1. Then the upper

and lower bounds for P* of equiprobable colluders case, (3.10), are given by:

1. Upper bound on P*: In (3.10), using the right hand side of (3.15) in the first
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term and left hand side of (3.16) in the second term gives

he L T-a lael - %55
Piooin| 2 Q<a||qk||)+ 2 Q(Ko anqkn)

be{0,1}M be{0,1}M
s.t.w(b)=K,b,=0 s.t.w(b)=K,bp=1
(3.17)
(M —-1,K) (T—a) N C’(M—l,K—l)Q laxll T— 23
C(M, K) ollaxl C(M, K) Ko ol axl|
(3.18)
M-K_ (17—« K _(llall 7-%
— Q ( > +=Q - 3.19
i \oal) T Ko T ol (3:19)

2. Lower bound on PF: In (3.10), using the left hand side of (3.15) in the first term

and right hand side of (3.16) in the second term gives

1 T—0 lagll 7 —Fra
PF> > ooQ ( ) + Y Q ( - K
corry | 2=, CGTal) o 2 UK T ol
s.t.w(b)=K,br=0 s.t.w(b)=K,bp=1
(3.20)
_ O(M - LK) <T—ﬁ> CM-LE -1, (lal_7-"Fa
C(M,K) olla C(M, K) Ko ol al]
(3.21)
M ollarl| ) M "\ Ko ollall '

Note that (3.18) and (3.21) follow from the fact that according to the conditions on the
summations; number of terms in the first summations of (3.17) and (3.20) is C(M —

1, K), number of terms in the second summations of (3.17) and (3.20) is C(M —1, K—1).

At this point we have not started to investigate the exact expressions or bounds of
bit error probability in terms of convexity, optimality or asymptotic analysis. However
expressions similar to the upper and lower bounds, given in (3.19) and (3.22) respec-

tively, are going to arise frequently in this work for different codebooks, so we propose
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the following theorem which defines a structure for bit error probability and presents

statements on its convexity.

Theorem 3.2.1. Define f(7) as

£(r) 2 aQ (T — O‘) +0Q (5 — T) (3.23)

af of

where a,b,os € (0,00), a, B € R and a # 3. f(7) has an extremum point at

2
« Oy ay , a+p
T _5—a10g(b>+ 5 (3.24)

Furthermore 7 is a global minimizer if 3 > a and a global mazximizer if § < .
Proof. See Appendix B n

Note that applying the results of Theorem 3.2.1 on upper and lower bounds gives
expressions that are conditioned on oo and 3. On the other hand these variables, which
are codebook dependent, are going to be defined and evaluated for specific codebooks
and we are going to be able to present meaningful results for each codebook. Therefore

we are leaving our analysis on bit error probability to subsequent sections.

Up to now we have focused on the probability of error on deciding a specific user’s
presence in the collusion clique, i.e. bit error probability for user k. Exact expression
is found in equation (3.2) and employing the equiprobable colluders assumption, i.e.
for 1 <j < M,b; € {0,1} areiid. with Pr{b; = 1] = 0, a greatly simplified expression
is obtained in (3.10). It is important to note that in (3.10) there are no assumptions on
fingerprint codebook structure and these results hold for any fingerprint scheme. After
this point we started putting constraints on the codebook by defining the maximum
and minimum values of cross-correlations between fingerprints; respectively « in (3.11)
and 3 in (3.12). By using these definitions we derived the upper and lower bounds on
the probability of bit error as in equations (3.19) and (3.22).
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From now on we concentrate on specific codebook structures under equiprobable
colluders assumption. The general results found in this section will be basis for our
derivations for different codebooks. Generally speaking, exact expression in equation
(3.10) will guide us for stochastic codebooks. On the other hand bounds in (3.19)
and (3.22) will be useful for deterministic codebook structures, because we can make
clear distinctions between different codebooks by means of cross-correlation values of
codebooks. For instance, orthogonal fingerprints impose zero cross-correlation whereas
simplex fingerprints have non-zero but equal cross-correlation values between code-

words.

In the subsequent sections we consider both deterministic and stochastic fin-
gerprint classes that have been widely used in the literature. Namely, we consider
orthogonal, simplex and Gaussian fingerprints in Chapters 4, 5, 6 respectively. For
each codebook structure we derive bit error probability, optimum threshold for mini-
mum probability of error and collusion resistance. We also make asymptotic analysis
on signal length and noise power of the attack channel. Moreover we utilize appropriate

distortion constraints on codebooks and attack channel during our calculations.
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4. ORTHOGONAL FINGERPRINTS

Orthogonal fingerprints, as the name suggests, have zero cross-correlation values
between codewords, i.e. for 1 < i,j < M andi # j, q' q; = 0. In this case, from

equation (2.14), output of the matched filter focused on user k is given by

1
v = EHQkHQbk‘*’nk (4.1)

Furthermore, noting that the cross-correlation matrix of orthogonal codewords is sim-
ply a diagonal matrix whose jth diagonal element is p;; = q?qj and denoting it by X;
it easily follows from equation (2.23) that the output vector for matched filters has the

distribution

v~ N (%Eh 022) (4.2)

Inspecting (4.1) and (4.2) brings out two observations. First, no multiple access
interference appears in the output of the detector matched to user k. Second, outputs
of the correlation detector are uncorrelated Gaussian random variables which are also
independent. Therefore the only undesired signal at matched filter outputs is the
independent Gaussian noise process. In the light of these observations single user
matched filter turns out to be the optimal detector for detecting fingerprints under
averaging attack with Gaussian noise. From another point of view zero cross-correlation
between fingerprints of different users implies that ~;’s, as defined in (2.15), are equal
to zero. Remembering that v, represents the MAI in user k’s decision statistic it can

be easily seen that MAI disappears from matched filters’ outputs. With v, equal to
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zero exact expression for kth user’s bit error probability in equation (3.10) reduces to

Ok _ 1 T ||Qk||_ T )
e - C(M,K) 2 Q(U||qk||)+ 2 Q<K0 o|laxll

be{0,1}M be{0,1}M
s.t.w(b)=K,b,=0 s.t.w(b)=K,bp=1
M—-K T K x| T
- Q( )+—Q<” I (4.3)
M ollaell/ M7\ Ko ofql|

Note that above expression can also be validated by remembering that the maximum
and minimum values for cross-correlations between different fingerprints, a and 3 re-
spectively, are zero and in that case upper and lower bounds in (3.19) and (3.22)

become equal to each other.
4.1. Optimum Threshold and Minimum Probability of Error

With the exact probability of error expression in hand we can define the optimum
value of the threshold 7 that gives the minimum probability of error for focused detector

as

th 2 argmin PO* (4.4)

With the above definition optimum value for 7 is given by

2 M- K
T(S;t = Hg;” + Ko?log (—K ) (4.5)

whose derivation is given in Appendix D.1. As a result, using (4.5) in (4.3) the minimum

probability of error is found as

M-K,_(lal, Ko, (M~-K
Po = 2 (e + oo
, M\ 2Ke el P\ K

5 M_KJ (M—K))
*MQ(ﬂw Tal 2\ & (4.6)
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Note the first term in optimum threshold as given in (4.5) comes from the codeword of
user k which is the desired information at matched filter output. On the other hand,
the second term is a correction factor related to the noise variance, number of colluders,

and prior probabilities of user k’s presence in the collusion clique.
4.2. Collusion Resistance
For the derivation of collusion resistance and asymptotic analysis we can impose
the distortion constraints on the embedder and attacker to our results with equality.
For orthogonal fingerprints distortion constraint on the embedder, (2.6), is given by
lax|l* < NDg (4.7)
and the distortion constraint on the attackers, from equation (2.8) is given by

0 <Dy~ —= (4.8)

Employing above constraints in (4.6) with equality we get

po MoK, Dy K Da— % (M—K)
e,min M ok /D — Dp \/N—l)E g K
K JNDp K\JDa=%E /MK
+ MQ - og K (4.9)
2K /Dy — L& NDg

Note that the minimum probability of error doesn’t depend on k, index of a specific
user. Because embedder constraint with equality implies that fingerprint embedder
generates codewords with the highest possible Ly norm which is given by (4.7). Con-
sequently all codewords have the same Ly norm getting rid of the dependency on user
index k. From another point of view equal L, norms for fingerprints is a simple and
realistic assumption because after generating a codebook norms can be normalized to a

desired value and equal norms for users implies equal expectation for users’ possibility
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of joining a collusion clique.

Collusion resistance is defined as the maximum number of colluders that can be

identified given that the probability of error is below a specified value, i.e.

KO 2 argmax P, st. P.<e (4.10)
K

However, it is an infeasible approach to try to obtain K© using Pe?min given
in equation (4.9) because of transcendental functions of K arising in calculations.
Consequently we first approximate (4.9) with a much simpler equation. Assuming

VN > K, M minimum probability of error becomes

vVNDg

Peomin %Q (411)
’ / D
2K/ Dy — FE
which is monotonic increasing in K. Using the approximate value for Pe(,)min in the def-

inition of collusion resistance, (4.10), we obtain the collusion resistance for orthogonal

fingerprints as

Dg + /D% + ZPals,
K° = @9 (4.12)

2Dy

whose derivation is given in Appendix E.1. The collusion resistance expression obtained
is monotonic increasing in Dy and monotonic decreasing in D 4: The maximum number
of colluders that can be caught increases by embedding fingerprints with greater L,
norms, and by restricting the attackers to lower noise power. Moreover, as the signal

and fingerprint length increases collusion resistance increases which also makes sense.



28

4.3. Error Exponent and Asymptotic Analysis

As noise becomes vanishingly small, i.e. ¢ — 0, second terms in Q-functions of

equation (4.6) approach to zero such that minimum probability of error becomes

q
PO~ Q <|2| Kkﬂ) (4.13)

Also noting that Q-function monotonically decreases with its argument we have

lim P°

550 e,min =0 (414)
which implies that in the absence of noise error-free detection is possible for orthogonal
fingerprints. In fact, remembering that there is no MAI but just AWGN interference at
matched filter outputs, L, norm of the matched codeword is the only remaining signal
in the absence of noise. In that case optimum threshold becomes ngt = % which

just depends on the Ly norm of the codeword and number of colluders. Note that ngt’s

dependency on prior probabilities also vanishes.
In the case that signal length becomes large, i.e. as N — oo, we get

lim P°

e,min
N—oo ’

~0 (4.15)

applying the same reasoning as we used in small noise case. Explanation of this result
lies in the fact that as the signal length increases number of samples for matched filter

outputs increases and decision making on more samples becomes more accurate.

Another meaningful situation is where total number of users and number of col-
luding users approach to infinity while the ratio between the two is preserved. Explicitly
we are investigating
M- K

. K
K}\}IH—{OO PO i St = i and my = — (4.16)
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where my and 7 are in fact prior probabilities of being in the collusion clique or not,

is greater than zero when m = % < %, from (4.9)

. .. M-—K
respectively. Noticing that =

IA
[

if
lim PO . — !

e,min
KM—oo ©

(4.17)

g ==

—K if T >

9

which means as the total number of users and number of colluders increase prior prob-

abilities my and 7y, which depend on the knowledge on the number of users, become

much more reliable and hence detection solely depends on prior knowledge. In other

words information from colluders’ fingerprints almost vanishes if the total number of

users and number of colluders become sufficiently large. Inspecting equation (4.5) we
1

observe that Tg)t approaches to infinity if % < 5 and in that case detector always

K
e

identifies users as innocent, i.e. Vk b = 0, and probability of error becomes
Upto now we have investigated the asymptotic behavior of probability of error
with respect to noise power, number of users and signal length. However we have not
taken the rate of variation in bit error probability into consideration. For instance;
as signal length becomes larger error probability decreases eventually to zero but we
don’t know how fast it decreases. In order to examine the rate of variation we define
error exponent w.r.t. signal length NV as follows
(4.18)

1
© 2 lim —Nlog (PO

Noeo e,mz’n)
As signal length N increases arguments of Q-functions in (4.9) also increase. Using the
upper bound for Q-function, @ (z) < % exp (—%), we can approximate the probability

of error in (4.9) as

1 ND
PO~ —exp|— E 5 (4.19)
| 2 8K* (Da— )
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Applying the definition of error exponent we have

0 Dg

"8 (D)

(4.20)

Notice that error exponent is monotonic increasing in Dg and monotonic decreasing

in Dy and K.
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5. SIMPLEX FINGERPRINTS

Simplex fingerprints as proposed in [22] have maximal resistance to Gaussian av-
eraging attack channels. They maximize the minimum distance between all possible
collusion sets and non-collusion sets involving a specific user and it is shown that mini-
mum distance primarily governs error probability [22]. In this section exact expression
for probability of bit error and asymptotic analysis along with the collusion resistance

are given.

Without loss of generality setting the Ly norms of all codewords equal to p, i.e.

VE, |lqx||* = p, simplex fingerprints have the following relation between its codewords

— if i # j o)

p ifi=y

which means fingerprints are equally correlated. In this case, recalling equation (2.14)
and the assumption that number of colluders K is known at the detector, we can write

the output of the matched filter focused on user k as follows

p p
SR b + (5.2)
K* KM-=-1) I;M 7
Ak

It is obvious that output of the kth matched filter contains interference from other
users’ presence in the collusion clique, thus MAI term ~y; in (2.14) doesn’t vanish as it

does for orthogonal codes. In (5.2) ~, is quantified conditionally on b, as follows

p
%Z—m Z b

1<j<M
Jk
— A if by = 0
N if b, = 1
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It is important to note that v, doesn’t depend on the collusion set, i.e. b, hence
interference can be mitigated at the detector outputs with the knowledge on the number

of colluders.

Probability of bit error for simplex codebooks can be derived either from the
exact expression in (3.10) by noting that +;’s are independent of b vectors or from
the bounds in (3.19) and (3.22) by noting that maximum and minimum values for
cross-correlations between codewords are equal. In both ways we obtain the following

expression for bit error probability

CM-K,_((M-1)r+p\ K, [((M-Kp—KM-1)r
= M Q(J(M—l)\/ﬁ) MQ< oK (M —1)/p > (5:3)

Notice that bit error probability of simplex codes is equal for all users.
5.1. Optimum Threshold and Minimum Probability of Error
Optimum threshold that minimizes the bit error probability in (5.3) is defined as
5. 2 arginin PS (5.4)

op

and its solution is given by

T = e (5.5)

< p(M—2K) o*K(M-1) M-—K
opt — + lOg
P K (M — 1) M

Refer to Appendix D.2 for derivation of Tiﬁ. Minimum probability of error is found by

putting T(;S;)t in 5.3 and is given by

s  M-K M/p oK(M~-1) (M—-K
Femin = =31 Q<20K(M—1)+ M/p 1°g< K ))

* %Q (QO'KJ\(I]f— 1 0KJ§4M\/,; 2o (M}_( K)) (5.6)
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5.2. Collusion Resistance

Now we can impose the distortion constraints on embedder and attacker with
equality into our results for asymptotic analysis and collusion resistance calculations.

Distortion constraint on the fingerprint embedder is the same as orthogonal codes
p<NDg (5.7)

However attacker constraint changes a bit such that

Using these distortion constraints in the equation (5.6) with equality we get

s _M_KQ M+/NDg
emin — T pr 2/ K(M —1)\/DaK(M — 1) — Dg(M — K)

| VEQL=1)\/DiK(M — 1) ~ Ds(M ~ K) g <M - K))

M+\/NDg

+ 550 MV Dy
M\ 2\/K(M —1)\/DaK(M —1) — Dg(M — K)

VEM —1)/DaK(M—1)—Dp(M —K), (M-K
— NUND. log ( )) (5.9)

Assuming v N > K, M minimum bit error probability, given in (5.9), can be

approximated as

(5.10)

P2 Q VVAD:
e,min ~ 2\/K(M_1)\/DAK(M—1)—DE(M—K)

which is monotonic increasing in K. Using above approximation and the definition in
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(4.10) collusion resistance is found as

2 NDg(MDs—Ds+Dg)
Do+ \/D Bt T @ ()

2(MDa—Da+Dg)
M

K% = (5.11)

whose detailed derivation is given in Appendix E.2.
5.3. Error Exponent and Asymptotic Analysis

As noise variance decreases second terms of QQ-functions vanish and we can ap-

proximate the bit error probability as

BYin = Q <%) (5.12)

which approaches to zero as its argument increases with decreasing o, s.t.

lim P°

e,min
o—0 ’

=0 (5.13)

Therefore error-free detection is possible with simplex fingerprints in the absence of
additive noise, just like orthogonal fingerprints. As it is mentioned before MAI inter-

ference from simplex fingerprints can be removed from detector outputs.
Following the same analysis we made for orthogonal fingerprints we also have
lim P°
N—o0

e,min

=0 (5.14)

which applies that number of samples available at the focused detector improves its

performance.

Considering the case where K, M — oo while m; = % is a constant we observe
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that

IN
N |

if 1
lim P° . =

e,min
K,M—oco ?

(5.15)

g E=

—K ifﬂ'1>

9
|
[

which means sufficiently large number of users wipes out the information coming from
the codewords of colluders and the detector bases its decisions on the prior probabilities

of users on being in the collusion set or not.

In order to evaluate the error exponent for simplex fingerprints we need to consider
N — oo for which bit error probability in (5.9) can be approximated by utilizing the
bound Q (z) < 1 exp (—%) as

1 NM?Dyg,

PS i ™ = — 5.16

emin = 5 CXP ( SK(M — 1)(DAK (M — 1) — Dg(M — K))) (5.16)
Then from the definition of error exponent given in (4.18) we have
sy L (1 NM?Dy,
e? = lim ——log | —exp | —
Ve T N B\ 2P\ TSR (M — D)(DAK(M — 1) — Dp(M — K))
M?D
= & (5.17)

SK(M — 1)(DaK (M — 1) — Dp(M — K))

which is monotonic increasing in Dg and monotonic decreasing in D4 and K.
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6. GAUSSIAN FINGERPRINTS

In a communication setup with AWGN channel Gaussian distributed codewords
make up the capacity achieving codebook structure. High capacity in a communication
channel intuitively causes expectations for high collusion resistance. In fact, optimality
of Gaussian fingerprints in terms of collusion resistance is shown in [7]. However
exact bit error probability for Gaussian fingerprints is not studied in the literature.
In this section bit error probability expression for Gaussian fingerprints is derived and

asymptotic analysis is presented.

Samples of a Gaussian fingerprint are drawn from a stochastic process and stochas-
tic codebook generation implies that cross-correlation values between codewords are
not deterministic anymore. Especially interference term -~y given in (2.15) is a random
variable whose distribution should be identified before beginning performance analysis.
Since the detector focuses on a specific user k and outputs a decision statistic based
on the correlation between the kth user’s fingerprint and the colluded copy we derive
our results conditioned on the fingerprint of user k, qx. In this section any calculation

focused on user k is conditioned on q if it is not stated otherwise.

In this work we are dealing with unbounded Gaussian fingerprints. Codeword for
user k, qy, is generated as a sequence of i.i.d. random samples such that jth element
of q; is a Gaussian with 0 mean and 03 variance, i.e.

ar ~ N (0,071y) (6.1)
For convenience we rewrite the expression given in (2.14) for matched filter output, vy:

1
v = §||Qk||2bk + Yk + ng (6.2)

First observation on ~; is that, conditioned on qg, v is a Gaussian random variable
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because it is a linear combination of N x ) 1<j<a b; 1.i.d. Gaussian random variables.
i#k
Therefore its distribution can be characterized by identifying its mean and variance.

Expected value of ~; is

1
Ely | b] = e > aiElq;]b; =0 (6.3)
1<3<M
Sk

Variance of 7, is given by

1
E[ilbl =75 > > aif[aal]abb (6.4)
1<j<M 1<i<M
ik itk
1
=72 Z a. E [q;q] | awb; (6.5)
1<j<M
J#k
ol
1<j<M
Jj#k

where (6.5) comes from the fact that £ [q;q7 | = 0 for i # j and (6.6) follows by using

the distribution given in (6.1). Hence we have

ogllaxl?

Yep ~ N | 0, o2

b, (6.7)

Moreover, ny, is also shown to be Gaussian in (2.12) with mean 0 and variance o?||qy]|?.
Knowing that ~; and n; are independent Gaussian random variables we can conclude

that their sum is also Gaussian and vy has the following Gaussian distribution:

| % 3
Vkb ™~ N K bk, quHZ 0'2 + KgQ bj (68)
1<j<M
7k

Again, we want to emphasize that the preceding result, distribution of vy, is conditioned

on qg and all the remaining derivations in this section assume the same if it is not stated
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otherwise.

We also investigate the sufficiency of v, for decision on b, at the same time
optimality of the matched filter, for Gaussian fingerprints. For this purpose we evaluate

the covariance of v, and v;, o as follows

Okllb = E[Uk?}l ‘ b] - F [Uk ‘ b] E[’Ul ‘ b]
=F [%% | b] + E [ngn; | b] (6.9)

Z Y A&/ E [a;q]] of bjb; + o’ai a (6.10)
1<]<M 1<i<M
J#k i

2T
g qk ql 2 T
— 9K2 > bi+o’qlq (6.11)
1<j<M
7k, j
Non-zero covariance between matched filters’ outputs means that making decision for

a specific user k by just observing the filter output v is suboptimal.
6.1. Optimum Threshold and Minimum Probability of Error

Recall that bit error probability expression in (3.10) is valid for any given code-
book and it is a function of all possible collusion sets of size K. Dependency on the
collusion sets is through v, whose definition is given in (2.15). For orthogonal and
simplex codebooks 7,’s were quantified independent of the collusion clique and as a re-
sult we obtained error probability expressions free of collusion clique structure. On the
other hand, for the case of stochastic codebooks the interference term is also stochastic
and it can be characterized by its probability distribution. Therefore we can get rid
of the dependency on the collusion clique by evaluating the expected value of bit error

probability with respect to 7.

Taking the expected value of bit error probability expression given in (3.10) with
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respect to v, we have

P s | X Ele(Gar)]

be{0,1}M
s.t.w(b)=K,b,=0

laell 77—
+ E [Q ( - 6.12
2 Ko~ ofal (012
€{0,1}
s.t.w(b)=K,bp=1

Noting that 7, is Gaussian; we need the expression for the expectation of Q-function

with respect to a Gaussian random variable which is given in the following proposition:

Claim 6.1.1. Let a,b € R and x ~ N (0,0%). Expected value of Q (ax + b) with respect

to x is given by

E,[Q(az + )] = Q (%) (6.13)

Proof. See Appendix C. n

In (6.12) the distribution of 7y for the first summation where b, = 0 is given by

oollal?
Vk|br=0,w(b)=K N./\/(O7 9 % ) (6.14)

which follows from the distribution conditioned on b given in (6.7). Applying Claim
6.1.1 we have

7l (i)l =¢ e 015

laxlly/o? + %

Next, in (6.12) the distribution of v, for the second summation where b, =1 is
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given by
o |larl* (K — 1)
Ye|bp=1,w(b)=K "~ N (O, g e ) (6.16)
Again using Claim 6.1.1 we get
a1
[l T-%)} KT
L - = 6.17
[Q ( Ko ol “ (K—1)? (6.17)

laklly/o* + =%

Now using (6.15) and (6.17) in (6.12) we obtain the bit error probability expression for

user k conditioned on codeword q; for Gaussian fingerprints as follows:

M—-—K T K M - T
- Q 9 o2 + MQ K2 (K—-1)o2
axl[y/o? + 32 axlly/o? + —=—

PG,kz

. 7 (6.18)

An approximate value for the optimum threshold minimizing the bit error probability

expression of (6.18) is given by

2 M—-—K
TOC;t = H;l;(“ + (K02 —|—0§) log( 7 ) (6.19)

where it is assumed that K > 1. For detailed derivation refer to Appendix D.3. With

the optimum threshold given in (6.19) an approximate value, PS for minimum

e,min’

probability of error can be written as follows

Pemin -
’ M

~ M—-K K?0% + Ko? M- K
¢ _ Q<2 el VK aglog( >

K?0* + Ko ||| K
K /K202 4+ Ko? M-—K
+—Q ] —  log (6.20)
M 2\/K?0* + Ko llax]l K

Remark: As mentioned before all the derivations in this section are condition on qy,
kth user’s codeword. However we can find generalized expressions that are indepen-

dent of users’ codewords. In order to find such an expression we should calculate the
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expected value of bit error probability with respect to the distribution of the norm
: A o

of the kth user’s codeword, ||qil|. First we define p, = ”2—’5” whose distribution is a

g

chi-square distribution with N degrees of freedom which is given by

Fol0s) = gl e (N2 (6.21)

Using [lqx|| = o2p, in (6.18) and taking expectation with respect to p, we obtain the

bit error probability, which is independent of users, as follows

M — K/ T
G’ N/2—1
p exp (—N/2)Q dp
N2 g - g
2 r (N/2) b2, 1 7
gPg T
4 N2 _ K

2
2 2 (K—1)agpg

However these integrals are not tractable so we are proceeding with conditioning our

result on kth user’s codeword qy.
6.2. Collusion Resistance

First we write the distortion constraints on the embedder and attacker for Gaus-

sian fingerprints. Distortion constraint on the fingerprint embedder is given by

o2 < Dg (6.23)

2
g9
and attacker constraint is given by

02 < Dy — == (6.24)
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Using these constraints with equality in (6.20) we get

po MoK, ( lall , KvDa log (M—K))
om M 2KVDa  laxl] K

K _( lal KD (M—K))
+MQ<2K¢D—A Tl 5\ K (6.25)

Here note that an embedder constraint is obtained on the variance of the distribu-
tion from which codewords are drawn. However we should also control the value of
|lak|| which is assumed to be given in all our derivations although it is stochastically

generated. Therefore we impose the following constraint on ||qy||
|ak||* ~ NDg (6.26)
Note that the above constraint is given approximately since we can not have a strict

restraint on a stochastically generated codeword. Using the constraint (6.26) in (6.25)

we have

. NM—KQ(\/N—DE KvDi | <M[—(K>)

e;min M 2OKVD, | NDp ©

KQ VNDg K\/DAl M-K (6.27)
— — 0 )
M \2kyD, JND, 2\ K
which can be simplified more by assuming v N > K as follows
- vVND
Cin = Q S (6.28)
’ 2K/ D4

Using this approximate expression, which is monotonic increasing in K, collusion re-

sistance is found to be

(6.29)

whose derivation is given in Appendix E.3. Here notice that K¢ is monotonic increasing

in Dg and € and monotonic decreasing in D 4.
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6.3. Error Exponent and Asymptotic Analysis

When noise variance becomes sufficiently small we have

- M—-K /Ko? M- K

Mok
o M 2/Ko?  la K

& v/ Ko? -
+ %Q (2 lall 9 Jog (M)) (6.30)

Koy lall K

Consequently as noise becomes vanishingly small bit error probability for Gaussian
fingerprints doesn’t approach zero contrary to orthogonal and simplex fingerprints.

Expression given in (6.30) is the error floor faced by Gaussian codebooks.
In the large signal length case we have

lim P

e,min
N—oo ’

=0 (6.31)

which follows from evaluating (6.27) for large N.

Now we examine the case where K, M — oo while m; = % is a constant. Using

DG
Pe,min

given in 6.27 we observe that

IN
[N

ifﬂ'l

(6.32)

emin

g ==

K,M—oco — .
K if mp >

9

which means for sufficiently large total number of users and large number of colluders
prior probabilities of users on being in the collusion set dominate the information

coming from the codewords of colluders.

As N goes to infinity bit error probability given in (6.27) can be approximated



- 1 NDg
P~ —e —
emin = 5 XD ( 8K2DA)
Therefore error exponent for Gaussian fingerprints is given by

) - st
8K2D 4

1 ~
= lim ——log (PG

e,min
N—oo ’

which is monotonic increasing in Dg and monotonic decreasing in D4 and K.

44

(6.33)

(6.34)
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7. NUMERICAL RESULTS AND DISCUSSION

Inspecting the approximate minimum bit error probability expressions of orthog-
onal, simplex and Gaussian fingerprints given in (4.19), (5.16), (6.33) respectively, we
see that

< PS¢

e,min

< p°

e,min

PS

e,min

(7.1)

for large values of signal length N or small noise power 0. The same trend can also
be observed in Figure 7.1-7.5 which plot the exact bit error probabilities for orthogo-
nal and simplex fingerprints and approximate expression for Gaussian codes. Simplex
codes exhibit lower error probability than orthogonal codes because of the negative
cross-correlations between simplex codes. Moreover, in Figure 7.1-7.3 differences be-
tween codewords in terms of error probability is small and it diminishes more as K
increases. As K approaches to total number of users M probability of error of all
codebooks converges to the same value. Figure 7.1-7.3 also show the variation of bit
error probability with respect to signal length N and distortion constraints Dg, D4 as

discussed in the previous sections.

In Figure 7.4 and 7.5 bit error probability is plotted with respect to watermark
to noise ratio (WNR) which is given by

[l l”
WNR = (7.2)
|||
Considering the distortion constraints satisfied with equality WNR becomes
Dpg

for all three codebooks. Here note that Gaussian fingerprints satisfy (7.3) approxi-
mately because of their stochastic nature. In Figure 7.4 we see that minimum proba-

bility of bit error decreases and difference between Gaussian fingerprints and the other
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two fingerprints increases with increasing WNR. Furthermore the noise floor for Gaus-

sian codebooks quantified in (6.30) can be observed in Figure 7.5.

Collusion resistance expressions given in (4.12), (5.11) and (6.29), for orthogonal,

simplex and Gaussian fingerprints respectively, reveals that

K% > K° > K¢ (7.4)

Theoric collusion resistance expressions and exact numerical results are also plotted in
Figure 7.6. Note that collusion resistance for all three codebooks are almost identical. It
is obvious from collusion resistance expressions that as /N increases collusion resistance
of the three codebooks gets much closer. In Figure 7.7 collusion resistance with respect
to total number of users is plotted where probability of error is 0.1. It is observed that
as M increases collusion resistance also increases one-to-one with M upto some point

and continuues increasing after that point with a decreased rate.

Error exponents for the three codebooks are plotted in Figure 7.8 with respect

to number of colluders. From the figures

e® >ef > el (7.5)

and as the number of colluder increases the gap between Gaussian fingerprints and the
other two diminishes. As mentioned before rrror exponent indicates the rate of decay
for error probability and the decay rate for the three codebooks can be observed in

Figure 7.9.



Pe (Probability of Error)

10

Probability of Error vs. Number of Colluders
M=50, DA:G, DE=5'8

—<— Simplex, N=1000
—©6— Gaussian, N=1000

—#— Orthogonal, N=1000 | |

S — = — Orthogonal, N=4000| |
" — & — Simplex, N=4000
N — % — Gaussian, N=4000
[T . . . . . . .

10 15 20 25 30 35 40 45

K (Number of Colluders)

50

47

Figure 7.1. Probability of error vs. number of colluders for various values of signal
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Figure 7.2. Probability of error vs. number of colluders for various values of attacker

distortion constraint D 4.
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Figure 7.4. Probability of error vs. watermark to noise ratio for various values of

colluder number K.
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8. CONCLUSIONS

In this work a communication theoretic modeling and performance analysis of the
fingerprinting problem is presented from the detector point of view. As the problem
setup additive fingerprint embedding under Gaussian averaging attack and correlation
detector is considered. It is assumed that colluders join the collusion clique independent

of each other and the number of colluders is available at the detector.

Embodying the presence of a user in the collusion by a binary random variable is
the first step through modeling fingerprinting as a communication system. Each user
practically sends his/her message bit modulated by the fingerprint code. Transmitted
signals are passed through an AWGN channel and a superposed waveform is seen at
the receiver. Here the communication channel is a multiple-access channel as seen
from the receiver side and it actually corresponds to linear averaging collusion attack.
Furthermore focused detector is the analogue of the well known matched filter which is
the optimum receiver for single-user AWGN channel. It is shown that decision statistics
from matched filter are correlated random variables unless the fingerprint codes are
orthogonal to each other and the correlation results from multiple-access interference.
MAI, which degrades the matched filter performance by rendering it suboptimal, is

also explicitly quantified for specific codebooks.

With the motivation of focused detection and decision method at the receiver
side, bit error probability is employed as the basic performance measure and collusion
resistance derivations along with the asymptotic analysis are presented. A generic bit
error probability expression is obtained which is valid for all additive codebooks; bit
error probabilities of orthogonal, simplex and Gaussian fingerprints are derived from
this generic result. For these codebooks minimum achievable bit error probability is
found and its asymptotic behavior is investigated with respect to signal length, number
of users and noise power. The concept of error exponents is utilized and the rate of

change for bit error probability at asymptotes is examined.
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It is obvious that work on fingerprint detectors can be broadened further by
designing improved receivers and analyzing their performances. Communications liter-
ature which is a pretty mature field recommends high-performance receivers especially
for multiple-access channels. For instance, optimum and suboptimum multi-user re-
ceivers which are dramatically superior to matched filter in terms of performance are

proposed in [26].
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APPENDIX A: DERIVATION OF BIT ERROR
PROBABILITY FOR GENERIC CODEBOOKS

Putting the expression for v, from equation (2.11) into equation (3.1) we get

M
1
gz:ngjbj—i—nk ZT ’ bk:(),w(b) =K

Jj=1

PY = Pr Prlby =0 w(b) = K]

+ Pr Prib,=1]w(b) = K]

M

1

Ezngjbj + ng S T | bk = 1,u)(b) =K
j=1

1
= Pr nsz—? E aiq;b; | b = 0,w(b) = K
1<j<M
J#k

x Priby=0]|w(b) = K]

1 1
+ Prong <7 - 2l - Z alqb; | by = 1,w(b) = K
1<j<M
7k

x Priby =1 |w(b) = K] (A.1)

where the last equation follows from the fact that conditions on the probabilities force
qiq;br = 0 for j = k, by = 0 and qfq b, = ||qi|* for j = k, by = 1. Using the
definition of - from (2.15) equation (A.1) becomes

PF=Pring>7— | by =0,w(b) = K| Prb,=0|w(b) = K]

1
+ Pr nkST—EquHQ—%]bkzl,w(b):K Priby=1]w()=K] (A.2)
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conditioning P* on all possible message vectors, i.e. b’s,

Pk = > Prim=1— % | bwb) =K b =0

be{0,1}M
s.t.w(b)=K,bp=0

Prb|w(b)=K,b,=0]| Pr[by =0|w(b) = K]

1
T >, Pr {”kZT_EHQkHz—%|b,w(b)—K,bk—1

be{0,1}M
s.t.w(b)=K,by=1

Prib|w(b) =K, by =1]| Prib,=1|w(b) = K] (A.3)

In equation (A.3) the following terms are going to be calculated separately

Pring > 7= | byw(b) = K, by = 0] (A.4)
Pr|ng > 7 %qun? — o | brw(b) = Kby = 1 (A5)
Prib | w(b) = K, b = 0] (A.6)
Prib|wb) = Kb = 1] (A7)
Pribe =0 w(b) = K] (A8)
Pribe =1 w(b) = K] (A.9)

Since ny, ~ N (0, 0?||qr|?) it is straightforward for equations (A.4) and (A.5) to
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write

Pring >7— | b,wb)=K,b, =0 =Q (;H_q:ﬁ) (A.10)

Prilng>7— —llaull2 = 7 | b.w(b) = K. by = 1| = - A1l
r|ng =T KquH V& | b,w(b) » Uk ] Q(KO‘ ollgx | ( )

Using Bayes rule for equation (A.6) we have

Priw() =K |b,b, =0] Prb| b, =0]

Prb|w()=K,b,=0] = Priwb) = K [br=0] (A.12)
Note that, here
Priblby=0= [] 6/ (1—6)" (A.13)
1<i<M
i#k
1 if w(b) = K where b, =0
Priw(b) = K | b,by =0] = (A.14)

0 else

Priw(b) =K [by=0= > Prlwb)=Kb|b =0

be{0,1}M
s.t.bp=0

= Y Priwb) =K |bby=0]Pr[b|b =0]

be{0,1}M
s.t.bp,=0

= Y Priwb)=K|bb =0 J] ¥ @-06)""

be{0,1}M 1<i<M
s.t.by=0 i#k

(A.15)

= ) IT o a—6)" (A.16)

be{0,1}M 1<i<M
stw(b)=Kby=0 \ #k

where (A.15) follows from using (A.13), (A.16) follows from using (A.14). Next we



define
a(b) = ] 6V (1—06)"""
1<i<M
iZk
and

Cok = Z ar(b)

be{0,1}M
s.t.w(b)=K,br=0

Using these definitions, (A.13) and (A.16) can be rewritten as
Pr[b | b, = 0] = ax(b)
and
Priw(b) =K | by, =0] = cox

respectively. Using (A.14), (A.19) and (A.20) in (A.12), we get

_ ax(b)

Co,k

Prb|w(b) = K, b, = 0]

for all k € {1,2,..., M}.

Proceeding with (A.7) and applying Bayes rule

Prb|w)=Kb =1 =

Priw(b) =K |b,b, =1 Pr[b | b, = 1]

Note that, here

Prib|b,=0= [] 6/ (1—6)"" =axb)

1<i<M
itk

Priw(b) = K | by = 1]
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(A.17)

(A.18)

(A.19)

(A.20)

(A.21)

(A.22)

(A.23)



o8

where (A.23) follows from using (A.17). Furthermore

1 if w(b) = K where b, =1
Priwb) =K |b,b, = 1] = (A.24)

0 else

Then a straightforward analysis reveals that

Priwb)=K|b=1= Y  Prlwb)=Kb|b =1]

be{0,1}M
s.t.bp=1

= Y Priw(b)=K|bby=1Pr[b|b =1

be{0,1}M
S.t.bkil

= Y Priw(b) =K |b,b =1 ay(b) (A.25)

be{0,1}M
S.t.bkil

= > ab) (A.26)
be{0,1}M
s.t.w(b)=K,bp=1

= Ci,k (A27)

where (A.25) follows from using (A.23), (A.26) follows from using (A.24). Next, using
(A.23), (A.24) and (A.27) in (A.22), we get

ax(b)

Prb|w()=Kb,=1] = (A.28)
Ci,k
for all k € {1,2,...,M}.
Applying Bayes rule to equation (A.8) we have
P b) =K | b, = 0| Pr b, =
Priby =0 | w(b) = K] = Zrb) = K | be = 0] Pr b = 0 (A.29)

Prlw(b) = K]
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Now, note that,

Prlw(b) = K] = Prw(b) = K | by =0].Pr[b, =0]+ Prw(b) = K | by = 1] .Pr[b, = 1]

= cok(1 — Or) + 110k (A.30)

where (A.30) follows from using (A.18), (A.27) and recalling the fact that

Priby=1 =6, and Prlb,=0]=1-06 (A.31)

Next, using (A.18), (A.30) and (A.31) in (A.29), we get

(1 — Qk)co k
Priby=0]|w)=K]|= : A.32
[br, = 0 [ w(b) = K] = bo)cor + Orer s (A.32)
Proceeding with (A.9) and applying Bayes rule, we have
Priw(b) =K | b, =1] Prlb, = 1]
Prib, =1 b) = K| =
T[k |w( ) ] Pr[w(b):K]
Okc1 k
= ’ A.33
(1= 0r)cor + Orcip (A.33)
where (A.33) follows from (A.27), (A.30) and (A.31).
Furthermore, upon defining
dk(e) = Pr [w(b) = K] = (1 — Hk)CO,k + chl,k (A34)
equations (A.32) and (A.33) can be rewritten as
Co,k
Prib, =0 b)=K|=(1-10 ’ A.35
=0 [w(b) = K] = (1= 0) 7% (A.35)
Priby=1|wb) = K] = 2 (A.36)

dr(0)

Here note that Pr[b, =0 | w(b) = K] and Pr[by =1 | w(b) = K] are the prior prob-
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abilities of user k’s presence in the collusion clique given that the number of colluders

is known at the detector side.

Finally, using (A.10), (A.11), (A.21), (A.28), (A.35) and (A.36) in (A.3), we

obtain

Co,k T — Yk ak(b)
Pf=(1-6,)—
g | S ()
be{0,1}M ’
s.t.w(b)=K,br=0

+9kdckl—(g) S 0 (|qu|] T—vk) a(b)

2 ke "ol e
s.t.w(b)=K,bp=1

—rm | X (T am)

o Tl
s.t.w(b)=K,bp=0

A D I C-= e SR (A3)

2 ke "ol
s.t.w(b)=K,by=1
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APPENDIX B: PROOF OF THEOREM 3.2.1

Taking the first derivative of f(7), defined in (3.23), with respect to 7 we get

T

Following the fact that first order derivative evaluated at extremum points equals to 0

we have

() ()

whose solution is given by

. O'J% a a+ 0
T _B—alOg(g>+ 5 (B.3)

Here note that 7% given in above equation is the unique extremum point of f(7). Now,
second order derivative test can be used to determine whether 7* is a minimizer or
maximizer of f(7). Second order derivative test is based on evaluating the second
derivative at the extremum point of interest and examining the sign of the result.
Taking the derivative of (B.1) and after some basic algebra we get the second order

derivative of f(7) as follows

azai(? - 1% [a<T — a)exp (—% (T;fa)z> +b(8 —7)exp <_% (6;07)2)]
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Using (B.3) in (B.4) we have

82 (r) 1 [a(ery) exp _%(;L»er)?) + b(x — y) exp (—%(:c—y)zﬂ

or? frere o2m
_ 1 exp 4y

2
2 42

iz
- exp (—”“" v ) (8 —a) (B.5)

z +y) exp (—zy) + b(x — y) exp (zy)]

)

W

éﬁ
3

)

S
§
3

where

z 2 52;:[ and y £ ﬁg_fa log (%) (B.6)
Recalling that a,b,07 € (0,00) is given in the proposition of the theorem, all of the
terms in (B.5) except 3 — « reveal to be positive. Hence second derivative evaluated
at 7* is positive if § —a > 0 which means around 7* f(7) is convex, and vice versa. As
a result 7* is a minimizer if § > a and a maximizer if 5 < a. However we still don’t
know whether 7* is a global extremum or not. For this purpose we should inspect f(7)
at the left and right boundaries of the set containing all possible 7 values. Noting that

T € (—00,00) we have

lim f(r)=b  and lim f(r)=a
which means 7* is the global extremum point of f(7). To sum up; any function in the
form of (3.23) has an extremum point given by (3.24) which is a minimizer if § > «

and a maximizer if § < a.



APPENDIX C: PROOF OF CLAIM 6.1.1

Given a,b € R and = ~ N (0,0%) we are looking for

E.[Q (az +b)] =5 / /aHb exp <——) exp (—2—) dudx

With a change of variables by defining v 2 4+ ax we obtain

v+ am) x?
E.[Q (ax + b)] =5 / / exp ( ) exp (_Tcz) dvdx
- \/%\/1 + a?0? / P (_5)
/ \/%72 exp ( %) exp ((—va)z) dzdv

1/1+a20 1+(120'2

where second integral over z is trivially given by

a’o?v?
X P e—
P21+ a20?)

Using (C.3) in (C.2) and after straightforward algebra we get

E.[Q(ax +b)] = dv

V211 + a?0? / 1+ a202)

which is the tail probability of a Gaussian random variable v ~ N (0,1 + a?c

result we obviously have

R
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(C.1)

(C.2)

(C.4)

2). As a
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APPENDIX D: DERIVATION OF OPTIMUM
THRESHOLDS

Derivations of optimum thresholds minimizing the bit error probability expres-
sions of different codebooks follow similar plots. Specifically they are given as corollaries
to Theorem 3.2.1.

D.1. Orthogonal Fingerprints

Rewriting the bit error probability expression given in (4.3) we get

M-K ([ & \ K _(lal/K-x
PeO,k — Q < ) + _Q < D.1
¢ olad) T O ol (B-1)
Defining
oy =ollal]
8= llal*/K
a=20

we have an identical expression to f(7) given in Theorem 3.2.1 with a = (M — K)/M
and b = K/M. Noticing that ||qx||*/K > 0 optimum threshold that minimizes the bit

error probability for orthogonal fingerprints is given by

2 M- K
T(S;t = —H(QI;(H + Ko? log (—K ) (D.2)

which is a corollary to Theorem 3.2.1
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D.2. Simplex Fingerprints

If we rewrite the bit error probability expression given in (5.3) we get

M-K _(T+ats\ K [ SGete—7
PP = Q +3:Q (D.3)

M a.\/p a.\/p

Next we define

M- K
ﬁ:K(M—l)
P
RECTESY

Furthermore, with a = (M — K)/M and b = K/M, bit error probability expression for

simplex codes is identical to f(7) given in (3.23). Noting that %A}If)l’; > —GiT we

obtain the optimum threshold for simplex codes from Theorem 3.2.1 as follows

«  p(M—-2K) *K(M-1) (M-K
_ 1
Tt T oR(M—1) T M AT

D.3. Gaussian Fingerprints

For K > 1 bit error probability expression given in (6.18) can be approximated

M _ K T K HQkHQ — T
~ Q o2 + MQ - o2
lakll\/ o + 2 laklly/o* + 7
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Defining

2

2, %
of = |lakll\/ o +5

5 laul?

K

a=0

With a = (M — K)/M and b = K/M approximate expression in (D.5) is identical
to (3.23). Also noting that % > 0 Theorem 3.2.1 gives the optimum threshold for

Gaussian fingerprints as follows

2 M—-—K
TOC;)t = ”;1;“ + (K02 +03) log( 7 ) (D.6)
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APPENDIX E: DERIVATION OF COLLUSION
RESISTANCES

E.1. Orthogonal Fingerprints

Using the approximate expression for P, ,,;, given in (4.11), we are looking for

the maximum value of K satisfying the following inequality

NDpg _
> Q7" (e) (B.1)

2K /D, — br
since Q function is monotonic decreasing in its argument. Here note that if ¢ > %,
Q! (e) falls in (—oo,0]. In that case, since the left hand side of the inequality (E.1) is
always positive, all possible K’s satisfy the P, ,,,;, < € condition and collusion resistance

turns out to be M, total number of fingerprinted users. Thus proceeding with € < %

we can write

NDpg R
K2 (D, - TF) 2 (@ ()
e ()’ DAK2 —4(Q 7" (¢))’ DK — NDg <0
1K7(Da ~ ) -
= 4(Q7 ()’ DaK® —4(Q 7" ()" DK — ND < 0 (E.2)

Dp & /D% + JPalr,
Q1(e
Kus 7 (E.3)

Observing that




68

one of the roots turns out to be negative and the other positive. Recalling that E.2 is

convex, maximum value of K satisfying E.1, i.e. collusion resistance, is found as

Dg + /D% + ZPals,

- 9D

E.2. Simplex Fingerprints

As stated in the definition of collusion resistance, equation (4.10), and considering
the approximate value for bit error probability given in (5.10) we look for the maximum

value of K satisfying

0 M+/NDg <
2/ KO —1)/DaK(M — 1)~ Dp(M —K))
— M*N Dy > Q7)) (B6)

AK(M = 1)(DsK (M — 1) — Dg(M — K))

where the second equation comes from the fact that argument of Q-function in the
first equation and Q! (¢) is always positive. Latter observation is the result of sticking
to the same reasoning we made during the derivation of orthogonal codes’ collusion
resistance, thus considering the case where ¢ < 3. Working a bit on equation (E.6)

results in the following inequality

4(Q71 ()’ (M = 1)(MDy — Da + Dg)K?
—4(Q7 (e))

*M(M —1)DgK — M®?NDg < 0 (E.7)

whose left hand side is convex in K and has the roots

2 | NDg(MDo—Da+Dpg)
D & \/DE + @O

2(MDa—Da+Dg)
M

Kip =

(E.8)
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Noticing that one of the roots is negative collusion resistance is found to be

2 NDg(MDs—Da+Dg)
D + \/DE + o

Q(MDA—DA+DE)
M

K® =

E.3. Gaussian Fingerprints

Using the approximate bit error probability expression given in (6.28) collusion

resistance is defined as the maximum value of K satisfying

Q(\/N—DE)ge

2K/ D4

— % > Q7 (e) (E.10)

Here we used the reasoning which we utilized for both orthogonal and simplex fin-
gerprints in the preceding sections. Rearranging the terms of inequality (E.10) we

have
4(Q7" () DaK? = NDp <0 (E.11)

whose roots are given by

VND5

21/Da(Q7" ()’

Noting that one of the roots is negative and right hand side of the inequality (E.11) is

KLQ - Zl:

(E.12)

convex collusion resistance for Gaussian fingerprints is given by

(E.13)
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