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ABSTRACT

ROBUST WATERMARKING OF COMPRESSIVE SENSED
MEASUREMENTS UNDER NOISE ATTACKS

Traditional methods in data acquisition follow Shannon /Nyquist sampling theo-
rem; one must sample a band-limited signal by at least two times faster than the signal
bandwidth to exactly reconstruct the signal. However, signals that we encounter in
many applications are sparse in some proper bases, and they can be represented by
very few coefficients. Therefore, the number of samples obtained in Shannon/Nyquist
framework is much more than it is required to reconstruct the signal. Compressive
Sensing (CS) shows that certain signals can be captured from far fewer samples as
compared to conventional methods, and they can be reconstructed by developing effec-
tive non-linear reconstruction algorithms. The methods of data embedding and data
hiding (watermarking) for signal that is sampled based on Shannon /Nyquist sampling
theorem is well advanced. However, watermarking methods for compressive sensing
measurements is investigating in this thesis. The measurements that is sampled using
CS methods, which is superiors to traditional methods, are required to be transmitted
or stored. In addition to efficiently transmitting or storing CS-based measurements,
one may wish to embed a watermark onto these measurements. Hence, the copyright
information or meta-data can be embedded onto CS measurements. Such a water-
marking scheme must satisfy the following properties: (i) the watermark information
must be decoded exactly, and (ii) the reconstruction of the signal must not suffer at
the decoder side. In this work, we propose a watermark algorithm that embeds infor-
mation directly onto Compressive Sensed Measurements of a sparse signal. Proposed
watermarking algorithm outperforms the classical /5 and ¢; minimization algorithms in
terms of watermark embedding capacity. Experimental results show that the proposed

algorithm has a robust reconstruction performance under Gaussian and impulsive noise.



OZET

SIKISTIRILMIS ALGILANAN SINYALLERIN GURBUZ
DAMGALANMASI

Shannon/Nyquist teoremine dayanan geleneksel sinyal 6érnekleme yontemlerine
gore bir sinyalin gerigatilabilmesi ic¢in, sinyal bant genisliginin en az iki kati kadar
orneklenmelidir. Fakat pratikte karsilagtigimiz ¢ogu sinyal aslinda bir bagka alt uzayda
seyrektir, diger bir deyigle ¢ok daha az bilegenle ifade edilir. Oysa, Shannon/Nyquist
teoremine dayali 6rnekleme sonucunda elde edilen ornekler, sinyali gericatmak icin
gereken orneklerden gok daha fazladir. Sikigtirilmig Algilama (Compressive Sensing:
CS) seyrek sinyallerin Nyquist oranindan gok daha diigiik bir oranda bile 6rneklenebile-
cegini ve dogrusal olmayan gericatma algoritmalar1 tasarlanarak gericatilabilecegini
gostermistir. Shannon/Nyquist érneklemesiyle elde edilen igaretlerin igine bilgi gomme
ve saklama (igaret damgalama) teknikleri ¢ok geligmistir. Oysa sikigtirilmig 6rneklemeli
isaretler icin damgalama yontemleri heniiz ele alinmaktadir. Klasik ornekleme yontemle-
rinden daha etkin olan bu yeni yontemle elde edilen sinyal kaydedilebilir ve de bir
baska ortama iletilebilir. Iste bu durumda, sikigtirilmig algilama yontemi ile elde edilen
ornekleri dogrudan damgalamak (watermarking) gerekebilir. Boylece telif hakk: bilgi-
leri veya kullaniciya ait st veriler, damga bilgisi olarak CS orneklerine gomiilebilir.
Boyle bir damgalama yonteminde aranacak ozellikler (i) damga ¢oziicii, gliriiltii ek-
lenmig CS orneklerinden giirbiiz bir gsekilde damga bilgisini dogru ¢ozebilmeli; ve de
(ii) giiriiltiili 6rneklerden gerigatilan seyrek sinyal orjinal sinyale yakin olmaldir. Bu
caligmada, dogrudan Sikigtirilmig Algi ile 6rneklenen seyrek bir sinyale bilgi gommek
icin bir damgalama yontemi 6nerilmektedir. Onerilen damgalama yontemi halihazirdaki
Iy ve [y enkliclltme gericatim algoritmalarina oranla daha fazla damga bilgisi gdbmme
kapasitesine sahiptir. Deneysel sonuclar, onerilen yontemin Gauss ve diirtlin giirtiltii

altinda giirbiiz gericatim bagarimi yaptigini gostermistir.
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1. INTRODUCTION

The traditional data acquisition systems make use of the well-known Shannon/
Nyquist theorem, which states that a signal must be sampled at least two times faster
than the signal bandwidth in order to be exactly reconstructed. Compressive Sensing
(CS) goes against the traditional data acquisition methods and claims that a sparse
signal can be reconstructed with far fewer random measurements with polynomial time
algorithms using ¢; minimization [1-4]. Indeed, conventional sampling methods based
on Shannon/Nyquist are wasteful, because we first over-sample and reduce the samples
via compression methods. Many signals we encounter in real-world applications can
be well-approximated by sparse ones in a proper basis. In fact, lossy compression tech-
niques use this property and compress data before storage or transmission by keeping
only largest coefficients of a signal in a proper basis. Compressive Sensing paradigm
tries to combine acquisition and compression processes into one step. Mathematically
speaking, a signal x € R is k-sparse if and only if at most k entries of = are non-zero.
Let s € RY be a k-sparse signal in the v space that is expressed as a linear combination

of N orthonormal vectors that form a basis ¢, such that

s =1, (1.1)

where at most £ of the coefficients of x are non-zero. Instead of using traditional data
acquisition and compression methods as in Shannon/Nyquist sampling theorem; the
data is transformed to a basis where it can be represented sparsely using x = 97s.
Notice that the specific basis, 1, should not to be known, so that one can sample data

directly from the signal using CS as
y = Ps, (1.2)
where y € R™ is the measurement vector and ® is an m X N measurement matrix.

It is desired for CS to have m < N so that CS methods have an advantage over the

traditional Nyquist-Shannon based data acquisition.



In addition to data acquisition, the method that is used to reconstruct the orig-
inal signal in compressive sensing, also differs from the procedure that is used in the
Shannon/Nyquist framework [5]. In the Shannon/Nyquist framework the signal is re-
covered using sinc interpolation, which requires a small amount of computation. On
the other hand, signal recovery in compressive sensing framework, is generally achieved
by non-linear reconstruction methods that are relatively costly. In this sense, one may
wish to store or transmit the measurements without reconstructing the original sig-
nal. Indeed, there have been increasing research efforts to handle the sensing problem
and the reconstruction problem separately in compressive sensing framework. Recent
studies [6, 7] propose a system in which measurements are obtained using compressive
sensing methods and transmitted away from measurement devices. We will briefly
introduce these studies in Chapter 5 as examples of possible application areas of our

work.

On the other hand, one may wish to embed a hidden message about the sig-
nal within the samples. Watermarking can be defined as the process of embedding
information, called watermark within the signal of interest [8]. The problem of water-
marking sparse signals has recently studied by Sheikh and Baraniuk [9] in compressive
sensing framework. In the watermarking part, they first achieve the sparse represen-
tation of the signal of interest by using a convenient transform (e.g. DCT for images).
Then, they spread out the watermark information onto these sparse coefficients. In the
decoding part they reconstruct the sparse signal by using reconstruction methods in
compressive sensing framework. If we have already either the whole signal or a sparse
representation of the signal of interest, this approach is a convenient strategy before
storage or transmission. However, as we discussed above, some applications [6,7] re-
quire to transmit the compressive sensing measurements without reconstruction. In

such cases, data hiding onto CS measurements may be required.

In this thesis, we propose a new watermarking scheme that embeds a watermark
directly onto the CS measurements. This enables embedding of watermark informa-
tion while sensing. Using the proposed watermarking scheme [10], we first insert a

watermark sequence, w, onto compressive sensed measurements of a sparse signal x



under Gaussian noise. This is the case when the watermarked signal is contaminated
by additive white Gaussian noise (AWGN), but otherwise the channel is free of errors.
Second, we extend our algorithm in [11] to handle impulsive noise, where we combat

the presence of both the AWGN and channel errors in the form of impulsive noise.

This thesis is structured as follows: Chapter 2 gives a brief review of compressive
sensing and discuss the stability properties of convex optimization problems in com-
pressive sensing framework, such as ¢; minimization. In Chapter 3, a detailed analysis
will be done on random measurements matrices. It will be discussed that random
matrices satisfy restricted isometry property, which implies stability of solution of ¢,
minimization problem, with high probability. Chapter 4 provides a brief overview on
the sparse signal reconstruction algorithms. In Chapter 5, we present our watermarking
scheme and reconstruction method in the presence of (i) additive white Gaussian noise,
and (ii) sum of an unbounded impulsive noise and an additive white Gaussian noise. In
same chapter, we will also give the guarantee condition of the proposed watermarking
and reconstruction scheme. In Chapter 6, we will propose a fast embedding scheme
in addition to a fast joint signal reconstruction and watermark recovery algorithm. In
this section, a subset of rows of the noiselets basis will be used as measurement matrix,
and embedding processes will also use an orthonormal basis to make the watermark-
ing scheme that is proposed in Chapter 5, more convenient fot real-time, large scale

applications.



2. COMPRESSIVE SENSING

Nyquist-Shannon sampling theorem states that a continuous-time bandlimited
signal s(t) can be represented by N uniformly spaced samples taken at least two times
faster than the signal bandwidth. Let S € RY be the discrete version of s(t), then
compressive sensing (CS) seeks for a way to take samples which are obtained using

linear mapping

Y = (ks 9) (2.1)

over the continuous time signal s(t), and to approximate S € RY by recovering from

these m << N measurements {y;}7" .

We would like to mention that while it is possible to develop CS theory in contin-
uum setting [12], we will hereafter consider our signal in discrete time, since most of the
works in CS have been developed in discrete setting (assuming that s(t) :== S € RY).
The linear mapping in (2.1) can be represented by an m x N matrix ® = [¢1, ¢a, .., dm]”,

where {¢y}, are N-long vectors, resulting in

y=®8S. (2.2)

This is obviously an underdetermined system of linear equations. Since we have fewer
equations than the number of unknown parameter to be estimated, this system has
either no solution or infinitely many solution. Under the assumption that ® is full row
rank, a solution exists, but not unique. In order to achieve a unique solution, some
prior information is needed. One formulation of this is the least-norm solution, where
the objective functional ||S]| is desired to be small [13] when the optimization problem

can be defined as follows

(P) : msin |S]| subject to S =y, (2.3)



where ||.|| is the norm. If the objective is chosen as Euclidean or f;-norm, Equation

(2.3) turns to be
(Py) : msin HSHZV subject to &S = y. (2.4)
Introducing Lagrange multipliers A, we define auxiliary function

T(S) = [ISlzy + AT (S — ). (2.5)

By solving %gs) =0, we get

1
S* = —§<I>T/\. (2.6)
Plugging S* into the constraint ®S = y gives us \* = —2(®®7)~!y. Then, the optimal

solution S* of (P») can be found via
S* =T (ddT) 1y (2.7)
under the assumption that rank(®) = m < N so that the matrix ®®7 is invertible.

2.1. Compressible Signals, Sparsity and Compressed Sensing

A great majority of the signals that we encounter in practical applications exhibit
a rapid decay when expressed in an appropriate basis. In other words, let S € RY be
our signal of interest and ¥ be a basis so that S has a unique representation in that
basis such that S = Ux. Let us rearrange the elements of the vector z in descending
order of magnitude i.e, |z|" > [z|® > ... > |z|™. If this basis W is properly chosen
according to the signal of interest, S € R”, then these sorted magnitudes approach zero
very fast like a power decay [14]. For instance, consider the wavelet transform, most
coefficients of a typical natural image in wavelet basis are negligibly small, as shown
in Figure 2.1. In fact this is the idea that gives birth to most of the lossy compression

techniques such as JPEG [15] , JPEG 2000 [16], etc. Many transform coding based



compression techniques like JPEG keep only large coefficients which constitute of most
of the energy of the signal, and get rid of small ones. Although these techniques are
widespread and standard in applications, one may need to look beyond the Nyquist-
Shannon scheme in niche applications. This brings us to the following question: Is it

possible to compress the signals at the beginning ?

(a) (b)

Figure 2.1. Image as a typical compressible signal in the wavelet domain. (a) Original

image. (b) Wavelet coefficients. Small coefficients are represented by dark pixels.

One strategy could be to choose the rows of the measurement matrix in the
domain in which we can compress our signal of interest [17]. For example, consider our
signal S € RY to be a vectorized image. The approach can be to pick the row vectors ¢y,
of measurement matrix ® as cosine transform vectors starting from the most energetic,
usually low spatial frequencies [7,18]. Then, one can reconstruct vectorized image S
by using linear reconstruction (2.7). By capturing m of important DCT coefficients,
one can decrease the number of measurements, m that is required to reconstruct S
reliably. However, there is a drawback of this method. It always projects the image

onto a fixed subspace and it is not adaptive to changes in the signal structure [7,18].

In the light of this observation, we seek an effective measurement system which
is adaptive to changes in signal statistics. However, changing the measurement matrix
® for every signal S would be very costly. As consequence, the measurement matrix ¢
should be

(i) non-adaptive in the sense that it should not depend on the signal S,



(ii) flexible in the sense that it must be able to capture important information
without knowledge of signal structure. The answer to the question of whether it is
possible to design such a measurement system, was given by Donoho [19] and Candes
et al. [20] leading to the the Compressive Sensing idea. To satisfy (i), CS measurement
procedure exploits a fixed measurement matrix ® that is independent of the signal
S € RM. Then, measurements are directly and linearly sensed using this one and
only one measurement matrix ®, y = ®S5S. We also have to assume that S has a
unique representation in a suitable basis such that S = Wx. Now, we can re-formulate

measurements as follows
y=o5 =dUzr = Az, (2.8)

where A = ®VU. If ® has certain properties, which will be discussed later, A may
have the ability to capture the important information without knowledge of which
coefficients of the vector z is active. Then, it also satisfies (ii). Before discussing

reconstruction procedure, let us give the formal definition of sparse signals;

Definition 2.1 (k-Sparse Signal). Let z € RN be our signal of interest. This signal

is entitled as k-sparse if it has at most k non-zero coefficients, i.e., HxH%V < k, where

N
[l gy = Ilgl%zl |@i” = #{j : @; # 0} (2.9)
Assuming that ||:1:||£0N <k, the signal S € RY also called k-sparse if
S = Uz, (2.10)

where W is sparsifying basis that is typically orthonormal. For convenience we will

denote the set of all k-sparse signals in RN by

= {x: |zl < k). (2.11)
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Figure 2.2. An example of k-sparse signal, k£ = 30, the rest of 500 — 30 = 470 samples

are all zero, which, when plotted gives the appearance of a blue line.

In this study, we will mostly assume that the signal of interest has a unique and
strictly sparse representation in a proper basis, S = Wz such that ||z|| o < k. From
this prior information, it is easy to say that ¢,-norm minimization (2.7) can never give
the desired sparse solution of x, since the penalty term is on the energy, but not on
sparsity. To achieve the sparsest solution Z of x, we can determine the objective as

x|/ ,~, and define the optimization problem as follows
o d defi h imizati bl foll
(Py) : mxin Ha:HZ;)V subject to Az = y. (2.12)

Since fp-norm minimization requires combinatorial search, P, can be relaxed to P [21]

as follows

(Py) : min ||x||§11v subject to Ax = y. (2.13)

2.2. Uniqueness of solution for (F,) and (F;)

Let z;, x; € ¥j be two distinct vectors. By observing that if Az, = Ax; then,
A(x;—z;) = 0 with x;—z; € Xy, then we cannot distinguish z; from x; by any method.

Consequently, we can say that if we wish any & sparse solution & to be unique, N (A)



must not have any vector in ¥o;, where N (A) denotes the Null space of matrix A,
N(A)={z: Az =0} (2.14)

This property was formally defined by Donoho-Elad [22] in the concept of spark of a

matrix.

Theorem 2.2 ( [22] ). Let A be an m x N matriz. The solution of Py is guaranteed

to be unique if
2k < Spark(A), (2.15)

where Spark(A) is minimum number of linearly dependent columns of A.

This implies the requirements m > 2k, since spark(A) € [2,m + 1].

Now we wish also the solution of P; to be unique. Before analysing the uniqueness
conditions of P, let us give following definition that we will use from now on. Let
r € RY be an arbitrary vector. We define A C {1,2,3,..., N} is a subset of indices
indexing non-zero coefficients of the sparse vector z, and |A| denotes number of these
non-zero coefficients, where |.| denote the cardinality. The complement of set A is also
defined as A¢ = {1,2,3,..., N} \ A. In other words, when we define z, € R we mean
xy is a |Al-sparse vector and non-zero coefficients of this vector are indexed by the set

A.

Let us assume that we have a |A]-sparse vector x whose non-zero coefficients are
indexed by set A. Given an arbitrary vector z € RV, z # z, satisfying Az = Az. If we
wish the solution x of P; to be unique, then the condition ||Z’H€{v < Hz||4v should be

satisfied. Since Az = Az, one can define a vector h: x—z € N(A). If [alley < llhaellpy



10

then we can get

[zllon < Ml = 2allpy + lhalloy = [1oalley + l2alley (2.16)
< [haelloy + lzalley = ll=2aelly + ll2alley (2.17)
< |zllgn (2.18)

which satisfies [|z([,x < [[z[|,v. Indeed, this simplified version of the proof of the Null
Space Property [23] is reproduced to give an intuition on the Null Space Property. A
complete proof is in [23]. Now let us give more formal definition for the Null Space

Property and uniqueness condition of Pi;

Definition 2.3 (Null Space Property). Let A be a m x N matriz. A satisfies the Null
Space Property (NSP) of order k, if

allen < [[nelon (2.19)

holds for all h € N'(A), where |A| < k.

In plain English, we mentioned that N(A) should not have vectors which are
sparse. Now, Null Space Property implies that N'(A) should also not have too com-

pressible vectors [5].

Theorem 2.4 ( [24] ). If an m x N matriz A satisfies the NSP of order k, then the

solution & of Py is unique for all x € RN with v € ¥y,.

2.3. Stability of Solution for (P;)

We have presented the conditions under which the ¢; minimization is exact in
noise free and exactly sparse case if the measurement matrix has NSP. In this section
we will discuss the condition in which the signal is corrupted by a noise. We start by

defining the convex optimization problem in the presence of noise:

Let us define the bounded noise as z with ||z|| m S € Suppose that measurements
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are erroneous such that y = Az + z. Then a k-sparse signal & can be estimated solving

the following optimization problem

(Py) : mxin [@][px sty — Ax“egn <e. (2.20)

However there are some works that use stronger NSP to prove stability of the
solution in the presence of noise [25], we will discuss a more common used property,
Restricted Isometry Property. Restricted Isometry Property implies stability of (Pf). It
also implies stability when we deal with approximately sparse signals, i.e, compressible
signals. We mean by stability that a small change in the measurement vector should
not lead to a substantial change in the recovered signal. Mathematically speaking, let
perturbed measurements be form of y = Ax + 2., where z, is a perturbation. Then, it

is expected from a stable solution Z of the true signal x to obey
o — llyy <  llzllyy (2.21)

with a small positive constant & .

Definition 2.5 (Restricted Isometry Property). Let A be an m x N matriz and let
O € (0,1) be the smallest quantity such that

(1—80) 2lPy < A2l < (L 4+60) 2l forallme €D (2:22)

then the matriz A satisfies the Restricted Isometry Property (RIP) of order of k with

the restricted isometry constant .

The idea is that RIP requires all m x k submatrices of A being close to orthonormal
matrices. In the literature much effort has been given to find sufficient conditions of
stability including restricted isometry constant. Elad [26] has discussed the stability
properties of solution to (Fy). However, we will only consider stability condition of the

recovery in (Pf) from now on. In early works of Candes et al. [27], it is shown that the
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solution Z of (Pf) is unique as soon as d3; +3d4, < 2. Later Candes [28] has showed that
stable recovery of k-sparse signals is guaranteed with 8o < v/2 — 1. Notwithstanding

these results, efforts to improve this sufficient condition [29] continue.

The following stability condition for (Pf), a consequence of the RIP condition,

will be useful in the sequel.

Theorem 2.6 ( [28] ). Assume that an m x N matriz A holds RIP of order k with
Sor < V/2—1. Suppose also that signal of interest x is strictly sparse. Then, the solution
T of Pf obeys

. V14 o

[Eid P

4 €.
Pl — (14 V2)0u

(2.23)

In the case the measurements y = Ax are corrupted by Additive White Gaussian
Noise (AWGN) rather than bounded noise, then, Theorem 2.6 enables the following

lemma.

Lemma 2.7. Suppose that an m x N measurement matriz A satisfies the RIP of
order 2k with 8y, < V2 — 1. Suppose also measurements are the form y = Ax + z
where z is the noise pattern with i.i.d elements z; drawn from ~ N(0,0%). Then when

e = (1 +v)y/mog, the solution & of (Pf) obeys

V 1+ oo

oy o RN (224)

[ tzéV <
with probability at least 1 — e~ 17" where 0 < v < 1.

Proof. Let z,...2,, be ii.d Gaussian random variables with zero mean and variance

o%. If one shows that
Pr(HzHean > (1 —l—'y)\/mo-e) < o 3/4my? (2.25)

holds for every z = (z1,...,2p) € R™ with a given 0 < 7 < 1, then Lemma 2.7 can
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be obtained applying Theorem 2.6. Therefore, it is sufficient to prove (2.25) holds. To

begin with, it is obvious that
Pr(||2]lgp = (14 7)vmog) = Pr(||zlz = (14 7)*mag). (2.26)

Let us define W = ||z||?51 = 2} + 22 + ... + 2%, For simplicity let us define o =
(1 + €)?mo? and B = o2. Now, the aim is to find a bound on probability that

the positive random variable, W exceeds the given value, a. It is easy to see that

22,22 ..., 2% are independent random variables. Therefore, we can conclude that the

©m

standard Chernoff-style method is applicable. The Markov inequality yields

E tWw
Pr(W > a) = Pr(e!" > ') < <€t ), (2.27)
e (03
for any ¢ > 0. By using independence, we obtain
W ti v . ty>
E(e™)=E(e &) = [[E(e™), (2.28)

where

2 1 & 2 1 2 1 o0 2/ 1
B(e) = - [ eetfam o [ ef e e

Let 2z =¢ % — 2t, then we have

whyo L h N ¥ S S
E(e™) NN /_Ooe dz N (2.30)

[

By using (2.28), (2.29), (2.30), we obtain

Pr(e™ > e!*) < e7t(1 — 2t3)"™/2. (2.31)

1 m

By minimizing the right-hand side of the equation with respect to ¢, we get t = (ﬁ— 7).
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Then Equation (2.31) turns to

Pr(e™ > ef®) < e7(1 — 2t6) ™% = (m—ﬂ)—mﬂe*(aam)a. (2.32)
(e

When we plugging a = (1 + v)?mo2 and 3 = 02, we get

e~ B 1) " F OB B2y -2lor(147) < o~ (3%/2) (2.33)

where we have used the inequality log(1+ a) < a — a?/4, which is valid for all 0 < a <
1. [l

2.4. Matrices that satisfies the RIP

Random matrices satisfy the RIP of order of £ with high probability. A simple
proof of the RIP for the random matrices was given by Baraniuk et al. [30]. Tech-
nique they used to prove RIP for random matrices partly comes from famous Johnson-
Lindenstrauss Lemma [31]. Given a set D of points in R". Johnson-Lindenstrauss
Lemma states that one can find a map that embeds these points into a lower-dimensional
Euclidean space R™ while preserving relative distance of any of two of these points. The
key ideas and Johnson-Lindenstauss Lemma will be investigated in details in following

chapter.
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3. RESTRICTED ISOMETRY PROPERTY (RIP)

In this chapter, we will discuss that the random matrices satisfy the Restricted
[sometry Property. We will start by presenting the Johnson-Lindenstrauss Lemma
which is directly related to the Restricted Isometry Property. We will use the same
methodology introduced by Baraniuk et al. [30] to prove that random matrices satisfies
the RIP. Although we use the key ideas presented in [30], we will reproduce the results
by giving detailed explanations. These slightly new results will be used to prove the

stability condition of our proposed algorithm, which will be introduced in Chapter 5.
3.1. The Johnson-Lindenstrauss (JL) Lemma

Johnson-Lindenstrauss is a valuable formulation that is used to provide a low-
dimensional representation of the data. Low-dimensional embedding is crucial in many
applications such as machine learning, manifold learning and compressive sensing. In
particularly, dimensional reduction can increase the speed of most algorithms that
are used in machine learning. Besides, in compressive sensing framework, working in

low-dimensional space without much distortion between pairwise distance is a must.

Given a set D of points in RY, we wish to construct an embedding scheme that
embeds these points into a lower-dimensional Euclidean space R™ while preserving rela-
tive distances of pair of these points. The original formulation of Johnson-Lindestrauss

Lemma is as follows:

Lemma 3.1 (Johnson-Lindenstrauss [31]). For any 0 < € < 1 and every set of D of n
points in RN if m is a positive integer such that m > mqy = O(e"2logn), there exists

a Lipschitz map f : RY — R™ such that
(1= llu—vlgy <I1f(@) = fF)lg < A +€) [lu— vl (3.1)

for all u,v € D.
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Up to now, much effort has been spent to improve the bound given in the Johnson-
Lindestrauss Lemma in (3.1) for a given size of m. Matousek’s work [32] contains a
brief survey about the extensions and proofs of Johnson-Lindenstrauss Lemma. A
simplified version of the original proof of Johnson-Lindestrauss Lemma was given by
Frankl and Meahara [33], where the size of m is also tightened and given as m > mgy =
[9(e? —2¢/3) ' log n]+1. Their proof is based on showing that the squared length of the
projection of a fixed unit vector on a random m-dimensional subspace is concentrated
around 3. Afterwards, Indyk and Motwani [34] used Gaussian random projections and
some elementary probabilistic techniques to improve the mq constant. Achlioptas [35]
showed that the same bound as m > 4(e?/2 — ¢3/3)"!logn as it can be achieved not
only with a Gaussian measurement matrix, but also with a matrix consisting of random
{—1, 41} elements. Dasgupta and Gupta [36] gave an alternate proof simpler than that
of Indyk and Motwani [34] and of Achlioptas [35]. They presented the same bounds

with those works:

Theorem 3.2 (Dasgupta-Gupta [36]). For any 0 < € < 1 and every set of D of n

points in RN, if m is a positive integer such that
m > 4(e?/2 — €*/3) logn, (3.2)
there exists a Lipschitz map f : RY — R™ such that
(=) llu—olly < (W) = F@)2p < (1+€) Ju— vy

for all u,v € D.

The approach common to all these proof of a JL-embedding is as follows:

(i) Choose a pair u,v € D and prove that squared norm of the projection of the
vector u — v is concentrated around its expected value with high probability.
Define the probability that the squared norm of the projection of the vector does
not satisfy (3.2) as failure probability, pe.
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(ii) Apply union bound for (Z) pairs u,v € D and prove that the probability of
getting a JL-embedding which is bounded by 1 — (72‘) Pe 1S not zero.

3.2. Concentration of Measure Inequality for Random Matrices

Let the mapping f be a linear mapping, then it is convenient to use m x N
matrix ¢ to represent this mapping. For any arbitrary variable € RV, expected value

of random variable ||gz$x||§5n can be calculated via

E(llglleg) = ll=llgy (3:3)

1
-

where var(¢; ;) =

m

Proof. We can express ||gbe§5n as ||¢m\|2n = Y < ¢, & >? where ¢; denote the rows of
i=1

the matrix ¢. Then

E([lpz)fp) =B < ¢ix>%) =Y B(< ¢y, 2 >7) Z Zx 07))
i=1 =1

1=

m

m N N
=SSR = Y Y=Y el =Nl B4)
=1

i=1 j=1 i=1 j=

—_

[]

Lemma 3.3. Given any arbitrary vector x € RY. Let ¢ be an m x N matriz whose

entries are independently drawn from Gaussian distribution ¢; j ~ N (0, %) Then,

Pr(llgzly > (1+¢) 2]y) < exp(—=2 (/2 — €/3)) (3.5)

and

Pr(lal?y < (1 =€) ll2ly) < exp(—T€?). (3.6)
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Proof. To begin with, it is easy to show that E(Hgbac”?gl) = Hm||§év was shown in 3.3.
Define y; =< ¢;,z > and W = ||¢x||§gq =y +y2 + y3.. + y2, where ¢; denote the rows

of the matrix ¢. Under the assumption that ¢ has orthogonal rows, it is obvious that
(9%

y; has distribution N (0, —=2-). For simplicity, define a = (1 +¢) HxHZéV and =

2
X
Iy

m m

Then, we will make use of proof of the upper bound and the Chernoff bound to prove

upper tail: Since

Pr(W > a) = Pr(e™ > ™), (3.7)

for any t > 0, using Markov inequality, we obtain

(3.8)

E(e™)=E(e =1 ') = H]E(ety?), (3.9)

where

1 o 2 1¢2 1 o 2(1
E(e) = e 2% d¢ = el ge. (3.10)
Vv 278 J_ V218 ) o

Define z = ¢ % — 2t, then (3.10) becomes

wry_o b (T e, 1
E(e )—\/% 1—2155/—006 dz . (3.11)

Rearranging (3.8), (3.9), (3.11) leads to

Pr(e™ > el*) < e7t(1 — 2t3)"™/2. (3.12)
By minimizing the right-hand side of the equation with respect to ¢, we get t = (ﬁ— )
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Then, Equation (3.12) turns to be

Pr(e™ > ') < (1 —2t5) ™2t = (m—ﬁ)—mﬂe*(#%)a. (3.13)
a
' , o2y
When we plug in o = (1 +¢) [|z[y and 5 = —7-, we get
— e T e mrg B = o (elog(l+e) < e B (E/2€/3) (3.14)

where we have used the inequality log(1 + a) < a — a*/2 + a®/3, which is valid for all

a> 0.
Now we will give the proof of the lower bound: Define A = (1 — ¢) ||[l§'||?é\r, then

Pr(W <X)=Pr(A-W >0)
1

= Pr(e”™We* > 1), (3.15)
for t > 0. Then by using Markov’s inequality we obtain
=Pr(e™e > 1) <E(e™)e. (3.16)
If we use —t instead of ¢ in (3.9) and using (3.11), we get

B(e™) —E(e &%) = TTEE ™) = (1+ 2t8) 7> (3.17)

i=1

Then we have

Pr(W < \) < e(1 +2t3)"™/2, (3.18)



20

Optimizing in t we get t = (35 — 55). Then (3.18) turns to be

Pr(W < A) < (1+2t8) /2™ = (mTB)‘m/Qe(x‘;B”. (3.19)
, , JallZy
When we plugging A = (1 —¢) ||x||éév and = —=2, we get
_ e%eefglog (1i€) _ 67%(76710g(1*6)) S e*ng, (320)

where we have used the inequality log(1 — a) < —a — a?/2, which is valid for all

acl0,1). 0

Lemma 3.4. Given an arbitrary vector x € RY, let ¢ be an m x N matriz whose
entries are drawn from any distribution satisfying equality given in (3.3). Then,

Pr((L - ) lall?y < loel, < (1+ ) al?y) < 1-2exp(-mC(e))  (3.21)

for 0 < €, where C(€) is positive constant depending on € and distribution of entries of

matrix ¢.

For instance it is easy to see, from Lemma 3.3, for a random matrix ¢ whose
entries are independently drawn from Gaussian distribution with ¢; ; ~ N(0, %), that
we have C'(e) = €2/4 — €2 /6. In the literature much effort has been spent to find C/(¢).
As we mentioned before, Achlioptas [35] has proved that we also get C(€) = €2/4—¢3/6

for the following distributions:

with probability 1/2,
Gij = (3.22)

with probability 1/2,

-
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\J/r—% with probability 1/6,
Gij = V3 %<0 with probability 2/3, (3.23)
\;—% with probability 1/6.

3.3. RIP via JL Lemma

In this section, we will show that Johnson-Lindenstrauss Lemma implies that Re-
stricted Isometry Property which is sufficient property for reconstruction of compressed

sensed signals. Let us recall the Restricted Isometry Property:

Definition: Define a matrix ¢ that satisfies equality given in (3.3). Then, the matrix
¢ satisfies RIP of order k if there exists a ¢, € (0,1) such that

(1= 0)ll=lls < llollz < (1 + dk)ll(3 (3.24)

holds for all € ¥j where ¥ = {z : ||z]|p < k}. Following lemma and theorem will be

proven based on work of Baraniuk et al. [30].

Lemma 3.5. Given 0 < 6 < 1. Define the set of xa of unit norm vectors for fized
|A|, where A C {1,2,3,...,N} is a subset of indices indexing non-zero coefficients of
the sparse vector x and |A| denotes number of these non-zero coefficients. Let ¢ be the

m X N measurement matriz that satisfies the inequality given in (3.21), then we have
(1= 6) lallZy < llgall’y < (1+ ) [Py for every z € xa (3.25)
for any set A such that |A| < k with probability at least

12\ —C(6/4)m
1-2( %) e . (3.26)

This lemma implies that for a fixed set of k-sparse signals, the defined measure-
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ment matrix A satisfies the RIP with probability in (3.26). We will give the proof of
Lemma 3.5 which is the last step before achieving the final result that implies that
defined measurement matrix, A, satisfies the RIP of order k for all x € ¥;.. Before we

prove this lemma, let us give the definition of e-net:

Definition 3.6 (Covering numbers, Nets [37] ). Let (X, ||.||) be a metric space. Define
€ > 0. Then ae-net of X is a subset N, of X such that every x € X can be approrimated
by some point y € N, so that ||x — y|| < €. The minimum cardinality of e-net of X is

called the covering number of X which is denoted as N(X,e€).

Lemma 3.7. Let S"! be unit Euclidean sphere and let ||.||, be Euclidean norm. Define

0<e< 1. Then,

N(S™ ¢ < (§)n (3.27)

€

Proof. Let B"(r) be a unit Euclidean ball of radius r and let N. be a maximal e-
separated of S"!, i.e so that ||z — yl|, > € for all x;,2; € N, 2; # x;. Then it implies
that the balls of radii of €/2 centered at the points in N, are disjoint and all contained

in B"(1+ €/2). Then we have
|Ne| Vol(B" (e/2)) < Vol(B"(1 + ¢€/2)). (3.28)

Since Vol(aB") = a"Vol(B"), equation becomes

[Ne| < (1(1/62;%0\1/?;(3”) = (1 + %)n (3.29)

Considering 0 < € < 1 we have

IN.| < (1 + g)n < (%)n (3.30)

which completes the proof. 0

Now we are ready to prove Lemma 3.5:
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.

Bk it also

Proof of Lemma 3.5. If the matrix ¢ approximately preserves the norm of
approximately preserves the norm of x, since the measurement operator ¢ is linear.

Define a set of D, of points such that Dy C xj,

Vo

lz = dll, < = (3.31)

for all d € Dy with ||d||, = 1 and for all € x with ||z||, = 1. Johnson-Lindenstrauss
property claims that a linear mapping represented by an m x N matrix ¢ preserves the
norm of any point d € D, by the distortion factor at most e with probability p where

the probability p depends on distribution of matrix ¢. For instance, p can be given as

(€2/2 — €2 /4)), (3.32)

p21—2wm—%

for a random matrix of size m x N whose entries are drawn from any distribution that

is given in (3.22), or in (3.23) as well as Gaussian distribution with ¢;; ~ N(0, ).
5

Considering this we set € = § in inequality given in (3.21), then we have
(1= 6/4) ldly < l6dly < (1+6/4) |dly forevery de Dy, (3:33)
and it implies that
(1=V5/2) dllpy < ll¢dllyy < (14V5/2) ||d|ly for every d € Dy. (3.34)
Now, let us define a smallest positive number A such that
(1= A) all?y < llfally < (1 + A) o]y forevery z € xar  (3.35)

and it implies that

(1= VA) ]y < 6zlly < 1+ VA)|l2],y for every z € xa. (3.36)
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Our aim is to show that
A < § for every x € xa (3.37)
in the case we choose a set of Dy of points that satisfy the inequality given in (3.36)
holds with high probability when we set ||z — d||, < v/3/4 for all d € D,. To do this,
let us write following triangle inequality:

||¢5U||z;n < [[¢(z — d)”eg@ + ||¢d||e31 <1+ \/Z)\/g/‘l +1+ \/<_5/2, (3.38)

for any x € ya with ||x\|%v = 1 and a fixed d € D, with HdHegv = 1. Since A is the

smallest positive number that satisfy inequality given in (3.35), we have

1+ VA <1+ VAW 4+14+V5/2. (3.39)
which yields
3V
VA < YL (3.40)

Because of the fact that 0 < v/ < 1, one can re-write this equation as

VA < 43/\3/5 < V. (3.41)

This proves upper inequality. To prove lower inequality, let us write following triangular

inequality:
[62lp = ll6dlly — 6@ — d)llyp = 1 - VE/2— 1L+ VAWE/AZ 1~ Ve, (3.42)
We have proved that A < ¢ for every x € x, in (3.35), then we have

(1—0) 2]y < [lozllpy < (1+ Vo) |z]|y for every x € xa. (3.43)
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It implies that
(1= 8) ll2ll?y < llgal?y < (1+0) ]y for every = € xa. (3.44)

Then we have proved that for any = € x, with ||x||€év = 1 and a fixed d € Dy with
||d||€§v = 1, we have (3.44) when we set ||z — d||, < v/§/4 if inequality given in Equation
(3.33) is satisfied. Considering Lemma (3.5), one can choose a set Dy of (%)k of points
in yx. If we apply union bound, we can say that the measurement matrix ¢ acts in

a norm preserving way on each fixed k-dimensional subspace x, with probability at

least 1 — 2(\1/_23)%—0(5/4)@ O

Now it is time to extend the given result from fixed k-dimensional subspace to

all possible k-dimensional signals:

Theorem 3.8 ( [30] ). Let ¢ be the m x N measurement matriz that satisfies the
inequality given in (3.21). Define 0 <6 < 1. If

m

<, "
b OV

(3.45)

then ¢ satisfies the Restricted Isometry Property of order k with probability > 1—2e~¢2™

where Cy and Cy are constants depending on 9.

We have (%)k of points in a fixed x,. If we extend this result for (JZ ) possible

k-dimensional subspaces we have set Dr of ( %)k(}/—%)k of points such that

Dr= |J Da. (3.46)
A:|A|<K

Since we can use Sterling’s approximation k! > (k/e)* to bound number (JZ ) by

(];7) _ N(N - (N - 2)(}1\!7—3)..(N— k1) % < (N (3.47)
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Applying union bound over Dr, we can say ¢ satisfies RIP of order k with probability

eN 12 _ m
>1- 2(7)’6(%)% corm

—1— 26—0(5/4)m+k[10g(]\//k)+10g(12/5)+1] Z 1 — 26_02m (348)

whenever we choose C sufficiently small provided that Cy < C'(6/4)—C4 [log(NV/ fgg(lj\),%lf/ 9)+]
for k < Cym/log(N/k).

As a conclusion to this chapter, we have proved that random matrices satisfies
the RIP with high probability. These results will be used to design a watermarking
scheme in Chapter 5.
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4. SPARSE SIGNAL RECOVERY

In this chapter, we will start by giving the formulation of the sparse signal re-
covery problems for (i) error-free case, (ii) the case that measurements are corrupted
by a bounded noise, and (iii) the case in which measurements are corrupted by impul-
sive noise. We review the popular algorithms to be used in recovery of sparse signals
for these three cases. Particularly, we will restrict our attention two different type of
methods. First, convex optimization algorithms are proven to provide stable recov-
ery, and furthermore, quite a few numerical solvers for them are available. Second,
greedy methods yield very fast algorithms, however existing greedy algorithms provide

relatively weaker performance guarantees.

We will also discuss that convex relaxation methods require fewer measurements
than greedy algorithms do. Then it will be clarified that is why we focus on convex
relaxation methods for the rest of this thesis.

4.1. Formulations of Sparse Signal Recovery Problems
For an underdetermined system of equations
y = Ax, (4.1)
the problem of finding a solution # of x can be formulated as follows
Find x subject to y = Ax. (4.2)
Basic linear algebra says that this problem has infinitely many solutions under the
assumption that A is full row rank. As detailed in Chapter 2, at least one more

requirement, sparsity of x, is needed to achieve a unique solution. Since we seek for

the sparsest solution &, the problem is referred to as sparse approximation. Then (4.2)
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can be recast as an {y-minimization problem
min quéév s.t. y= Ax. (4.3)
Unfortunately, solving (4.3) requires combinatorial search and it is NP hard problem.
There are five common approaches to overcome this problem [38] : (i) Convex Relax-
ation, (ii) Greedy Algorithms, (iii) Bayesian Framework, (iv) Non-convex optimization,
and (v) Brute force.
4.1.1. Convex Relaxation
Although the convex relaxation technique has recently become more popular with
increased interest in Compressive Sensing, the first usages of the method date back to
1970s in the fields of geophysics and statistics [39,40]. As we discussed in Chapter 2,
the relaxation of (4.2), is commonly known as Basis Pursuit (BP),
min HxHE{V sty = Az (4.4)
In a more realistic scenario, the measurements may be corrupted by a noise:
y=Ax+ z. (4.5)
We have shown in Theorem 3.8 that when the matrix A satisfies the RIP of order 2k
with o, < V2 — 1, then m > O((k) log(¥)) measurements suffice to recover the signal
exactly with overwhelming probability. If the measurements are corrupted by noise
provided that ||z[|, < ¢, then the solution Z can be found via

= argmxin lzll,, st [ly— Az, <e (4.6)

The optimization problem defined in Equation (4.6) is known as Basis Pursuit De-

noising (BPDN) [41]. Recall that if the matrix A satisfies RIP of order of 2k with
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ok < V/2 — 1, it is possible to approximate z with a bounded error :
|z — 2|, < Coe, (4.7)

where Cy depends on dy [28] (see Chapter 2). Convex relaxation models in the case
where the measurement vector, y = Ax is corrupted by some noise with bounded

energy has also been considered in [42,43].
4.1.2. Recovery under Impulsive Noise using /; minimization

In a realistic scenario, measurement vector can also be corrupted by impulsive
noise due, e.g., to shot noise, malfunctioning hardware, transmission errors [44], and
malicious attacks. In this scenario, portions of the measurement vector can be com-
pletely corrupted. Impulsive noise has typically very large variance, and this may lead
to a large reconstruction error in Equation (4.7). Impulsive noise model has been
investigated in [45], where the authors used probabilistic approach and proposed a
non-convex optimization program to recover the signal. In [27], impulsive noise model
has been investigated, but in the context of error correction coding. In [44], noise
model that is sparse in a proper basis has been considered in wide range of amplitudes
and error rates. In this study, the measurement vector that is corrupted by a noise is

modelled as

po=Av+9:=[a)9] || (4.8)
z

where the signal  is k-sparse, the noise z is L-sparse (hence impulsive) , and the matrix

2 is m x m unit basis. In this model, one can solve the following optimization problem

=>

T x
= arg min st Yy — [A | Q} = 0. (4.9)
[z 2]T > >
41
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With a close look, one can easily see that (4.9) also can be referred to as BP. In noisy

case, (4.9) can relaxed to

>

x x
= arg min st ||y, — [A | Q} <e€ (4.10)
[z 2]T > >
(1 €2

Q>

which is also a BPDN.
4.2. Recovery Algorithms
4.2.1. {; minimization algorithms

After modelling the convex relaxation problems for different noise models, now
we will briefly discuss on reconstruction algorithms. In the situation where z, y and
A are real, the optimization problem (4.4), basis pursuit, can be adjusted as linear
program (LP) with equality constraint using interior-point methods [13]. In complex-
valued case of (4.4), the problem can be solved as second order cone program (SCOP).
Interested readers may also find a Matlab software, CVX, in aforementioned work [13].
In noisy case (4.6), BPDN, can also be recast as (SCOP) with quadratic constraint.
By the way, although we primarily focus on the case (4.6), BPDN, an equivalent

formulation can be given by
1 2
min o [|Az — yl2, + A, (4.11)

This formulation is frequently referred to as the Least Absolute Shrinkage and Selection
Operator (LASSO) [46]. The regularization parameter A plays a role in controlling the
sparsity of the solution Z in (4.11). There has been much effort in developing an effective
algorithm to solve (4.11). For instance, a faster gradient projection algorithm has been
recently proposed [47]. This algorithm is known as Gradient Projection for Sparse

Reconstruction (GPRS). Another interesting formulation of ¢; minimization remains,
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the solution of the following ¢; regularization convex problem with conic constraint,
m:gn ][, st ||AT(y - A‘r)“ﬁw < (4.12)

is known as Danzig Selector (DS) [48]. A discussion on equivalance between LASSO and
DS can be found in [49]. For the sake of completion we refer to the ¢;-magic solver that
deals with BP to DS, the code is available on the webpage: http://users.ece.gatech.edu
/ justin/llmagic/.

4.2.2. Greedy Methods

Greedy algorithms try to estimate the sparse signal coefficients iteratively. In
each iteration, they re-identify and improve both the support set and estimation of the
signal, . Despite some improvement in recent years, the theoretical analysis on the
guarantee conditions of these methods are still shaky [5]. Because of this reason, we
will not use greedy methods in this thesis. Nevertheless, we will give a brief overview
in this section. The simplest and best known greedy algorithm is Orthogonal Matching
Pursuit [50]. The OMP algorithm is given in Figure 4.1 for interested readers.

A recent work provides a recovery limit in term of restricted isometry constant

(RIC):

Theorem 4.1 ( [51] ). Let y = Az, where x is a k-sparse signal. Let also measurement
matriz A satisfy the RIP of order k with d;,. Then the OMP algorithm recovers x exactly

from the observation vector, y, provided that

(4.13)

Theorem 4.1 gives us a theoretical upper bound on J;,; to guarantee of recovery
of a k-sparse signal, x. Unfortunately, it leads the RIC to be relatively small. Therefore

it is applicable when the number of measurements, m, is relatively high.



Input: y, A;
Initialize: residual: 7° =y, 2° = 0, support: A =0, i = 0;
Determine: ¢;
repeat
1 <=1+ 1;
q <= ATyt
k' <= argmax;(|qi], [gol s -y lgs] oo [aw);
Al = AR

Ty < argmin, ||y — Apiz |€§n;
rt=y — And;
until [|r?[|,. < e

Output: z

Figure 4.1. OMP Algorithm.

32



33

5. WATERMARKING OF COMPRESSIVE SENSING
MEASUREMENTS

In many applications, such as avionics and imagery, it is desirable to reduce the
number of sensors. Compressive sensing paradigm can be a remedy to this problem.
One extreme example of compressive sensing is the single pixel camera built by Takhar
et al. [52]. Moreover, we may wish to reduce the power consumed by the sensors.
Another interesting application of CS is wireless body sensor networks (WBSN) [6] for
health monitoring applications. Doctors want to monitor patients away from hospitals
using some wearable devices which send meaningful biosensory data such as ECG,
blood pressure, EEG, etc. While these devices need to be power efficient, portable,
fail safe to patient’s privacy and security, we also want to minimize the volume of
transmitted data and extend the battery lifetime. Recently, Mamaghain et al. [6] have
proposed a system, where sensors sample ECG signals using compressive sensing, then

they transmit wirelessly these measurements to a remote monitoring center.

One may also wish to embed meta data on these compressive sensing measure-
ments. For example, in an WBSN application, embedding of patient’s information
may be required. We could attach patient meta data to his/her biosensory data us-
ing some digital watermarking scheme. Digital watermarking can be defined as the
process of embedding information, called watermark, in a media signal discreetly and
robustly [8]. Most algorithms in the literature embed watermark data in (i) Spatial
Domain, (ii) Spectral Domain, (iii) Hybrid domain [53]. Using additive watermarking
techniques where a noise carrier is used, or substitutive techniques such as quantiza-
tion index modulation, may both lead to additional uncertainty in the CS framework
and compromise reconstruction. On the other hand working in spectral domain and
hybrid domain is out of question, since measurements y have high information content
and are not compressible. In the sequel, we will investigate how one can embed some

additional information directly onto CS measurements and to reconstruct the signal
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Figure 5.1. Block diagram represents watermarking while sensing.

without loosing any information while recovering the data.
5.1. Data Hiding

Let w € {+a,—a}™ be the watermark sequence. One of the simplest ways
of embedding this data onto compressive sensing measurements, y = Az, is linear

encoding of watermark and directly adding these encoded messages onto measurements,
Y = Az + Bw (5.1)

where, 1, is watermarked measurements and B is an m x M encoding matrix generated
by a seed, known to both encoder and decoder with ||Bwl| oy < Pp. We have added
a power constraint || Bwl|,y < Pg to restrict extra bit budget, where Pp is embedding
power. A pictorial representation of the embedding scheme can be found in Figure 5.2.

In order to meet the embedding power constraint || Bwl| oy < Pg, the amplitude a is
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Figure 5.2. Pictorial representation of data hiding in the compressive sensing

framework.

chosen accordingly. In a realistic scenario, the noise occurs in the process of the quanti-
zation of measurements [54]. Along with quantization error, the measurement process
itself may be noisy. Additionally, the watermarked measurements can be altered by a

malicious user or by channel imperfections, therefore the decoder receives
Yn = Yo + 2 = Az + Bw + z, (5.2)
where z is an unknown noise pattern.
5.2. Joint Signal Reconstruction and Watermark Recovery
The watermarked compressive sensing measurement problem is formulated as
follows: Recover the k-sparse x signal and M bit watermark w from the knowledge of
noisy watermarked measurements, y,. In the case where the noise term vanishes, the
recovery of both x and w should be exact; otherwise it should be a close approximation

to the true signal, x.

As for the watermark information we assume that it cannot tolerate any loss,
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therefore recovering of w should be exact. In the light of these requirements, we
look for maximum achievable embedding rate R = M/m in bits/measurement for
Prob(w # w) — 0. In the meantime, we are interested in the reconstruction of x with
a small mean square error E{||z — 2|2}
5.3. Reconstruction under Additive White Gaussian Noise (AWGN)
The watermarked compressive sensed measurements can be corrupted by additive

Gaussian noise and this can be modelled as z ~ A(0,0%I). We can rearrange Equation

(5.2) as follows

where C' = [A|B].
5.3.1. Classical /5 Minimization

One classical solution of underdetermined system of equations as in (5.3) can be
the minimum norm solution. The solution # and @ that minimizes || A% + B — y,/l,

1S

= CT(CCT) My, (5.4)

5.3.2. /1 Minimization

Alternatively, as in Section 2.1, the problem can be formed as BPDN, which is
solved by minimizing a (k + M)-sparse vector [z w|' of length N + M. This can be
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done in two steps. First, the vector [ @]T can be found via

T ) x x
= arg min st lyn —C < €. (5.5)

W [z w] w w
él 52

If C satisfies the RIP of order 2(k + M) with dypia) < V2 — 1, the N-long,

k-sparse x and the M-long dense w can be reconstructed approximately by using

m > O((k + M) log((N + M)/ (k + M))) (5.6)

measurements with bounded error such that

8
S

- < Ciey, (5.7)

12

S
£

where C is a constant that depends on dy;4ar). Secondly, an additional step can
be performed to increase the maximum achievable embedding rate R = M/m in
bits/measurement when Prob(w # sgn(w)) — 0. Since it is known that watermark
information w; € {—a,+a}, i € {1,2,.., M}, @ can be estimated by thresholding @ as

follows
W; = a * sgn(w;). (5.8)
After the estimation of W using Equation (5.8), we can estimate & by solving
T = argmxin lzll,, st. [[(yn — Bw) — Az|,, < e (5.9)
By using Equation (5.5), (5.8) and (5.9), it is possible to reconstruct k-sparse signal &
and watermark information w. It is relatively intuitive that the optimization problem

given in Equation (5.5) is not the optimal set-up for our problem, since w is dense.

Because of this reason, we propose the following robust recovery approach to decode
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the watermarking scheme in Equation (5.2).
5.3.3. Proposed Reconstruction Algorithm

In the recovery of the signal and the watermark from noisy measurements, we
wish (i) the estimation @ of watermark to be exact, (ii) the uncertainty of estimation

Z of the signal not to exceed the uncertainty level given in Lemma 2.7.

Thus, it is easy to see that if (i) is satisfied, (ii) is also satisfied using ¢; min-
imization. Then, we should firstly estimate w. Since as in (5.9) and (5.8), one can
remove the watermark signal, this situation correspond to reversible watermarking in
the literature [55-57]. But estimating w requires pre-estimation Z of x. Mathemat-
ically speaking, let us construct a p X m matrix F' which annihilates the watermark
information part such that FFB = 0. Then, if we apply the matrix I’ to the noisy

measurements, 1,,, we obtain
§=Fy, =F(Ax + Bw + z5) = FAx + Fz,, (5.10)

where p = m — M. Let also our annihilation matrix F' have orthogonal rows and also
”FzH?g» = *» where F; denote the rows of the matrix F' for i = 1,...,p. We would like
to mention here that possessing orthogonal rows is not a must but it provides extra
convenience, which will be clarified later. The constraint HFlH?gl = 7 is also not a
necessity, but it enables us to handle this system mathematically without much effort.
After these preliminaries, note that this system is also an underdetermined system of

equations with noise pattern F'z. Then, pre-estimation (or first-tier estimation) & of x

can be found via
& =argmin [lzfl,y st |7 — FAz|p <e (5.11)

After finding the pre-estimation Z of x, computing pre-estimation w of w is possible
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using least squares,
w = (B*B)'B'(y, — A%). (5.12)
At this point, the final estimation w is obtained as
w; = a * sgn(w;), (5.13)
and the final estimation 2 of x can be done via

T = argmxin HxHe{V st. ||(y, — Bw) — Am”zgl <e. (5.14)

Input: y,, A, B;

Determine: ¢

1. Apply Ftoy, : y= Fy,

2. Estimate  : = argmin, HxHZ{V st. ||lg— FA$||E§ <e

3. Estimate w : w = (BTB)'BY(y, — A%)

4. Threshold @ : w; = a * sgn(w;)

5. Estimate & : & = argmin, ||z st [[(yn — Bw) — A:L'Hegn <e

Output: z, w

Figure 5.3. The proposed reconstruction algorithm of the signal and the watermark.

5.3.4. Stability of The Proposed Reconstruction Algorithm

In this section, we will define the proper bounds to make the proposed algorithm

be stable.

Theorem 5.1. Let A be an m x N matriz satisfying RIP order of 2k with 69, (A) <
V2 — 1, where 6o (A) is restricted isometry constant of the matriz A. Let also F be

an p X m matrix in the null space of the watermark sequence modulation matriz B
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with orthogonal rows such that HEH?QL = where F; denotes one of the rows of the

matriz F. Suppose the matriz F A satisfies the RIP of order 2k with dqp(FA) < /2—1.
The watermarked and noisy measurements are the form vy, = Ax + Bw + z such that
[wl[gr = v, where % is the noise pattern with i.i.d elements z; drawn from ~ N(0,02).

Then the proposed algorithm recovers M bits watermark signal exactly with probability

3p .2

Prob(w #w) =1—e 27, (5.15)

provided that

2

M < Cge?’

(5.16)

Furthermore, it also approrimates x with a bounded error

o — iy < 4V LT 0m(A)

y = 1—(1+\/§)5%(A)(1+7>m06” (5.17)

where Cy is a positive constant that depends on 6o (A) and dor(FA).

Proof. Define a vector f = F'z, then elements of this vector will be f; =< F;, 2z >,
where F; denotes the ith row of the p x m matrix F. Assume that F' has orthogonal
rows and z is a m x 1 vector that consists of i.i.d Gaussian random variables with
2 ~ N(0,0%). Tt is obvious that f; has distribution N(0, Zt02,), since E(f;) = 0, and

using i.i.d property of z we get

E(f?) = E(< F;, 2z >?) ZFHZJ — ZFMZJMZZM F Fyy)

=1 t=1
A1

m m m m
=D FLEGH+ DY) E(uz)FuFi = aGZ h= 0 Filly =~ %
j=1

I=1 t=1
t£1

(5.18)
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where E(z;z;) = 0 for t # [. Then by using inequality given in (2.25), we obtains
Pr(||Fz||» > (1 + 7)@\/]_?%:) < e 47, (5.19)
’ VP
Using Lemma 2.7, we can show that the solution Z to (5.11) obeys
with probability at least 1— e=#7”. In other words we have first shown that the effect of
the noise F'z on the first tier solution in (5.11) can be discarded with high probability,
1 — e~ %7, so that the deviation of the final (second tier) solution Z from the true
solution can be upperbounded as in (5.17).
At this point we want to find a bound for uncertainty before least squares solution
to 5.12. That is to say, we look for ||y, — AZ — Bw||€£n. Using y,, = Az + Bw + z, we

get

lyn — AT — Bw”egl = Az — ) + ZH@;H
<A = Bl + 2l < (Co(V/TTB(A) +C) + e, (5.21)

where the last inequality comes from the triangular inequality. Let us define e, =

A(x — &) + z. Then the solution @ to (5.12) obeys
w— 1w = (BTB)'Be,,
and since the eigenvalues of BTB are well-behaved, we have
[Jw — w”eé‘/f ~ HBTGTH%M ~ ||€r||zgf < Coe, (5.22)

where Cy = C3(1/1 + dok(A) + Cy) + 1. Notice that the reconstruction error of = in

the p-dimensional space as in (5.11) has its reflection on the reconstruction of w. The
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term /1 + d9,(A) comes from upper bound of RIP of A in (2.22). One can claim that
the vector h =  — & may not necessarily be 2k-sparse, since the solution 7 to (5.13) is
erroneous and not k-sparse. But it is known that the vector h should be approximately
sparse and not much violate the upper bound m . Here we use a constant

term () to represent such possible violations without computing exact value of Cj.

Now, we would like to point out that the uncertainty on estimation w of w which
is given in Equation (5.22), is the worst-case scenario. We mean by the worst-case
scenario that it is the situation when we do not know anything about error e, except

its norm-bound, ||e, | o < Coe. Under this assumption, Equation (5.22) implies that
lw =@ < [Jw = wHeéu < Cpe. (5.23)
Therefore we can conclude that, if
|w;| > Coge, (5.24)

the solution @ to (5.13) is exact with full probability. Considering [|w[|, = v, inequal-

ity (5.24) turns to

v

WiTi > Coe (5.25)

lwi| =

and it gives Equation (5.16). Under the condition of the exact watermark recovery,

using Lemma 2.7, the solution & to (5.14) obeys

V14 0o
1— (1 + v/2)da

(1+)Vmoa (5.26)

o — &gy <

which completes the proof. O]
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5.3.5. Does F'A satisfy the RIP ?

In the discussion of the stability properties of the algorithm to recover watermark
and signal jointly, we have tacitly assumed that the m — M x m matrix F'A satisfies
the RIP of order 2k. We know that the matrix A satisfies RIP of order of 2k, and we
left multiply with the null space of B, i.e., such that FFA. We must show that this new
matrix F'A still satisfies the RIP of order 2k.

Lemma 5.2. Let A be a m x N matriz with i.i.d elements A;; drawn from N(0, )

and let F' be an p X m matriz with orthogonal rows such that ||FIH?£,1 = where F;
denote the rows of the matrix F' fori=1,...,p. If
p = O(klog(N/k)), (5.27)

then the matriz F'A satisfies the Restricted Isometry Property of order k with probability
> 1 —2e790).

Proof. Let Ac(;y be the columns of the matrix A and let I be the rows of the matrix F'.
Then the elements of the matrix F'A will be Z; ; =< Fj, Ac(;) > independent Gaussian

random variables. We will prove only E(Z?;) = 217. It can be calculated via

12
1 & 1 1
=—Y F}=—|Flm=-. (5.28)
m %, m 144 P
1=1
We can therefore use Theorem 3.8 to end up the poof. O

5.3.6. Experiments and Results

In this section, we present performance results of the proposed decoding algo-

rithms for the case where the watermarked measurements are corrupted by AWGN. In

our experiments, we generate x, w vectors such that ||z, =1, [[w|,, = 0.25 (a = ?/_2M5)’
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and produce measurement matrix A as a Gaussian random matrix. We also generate
a F' with orthogonal rows. Then, columns of the encoding matrix B are obtained from
span of null space of F'. Each experiment is conducted 250 times, and corresponding

Prob(w # w) and E{||x — Z||2} values are reported.

Ezxperiment 1: In each try, we produce a k = 30-sparse, N = 512 sample long unit
norm synthetic signal. The measurement matrix, A, is produced as Gaussian random
matrix with A;; ~ N(0,0.3/145). Then we obtain measurements, y, by using this
measurement matrix. M-bit length watermark is embedded on to 145-measurement
for each try. We look for maximum achievable embedding rate R in bits/measurement
when Prob(w # w) — 0. We are interested in keeping reconstruction error E{ ||z — 2|5}

at reasonable level such that E{||z — ||z} < o.

10° —— o e 10 : : e :

=10 =
3 N /
\ 1
; il 10 /
: =
ot N
1, — 4
‘ et oty
10_3 ——proposed 10_2 ——proposed
20 30 40 50 60 20 30 40 50 60
M M

() (b)

Figure 5.4. Performance comparison of algorithms for the case in which measurements

are corrupted by AWGN (a) M vs. Prob(w # w). (b) M vs. E{||lxz — Z||2}.

We consider the Gaussian noise with 32dB signal-to-noise ration (SNR). SNR in
dB is defined as 20 loglo(%). Fig. 5.4 shows that the proposed method achieves
R < 20/145 bit/measurement performance when Prob(w # w) — 0 . Furthermore, for
the maximum achievable rate, the expected mean squared error of the reconstruction

error is bounded by E{||z — &||2} < 4% 1072 at M < 2% as seen in Fig. 5.4. Therefore,

the proposed method outperforms both ¢; and /5 decoding algorithms.
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Experiment 2: Varying number of measurements: This time we also change the
number of measurements and compare the performance results of the two algorithms:
/1 minimization and proposed method. In each try, we produce a m/6-sparse, N = 512
sample long unit norm signal. The measurement matrix, A, is produced as a Gaussian
random matrix. Performance results are compared in term of both the embedding rate,
% and measurement rates 3. Figure 5.5 shows that the proposed method achieves
R < 0.15 bit/measurement, Prob(w # w) — 0, when % = 0.2. On the other hand,
achieves R < 0.1 bit/measurement. When we increase the number of measurement, it
is shown that ¢; minimization algorithm fails. Since we fixed &k = m/6, and increasing

in m leads to increasing in k, and if we look (5.6), it is understood that minimum

number of measurement to succeed is higher in classical ¢; algorithm.

1
0.15
0.8
01 0.6
0.4
0.05
0.2
0.4 0.6 0 0.4 0.6 0
/N /N

() (b)

Figure 5.5. Heat-maps of watermark error probability over measurement rate m/N

0.2 0.2

m m

and embedding rate M/m under AWGN, blue pixels represents Prob(w # w) — 0.

(a) Performance of proposed algorithm in Prob(w # ). (b) Performance of ¢,

minimization algorithm in Prob(w # w).
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Figure 5.6. Heat-maps of mean square reconstruction error over measurement rate
m/N and embedding rate M/m under AWGN, blue pixels represents smaller values
in E{||z — Z||2}. (a) Performance of proposed algorithm in E{||z — Z||2}. (b)

Performance of ¢; minimization algorithm in E{||z — Z||2}.

5.4. Decoding under contamination of both Impulsive and Gaussian Noise

(AWGN)

If watermarked measurements are corrupted by the additive combination of both

impulsive noise and additive white Gaussian noise, we can model this system as

Yn = Az + Bw + z1 + 2, (5.29)
where z¢ ~ N(0,0%41) and 2z is L-sparse noise.
5.4.1. ¢; Minimization

One possible solution for this system is to use ¢; minimization of a (k + M + L)-

nearly sparse vector [x w z7]" of length N + M + m. This can be done in two steps.
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First, the vector [ w Z7]* can be found via

T T T
@l = arg[ min]T w st ||y, — [A | B | I] w < €. (5.30)
Zr 21|, 21,

Secondly, an additional step can be performed as we did in Section 5.3.3. Since it
is known that watermark information w; is either —a or +a, w can be estimated as

w; = a *sgn(w;) . Then, & can be estimated via
T = argmwin lzll,, st |(yn — Bw — z1) — Az, < €. (5.31)

However, even if it is possible to reconstruct k-sparse signal x and M bit watermark w
using Equation (5.30) and (5.31), it is not optimal set-up as we have discussed before,

because w is not a sparse vector.
5.4.2. Proposed Method

The proposed decoding algorithm can be decomposed into three steps: a) We
construct a matrix F which annihilates the matrix B on the left, i.e., FB = 0. Then
applying F to y,, = Ax+Bw+z;+zq, gives § = F(Ar+Bw+z+z2¢) = FAx+Fz+2Z,

where Z = Fzg. Then, [# Z;]T can be estimated via

z x T
= arg [mi]% s.t. ||y — [FA | F} < €. (5.32)

Z;
I 51 42

b) In the second step, since B is a tall matrix, if we use Z that is found in step one,

watermark w can be estimated using least-squares method as follows:

W= (B'B)'B'(y, — A% — 7). (5.33)
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c) Finally, since it is known that watermark information w; is either —a or +a, W can

be estimated using w; = a * sgn(w;) and Z can be found via

T = argmxin lzll,, st [[(yn — B —zr) — Azx||,, < €. (5.34)

Input: y,, A, B;
Determine: ¢

1. Apply F to y, :

22
-+

z z
Zl 52

y=
x x
2. Estimate 7 : ] = argming ;v s.t. ||y — [FA | F} < €1
= (BYB)"'BY(y, — At — z)

3. Estimate w :
4. Threshold @ : w; = a * sgn(w;)
5. Estimate & = argmin, |z|,, st. [[(y, — Bw — zr) — Az, < &

Output: z, w

Figure 5.7. Modified Reconstruction Algorithm against Impulsive Noise.

5.4.3. Experiments and Results for the Measurements are Corrupted by

Impulsive Noise

In this section, we present performance results of the proposed decoding algo-
rithms for the case where the watermarked measurements are corrupted by sum of
AWGN and Impulsive Noises. In our experiments, we generate x, w vectors such that
lzll,, = 1, |lwll,, = 0.25 (a = ?/_QMS)’ and produce measurement matrix A as a Gaussian
random matrix. We also generate a F with orthogonal rows. Then, columns of the
encoding matrix B are obtained from span of null space of F. Each experiment is
conducted 250 times, and corresponding Prob(w # w) and E{||z — Z||2} values are

reported.

Experiment 1: The first experiment is done similar to Experiment 1 in Section
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5.3.6. But, this time a impulsive noise is applied in addition to AWGN. Number of
measurements, m, is fixed to 145. M bit long watermark is embedded onto these
measurements. The sparsity, k, is also fixed as 30 for a N = 512 length signal. We set
the noise levels in Equation (5.29) as o¢ = 0 and ||2[,, = 10 where z; is L = 5-sparse
impulsive noise. Fig. 5.8 shows that the proposed method in Section 5.4.2 achieves

R < 16/145 bit/measurement and Fig. 5.8 shows E{|lz — Z||s} < 6% 1072

10° ‘ 10°

=407 ~
| -1
Y =107
e =
£ 1072 K
| +é1 +€1
10-3 e“ ——proposed 10_2 ——proposed
10 15 20 25 30 10 15 20 25 30
M M

(a) (b)

Figure 5.8. Performance comparison of algorithms for the case in which measurements

are corrupted by impulsive noise (a) M vs. Prob(w # w). (b) M vs. E{||z — Z||2}.

Ezxperiment 2: This experiment is also conducted similarly with the Experiment 2
in Section 5.3.6. The number of measurements, m, is also varying compared to previous
experiment. We compare ¢; minimization algorithm and proposed method in terms of
both the embedding rate, %, and measurement rates §;. But this time, we set g = 0
to apply only sparse noise. AWGN noise is eliminated for this experiment, since ¢,
minimization has already failed under AWGN, see Figure 5.5. As it is seen in Figure
5.9 and Figure 5.10, ¢; minimization performs a bit better compared to the situation

that AWGN exists. However, our proposed method still outperforms the ¢; method.
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Figure 5.9. Heat-maps of watermark error probability over measurement rate m/N
and embedding rate M /m under 5-sparse impulsive noise, blue pixels represents
Prob(w # w) — 0. (a) Performance of proposed algorithm in Prob(w # w). (b)

Performance of /; minimization algorithm in Prob(w # ).
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Figure 5.10. Heat-maps of mean square reconstruction error over measurement rate
m/N and embedding rate M /m under 5-sparse impulsive noise, blue pixels represents
smaller values in E{||z — Z||2}. (a) Performance of proposed algorithm in

E{||lx — z||2}. (b) Performance of ¢; minimization algorithm in E{||z — ||2}.
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6. REGULARIZING THE ENCODING AND MEASUREMENT
MATRICES FOR A FAST COMPRESSIVE SENSING AND
WATERMARKING SCHEME

In this chapter, we describe a fast compressive sensing and watermarking scheme.
We will show that although embedding and reconstruction algorithm remains the same
as described in Chapter 5, regularizing the encoding matrix and measurement matrix
yields a fast algorithm for large scale, real-time applications. At the end of this chapter
we introduce an effective method to adjust the measurement and reconstruction pro-
cesses for real-time applications. Although we will intensely focus on a specific type of

signal, images, the idea can be applicable to other type of signals.

From the outset, we have discussed random matrices and their usage in CS. As
a matter of fact, choosing the measurement matrix as a random matrix is optimum
preference to a certain degree. The number of required measurement, m, is nearly
optimal when random matrices are used [58]. However, when it comes to computational
complexity and memory usage on reconstruction part, working with random matrices
is cumbersome. As an example, consider we have a 512 x 512 pixels image to sense.
Assume that we will take 90000 measurements from N = 5122 length vectorized image.
In this case, the measurement matrix will be 90000 x 262144, that will require more
than 3 gigabytes to store. On the other hand, the reconstruction algorithms presented
in Chapter 4 require to compute transpose of the measurement matrix, ®, several times.
This brings a computational burden to the system when measurement matrices are of
large size. One approach to surmount this problem is to pick a sensing matrix which
consists of randomly chosen rows from an orthonormal basis such as Fourier basis [20].
Although, constructing such a sensing scheme leads to fast implementations on sensing
and reconstruction part, guaranteeing theoretically its RIP is rather challenging [59].
In such cases, it is more preferable to deal with a easily computable guarantee condition

such as ”coherence”.
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To clarify the concept of coherence, let us recall the reconstruction problem in the
typical compressive sensing setup: Given m-length observation of an N dimensional
signal S, reconstruct k-sparse representation x of the signal S, provided that m < N.
For sampling, we now discuss a special form of the measurement matrix given in (2.2).
Mathematically speaking, let ; € {1,2,3,..., N} be a subset of indices indexing the
location of the chosen rows from an orthonormal basis, ©, with [2;| = m. In this case,

the measurement vector, y will be
Yy = @le = @Qﬂﬁl‘ = AI, (61)

where Og, is the measurement matrix consisting of the rows picked from © indexed
by ;. Obviously, if the location of the non-zero coefficients is unknown, sensing
individual coefficients of the vector x may not be a proper strategy (It is equivalent to
adjust the matrix A as identity matrix), since this sampling method requires m = N
measurements to collect enough information about the signal. Therefore, it is expected
from a good sensing scheme that the rows of the matrix should not be too much
concentrated so that each element of a row of the measurement matrix can touch every
coefficients of the signal when multiplying, therefore every measurement can contain
enough information about whole signal. In other words, the rows of the matrix A should
be as flat as possible, that is the rows of A should not be sparse or compressible. More

formally, let an N x N matrix U = . Define a functional u(U) as

p(U) = max |U; 4| (6.2)

),

which is used to loosely quantify how overly distributed the rows of U are [60]. Since

U j = (OF 1), the parameter p(U) is formally defined follows:

Definition 6.1 (Mutual Coherence [61] ). The mutual coherence between the sampling

basis, ©, and the sparsifying basis, 1, is defined as (both unit norm)

#(©,9) = max [(6], ;). (6.3)

1<ij<N
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By elementary linear algebra, it can be seen that \/LN < u(©,79) < 1. As we dis-
cussed above, compressive sensing framework requires small (0, %), or in other words
incoherent basis pairs. The pair spikes and sinusoids can be given as an example of
incoherent pairs [61]. Indeed, this pair of basis sets, are maximally incoherent, since

p(Spikes, Sinusoids) = \/LN Candes et al. [60] give a lower bound on the number of

measurement in terms of coherence between sparsifying basis and sampling basis:

Theorem 6.2 ( [60] ). Given a fivred S € RY, which has k-sparse representation, x in
a basis V. Pick a subset Q) of measurements domain from the sampling basis, ©, with

| =m. If
m > C.N.;i*(0,).k.log N, (6.4)
where C' is a positive constant. Then, the reconstruction, T of the signal x is exact via
= min [z]lpn sty = Oq, vz (6.5)

with overwhelming probability.

6.1. Noiselets as Representation Basis

As another example for incoherent pairs, it is known that the sparsifying basis,
wavelet basis, is incoherent with noiselets [62]. Noiselets are noise-like functions that
are completely uncompressible with wavelet decompositions. Therefore, noiselet basis
is maximally incoherent with wavelet basis. The coherence between noiselets and Haar
wavelet is \/% [63]. The coherence of noiselets between Doubechies D4 and D8 also
given as, respectively, \/% and \/?Wg [1]. Besides being incoherent with wavelets,
noiselets also have fast implementations. These properties make the noiselets a good
choice for a sensing basis especially for large-scale applications. As an example for
large-scale signals, we consider the 512 x 512 image shown in Figure 6.1. This test
image is synthetic: This image was transformed into wavelet domain, and the largest

coefficients are kept and remaining ones are zeroed out, where N = 5122, Then,
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an image was reconstructed by taking the inverse wavelet transform of the resulting
coefficients. This constitutes our k-sparse signal, £ < 0.05 % N = 13107. Then, 70000
rows are randomly chosen from the rows of Noiselet basis to constitute a measurement
matrix, ©q,. It is recorded that the reconstruction & of the wavelet coefficients are

exact by using (6.5). The reconstructed image is also shown in Figure 6.1.

(a) (b)

Figure 6.1. Signal recovery from Noiselet measurements (a) N = 5122 length

k = N % 0.05 = 13107-sparse synthetic image. (b) Reconstructed image from 70000

Noiselet measurements. Image is recovered with PSNR > 52dB

6.2. The Fast Watermarking Scheme using Noiselets

We have discussed the necessity of using a orthonormal matrix as sampling basis
in order to attain a low complexity sensing framework while dealing with large scale,
real-time signals. In this section, we describe a method to adjust the embedding scheme

that is proposed in Chapter 5.

The idea is as follows: Choose the encoding matrix as a subset of columns from
another orthonormal matrix; Thus, we choose the columns of the encoding matrix from
the columns of a orthonormal basis, =. These columns are uniformly randomly picked
with a subset 2 C {1,2,3,..,m} of indices indexing the location of the chosen columns,

with |Qs] = M. From now on, we define this encoding matrix as Zq,. Therefore, the
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m length watermarked measurements in (5.2) turn to be

Y = @QIS + EQQUJ, (66)

where S is the IV length signal to sense and w is M length watermark that we wish to

embed.

In the reconstruction stage, the noisy measurements, vy, = y,,+2, are received. Let
us recall the proposed reconstruction algorithm of the signal and of the watermark (5.3).
In that algorithm we began with constructing a annihilator matrix which annihilate
the watermarking information before finding first-tier estimation x of x. This matrix
was left annihilator of the encoding matrix B. This time constructing this annihilator

matrix is also straightforward:

Suppose that Q3 C QF, where Q5 = {1,2,3,..,m}\Qs. Let Fy, be the pxm matrix
corresponding to rows of Fy, are chosen from the columns of the orthonormal basis =
indexed by €23. Then it is apparent that the matrix Fi, will be the left annihilator of
the matrix Zg,, i.e., such that Fo,=g, = 0. In plain English, one may use a subset of
columns of a basis = as encoding matrix. Then a subset from unused columns can be

used as the rows of the annihilator matrix.

The advantage of adjusting the measurement matrix, the encoding matrix and an-
nihilator matrix can be explained in two steps: (i) this scheme requires low-complexity
sensing and reconstruction processes, (ii) encoder and decoder sections do not need to

store whole matrices; knowledge of 21, 25 and €23 is sufficient for reconstruction.

As an example we choose encoding basis = as Discrete Hartley Transform (DHT)
and sensing basis © as noiselelet basis. We tested the decoding algorithm for the case
where the watermarked measurements are corrupted by AWGN. In our experiments
we use 512 x 512 Lena Image, S € RY, where N = 5122. Observation vector are
obtained by using noiselet basis, i.e, such that y = ©q,S. We fixed the number of the

noiselet measurement to m = N * 0.3. And also norms of the signal and watermark
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are normalized to [|S|,, = 1, ||w[[,, = 0.25, respectively. M-bit length watermark
is embedded onto measurements, by using DHT for each try. We look for maximum
achievable embedding rate R in bits/measurement when Prob(w # w) — 0. We
consider the Gaussian noise with 32dB signal-to-noise ration (SNR). SNR in dB is
defined as 20 loglo(w). Figure 6.2 shows the Prob(w # w), while decreasing

[EP
the number of bit M. For each value of M, 200 trials are conducted.

0.4 —
012k
01k
= 008
+«
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(a)
Figure 6.2. Performance of the proposed decoding algorithm under AWGN. M vs.

Prob(w # w). Prob(w # ) is calculated after 200 trials.
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7. CONCLUSION

Most of the real-world signals we encounter in applications have low information
content. In other words, signals can be well approximated by sparse signals in a proper
basis. CS uses this fact and attempt to sense signals by using far fewer measurements
than the conventional acquisition systems uses. Although data acquisition process has
low-complexity by using linear measurements, reconstruction process in which generally
non-linear reconstruction algorithms are used can be relatively costly. Because of this
reason, there has been an interest in sending the compressive sensing measurements
directly to a receiver instead of recovering the signal in sensor part. In such cases, one
may also wish to embed useful information called watermark on compressively sensed
measurements. In this thesis, we investigated possibility of such an embedding. To our

knowledge, this work is the first study investigating such a scheme.

In Chapter 5, we proposed a straightforward embedding scheme in which wa-
termarks information is spread over the compressive sensed measurements by using a
encoded matrix. In the same chapter we also proposed a reconstruction algorithm that
recovers jointly the signal and the watermark. This algorithm simply uses the existing

reconstruction algorithms which are discussed in Chapter 4, successively.

Theoretical justifications of guarantee of the proposed algorithm was also investi-
gated in Section 5.3.4. The guarantee condition of the proposed algorithm was roughly
given based on restricted isometry property which is discussed in details in Chapter
3. This theoretical justification shows us that proposed type of embedding scheme is

possible and experimental results verify this results.

In Chapter 6 we adjusted measurement, watermarking and reconstruction pro-
cesses to make the proposed scheme suitable for real-time, large scale applications. As
an example, a specific measurement process via noiselet functions was overviewed. In
addition to measurement process, watermark embedding process also revised by setting

the encoding matrices as a subset of the columns of a determined orthonormal basis.
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APPENDIX A: PUBLICATIONS

1. Yamac, M., C. Dikici and B. Sankur, “Watermarking of Compressive Sensed Mea-
surements”, SPARS 2013, Lausanne, 2013.

2. Yamac, M., C. Dikici and B. Sankur, “Robust watermarking of Compressive Sensed
signals”, Signal Processing and Communications Applications Conference (SIU), 2013

21st, pp. 1-4, 2013.

3. Yamac, M., C. Dikici and B. Sankur, “Robust Watermarking of Compressive Sensed
Measurements Under Impulsive and Gaussian Attacks”, EUSIPCO 2013, Marrakech,
2013.
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