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ABSTRACT

NONUNIFORMITY IN WIRELESS SENSOR NETWORKS

Deemed as suitable for various challenging sensing tasks, wireless sensor networks
evolve as candidates for deployment to different environments to perform the given task
for as long as possible. Those networks operate redundantly in a distributed manner,
requiring little intervention. However, various factors such as the sink location, node
deployment characteristics or external impacts such as intentional destructions can
severely limit the lifetime of the overall network. The nonuniformity of the networks
caused by such factors may result in underutilized network deployments where some
parts of the network is still alive yet unable to reach the sink due to disconnections in

the intermediate sections.

In this thesis, the effects of deployment nonuniformity is analyzed and methods
for mitigating the problems are presented. A sink placement algorithm is presented
to find a safe and optimal location for the sink node. Methods to find the bottleneck
nodes and sensing holes inside the network are provided. Redeployment based hole
mitigation techniques are proposed to prolong the network lifetime under strict quality
requiring situations such as border surveillance. An analytical quality metric is also
presented to understand the sensing quality under lossy assumptions. The presented
methods and models are tested using simulations and the results for different parameter

sets are given to see the suitability of each.



OZET

KABLOSUZ ALGILAYICI AGLARDA BIRORNEKSIZLIK

Kablosuz algilayic1 aglar birbirinden farkli ortamlarda verilen algilama gorevini
uzun siire yapmak konusunda en uygun aday olarak ortaya ¢ikmaktadirlar. Bu tiir
aglar ozellikle zorluk derecesi fazla algilama gorevleri i¢in uygun gorilmektedirler.
Aglarin en biiyiik avantajlari, dagitik bir yapida, asgari dig etmen kullanarak ve artiklik
saglayarak calismasidir. Ancak veri toplama digimiiniin yeri, algilayici digiimlerin
alana yollanma sekli ya da dig saldirilar ag omriinii 6nemli 6l¢iide azaltmaktadir. Bu
tiir faktorler yiiziinden olusan birbicimsiz ag sekli ag kaynaklarinin yeteri kadar kul-
lanilamamasina sebep olmakta ve ag igerisinde hala ayakta bulunan ancak ara alanlarda

olusan kesintiler yiiziinden toplama diigiimiine erisemeyen kisimlar olugmaktadir.

Bu tez igerisinde birbigimsiz dagilimin etkileri incelenmekte ve olugan problem-
lere uygun ¢oziimler onerilmektedir. Toplama diigiimiinii uygun ve giivenli bir noktaya
koymak i¢in bir diigim yerlestirme yordami onerilmistir. Sikisma noktalarini ve ag
bosluklarini bulma yontemleri ve siir takibi gibi yiiksek seviye algilama ihtiyaci olan
ortamlara uygun ag omriinii uzatan bogluk kapatma yordami sunulmaktadir. Kayiph
ortamlarda olusan algilama kalitesini ol¢mek icin, analitik bir kalite 6l¢gme hesaplamasi
tez icerisinde Onerilmis ve ayrintili olarak incelenmigtir. Sunulan yontem ve model-
lerin uygunlugu benzetim yontemleri ile teste tabi tutulmug ve sonuclar tez icerisinde

sunulmustur.
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1. INTRODUCTION

Due to their distributed operation ability, requirement of little maintenance dur-
ing operation, scalable coverage range and the ability to operate on difficult deploy-
ment sites, wireless sensor networks (WSN) are very suitable for sensing different phe-
nomenon over large areas. Composed of many battery powered sensing/communication
units, sensors, and mostly one data gathering unit called a sink, these networks are
dispersed over the area to perform a given task for as long as possible. Sensors have a
goal of monitoring the environment for different types of events like forest fires, border

intrusions, chemical gas leakages.

The key steps of the whole life line of a sensor network can be listed as:

e Deployment of the sensors over the area.

e Initial discovery and communication between nodes, network formation.

e Start of environment sensing.

e In case of an event detection, related data is sent to the sink.

e Routing information update (if needed).

e Network announced dead when sensing or communication quality falls below a

certain threshold.

Commonly adapted algorithms for routing, communication, location planning are
not suitable for WSNs because of the architecture of the sensors, mainly due to lack
of high range communication and high energy capacities [1]. Yet, the distributed and

automated nature of a WSN makes it tolerant against partial losses of sensing units.

Further developments in microelectronics have enabled the evolution of the sen-
sors to bear devices such as video cameras and made way for video sensor networks
(VSN). WSN and VSN appear to be potential candidates for the solutions of inher-
ently difficult tasks such as target tracking and surveillance applications [2]. Such

applications generally impose operation restrictions over very large areas and harsh



environments. In order to meet the requirements, sensors must be deployed in large
chunks by means of mass deployment methods. Popular choices for mass deployment
are using aviation means like planes, helicopter or land means like robots, automobiles
or infantry. Especially for harsh environments such as high altitude mountain borders,

forests the deployment results in highly nonuniform placement of sensors.

Nonuniform network formation is generally unavoidable for a sensor network.
Initial deployment characteristics can result in such a formation. Many—to—one routing
from the sensors to the sink can bring nonuniformity. Intermediate nodes that relay the
information spend their batteries earlier than others and die out. Loss of intermediate
nodes also lead to nonuniformity in the network. External effects such as intentional
destruction of nodes, jamming, field obstructions may have similar effects. The most
important outcome of nonuniform formations is the decreased lifetime. For a WSN
there are different types of lifetime criteria such as the death of first node or last
nodes, death of a certain percentage of nodes, inability to cover a percentage of the
deployment region, the fall of the sensing quality below a threshold. All are based on
the lifetime of the individual nodes. If all the nodes use their batteries for similar time
periods, network has the optimal lifetime, however nonuniformity causes some nodes

to die earlier.

Deployment and operation of a sensor network is a costly process and requires
high amount of initial effort. The autonomous operation ability and longer lifetime of
the network is expected to offset the network design effort and cost, so shorter lifetime

must be avoided by all means.

It is possible increase the lifetime of network by optimizing different parameters
of the network and mitigating the hole occurrences inside the network. This thesis
proposes methods that are based on the optimized placement of sink and redeployment

of the sensor nodes to increase the lifetime.

The distance to sink node from a sensor directly affects the energy expenditure of

the initiator node and the relaying nodes. Given an already deployed network, changing



the node locations is not practical at times. However, the location of the sink can be
chosen based on some parameters. In this thesis, a method is proposed to find the
sink location that provides longer lifetime values and is in a relatively safe location.

Compared to two different heuristics the lifetime gains are presented.

As previously stated, node deaths limit the network lifetime although there may
be still operational nodes in the network. Due to the inherent redundancy, not all of
the dying nodes have direct effect on the network lifetime. Nodes, which disconnect a
part of the network when dead, are of more importance from this point of view. Such
nodes are critical nodes, since their loss can limit the overall network lifetime. For
most scenarios, when the area covered by the network falls below a certain ratio of the
initially covered area, the lifetime of the network may be said to have ended. For such
lifetime calculations, death of critical nodes result in loss of coverage for the network,
which is certainly not desirable under the initially given coverage requirements. Dis-
covery of those nodes in the earlier stages of the network formation make it possible

to prolong the network lifetime without too much overhead and with smaller costs.

Figure 1.1 shows examples of bottleneck nodes. In the figure sink is placed on
the lower-left section of the field. Simulations on the network have shown that the
routing traffic is concentrated on some particular nodes as seen in Figure 1.1a. Region
marked as 1 passes all the sensing traffic onto the nodes in the ellipse marked as “R1”.
For this part of the network, the bottleneck nodes are those within the “R1” region.
For region marked as 2, the traffic passes through either “L1, L2, L4, L5” or “L1, L3”
paths. For this part of the network, sensors inside the “L17, “L5” and “L3” regions
are the bottleneck nodes. Figure 1.1b shows the network status when the simulation
terminates, where the shaded area shows the sensors that cannot communicate with the
sink. The criterion for the termination is that the area covered by the sensors which
can communicate with the sink fall below a certain threshold value. Results have
shown that most of the nodes inside the unreachable region still have high battery
levels. However, the death of sensors within the presumed bottleneck regions lead to
the death of the network since regions one and two are not able to communicate with

the sink anymore.
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Figure 1.1. Example figure for bottleneck scenario.

The load imbalance comes from the fact that some nodes provide the best routing
choice and are chosen as the next hop by nearly all of the relaying nodes. Those nodes
die out soon to leave the network disconnected and crippled in terms of coverage. Such
nodes are found mostly at the perimeter of some local clusters and do not have nearby
alternative nodes. We see that those nodes are located near some uncovered regions

that form the border areas between clusters.

In the thesis, a method to locate the bottleneck nodes are presented. The method

finds the locations that include bottleneck nodes and performs sensor redeployment at



those places to decrease the risk of network deaths caused by them. Based on the
observations while designing the algorithm for bottleneck nodes, a novel method to
locate the holes within a network is also proposed. The proposed Iterative Deployment
Algorithm (IDeA) uses image processing methods to find the probable hole locations for
a given deployment. Directed deployments at such locations are performed to remedy
the problems caused by the holes. IDeA is extended to mitigate the temporal hole

formations and increase the lifetime of the network.

To calculate the sensing quality of a sensor network there are different approaches
like calculating the total coverage area, the worst case sensing performance of the
network, the number of sensors covering various locations of the network. In this
thesis, an analytical method is proposed. The proposed method calculates the sensing
probability of a network where the sensing capability may be crippled due to holes of

various types.

The contributions in this thesis can be listed as follows:

A hybrid, simulation-genetic algorithm combined, algorithm is proposed to find
a safe location for the sink. The resulting location also increases the network
lifetime. The proposed algorithm has three dimensional terrain provisions.

e An algorithm to find the critical bottleneck nodes in a wireless sensor network is
proposed.

e Image processing based algorithm to find the holes in a wireless sensor network is
proposed. The algorithm proposes a redeployment method to mitigate the holes
found.

e An analytical deployment measure is proposed to calculate the sensing quality of

wireless sensor networks where some sensors are lost due to holes.

The organization of the thesis is as follows: Chapter 2 provides the details about
the sink placement problem with references to the related work in the literature. Then a
hybrid genetic algorithm is proposed to place the sink in a border surveillance network.

The target location is sought to be both lifetime increasing and safe for sink and the



network. The terrain is three dimensional and obstructions are taken into consideration
for the presented algorithm. In Chapter 3, a method to find the bottleneck nodes in
the network is proposed. Bottleneck nodes are the sensors that carry relatively higher
traffic compared to the other sensors and are prone to die quickly and disconnect the
network. To solve the early death problems, sensor redeployment to locations close
to the bottleneck nodes are performed. In Chapter 4, the hole problem is explained,
the causes and results are detailed. To solve the hole problem, IDeA is proposed and
the steps are shown using a demonstrative example. Chapter 5 presents an analytical
deployment measure to be used as a quality metric for sensor networks where hole

occurrences are unavoidable. Chapter 6 concludes the thesis.



2. SINK PLACEMENT ON A 3D TERRAIN FOR
BORDER SURVEILLANCE

There are various challenges associated with the design and operation of WSNs.
Due to the node architecture and battery usage, the communication ranges of the sen-
sors are limited. Most nodes cannot reach the sink node directly and routing over other
nodes is inevitable. This fact increases the energy burden on the intermediate rout-
ing nodes, because the message receiving and submitting operations are very energy
consuming and for every operation there is unavoidable energy loss which cannot be
lowered without changing the electronic architecture of the nodes. The energy terms
for a node is a total of the energy to sense, to receive and to transmit. The trans-
mission energy term depends on the distance and the medium, whereas other terms
are fixed costs. Transmission cost depends on the path loss value, a physical prop-
erty of the medium and is proportional to the path loss exponent and distance. Very
long communication distances cause high energy consumptions, yet increasing the hop
count and decreasing the distance increases the receiving costs in the network. For
three dimensional terrains, obstructions can also cause communication and sensing

disruptions.

Given those facts, it is very crucial to optimize the network parameters as much as
possible to increase the sensing quality and the network lifetime. Many approaches have
been proposed to optimize the information routing from sensors to the sink, optimize
the radio communication between sensors, decrease the battery expenditure by sleep
schedules. One other approach is to adjust the coordinates of the sink nodes such that
the overall energy loss due to the routing is minimal. Such a problem is called the
“Sink Location Problem”. It can be defined shortly as: “Given a group of sensors,
whose locations, sensing and communication ranges, and capacities are known, finding
the coordinates of the sink that maximizes the lifetime of the network during which a

certain sensing criteria is always met.”



This problem is somewhat similar to the “Facility Location Problem”, given a
group of demand nodes, a place for the source node is found such that the overall
communication (or transportation) cost is minimized [3, 4]. Facility location problem
specifies that the demand nodes can directly communicate with the source node (e.g., a
customer can go directly to a supermarket). Because of this fact, sink location problem
differs significantly from the facility location problem. In sensor networks, intermediate
nodes lose energy due to data routing operations. This requirement adds one more level
of complexity to the problem. Also, sink location should be chosen as safe as possible
to decrease the risks associated with the nature of surveillance tasks. A safe location
of the sink is preferably a protected and controlled environment to alleviate the risk of

attacks on the sink itself.

Literature includes various sink location strategies. Stann and Heidemann pro-
pose to place the sinks by hand or only random choice [5]. Their optimization depends
on the routing itself, rather than the sink placement, hence the sink coordinates are
chosen by hand. Das and Dutta have chosen to place the sink on coordinates that
are outcome of a uniform random distribution, which is similar to their choice of the
sensor coordinate distribution [6]. Similar choice for the sink placement is made by
Intanagonwiwat et al. They choose random locations for the sinks and try to optimize
the number of sinks [7]. Random placement is well studied in the literature, as seen in

the articles by Handsizki et al. and by Simon and Farrugia [8, 9].

Sink placement on the edges of the deployment region is another possible choice.
Gnawali et al. use the corner locations as sink places for their simulations and experi-
ments to find high quality data transmission paths [10]. The same choice of placement
is also used by Yu et al. and Zhou and Krishnamachari [11, 12]. Li and Cassandras
and Xing et al. have also chosen the edges, however they use the midpoint of the sides
of the deployment region to place the sinks [13, 14]. In [15], authors place the sink at

the edges of the network, with the main aim to decrease the energy expenditure.

Choosing the center of the deployment region is another popular choice, which has

been employed by Cristescu et al., Ganesan et al., and Maleki and Pedram [16, 17, 18].



A somewhat similar choice is to partition the deployment region into clusters and place
the sinks at the center of those clusters instead of the whole region. Such an approach
increases the topology awareness of the network, such a scheme is employed by Oyman

and Ersoy, Perillo and Heinzelman [19, 20].

Solis and Obraczka have tested a variety of sink placement strategies, placing the
sink at corner, random and center coordinates. Then they evaluate the performance of
different in—network aggregation algorithms in terms of the trade-offs between energy

efficiency, data accuracy, and freshness [21].

A different and interesting approach for the sink placement is by Akkaya and You-
nis [22]. They choose to make the sink mobile, which differs significantly from the other
approaches. Their aim is to obtain an efficient routing using a mobile sink. Mobility of
sinks is also exploited by Ye et al. to increase the efficiency of the flooding based com-
munication scheme [23]. Kim et al. use mobile sinks to receive the information from
the nodes directly [24]. The nodes do not route the information, instead opt to wait for
the sink to get inside the communication range and directly communicate. Mobility of
the sink is also proposed in [25] and [26]. Yet it should be noted that mobility comes
with the price of the energy loss caused by frequent network-wide broadcasting. Such
broadcasting operation occurs since the network needs to send continuous notifications

of sink coordinates to the nodes and the corresponding routing updates [27].

Yang and Lin try to decrease the load on the sink by adapting the high energy
nodes around the sink as base stations and distribute the load between the proposed
base stations [28]. Poe and Schmitt try to place the sink nodes using genetic algorithms,
however their objective is based on the delay between the sink and the nodes with no
energy optimization assumptions [29]. Integer programming methods are also used to
optimize the sink location [30]. However as the problem size gets bigger, such methods

become infeasible as the time they take to complete grows very fast too.

In this chapter, the aim is to find the optimal sink location based on the energy

expenditure of the overall network. Optimizing the energy expenditure also increases



the overall network lifetime. Proposed method aims to place the node in a safe location,

suitable for especially surveillance wireless sensor networks.

2.1. Sink Node Placement

Sink nodes have been previously defined as the data collection centers to which
all the data from the sensors are routed. From a security point of view, the location
of the sink should be preferably in a protected and controlled environment to alleviate
the risk of attacks on the sink itself. On the other hand, the location should provide
shorter routes for the sensor nodes and limit the energy due to data transfers as much as
possible. These two constraints often contradict each other because safer locations offer
longer routes and lead to more energy loss due to the routing operations. One more
complication is the underlying physical terrain, which causes line of sight blockages
between the elements of the network. Many approaches in the literature assume that
the deployment field is flat and thus nodes are not blocked by the obstructions caused
by the undulations of the terrain. For 2D regions, the communication between two
sensors and the sensing of a point over the region by a sensor is directly related with
the Euclidean distance over (z,y) coordinates. Same operations over 3D regions face
another problem, the line-of-sight between two points. The elevation of points in the
visual access path between the sensor locations can obstruct the actual communication
or sensing path, as shown in Figure 2.1. The differing elevation characteristics of the
terrain heavily alters the sensing and communication coverage of WSN. A realistic
sink placement approach should take blockages and obstructions into account and aim
to minimize the loss caused. Such a modification increases the complexity of the
calculations, yet the results becomes much more realistic compared to scenarios with
2D assumptions. Figure 2.2 shows a sample terrain generated synthetically, with a

total elevation difference of 50 m.

In WSNs lifetime can be defined in various ways, based on the target scenario on
which the network will be applied to. Lifetime can be the time until the first node dies,
the last node dies, a portion of sensors die, sensed area range falls below a threshold.

We use the total sensing area range as a lifetime limiting metric. From the application

10



Figure 2.1. Surveillance line of sight blockage due to terrain obstructions.

Figure 2.2. A synthetically generated terrain sample.



point of view, death of nodes are not as important as loss of sensing capability over a
certain area, due to the fact that WSN provides redundant sensors with whom network
can tolerate node losses. In this work, if the sensing coverage over the monitored area
falls below a specified percentage of the initial area, then the network is pronounced
as dead. This parameter, namely the coverage requirement value, must be chosen
according to the testing scenario. Higher values give better sensing coverage, yet limits
the lifetime, whereas lower values with longer lifetime values may cause sensing quality

problems for especially surveillance and safety oriented networks.

To find the suitable coordinates for the sink in terms of both lifetime and safety,
a hybrid version of Genetic Algorithms (GA) are applied. GA is chosen as it provides
abstraction from the problem defined and is able to explore the search space in a
very good manner. The algorithm is called GAUSS, Genetic Algorithm Using Sensing
Simulation. GAs are adaptive heuristic algorithms with ideas mainly based on natural
selection of individuals. They explore the search space of an optimization problem in
a semi-randomized manner. Algorithms try to locate regions in search space that give
better performance, using the information gained from previous steps. The techniques
used by the algorithms imitate the selection process of the nature, which results in
“survival of the fittest”. GAs were initially introduced in 1960s and were primarily
used in Artificial Intelligence area. Later this approach has been applied to problems

in combinatorial optimization with some very successful results [31, 32].

According to Goldberg, GAs differ from other optimization methods in four
ways: [33]

e GAs work with problem coding instead of actual variables, hence they are problem
independent.

e The search in the GAs is done between a variety of solutions. Thus, they are less
likely to stuck in a local optimum.

e GAs are guided only by the fitness score, rather then problem terrain specific
values. GA steps have little information about the problem itself. Such a property

makes them applicable to a variety of solutions.
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Figure 2.3. Basic scheme of the proposed approach.

e During the search, GAs use stochastic rules rather than deterministic ones.

The proposed approach can be named as a “simulator-in-the-loop” type heuristic.
In such an approach, the simulator and the optimizer interact to find the optimal value
for the given problem as seen in Figure 2.3. It may be possible to use LP techniques
to find the values. However, such techniques can work for small problems and they
usually use first node death which is not realistic. GAUSS assumes big networks dis-
tributed over large deployment fields. Such a version is very hard to solve using formal
optimization methods due to the field size and enormous number of sensor operations.
The method tries to simulate the network communication, which, in the case of formal
optimization, makes the problem prohibitive in terms of computation costs. A more
realistic lifetime metric which includes the effect of networking layers can be used with
simulator-in-the-loop. In our approach, the simulator is a discrete event simulator
and the optimizer is the GA heuristics. Terrain properties have drastic effects on the
performance of the sensor networks. Likewise, the safety restrictions mandate further

modifications to the basic approach. To build the routing tree inside the network, line
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of sight between the node pairs are calculated. Using those calculations, the neigh-
borhood set of each node is narrowed down to the ones that are directly reachable
both in terms of energy limitations and terrain obstructions. Moreover, some portions
of the field, although they offer longer lifetime coordinate candidates, are prohibited
by the low safety of that location. This problems is solved by the “safety weight”
parameter, which assigns different weights to the candidate coordinates according to
their distance to the safe side; closer coordinates have higher weights. Safety weight

parameter signifies the trade-off between safety and longer lifetime.

2.1.1. Coding

The coding used in the algorithm has a cardinality defined by the length and
the width of the area to be covered and sensed, to cover the search space properly.
To represent a possible solution, which is a tuple of X and Y coordinates, there are
(widthxheight) candidates for each value in the chromosome. The cardinality of the

coding is equal to logio(width xheight), in order to cover the whole space.

To represent the two dimensional coordinate tuple, a combing method is used as
shown in Figure 2.4. To prevent biases to specific parts of the terrain, X and Y tuples
are not combined as XY. While forming the chromosome, the binary values are inter-
leaved. For our purposes binary values present enough details about the coordinates
over the terrain. This way, crossover operation is able to preserve a portion of locality

values from both X and Y in the new offspring.
2.1.2. Genome Operators

When the algorithm starts, it randomly creates a population with a predefined
size. The population size does not change till the algorithm finishes. The crossover

method employed is single point sexual crossover. Moreover, single point mutation is

employed to increase the diversity within the population.
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Figure 2.4. A sample for the coding scheme.

2.1.3. Selection

In order to select genomes from the population for mating, the scheme employed
is roulette wheel selection. The probability of being selected is directly based on the
magnitude of the fitness score. Higher scores increase the likelihood of the individual
for selection. The probability is equal to the fitness score of the individual divided by

the sum of fitness of the total mating pool. The fitness scaling method used is linear.

2.1.4. Fitness Function

The most important part of the GAs is the fitness function employed. Choosing a
suitable one is very crucial to locate the optimal point of the search space. For the sink
placement problem, it is difficult to propose a closed form function that can produce a
fitness value (lifetime) for the given coordinate tuple. In order to perform this task, a

discrete event simulation is embedded for calculating the fitness value of an individual.
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The fitness function takes the following parameters as input:

The candidate coordinate tuple for the sink location.

The sensor network topology, the location of the sensors.

The terrain elevation map.

Sensor communication capabilities and ranges.

Initial criteria for field coverage.

Given those parameters, the simulation continues until the network coverage can-
not be met. The time that passes from the beginning till the simulation ending time
gives the network lifetime. This network lifetime is the fitness score for the candidate

tuple.

During the network simulation, periodic sensing is performed as a data gathering
network. During each period, each node performs sensing operation and sends the data
to sink node. However, since the communication range for nodes is limited and there
are obstructions due to the elevation differences in the deployment area, intermediate
nodes are used to relay the information en route to the sink. After the sensing and data
gathering operations are completed, the coverage of the network is calculated. It should
be noted that, the sensing network is basically a “sink—centered” communication tree.
When the total coverage ratio of the network goes below a certain value, the network
is effectively dead. The value is the ratio of the coverage area of sensors at that time
to the initial area. This point in time of death of the network. Setting this coverage
requirement ratio to one means that the network dies when any part of the area which
was initially covered is no longer reachable for the sink. One important note is that
when an intermediate node dies, the “disconnected” nodes are also considered dead if
they cannot find new routes to the sink, even if they have remaining battery, as shown

in Figure 2.5.

The pseudo—code for the hybrid GA is given in Table 2.1 [34]. The algorithm
begins with selecting a random generation, where each member of population shows a

candidate location for the sink. At each generation, crossover and mutation operations
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Table 2.1. Hybrid genetic algorithm, GAUSS, steps.

1: randomly place the sensors over the terrain

2: produce initial population, compute the fitness of each individual

3: repeat

4: repeat

5: select two parents for mating with bias towards the fitter individuals

6: apply crossover to parents to produce offspring

7 apply mutation to the offspring

8: compute the fitness of the two offsprings, start the simulation

9: loop

10: sink is placed in the coordinates specified by the offspring

11: calculate the initial coverage of the network

12: for all sensors do

13: sense the area periodically

14: find the reachable nodes within line of sight

15: reach the minimum energy spending distance node and send the sensing
information

16: update energy levels

17: end for

18: calculate new coverage

19: if coverage below the coverage requirement value then

20: end the simulation and return the total operation time

21: else

22: continue operation

23: end if

24: end loop

25: place offspring inside the new generation population

26:  until new generation is full

27:  new generation <— current generation

28: until generation is converged




L

(a) Initial network, one sensor dies. (b) Network with disconnected nodes.

Figure 2.5. Sample network, where the death of an intermediate node disconnects the

offspring alive nodes.

are applied. The results, or the offsprings, are submitted to the discrete event simulator

to calculate the corresponding fitness score.

For the line of sight calculations inside the simulation, small sized antenna for a
sensor node and an average height trespasser are assumed. Since the distance between
the sensor and the intruder cannot be more than the sensing range, the earth curvature
is assumed to have no effect on the line of sight. The obstruction is caused by the actual

elevation differences on the deployment terrain.
2.2. Results

The base values for the parameters of the genetic algorithm are given in Table 2.2.
In order to see the effects the generation count, mutation probability and population
size are varied. Based on the results, the basic parameters are selected empirically.
All of the results presented are taken from the mean of 40 runs with different seeds.
Lifetime results for GAUSS values are compared to two heuristics. First heuristic
places the sink in the center-of-mass of the X and Y coordinates of the sensors, named
as COM deployment. This heuristic aims to minimize the distances between nodes
and the sink. On the other hand, second heuristic aims to increase the safety of the
sink node by placing it on the secure border. Named as COM deployment at border, it

places the sink in the center-of-mass of the X coordinates of the sensors. Y coordinate
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Table 2.2. Base genetic algorithm test parameters.

Chromosome Encoding Binary

Mutation Probability 0.025, x0.05, 0.075, 0.01

Crossover Probability 1

Crossover Method 1 Point

Population Size 50,%x100, 150, 200

Generation Count 50, 75, %100, 125, 150

Selection Steady State

* These are the default values used in the simulations.

is the secure border.

The lifetime value is the “safety weighted” lifetime defined earlier. In order
to emphasize this fact, it is presented as “Nonvulnerable Operation Period Lifetime
Value”. Such a lifetime value can be interpreted as the ability of the sink to survive
against an attack that can originate from the insecure side of the network. The values
presented are for very low battery values for practical purposes. Sample simulations
have shown that when high battery values are used the results scale up in a similar

manner. All the lifetime values are given in minutes.

Discrete event simulation parameters are given in Table 2.3. Values for area
shape, sensing and maximum communication range of the sensor, the sensor count
deployed in the network and the simulation coverage requirement value, i.e. the re-
quired percentage of the network disconnected when network is pronounced as dead,

are tested.
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Table 2.3. GAUSS simulation test parameters.

Area Shape (widthxheight) 200x900, 300x600, 450 %400,
600x300,%900x% 200, 1000x 180

Sensing Range (m) 15, %20, 25, 30, 35

Node Count 300, 350, %400, 450, 500, 550, 600

Coverage Requirement Value 0.7, 0.75, 0.8, 0.85, 0.9, 0.95

Communication Range (m) 40, 60, *80, 100, 120

Path Loss Exponent 4

Sensor Antenna Height (¢cm) 10

Average Intruder Height (em) 150

% These are the default values used in the simulations.
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2.2.1. Results for Flat World Scenarios

Different area shapes with the same total area size are tested to understand the
effects on the network lifetime. The results are presented in Figure 2.6. It can be
seen that as the network gets thinner, the lifetime values start decreasing. This can
be explained by the longer paths to sink and the formation of bottleneck nodes. Such
nodes do not have routing alternatives and stand as the only option when acting as
intermediate routing points. When the deployment area is relatively larger, the lifetime
gain by the algorithm is around 25 per cent. Moreover, since the network gets thinner,
sink locations get nearer to the border, which decreases the lifetime value margin

between GAUSS and COM deployment at border.

Figure 2.7 shows the lifetime values for different sensing ranges of the sensors.
GAUSS performs better as the sensing range value increases. It should be noted that, as
the sensing range increases, sensors create more redundancy to cover the deployment
region. A direct result is the ability of the network to survive when intermediate
nodes start dying, since there is better chance for a nearby alive sensor node to cover
those regions. GAUSS performs much better than the COM deployment and COM

deployment at the border heuristics.
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Number of sensors deployed in the region are also varied and the results are pre-
sented in Figure 2.8. Results indicate that there is a stable lifetime gain using the
presented heuristic compared to the other alternatives. We have seen that the lifetime
gain by employing more sensors is very marginal after a threshold value. Such a phe-
nomenon is a result of the bottleneck node occurrences that constrain the lifetime of
the network. Bottleneck nodes carry most of the traffic in a particular region of the
network. High traffic patterns kill those nodes early and disconnect the network bring-
ing the end. For such cases, increasing the network sensor count does not necessarily
increase lifetime. Bottleneck availability voids the assumed increase in the lifetime due
to new sensors. Moreover, if the sensors are deployed “behind” the bottleneck nodes,
they may further increase the traffic load on them. The result is earlier death and
decreased network lifetime. Such facts must be carefully analyzed before increasing

the node count in network.

Results with different coverage requirement values are tested and are given in
Figure 2.9. It is clear that the most important parameter is the coverage requirement
value. High values increases the sensing reliability of the network, however severely
decreases the lifetime. With high values, the overall network is highly sensitive to

particular sensor losses and does not present overall operational redundancy. Such
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Figure 2.9. Values for different coverage requirement values.

an important parameter must be tuned according to the specific requirement of each

deployment. However, the results indicate the possibility of further optimization.

Higher maximum communication range of the sensor decreases the possibility of
occurrence of bottleneck nodes by reaching out to more sensors while routing. Results
for different communication range values are presented in Figure 2.10. However, when
this parameter is increased it causes higher battery depletions as the energy spent
while communication is related to the distance between communicating nodes. And
the results show that a certain threshold value is sufficient to find an optimal lifetime

value. In our cases, 80 m is observed to be the sufficient range value.
2.2.2. Results for Three Dimensional Scenarios

Figure 2.11 shows the sample terrain used to test GAUSS with three dimensional
deployment fields. Up to 100 m elevation differences are possible over the given terrain
and local elevation differences and obstructions do cause line of sight blockages between

SEensors.

Figure 2.12 shows the values for different area shapes where the total area size
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Figure 2.11. Synthetically created terrain used in the simulations.
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is kept constant. As expected the lifetime gets better as the area shape becomes more
like a square, therefore decrease the mean distance to the sensor nodes. For areas
that have very high width, lifetime values are severely limited because of the increased
distance between sink and nodes and less number of routing alternatives. Yet it should
be noted that area shape is generally imposed by the environmental factors and is not

possible to modify.

Figure 2.13 shows the values for different communication ranges over the given
three dimensional terrain. The figure shows that small communication ranges cause
very small lifetime values. Small communication range and the terrain obstruction
results in very few reachable neighbors for sensors and the death of a couple of nodes
disconnect a part of the network and end the network lifetime. The results for GAUSS
show up to 20 per cent lifetime increase compared to COM deployment at border and

up to 120 per cent compared to the COM deployment.

Our tests with different sensor counts are shown in Figure 2.14. A steady in-
crease in the lifetime is possible as the number of sensors increases. However, doubling
the node count provides only 50 per cent lifetime increase, which may bring the cost

issues into mind. GAUSS provides 10 per cent lifetime gains compared to the COM
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deployment at border heuristic.

Figure 2.15 shows the nonvulnerable operation period lifetime values for different
sensing range of the deployed sensors. In our cases, the effects of the increased sensing
range is weakened by the terrain obstruction. Our results showed that the sensing
range is not effective in the given terrain types. Using the proposed GAUSS method,
it is possible to have 20 per cent lifetime increases on the average compared to the
COM deployment at border and more than 100 per cent lifetime gains compared to

the COM deployment.

The most effective parameter in the three dimensional version is the coverage
requirement value. Border surveillance type applications are required to provide a
very high level of operation quality. In border surveillance wireless sensor networks,
operation quality consists of the overall sensing and reporting quality of the network.
The coverage requirement value sets the minimum acceptable level of quality. If it
is set too high, for an especially sensing environments with many obstructions, a five
per cent increase in the requirement may cause up to 35 per cent lifetime decreases.
The results of tests on coverage requirement value over the test terrain is presented

in Figure 2.16. On the average, around 25 per cent lifetime gains are possible using
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Figure 2.16. Values for different coverage requirement values on the three dimensional

terrain.

GAUSS, compared to COM deployment at border. However, a coverage requirement
value increase from 90 per cent to 95 per cent drastically decreases the lifetime values
for all of the tested heuristics. The value should be chosen to suit the specific needs of
the underlying scenario and the available resources that is to be used in the network.
In order to understand the overall performance of the GAUSS, we also performed
exhaustive search on small sized problems with different parameters to compare against
a typical GAUSS run. The results showed that, for the cases studies, GAUSS was able
to find the best lifetime value candidate, confirmed by the exhaustive search results for

different sets.
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3. IDENTIFICATION OF BOTTLENECK AREAS FOR
PARTIAL REDEPLOYMENT

Nonuniform deployment of sensors over a terrain may be the result of the un-
derlying physical constraints, or changing sensing or communication requirements over
the terrain. For such nonuniform deployments, the communication traffic follows an
uneven pattern, creating considerably high loads on some particular nodes. The areas
that include highly loaded nodes become the bottleneck areas soon after the network
becomes operational, decreasing the lifetime of the network. In the previous chapter,
we proposed a method to place the sink in a relatively energy optimal location. Yet,
even the best location can offer a limited lifetime gain due to those bottleneck nodes.
Prolonging the lifetime of the overall network is possible by identifying the bottleneck

areas at the earliest stage possible and deploying new sensors over those areas.

Our approach to locate the bottleneck nodes and the regions is to decompose the
network into subnetworks. The number of the subnetworks formed is not fixed and
decided by the algorithm adaptively based on the network topology and some other
parameters. Clustering approaches can be employed to perform the decomposition of
the network to smaller subnetworks [1],[35]-[42]. Once the clustering is completed,
the nodes that form the border between the subnetworks are the bottleneck candidate
nodes. However, most clustering algorithms take mainly the intra—cluster node dis-
tances into consideration, therefore the perimeter nodes have little effect on the overall
cluster formation. In the proposed method, the choice is to incorporate the perimeter

nodes heavily into the cluster formation steps.

Our approach is based on breadth—first search starting from a chosen starting
node and enlarging the cluster using the nearest unclustered nodes. Such a ring en-
largement approach for clustering can also be seen in [43]. While designing the algo-
rithm, observations from previous simulations performed on sensor networks are used,

which are given below:
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Figure 3.1. Border nodes that have high traffic nodes.

e Clusters that are rather far away from the network tend to become more isolated
and contain bottleneck nodes.

e Clusters must be compact in terms of intra—cluster node distance and node neigh-
borhood values.

e Once clusters are formed, the traffic passing over the uncovered areas between the
clusters cause high loads on the nodes that stand at the perimeter of the clusters,
an example is shown Figure 3.1. The load on the nodes inside the polygons is

much higher than the other nodes in the clusters formed.

The algorithm progressively tries to form compact clusters whose borders do not
intersect. Clustering is based on a geometric approach, since priority is given to nodes
that are nearer to the cluster center of mass. The following decisions are the key issues

for the algorithm.

e Start clustering from nodes that have the maximum distance to the center of
mass of the network.
e Nodes that are candidates to be added to the cluster, must have at least “minimum-—

7

connection—count” number of connections to the nodes inside the cluster.

e Candidate nodes must be within the “link-limit” distance to the neighboring
cluster nodes (the cluster nodes that can actually communicate with this node).

e Clusters should choose the next node, that will be added, according to its distance

to the cluster center—of-mass, nearer ones are added first.
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The decisions are set to form clusters that suit our initial observations. The
starting node is not the cluster head, but serves as the first step of the algorithm
which results in formation of separated clusters. The second decision is valuable for
increasing the number of intra—cluster connections as much as possible. Combined with
the third decision, they provide more compact clusters in terms of both distance and
connection count between the cluster elements. The fourth decision parameter tries to
form the perimeter of the cluster at each step progressively, by employing a breadth
first approach. The algorithm avoids going deep into the network and tries to do a ring

enlargement approach, with the aim of keeping the cluster diameter short.

The pseudo—code of finding the bottleneck area identification algorithm (BATA)
is given in Table 3.1. Initially, location of the network center (center—of-mass) is
found. The nodes that is farthest away from this location is the starting point for
BATA. Starting with the farthest node, the cluster embarks on the enlargement process.
Our enlargement method prefers keeping the cluster diameter short, by trying to find
the nodes that have as many connections to the already clustered nodes as possible.
Moreover, a lower bound is set to the number of connections that cluster candidate
nodes must have to the nodes inside the cluster. The lower bound helps avoiding the
problems with nodes that have small distance to the cluster center, but do not have
enough connections. It should be noted that the nodes with insufficient connections
are our future bottleneck node candidates, which should not be included in the middle

sections of the cluster.

When the clusters are formed, BAIA forms the convex polygons surrounding the
clusters. If those polygons intersect the clusters are said to be ineffective to locate
the redeployment areas. We discard the already formed polygons, decrease the link—
limit parameter and the algorithm starts over again. Decreasing the link-limit leads
to new clusters which enforce smaller intra cluster distances and results in formation
of geometrically smaller clusters. This operation continues until the cluster related
polygons do not intersect. It is also important to note that, at this step of the algorithm,

convex polygons serves as a basis to check whether the clusters are separated or not.
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Table 3.1. BAIA steps.

1: link-limit <— communication range
2: set minimum-—connection—count
3: repeat

4:  while there are unclustered nodes do

5: find the center of mass for the unclustered nodes

6: find the node that is farthest away from the center—of-mass

7: set this node as the starting node

8: add starting node to the queue

9: while queue has nodes do

10: take out the next node from the queue

11: add the node to the cluster

12: find its free neighbors within link-limit and having minimum-connection—

count connections to the cluster nodes

13: sort the neighbors according to their Euclidian distances to the cluster
center—of-mass

14: add the neighbors to the queue in sorted order

15: end while

16: end while

17:  for all clusters do

18: find the perimeter nodes

19: form perimeter convex polygon for the cluster

20:  end for

21:  if the clusters NOT intersect then

22: clusters are formed
23: else

24: decrease link—limit
25:  end if

26: until clusters are formed




When BAIA stops, there are different number of clusters, whose inter—cluster
areas are the redeployment region candidates. Redeployment over those areas tend to
increase the uniformity of the node distribution. The formation of bottleneck and crit-
ical nodes is a direct result of the topological uniformity /nonuniformity of the network.
For nonuniform topologies, critical nodes appear at the earliest steps. Redeployment at
border areas is a heuristic to reform the network as a rather more uniform one, hence
the risk of critical node formation is postponed to the later periods of the network
life. Polygon intersection heuristic is a simple and effective way to locate the border
areas. The results presented in the next section show that the heuristic performs well
for different scenarios. BAIA assures that when the algorithm stops, the bottleneck
regions are left between the polygons. This way, the initial clusters are included in-
side the final ones. At first glance, such a decision may seem overkill, however it has
the advantage that a relatively larger area of nodes become neighbors with redundant
nodes hence bottleneck formation risk in that area is discarded. For other purposes,
bottleneck region can be reduced using a second pass of the algorithm for only that

region.

For BAIA, the main design idea is to create an algorithm able to work with
different communication schemes. In order to develop such an independent approach,
routing operations to the sink are not taken into consideration. BAIA assumes that
bottleneck regions always require sensors to cover the respective area at least in terms
of sensing, whether they are close to the sink or not. Moreover, since the general traffic
pattern that directs the communication to the sink, ideally sink is placed in a sensor
crowded environment. Such decisions do not affect, or mitigate bottleneck formations.
Under those circumstances, BAIA does not make any assumptions about the sink and

the communication traffic.

3.1. Experimental Results

BATA is tested using scenarios with nonuniformly placed sensors. For each sce-
nario, the network is divided into different sized rectangles, as seen in Figure 3.2. This

approach models the idea of simulating a region spanning different farm areas. Each
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Figure 3.2. A sample scenario showing the sensors deployed over different sized

rectangular areas of the network.

rectangle is randomly assigned to one priority level of three levels. The priority level
sets the number of nodes that the particular rectangular area receives. A farmer may
be willing to receive a higher level quality service (with more number of sensors) and,
thus, is ready to pay more, whereas another one is content with inferior services (with
less number of sensors) for less price. This tradeoff between quality and price is mod-
eled with the priority values. In such a scenario by having different density sub-regions,
our aim is to create an overall distribution that does not have a uniformity property.
By forming networks with nonuniformly placed sensors, where many bottleneck nodes
and isolated areas exist, the aim is to create scenarios where nonuniformity becomes

the most important lifetime limiting factor.

The basic experiment parameters are the sensing range, communication range
and the path loss exponent, which are set to have realistic values as listed in Table 3.2.
However, the initial battery energies are kept at comparatively very low values to keep
the simulations short. Since the sensing operation is done periodically, starting with
low battery energy levels does not affect the relative lifetime measurements other than
scaling them down. In order to demonstrate the amount of scaling, 10 scenarios with
initial 0.1J and 0.01J sensor energy levels are used. It is observed that the lifetime of

each network also scales down with 1/10 ratio.
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Table 3.2. BAIA test parameters.

Maximum Communication Range (m) 60, 80

Maximum Sensing Range (m) 20

Path Loss Exponent 2, 4

Y

Sensing Periodic

Initial Energy 0.01 J

Simulation Termination Coverage below 70, 90 per cent of initial area

Area Size (m?) 400x400, 500x 500, 600x 600

Initial Network Node Count 250, 300, 350 or 300, 400, 500

Redeployment Percentage 10

Packet Size (bytes) 512, 1024

Sink Location Network center, GAUSS

The sensor network simulator counts the number of sensing operations done in the
network until the overall covered area falls below a certain percentage of the initially
covered area. The nodes that can perform sensing must also be able to reach the
sink. While calculating the coverage percentage, areas which are covered by nodes
that are still alive but not able to send the sensing information to sink are not taken

into consideration.

The packet size parameter is related to the energy expenditure in the nodes. The
energy term is divided into two sections, the energy lost in the node electronics for
sensing and processing operations and the energy lost for sending the prepared packets
over the wireless channel. Changing packet sizes changes the energy expenditure. A
similar parameter is the path loss exponent, which is related to the energy loss due to

the transmission medium.

To analyze the effect of different sink locations, two different sink location meth-
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ods are employed. One method is to choose the center of mass of the network as the

sink. The other method is the GAUSS presented previously.

Since our traffic is periodic, lifetime in simulations is given in terms of the number
of sensing operations. The results can be easily converted to time by multiplying with
the interval between two sensing operations. Also, the values given are the average of
10 different scenarios, where for each of the 10 scenarios the rectangle sizes, locations
and priorities differ. The number of rectangles in a network is set to 15. For each
scenario, two deployment approaches are compared. In one approach, the 10 per cent
deployment is done randomly over the area, bottleneck location and deployment using
our algorithm is the second approach. The overall lifetime values for two cases are

compared in the results.

Figure 3.3 shows the results for 10 different scenarios over area sizes 400x400
m?, 500x500 m? and 600x600 m?. Lifetime values tend to increase with increasing
node count and decreasing area size, as expected. However, the nonuniformity of
the deployment can decrease the lifetime values, as seen in Figures 3.3a and 3.3b,
where the node count is increased from 350 to 400 but the rectangular area differences
cause lifetime value loss. The test cases prepared for the BAIA introduces high level
of nonuniformity for the network. The rectangle parameters are kept constant for
different sensor counts. Keeping rectangle parameters as same leads to bottleneck area
formation again around similar regions. For such regions, increasing the node count
deploys more sensors inside the rectangles, yet does not affect the bottlenecks i.e. the
borders between rectangles. Hence although the node count increases, the bottleneck

regions stay the same, which leads to earlier network death.

Another observation is the increasing effect of the nonuniformity with the increas-
ing area size. Increase in lifetime values are rather monotonic for the area of 600x600
m? as seen in Figure 3.3c. For these set of scenarios, the average lifetime increase on

the network by using our algorithm is 24 per cent.

When restricting the coverage requirement value to a higher number of 0.9, the
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loss exponent of two, communication range of 60 m, coverage requirement value of 0.7.
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lifetime values for all scenarios fall by a ratio of 30 per cent, as seen in Figure 3.4.
The effects of tighter restrictions are more drastic in sparser networks like 250 node
deployment over 600x600 m?, where the network is barely able to meet the initial
coverage requirements. For this set, the algorithm increases the lifetime by 20 per cent
on the average. The results indicate that the algorithm is able to perform properly

under tight constraints too and increase the overall network lifetime.

In order to see the performance of the algorithm over changing communication
ranges, the algorithm is tested with a communication range of 80 m. Compared to
the 60 m scenarios, the lifetime values are higher by a ratio of 84 per cent. Such
an increase is due to the decrease of the path length/hop count. With smaller hop
counts, the energy loss on the intermediate nodes decrease, which in turn prolongs
the overall network life. The algorithm increases the network lifetime by 16 per cent
when coverage requirement value is set to 0.7, see Figure 3.5 and 11 per cent when
coverage requirement value is set to 0.9, see Figure 3.6. The lifetime values are still
directly affected by the rectangular areas and the nonuniform deployment, since the
lifetime values are still not monotonic. The deployments over 400x400 m? as seen
in Figures 3.5a and 3.6a show smoother lifetime changes, as a results of high density

deployments, masking the effects of nonuniformity and bottleneck node formation to a

certain degree.

To see the performance of the proposed algorithm for multi-path fading environ-
ments, the algorithm is tested with path loss exponent set to four. The values are
shown in Figure 3.7 and Figure 3.8. As expected, the overall lifetime values show a
decline of 10 per cent on the average. This relatively small percentage value is a result
of the low communication range of 60 m, which limits the loss due to the path loss ex-
ponent. However, as the values are increased to 80 m or 100 m, the relative lifetime loss
increases to 30 per cent and 46 per cent respectively, as higher communication ranges
increases the energy loss due to the environment and related the path loss exponent.
Our algorithm, for this case, provides an average lifetime increase of 22 per cent. It
should be noted that, the lifetime value changes for path loss exponent values two and

four look similar. This shows us that the bottleneck formation due to the nonuniform
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deployment is highly lifetime limiting for both values. The network deaths are mainly
caused by bottlenecks rather than higher energy losses due to the path loss changes.

Yet by small redeployments, it is possible to increase the network lifetime considerably.

Figure 3.9 shows the lifetime results, when the size of the packet sent between
the nodes are increased to 1024 bytes. We expect this change to have similar effects as
changing the path loss, since they both increase the energy lost during transmitting a
packet to the destination. The results are indeed similar to those with path loss value
changed. In this scenario, our algorithm provides an average of 25 per cent network
lifetime increase, performing better with especially normal density deployments like

350 nodes over 500x500 m? area or, 450 nodes over 600x600 m? area.

The proposed BAIA algorithm has a progressive and greedy approach. At each
progression step, the link connection parameter is reduced and a greedy cluster for-
mation starts. This approach assures that the algorithm will produce the possible
bottleneck areas in one of the intermediate states. However, the results will not be
necessarily actual causes of deaths for the network. The link connection parameter
reduction also shows that the overall network is actually a compact one, hence other

factors such as routing, event locality becomes more dominant in deciding the lifetime.

Computational experiments show that when redeployment is applied over a given
network, BATA gives considerably better results than redeploying randomly, especially
for networks with nonuniformly placed sensors. The algorithm tries to increase the
uniformity of the sensor location distribution, which in turn distributes the traffic over
the network more evenly. In any case, BAIA is expected to increase the lifetime 20 per

cent on the average compared to the random deployment.
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4. ENERGY HOLE MITIGATION FOR SURVEILLANCE

A highly important problem faced in border surveillance applications and more
broadly in many-to-one WSNs is the uneven energy consumption [44]. The large num-
ber of sensors reporting to a single sink exposes the sensors around the sink to higher
traffic loads. Larger radio communication on those nodes causes rapid consumption
of energy, as their battery capacities are limited [45]. Consequently, the nodes around
the sink begin to die, rendering sink as unreachable to other sensors in the network.
Moreover, as explained in the previous chapter some nodes in the network become
bottlenecks whose early deaths cause unreachable areas. In surveillance cases, some
regions of the network can be blocked out due to intentional destructions sensor or
jamming of the region. The resulting phenomenon is named as the energy hole prob-
lem in wireless sensor networks [46, 47]. Mitigation of the energy holes is crucial to

extend the network lifetime in surveillance applications of WSNs.

Throughout the thesis, the terms mitigating and delaying of the holes will be used
interchangeably. This is due to the temporal properties of the network. Mitigating a
hole using one of the proposed methods at any step in a region of the network locally
delays holes for the overall network, since a hole is inevitable at another region of the

network in the future steps. Hence both terms point to the same approach.

There are three major problems related to a border surveillance WSN. The first
problem is the network partitioning, where a section is disconnected from the main
network. The second problem is breach path formation through which the intruder
may pass undetected. The third problem emerges in cases when, although the sensing
quality of the network may be above the required level, the sink may become unreach-
able to the network after the nodes around the sink die under high traffic load. Such
formations mark the end of the effective lifetime of the network, as an intruder can
easily pass through the network, without being sensed or sink being unaware of its
presence. Due to the nature of border surveillance operations, this is not a desired

situation which must be avoided.
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In this chapter, redeployment based approaches are proposed to mitigate the en-
ergy hole problem in SWSNs and analyze their performance. To see the performance
of each mitigation strategy, the variation of the deployment quality of the network over
time for different network configurations are measured. Performance of each technique
is evaluated using realistic MAC and routing layers in OPNET discrete event simula-
tor [48]. All approaches analyzed increase the network lifetime without effecting the

sensing quality of the network.

4.1. Mitigating the Energy Holes

There are two dominant approaches for energy conservation in a given WSN.
The first method aims to reduce communication costs by keeping the transceiver of a
node off as long as possible without affecting the network functionality which is called
as duty cycling. The second one tries to reduce communication costs by transmitting
only useful data to the destination which is also called as data reduction or in-network
processing. There exist various proposed algorithms [49] and protocols for each of
the approaches most of which are based on some common and not always correct
assumptions such as the unit disk model and the flat world model as described in [50].
Most of the approaches minimize only the energy consumption without considering

network performance or sensing quality.

Energy holes cause nonuniform coverage and decrease the sensing quality of the
network. They can be avoided by balancing energy consumption in the network or
maintaining uniform coverage. In Kosar et al., we proposed a sensor redeployment
method that can be used to mitigate sensing holes [51]. Initially only a portion of the
available sensors is deployed and the rest is spared. Later on, sensors are redeployed
over poorly covered regions in order to maximize the deployment quality of the network.
Networks using the proposed redeployment technique achieve better sensing quality
than networks using the same total number of sensors at once. However, the effects of

redeployment on the network lifetime are not considered.

In some cases, hole formation may be the result of intentional node destruction.
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Arifler propose an information theoretic approach for detecting systematic node de-
structions [52]. A self deployment technique for mobile sensors based on potential
fields to achieve uniform coverage through the network is also proposed [53]. This ap-
proach has been shown to provide good coverage and can be used to maintain sensing
quality above critical values but is not applicable in the case of static sensors. Chen
et al. propose a virtual force algorithm based sensor deployment [54]. A distributed
algorithm based on the Voronoi diagrams for sensor deployment that produces better
coverage is proposed by Wang et al. [55]. However, both approaches assume mobility of
sensors which may be impractical for majority of the applications. Kim et al. propose
a fuzzy system based method for deciding sensor redeployment [56]. Their method
requires special cluster head sensor nodes for deciding on the deployment site and
number of sensors. This method may be useful for energy depleting nodes, yet initial
sensing holes due to external factors cannot be covered by this method. Binary integer
programming approach is also proposed for effective sensor placement when there exist
various sensor types with different sensing quality and cost [57]. Authors also suggest
the usage of a probabilistic approach in cases when calculation of effective positions
is not feasible. Chiang and Byrd propose an algorithm for density control in which
sensors decide whether to participate in the network by using the incoming packet
information [58]. Olariu and Stojmenovic analyze the uneven energy consumption ob-
served in many-to-one sensor networks [59]. They show that for energy consumption
models having path loss value of two, there is no routing strategy that can avoid the

energy hole creation around the sink.

When hole formation cannot be avoided, routing protocols try to forward packets
along hole boundaries causing hole diffusion. A geometric modeling for the hole prob-
lem which prevents packets from traveling along hole boundaries is presented by Yu
and friends [60]. Instead of bypassing encountered holes, Jia et al. propose avoiding
holes in advance by using neighbor feedback [61]. Fang et al. find the hole boundaries
using a distributed algorithm to enable formation of new routes [62]. This method,
albeit useful for route formation, does not offer a solution for mitigating the hole prob-
lem. The holes defined by the authors are not actual sensing/communication voids but

rather the nodes that does not offer routing improvements.
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An algorithm that make use of specific beacon nodes to detect communication
holes is also proposed by Funke [63]. However, the algorithm proposed does not present
a solution for locating sensing holes. A hole detection method based on the largest
empty circle problem is proposed [64]. Their approach finds local holes as circles for
sensor deployment. However, to mitigate the holes, multiple iterations are required
and the number of iterations is not known a priori and depend on the performance of

the intermediate steps.

For sensor redeployment, there are different approaches employed. Yang and
Cardei divide the deployment region into circles with the sink at the center and per-
forming the redeployment such that the sensor density increases with the decreasing
distance to the sink [65]. A similar redeployment method where sensors are deployed
iteratively by either uniform distribution or with a specific distribution that enables
more sensor deployment on the regions around the sink is proposed by Chatzigiannakis
et al [66]. Wu et al. propose a somewhat similar method [67]. To mitigate the hole
problem, sensors are deployed to circular strips, called coronas, around the sink. Each
strip has different node densities that lead to a different type of nonuniformly deployed
sensor network. However, this approach is ideally suited to sensor deployment regions
that are square or circular. For different type of regions like rectangular narrow strips,
meandering regions like river beds sink centered deployment approaches is not be able

to avoid hole formations.

In this section, a deployment quality measure for the worst case sensing perfor-
mance of the network is used. Such a strong metric is especially suitable for SWSNs.
We assume probabilistic sensing model. Our approach aims to locate and mitigate
the holes caused by outside effects such as destructions and the ones that form due to
battery depletions over time. We aim to keep the sensing quality above threshold both
in spatial and temporal domains making use of strong quality metrics and mitigation

approaches.
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Figure 4.1. A simple border surveillance scenario where sensors are intentionally

destructed.

4.2. Tterative Sensor Deployment Method

The base method in this work makes use of redeployment approach to decrease the
adverse effects of holes. The method proposed is the iterative deployment algorithm
(IDeA) where a portion of the sensors are reserved and the remaining are deployed
in the initial phase. Based on the observed sensing quality, further redeployment
iterations can be made to the holes using the spare sensors. The proposed algorithm
uses fast image processing methods to identify probable sensing holes. For quality
measurements, it uses a robust deployment quality metric to understand the overall
sensing quality. The method aims to differentiate small and relatively low effect holes

from the larger and sensing quality limiting ones.

In border surveillance scenarios, some set of sensors are deployed to the Fol to
detect unauthorized intrusions. For a required security level, the number of sensors
to be deployed can be determined as described in [68]. It is assumed that after de-
ployment, some set of sensors are destroyed as seen in Figure 4.1 which cause hole

formations. After the destruction, what is the deployment quality, which parts of the
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network become useless or what should be done to mitigate this problem are the several
questions to be answered. Redeployment of a set of spare sensors can be a solution.
First, the holes must be located and isolated, afterwards redeployment is possible to

those regions.

4.2.1. Iso-sensing Graph and Deployment Quality

To analyze the sensing quality of a WSN, the deployment quality measure pro-
posed in [68] is utilized. To apply this method, the sensor detections are modeled as
defined by Elfes [69]. Given a sensor k, the probability of detecting a target on grid
point (7, 7) is

0 ifT+Te < dijka
Pijk = § e ifrg > |r — digl, (4.1)
1 ifT‘—?”e Z dijk7

where r. < r are the thresholds for the sensing distance, d;;j is the distance between
the sensor k and the target and o = d — r + r.. The characteristics of different sensors
can be reflected with parameters A and §. Additionally, r. (r. < r) is a measure of
uncertainty in sensor detection. If sensor-to-target distance is smaller than r — r,, the
target is absolutely detected. If the sensor-to-target distance is larger than r + r, the

target cannot be detected.

The individual decisions of a subset of sensors may be highly correlated, partic-
ularly if the deployment is dense. If a sensor detects a target, it is highly probable
that another sensor which is located in similar proximity as the first one also detects
the same target, assuming homogeneous environmental factors. The performance of
the sensor with the best detection capability is more valuable. We model the field
as an eight-connected grid and under correlated-detections assumption, the detection

probability for a grid point (z, ) is

Pij = 1f§11k8gXR Dijk, (4-2)
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where R is the total number of sensors deployed in the region.

Modeling the field as a two-dimensional grid and adding the detection probability
as the third dimension, a three-dimensional surface which is referred to as the iso-
sensing graph is obtained [68]. The graph resembles the contour lines of a topographic
map, where the altitude can be mapped to the detection probability and the grid points
can be mapped to the two-dimensional locations. Therefore, it is named as iso-sensing

graph.

A sample iso-sensing graph is shown in Figure 4.2. To evaluate the sensing qual-
ity of the network for the given model, the watershed deployment quality measure
(WDQM) presented in [68] is used. The WDQM model is primarily based on water-
shed segmentation [70]. Given the iso-sensing graph, it can be assumed that at the
minima points of the topography there are water pumps through which water is con-
tinuously pumped. As water rises up, dams are built to avoid merging of water sources
from different valves. Finally, the dams called the watershed contours, segment the to-
pographic map into different partitions. From the security view-point, the breach paths
follow the watershed contours. The WDQM is the minimum of the maximum detection
probabilities of these contours and gives an insight about the security level provided
by the network. Consequently, WDQM is a strong measure to calculate the worst case

performance of the network which is especially suitable for surveillance networks.

4.2.2. Hole Identification

In this section, ways to identify the locations of the sensing holes using the iso-
sensing graph is explained. A topography analysis based approach, which explicitly
makes use of morphology based image processing operations is used. Once the sensor
positions are known, the iso-sensing graph is calculated as the initial step. The iso-
sensing graph provides the necessary information to locate the sensing holes. The
iso-sensing graph is used to differentiate the areas with high or low sensing quality.
Highly sensed parts of the graph are the higher planes on the topography and are used

as auxiliary means to locate the holes.
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Figure 4.2. A sensor network iso-sensing map example.

Given the iso-sensing graph, image processing algorithms are employed to detect
the candidate areas. In the initial step, the graph is converted into a color image.
The 2D coordinates, denoted by the R x 2 matrix =, of the map are used as the pixel
coordinates of the image and the sensing quality of grid points are used as the color
intensity value at the corresponding pixel, h = H(Z). An example for the resulting

color image is given in Figure 4.3.

To reveal the highly sensed parts, the initial step of the algorithm is to discard

segments that have low sensing quality values. For this purpose, the filter,

B {H(f) it H(z) > e (4.3)

0 otherwise,

is applied to the color image. Here, ¢ is the sensing range of each sensor, [ and h

are the length and the height of the covered area respectively, R is the total number
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Figure 4.3. Iso-sensing graph converted to a color image.

of sensors deployed. This filter isolates the grid points that have a sensing quality
above average, which in turn allows for connected component analysis to differentiate
those highly sensed groups [71]. The component labeling step groups and labels pixels
with similar intensity values and are connected to each other. The particular approach
used is the eight-connectivity connected component labeling algorithm [71]. The eight-
connectivity measure groups grid points whose all eight neighbors have higher than

average sensing quality values.

After this step, there may be small area segments left behind. These are insignif-

icant compared to the main segments and to filter them, a second filter,

@ H(z) if (Z) € G; and A(G;) > I *h%0.01, (4.4)
Wo2\T ) = .
0 otherwise,

is applied where GG; denotes component group indexed by i and A is the area of the
corresponding group. By using the filter ws, the regions smaller than one per cent of
the total area are discarded. With values below, the filter does not efficiently ignore
the small sized hole areas. Redeployment over such small sized areas does not effect the
overall sensing quality and the running time of the further steps is increased with the

increasing number of areas. However, increasing the cut off value increases the risk of
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Figure 4.4. Color image formed after filtering low sensing quality areas, applying

connected component analysis and filtering small sized groups in the initial image.

discarding big size holes. Based on the average of 20 different scenarios, 20 repetitions

for each scenario, one per cent is found as the optimal cut off value.

As a result of the filter operation, comparatively much more important groups
with high sensing values are left behind in the image. An example image after ws
filter applied is given in Figure 4.4. In the images, the colors are used to differentiate
between the eight-connected sensing groups and do not provide information about the

sensing quality of the group or any other metric.

4.2.3. Redeployment

At this point, the parts of the network that have high sensing quality values are
isolated. Redeployment must be done in between these areas which are the topographic

valleys between the higher planes of the iso-sensing map.
In the corresponding color image, redeployment candidate areas lie between the

connected components. To locate those areas in the algorithm, a polygon that wraps

two components is drawn. However, deployment is just made to the parts of the polygon
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Figure 4.5. Final color image formed after redeployment is performed, 'x’ sign

denotes the sensors deployed in the redeployment phase.

not covered by those two connected components. In this manner, the area surrounded
by the polygon perimeter and component borders is a future sensing void candidate and
is a redeployment site. Once all such regions are found, the redeployment is performed

and the algorithm stops. An example final image is shown in Figure 4.5.

The overall pseudo code of the steps of IDeA is presented in Table 4.1. It should
be noted that the algorithm presented here is a centralized version. Yet, the algorithm
can also be run by the cluster heads inside the network in a distributed manner. The
distributed version is presented in Table 4.2. The initial cluster formation is not within
the scope of this work and is assumed to be done using a suitable clustering algorithm.
The algorithm given assumes only the sink can initiate the redeployment procedure.
For the cases where cluster heads are able to start redeployment, steps 11 and 12 can be
omitted. Given the local alive node coordinates, cluster heads can use the algorithm
to locate the sensing holes and initiate the redeployment procedure locally. In any
case, it should be noted that redeployment procedure is can be costly if performed
frequently and should be coordinated by the sink to accommodate the increasing costs.
The distributed version of the algorithm can used by the cluster heads to modify the

routing scheme in the cluster to decrease the load on sensors around the holes to balance
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Table 4.1. IDeA steps.

1: R sensors given
2: R * p sensors separated away, p is the redeployment percentage
3: Rx (1 —p) sensors deployed over the terrain
Require: (z;,y;),Vi=1..(R* (1 —p)) known
4: S (Iso-sensing graph) is formed
5. 1 = H(S), form the color image
6: I' =w(I), apply connectivity filter
7. I" = wo(I'), apply small region filter
Require: G; (highly sensed area groups) are known
8: Ry, = Poly(G;,G)) \ (G;,Gj), find the deployment regions between
9: Deploy R * p sensors over Ry regions, each regions gets sensor count proportional

to its area size

the high energy load due to the avalanche effect on them. Similarly, sleep schedules of
the sensors located close to the holes can be modified to help decrease the effects of

holes and increase the lifetime of the border nodes.

4.3. Simulation Setup and Results

It this chapter the network lifetime is defined as the time from the initial network
deployment until the time when the WDQM value drops below the acceptable level or
the sink itself becomes unreachable. The WSN is modeled in OPNET as a rectangular
field with many sensors, one sink and random intruders [48]. The model contains
the wireless sensor, sink, intruder, mobility configuration and network configuration
components. The wireless sensor is composed of three layers: the intruder detector,
the routing layer (using Min-Hop routing) and the MAC layer (using S-MAC). The
sink is similar to the wireless sensor except that it has an infinite amount of energy.
The intruder is modeled as a mobile object that can be detected by the sensors. The
mobility parameters of the intruder such as speed, interarrival period, simultaneous in-

truder count and direction update frequency are managed by the mobility configuration.
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Table 4.2. IDeA steps, distributed version.

1: R sensors given.
2: R * p sensors separated away. {p is the redeployment percentage.}
3: R« (1 — p) sensors deployed over the terrain.
Require: K clusters are formed.
4: for all k,,,Vm = 1..K do
Require: Cluster head knows the node coordinates in the cluster.
5. Sy {Form iso-sensing graph.}
6: Ir = H(Sy) {Form the color image.}
7. I, = wi(I) {Apply connectivity filter}
8: I =wy(I}) {Apply small region filter.}
Require: Gy are known {Highly sensed area groups.}
9:  Dgy = Poly(Gri, Gij) \ (Ggi, Gij) {Find the deployment regions between.}
10: end for
11: Cluster heads send deployment region information to sink.
12: Dy =,, Dkm {The deployment region information is combined at the cluster.}
13: Deploy R p sensors over Dy, regions, each regions gets sensor count proportional

to its area size.




Common network configuration parameters are managed by the network configuration

component.

In the simulations, S-MAC is chosen as the MAC layer due to its energy effi-
ciency [72]. Dynamic Min-Hop routing is chosen as the routing layer due to its simplic-
ity and ability to balance the network load in the long run [73]. In the initial scenario,
the deployment site is modeled as a 900x100 m? rectangle and 550 sensors are de-
ployed in the field. The field resembles a strip border where surveillance is performed
by sensors. There exists only one sink located at the center of the field. The sensors
are uniformly randomly deployed and not mobile. The intruder starts moving through
the network starting from the upper boundary at a constant speed of two meters per
second in a forward random direction and changes its direction randomly every five
seconds. Intruder is not allowed to make backward movements and it is reflected from
lateral borders in order to avoid going out of the field. When a sensor detects the
presence of an intruder, it sends a packet towards the sink to report the intrusion.
Intruder interarrival period is uniformly distributed between 500 and 700 seconds. All
wireless sensors have a sensing range of 20 m and the maximum communication range
of 40 m. The radio circuitry is modeled similar to the Chipcon CC1000 radio chip [74].
The sensors consume 1 pA in the idle state and 0.2 pA in the sleep state. The receiver
consumes 7.4 mA and the transmitter consumes between 5.3 mA and 26.7 mA. The
channel data rate is 38.4 kbps. S-MAC layer has a duty cycle of two percent. All
the sensors have a sensing interval of 10 sec and use the Elfes’s probabilistic detection
model with parameters f = 0.9, A = 0.1, r = 20 m, r. = 5 m [69]. Sensors are equipped
with a 3 V Li-Ion Cell that can supply 2100 mAh.

The system is configured to check the network health status (WDQM) after every
sensor death and the network is considered dead if the WQDM value drops below the
minimum value of 0.75 or the sink becomes unreachable. The redeployment process is
initiated if the WDQM of the monitored network drops below the threshold value of

0.8 and further redeployment is possible.

Typical parameters used for the sensor model such as the energy model and
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detector parameters are shown in Table 4.3. Other simulation parameters used for
S-MAC layer, WDQM calculations and energy hole mitigation strategies are shown
in Table 4.4. Parameters used for intruder mobility modeling are shown in Table 4.5.
Each of the simulation scenarios repeated are 25 times and the averages are considered.

No intruder was able to cross the border without being detected in any of the scenarios.

We study the effect of the number of sensors to the network lifetime by keeping
the network dimensions fixed and simulate five different scenarios with 450, 550, 650,
750 and 850 nodes. Each scenario is simulated using four different configurations: first
without any strategy for energy hole mitigation, shown as None, then using different

versions of the IDeA approach:

e Random: In the Random redeployment strategy, IDeA step eight is modified.
Sensor can be deployed all over the polygons formed, instead of the regions be-
tween the connected components. In this version the routing capability of the
network is maximized.

e MaxDQM: In MaxDQM redeployment strategy, plain IDeA is used which maxi-
mizes the current DQM value of the network.

e Hybrid: In Hybrid redeployment, a balance between Random and MaxDQM is
used. At redeployment step of IDeA, half of the sensors are placed over the
whole polygon and the other half is deployed to the regions between connected
component. This version aims to increase both the deployment quality and the

routing capability of the network.

In all approaches 80 per cent of the available sensors are initially deployed. Fig-
ure 4.6 shows the effectiveness of each of the approaches in covering the emerging holes.
In the figure, nodes that are living and connected to the other parts of the network
are shown by O marks. Nodes that have consumed all their energy are shown by A
marks, and [] marks represent nodes that have not consumed all their energy yet but
are not connected to the network. From the sink point of view, unreachable alive nodes
are called dead as well. MaxDQM redeployment deploys spare sensors in areas which

need urgent care, while Random redeployment deploys spare sensors randomly over
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Table 4.3. Hole mitigation test sensor parameters.

Data

Data Packet Size (b) 1024

Buffer Size (packets) 10

Data Reporting Period (s) 1800

Data Rate (bps) 38,400

Max TX Distance (m) 40

Path Loss Exponent 2

Energy

Initial Energy (J) 100

TX Current (max) (mA) 26.7

TX Current (min) (mA) 5.3

RX Current (mA) 7.4

IDLE Current (mA) 0.001

SLEEP Current (mA) 0.0002

Transceiver Voltage (V) 3

Detection

Detection Model ELFES

Sensing Interval (s) 10




Table 4.4. Hole mitigation test network parameters.

Network

Dimensions XxY (m?) 900x 100

Number of Sensors 450/ 550/650/750/850

Routing Type Min-Hop

MAC Type S-MAC

S-MAC

Setup Duration (s) 10

Duty Cycle Percentage 2

WDQM

WDQM Trigger_Limit 0.8

MIN_-WDQM 0.75

Monitor Period (s) 2

Redeployment

Redeployment Type Random/MaxDQM/Hybrid

Initial Deployment Prc. 0.8

Table 4.5. Hole mitigation test intruder mobility parameters.

Intruder

Speed (m/s) 2

Direction Update Frequency (s) 5

Intruder Interarrival —uniform(500-700)

Forward Movement Angle (deg) uniform(0-180)

Target Batch 1




the network. Deploying spare sensors in areas which need urgent care improves sens-
ing quality of the network. On the other hand, random sensor deployment does not
guarantee any improvement in areas which need urgent care but increases the overall
network robustness. Hybrid redeployment covers holes that need immediate care and

also improves the overall network coverage.

As seen in Figure 4.7, as the total number of deployed sensors increases, the
network lifetime increases. For small number of sensors, the MaxDQM redeployment
strategy gives better results since it uses the spare sensors more effectively. When
the number of sensors is high, Random and MaxDQM redeployment strategies have
similar results since the amount of spare sensors is larger and the created holes are
covered anyway. Random redeployment gives similar results to the default scenario for
small number of sensors, but better results than the default scenario for larger number
of sensors since it avoids overhearing problems by using smaller number of sensors
initially and increases network’s overall resilience by redeploying sensors randomly.
The Hybrid redeployment strategy gives always better results since it combines the
ability of MaxDQM to cover holes effectively and the ability of Random redeployment

to increase network’s overall robustness.

To understand the state of the network at a specific instant, it is possible to
look at different indicators such as the WDQM measure or the number of connected
sensors. Different hole mitigation strategies are simulated as long as the surveillance
quality is above the given threshold. The strategies that are used are detailed in our
manuscript [75]. Aggregation strategy combines correlated data from local sensors to
decrease the number of packets in the network. Neighborhood density control (NDC)
controls the number of awake sensors in a locality to decrease the overall traffic caused.
The effect of each mitigation strategy on the network lifetime is studied. It is noticed
that in the Random redeployment scenario, sensors have the shortest lifetime while
in the aggregation scenario sensors have the longest lifetime as shown in Figure 4.8.
Random and the MaxDQM redeployment strategies initially behave similarly, but after
the redeployment step the MaxDQM redeployment scenario lifetime gets longer due

to more effective deployment of spare sensors. We notice that the NDC strategy gives
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(¢) HYBRID redeployment.

Figure 4.6. Energy hole mitigation using different redeployment techniques.
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Figure 4.7. Total sensors used vs. lifetime.

longer lifetime than Random and MaxDQM redeployment strategies. NDC strategy
starts with 245 nodes and spare nodes are activated whenever an active node is ex-
hausted. Hybrid redeployment strategy has similar lifetime to NDC strategy. Using
the proposed methodologies, it is possible to increase the lifetime of the network more
than 100 per cent. The methodology to be used should be chosen carefully based on
the requirements like sustainability, cost and availability of the network, the sensing
quality, the number of sensors. Yet, in any case, network lifetime based on the worst

case scenario is increased compared to the default case.

The variation of the WDQM with time is shown in Figure 4.9. We notice that Ag-
gregation gives longer lifetime and higher WDQM values. Default scenario gives higher
WDQM value than Redeployment scenarios but has shorter lifetime. Redeployment
approaches give lower WDQM values since they use smaller initial number of sensors
but give a longer lifetime than that of the default scenario. NDC strategy has lower
initial WDQM value due to the smaller number of sensors initially activated, but gives
longer lifetime than redeployment strategies due to the minimization of overhearing
costs and resilience to failures. Hybrid redeployment gives higher WDQM values and

longer lifetime compared to NDC and other redeployment strategies.
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5. ANALYTICAL APPROACH TO DEPLOYMENT
QUALITY FOR SURVEILLANCE CONSIDERING HOLES

Analytical approaches to provide reliable deployment quality values must take
hole formations into account for realistic scenarios. By providing a closed-form DQM
with loss assumptions it is able to give assistance to the WSN designers and supervisors

in the following situations:

A fast and precise calculation of sensing quality is required for a robust operation

of an initially deployed surveillance wireless sensor network (SWSN) [77].

e At any point in the lifetime of a network, critical decisions should be taken on
the sensor redeployment, relocation, sleep and wake commands [78].

e Online monitoring of the sensing quality, which affects the reliable detection of
intruders, is required to estimate the current network performance [79].

e The network parameters should be determined carefully to obtain an adequate

level of sensing capability in the network [80].

These major factors that guides the SWSN engineers in designing and mainte-
nance of the network are the main motivations to propose a deployment quality metric
with sensor loss provision. The network engineers can utilize the given metric to find

a solution to these situations in the following ways:

e SWSNs bear mission and time critical tasks, which requires a minimum level
of deployment quality. The DQM monitoring approaches based on simulations
require unacceptably long periods, whereas our analytical approach provides real-
time results.

e The critical decisions about the network operation depend mostly on the sensing
quality metrics for SWSNs. Simulation based decisions induces long processing
times extending the total operation delays. Our analytical method provides a

low-cost calculation of the DQM value in terms of processing time.
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e The detection reliability of the network can be estimated by an online calculation
of the DQM value using our analysis.

e Our analysis can be used as a tool to calculate the network parameters such as
the required sensor node count and node sensing range to monitor a region, when

certain parameters are provided as an input by the network engineers.

The online calculation of the DQM value is established using the prediction of
current network topology acquired by the feedbacks of the sensors in the form of ALIVE
messages. Any successful delivery of ALIVE messages from an individual sensor within
a given time period indicates that the sensor is alive. The remaining sensors are
assumed to be inaccessible and constitute the energy holes/jammed regions in the
network. At the end of the time period, a model of the current network topology is

constructed based on the information gathered from the sensors.

5.1. Related Work

In their work, Lazos et al. provide analytical results for target detection in a
convex deployment site [81]. They assume that the sensors have convex coverage areas
and are uniformly placed in the deployment site. They use the presented results to
compare the random and heuristic based sensor placement methods. They also assume
that the sensors may have heterogeneous sensing capabilities. Cao et al. present
closed form results for target detection under given network parameters [82]. They
assume uniform sensor distribution, with fixed sensing range. Clouqueur et al. present
algorithms for collaborative target detection [83]. In this work, the faulty detecting
sensors are aimed to be excluded from the detection probability, by using a decision
fusion. Dousse et al. present a model to calculate the delay for an intruder to be
detected by a sensor that is connected to the network [84]. They assume a fixed
sensing range of sensors. Wang et al. present an analytical model to measure the
event detection latency using a probabilistic approach [85]. The model incorporates
detection models involving one or more sensor detection. The model is used to evaluate
the coverage performance of a WSN. Ren et al. try to calculate the detection probability

of the network based on the operation schedule of the sensors [86]. All of the works
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presented have the implicit assumption that the area of interest is homogeneously
covered. On the contrary, our work assumes that there are holes within the sensing field
caused by the destruction of sensors, energy depletion or jammers, that render some
sensors unusable. As a result, the overall sensor distribution is no longer homogeneous.
Wang et al. propose a scheme for analytical coverage calculation of heterogeneous
wireless sensor network [87]. However, the heterogeneity of the network is due to
the type of sensor nodes, which have different sensing capabilities. In our work, the
deployment and the holes inside the network cause the heterogeneity. In a different
approach, Saipulla et al. concentrate on deployment of sensors as a line and barrier
coverage for surveillance. The aim is to analyze the deployment performance of a
tripwire like sensor network deployment [88]. In our work, barrier coverage is not

analyzed, instead the coverage of the total intrusion area is assumed.

The overall sensing performance of the WSN is analyzed in [89]. Authors present a
fusion based detection model for wireless sensor networks. Their distributed approach
tries to calculate the detection probability locally using a hypothesis testing on the
number of detections in the vicinity and the system level detection performance is
approximated analytically using the central limit theorem. However, this approach
requires a dense network to sustain sufficient number of detections to perform the

hypothesis test.

The subject of jammers is studied in [90], which presents algorithms to detect the
existence of radio interference jamming inside the network. Ngai et al. approach the
sinkhole attacks, where attacker tries to alter the data obtained by the sink by attacking
the nodes surrounding [91]. They present an intrusion detection algorithm that tries
to overcome such attacks by statistical and geographic information based operations.
The malicious nodes can be excluded from the network using this algorithm. Li et
al. present a model for controllable jamming attacks and possible solutions to such
attacks [92]. Cagalj et al. propose probabilistic communication wormholes out of
the jammed region inside the network [93]. Their approach tries to decrease event
reporting delay caused by jammers. Jamming and other possible attacks on WSNs are

modeled in [94]. They also present a routing model to stand against attacks on the
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network. Li and Hunter present a distributed algorithm to detect and recover holes in

the network [95].

As a summary, our work presents a deployment quality model for heterogeneous
network formations due to the sensor losses caused by energy depletion, destructions
and jammers. The proposed solution is designed for the border surveillance applica-
tions, where a target passes through the network. The detection is the task of the
sensors over the total area. Hence, no barrier coverage is assumed. Overcoming the
sensor losses is not in the scope of this work. On the contrary, it is aimed to present a
fast calculation scheme to understand the overall sensing quality in existence of sensor

losses at a given snapshot of border surveillance wireless sensor network.

5.2. Model Assumptions

This section presents the model assumptions used in the analytical derivation of
the DQM. In this analysis, a convex 2-D deployment site, S, of perimeter L sensed by
N, sensors is assumed. Each sensor s; is assumed to have convex sensing coverage of
S; with perimeter L;, uniformly and independently distributed within S. In addition,
there are Nj jammers where each jammer h; have a jamming coverage area of Hj,

uniformly and independently distributed within S.

The energy holes caused by node losses in the network may occur due to several
factors such as the destruction and energy depletion of sensors and jammer attacks.
The area of these energy holes are determined as follows. Each sensor is assumed to
transmit ALIVE messages periodically to the sink, which infers that the source node
is alive upon the reception of a message. The remaining sensors are assumed to be
inaccessible and constitute the energy holes/jammed regions in the network. Since the
area of any type of energy holes is determined similarly, for simplicity, the energy holes

are mentioned as the jamming areas hereinafter.

In addition, it is assumed that the trajectories of the mobile targets are straight

lines, crossing the deployment area equiprobably along the area border. Although this
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Figure 5.1. Graphical representation of the border surveillance intruder detection

avoiding jammers problem.

assumption brings about a restriction on the variety of possible trajectories, the linear
trajectory provides the shortest path between arbitrary entry and exit points in the
deployment area, minimizing the time required for detection. The detection probability
for a linear trajectory provides the worst case probability among all trajectories with
the same entry and exit points. In addition, the parameterization of line trajectories
can easily be integrated in our analytical calculation and the physical interpretation of

the network model.

Finally, the detection model is assumed to be the binary detection model where

a target is assumed to be detected if it enters the sensing coverage of a sensor.

5.3. Problem Definition

In this section a formal definition of the SWSN intruder detection problem in
existence of jammers/energy holes is provided. Moreover, two additional problems
will be provided which will be mapped to each other to derive a solution for the
geometric domain utilizing metrics and tools from Integral Geometry and Geometric

Probability [96].

The following definition is the formal statement of our problem:
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Figure 5.2. Graphical representation of the line-set intersection problem.

Problem 1. Border surveillance intruder detection avoiding jammers problem: We
have a deployment area, S, of perimeter L sensed by N, sensors where each sensor s;
has a sensing coverage S; with perimeter L;, uniformly and independently distributed
within S. In addition, there are N, jammers where each jammer h; have a jamming
coverage area of Hj, uniformly and independently distributed within S. The sensors
residing in the jamming area are assumed to be dead. What is the probability Pp (k)
that an intruder X randomly crossing S is detected by at least one sensor, not residing

in any of the jamming areas?

A graphical representation of Problem 1 is given in Figure 5.1. The probability
Pp(k) is defined as the deployment quality measure (DQM) of such a sensor network.
The solution of this problem requires the calculation of the probability of detection
for a set of sensors in the network. In order to provide a solution for this problem,
two additional problems are introduced. The first one, Problem 2, is the simplified
version of Problem 1 which does not include jammers. The second one, Problem 3,
corresponds to the geometric interpretation of such a sensor network. We will provide
a mapping between these two problems to show that they are equivalent, i.e., both can

be reduced to each other.

Problem 2. Border surveillance intruder detection problem: We have a deployment

area, S, of perimeter L sensed by Ny sensors where each sensor s; has a sensing cov-
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erage S; with perimeter L;, uniformly and independently distributed deployed within S'.
What is the probability Pp(k) that an intruder X randomly crossing S is detected by

at least one sensor?

Problem 3. Line-set intersection problem [81]: We have a bounded set C' of perime-
ter length L and N, sets C; with perimeter length L;, uniformly and independently
distributed inside C'. What is the probability Pp (k) that a random line G intersecting

C, also intersects at least one of the sets C;, i = 1...Ng?

An illustration of the line-set intersection problem is given in Figure 5.2. Our
analytical study relies on the fact that these two problems can be reduced to each other

with a bijection between both domains. The following lemma presents this bijection.

Lemma 1. Border surveillance intruder detection problem and the line-set intersection

problem are equivalent, i.e., can be reduced to each other with a bijective mapping.

Proof. We provide the following mapping of intruder detection problem to line-set
intersection problem proposed in [81] for a more general case of these two problems.
We map the deployment area, .S, to a bounded set C', which is a collection of points
in the plane with perimeter length L. The sensing area, .S; of sensor s; is mapped to
a bounded set C; with perimeter length L;, uniformly and independently distributed
in C'. We map the trajectory of the intruder X to a straight line G(p, ¢) in the plane,
defined by p as the shortest distance of G to the origin O of a coordinate system and ¢
as the angle of the line perpendicular to G with respect to the x axis. This provides a
mapping between the mobile target detection problem for a stochastic sensor network
and the line-set intersection problem. Hence, the conclusion is that both problems are

equivalent. O

The mapping stated in Lemma 1 between Problem 2 and Problem 3, provides a
bijection between the physical sensor network domain and the geometric domain. In
the next section, a solution for the probability of detection of a target by a single sensor

in the geometric domain will be provided since it is previously shown that Problem 2
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and Problem 3 can be reduced to each other. Finally, a closed-form solution for the

probability of detection in Problem 1 will be provided.
5.4. Deployment Quality of a Border Surveillance WSN

The probability of target detection Pp can be evaluated using the frequency
count of lines intersecting geometric shapes. As we consider the set of all possible
linear trajectories intersecting the deployment area, Pp is equal to the quotient of the
number of lines that intersect any of the sensing areas, over the number of lines that
intersect the deployment area. However, the set of lines in the plane intersecting a set

is uncountable.

Hence, an analytical solution to the Line-Set intersection problem using the line
measure will derived. Let G(p, ¢) be a straight line in any plane. Here, the density of

the line is formulated as

dG = dp A do (5.1)

The measure m(G) of a set of lines G(p, ¢) is the integral of the density of the

line, which is in the differential form, over the set. Hence,

M@:/@AM (5.2)

The measure of the set of lines that pass over a bounded convex set, C, defined

by the support function p = p(¢) of the convex set, is given as [96]:

m(G:GﬂC#O):/ dp/\dqﬁ:/%pdgb:L (5.3)
0

GNC#£0

where, L is the perimeter of C'. Equation 5.3 can be reinterpreted that the measure

of lines intersecting a convex set is equal to the perimeter of that convex set. By

74



Equation 5.3, the perimeters can in turn be used to calculate the intersection of a
random line with a convex set C; within C', which will be used for the proof of the

following lemma.

Lemma 2. Let S be the deployment area of a sensor network and let s; be any of the
sensors deployed in the area. The probability that an intruder randomly passing through

S is detected by the single sensor, s; is equal to
L.
P=, 5.4
- (5.4

where L; is the perimeter of the sensor coverage area and L is the perimeter of the

deployment area.

Proof. The probability that an intruder randomly passing through S is detected by a
single sensor, s;, is derived as follows. By the mapping of the intruder detection problem
to line-set intersection problem provided in Lemma 1, this probability is equivalent to
the probability that a line G intersecting C', also intersects C;. In terms of the measures,
this probability is equal to the ratio of the measure of the set of lines that intersect

both C' and C; to the measure of the set of lines that intersect C'.

P=pr[GNCiNC £0|GNC #0)
_m(G:GNCNC #£0)
T m(G:GNC £0)

Since C; is known to be inside the convex set C', Equation 5.5 can be rewritten

as

-~ m(G:GNC;#0)
- m(G:GNC #0)

P (5.6)
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Using Equation 5.3, Equation 5.6 is equal to

Thus, using the mapping provided in Lemma 1, the probability that an intruder
randomly passing through S is detected by a single sensor, s;, is found in terms of L, the
perimeter of deployment area and L;, the perimeter of the sensing coverage of a sensor.
Now, it is needed to derive the effect of jammers on the probability of detection in
the sensor network, i.e., derive a solution for the border surveillance intruder detection

avoiding jammers problem (Problem 1).

Theorem 1. The DQM of any sensor network with Ng sensors deployed in the area

and Nj, jamming regions s

Ny |ZNsk k
F, —ZlZ LT (- T e (5.8)
D = i f £ :
k=0 wv=1 i=1

and

P, = 1 (1 - %) (5.9)

where Zn, 1 denotes the set of all (JZ) vectors, zx v, containing ordered and distinct k
elements of vector [1,..., Ny]. A denotes the area of the deployment area, S and A;, j

= 1,...,N}, denotes the area of the jamming region, H;.

The necessary derivations and the related proofs can found in detail in our

manuscript [97].

If sensors have sensing areas with perimeters of equal length (not necessarily

identical shapes) and the areas of each jamming region is the same, Equation 5.8 can
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be simplified to the following form.

Corollary 1. When all sensors deployed in the network have sensing areas of equal

perimeters L, the DQM of the network is equal to:

L Ne
Pp=1-— (1—f-Pa) (5.10)

Moreover, if all jamming regions have the same area, Ay, then the probability that a

sensor is alive (P,) is equal to:

P, = (1 - %)Nh (5.11)

In all formulations, we only require the sets to be convex and bounded. However
for simplicity, we assume circular sensing coverage, jamming coverage and deployment

area.

Corollary 2. If the sensors have identical circular sensing coverage and jamming
regions are circular and identical, then the DQM of a sensor network with a circular

deployment area is equal to:

Pp=1- (1——-PQ)NS (5.12)

and

P (i (BY) 51

where Ry 1s the radius of the sensing coverage of a sensor, Ry is the radius of the

jamming coverage and R is the radius of the deployment area.
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5.5. Analytical Results

In this section, a comparison between the analytical and the simulation results
are provided to present the validity of the analytical estimation. In order to observe
the effects of individual parameters in the model, the following assumptions are made

to minimize the effect of external parameters on our results.

e A binary sensing model is assumed, where for a given sensor s located at z,

probability of detection Pp(s) of a point z is:

Pp(s) 1, ifd(z,zs) < Rs (5.14)
D(S) = i
0, otherwise

e A circular sensing range is assumed, on a 2-D flat world deployment region.

e Intruders follow a straight line while they are trespassing the detection area.

e Communication operations between the sensors are involved only in the determi-
nation of the hole sizes.

e Sensing equipments of sensors are awake and able to detect the intruders at all
times.

e Holes are circular inside the deployment region, due to jamming or destruction

of sensors. In either case, the sensors residing in a hole are inoperable.

Our simulations are designed to include different scenarios based on various sets of
the parameters involved in the analytical model and are implemented in MATLAB [98].
We evaluated the effects of these parameters for 100 random network deployments and
100 random jamming area placements per simulation test case, where each deployment
is tested with each placement. For each (deployment, placement) pair, 1000 random
intrusion paths are generated and the probability of detection is evaluated using the
frequency count of lines passing through the sensors that are alive, i.e., outside the
jamming areas as seen in Figure 5.1. The results presented in each graph are the mean

values of the results obtained for all (deployment, placement) pairs.

78



Table 5.1. Circular deployment region scenario test parameters.

Area Radius (m) 2000, 3000, 4000, *5000, 6000, 7000, 8000
Jamming Area Radius (m) 50, 100, 150, %200, 250, 300, 350
Jamming Area Count 0, 10, %20, 30, 40, 50, 60, 70, 80
Sensor Count *500, 600, 700, 800, 900

* These are the default values used in the simulations.

Area shape has a very drastic effect on the performance of wireless sensor net-
works due to inherent limitations induced by the shape. Hence, it is aimed to present
the effects of the DQM parameters on the probability of detection for two types of
deployment sites in our scenarios: circular region and rectangular region. In our first
scenario, sensors are deployed over a circular region. Circular region is introduced to
model a circular deployment site such as a basin or a junction point, on which such
surveillance tasks can be performed. The parameter set for the circular deployment sce-
nario is given in Table 5.1. More extensive tests with sensing radius changes and lower

sensor counts are also performed and the results can be found in our manuscript [97].

Our second scenario is designed with the assumption of rectangular deployment
areas to observe their effects on the DQM values. Rectangular region is introduced to
model a border that forms a long strip along a river bank or by a mountain. Security
and surveillance tasks are more generally performed on such deployment sites all over
the world. Hence, the model is tested on a similar, border-like deployment site to
perform more realistic simulations. The parameter set for the rectangular deployment

scenario is given in Table 5.2.

In both scenario types, the values indicated with the * sign are used as the default
values for fixed parameters in the simulations. Sensing ranges and jamming ranges
are assumed to be circular areas. In addition, the jamming area radii are uniformly
distributed in the range [0.8 x wvalue, 1.2 x wvalue], where value is the jamming area
radius parameter value used in the simulation. That is, in order to be more realistic,

the jamming area radii are not exactly equal to, but are close to the parameter value
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Table 5.2. Rectangular deployment region scenario test parameters.

Region Width (m) 2000
Region Height (m) 4000, 6000, 8000, 10000, 12000, *14000, 16000
Jamming Area Radius (m) 50, 100, 150, *200, 250, 300, 350
Jamming Area Count 0, 10, %20, 30, 40, 50, 60, 70, 80
Sensor Count x500, 600, 700, 800, 900

* These are the default values used in the simulations.

used in the simulation.

In the following subsections, the joint effects of the simulation parameters on a
deployed sensor network are investigated, together with a comparison of the simulation
and analytical results. To emphasize the effects of these parameters on the DQM values,
some reference DQM values are provided in the feasible operation range of a sample

SWSN, which requires the DQM value to be above 90 per cent.

5.5.1. The combined effect of area size and sensor count on DQM values

In this test case, the area size and the sensor count parameters are changed
according to the values given in the parameter sets, while other parameters are fixed
to observe the combined effect of these parameters on probability of detection. Sensor
deployment quality values for these test cases are presented in Figure 5.3 for different
sensor counts. In the circular scenario, the gap between the analytical and simulated
DQM values is at most 1.1 per cent for different sensor counts, whereas the gap is
at most 1.8 per cent in the rectangular scenario. Hence, the narrow gap between
analytical and simulation results indicate that the provided DQM is a close estimate

of the simulated detection probability in the given cases.

The area size is observed to be inversely proportional to the probability of detec-

tion, as indicated in the DQM formulation. Under the given assumptions and default
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Figure 5.3. Effect of area size and sensor count on analytical and simulated DQM
values. Lines are ordered from the greatest sensor count value (900) at the top to the

smallest value (500) at the bottom.

parameter values, the feasible range of operation, where the DQM value is above 90
per cent, requires the sensor count to be above 800 in a circular region with a 8000 m
radius and above 600 in a 2000x 14000 m? rectangular region. Similarly, for a sensor
count of 400, a circular area up to 4000 m radius and a rectangular area up to 1000 m

width can be monitored for a feasible DQM.

5.5.2. The combined effect of area size, jamming area radius and jamming

area count on DQM values

In order to see the combined effect of the area size and the jamming area radius,
a separate test case is designed. In this test, the area size and the jamming area radius
parameters are changed according to the values given in the parameter sets, while other
parameters are fixed. The results for various jamming area radii are observed to be
overlapping. Hence, the results for the jamming area radius of 50 m is presented in
Figure 5.4 and all results are tabulated in Table 5.3 for the circular scenario and in
Table 5.4 for the rectangular scenario. In the circular scenario, the gap between the

analytical and simulated DQM values is at most 1.7 per cent, whereas the gap is at
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Figure 5.4. Effect of area size for the jamming area radius of 50 m on analytical and
simulated DQM values. The remaining results for are tabulated in Table 5.3 for the

circular scenario and in Table 5.4 for the rectangular scenario.

most 3.2 per cent in the rectangular scenario.

To provide a more detailed analysis of the combined effect of jamming areas and
area size on the probability of detection, another test case is designed, in which the
area size and the jamming area count parameters are changed according to the values
given in the parameter sets, while other parameters are fixed. Similar to the jamming
area radius case, the results for various jamming area counts are also observed to
be overlapping. Hence, the results when there are no jamming areas is presented in
Figure 5.5 and all results are tabulated in Table 5.5 for the circular scenario and in
Table 5.6 for the rectangular scenario. In the circular scenario, the gap between the
analytical and simulated DQM values is at most 1.6 per cent, whereas the gap is at
most 2.7 per cent in the rectangular scenario. These results show that the DQM values
can be utilized as a close estimate of the detection probability of the simulated networks
for the given test cases. In addition, we observe that an increase in the jamming area
radius and jamming area count have similar effects on the sensing performance of the

network.
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Figure 5.5. Effect of area size for no jamming area case on analytical and simulated

DQM values. The remaining results for are tabulated in Table 5.5 for the circular

scenario and in Table 5.6 for the rectangular scenario.
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The jamming area radius and the jamming area count parameters are observed
to be inversely proportional to the probability of detection, as indicated in the DQM
formulation. To illustrate the joint effect of the area size and the jamming area on
the DQM values, sample values in the feasible operation range of a typical SWSN
are provided. Under the given assumptions and default parameter values, the feasible
range of operation requires the jamming area radius to be below 300 m in both a
circular region with a 5000 m radius and a 2000x 10000 m? rectangular region. We can
observe that for a deployment area radius above 6000 m, a reliable network operation
with sufficient DQM cannot be achieved for the given jamming area counts. When
the size of the jamming area radii are known to be approximately 200 m (considering
the current test case values), a circular deployment area up to 5000 m radius and a

rectangular deployment area up to 12000 m width is observed to be monitored properly

for a feasible DQM (i.e., Pp > 0.9).

Similarly, when the jamming area radius is set to be 200 m, all of the tested
jamming area count values satisfy the feasibility constraint of the DQM in a circular
region with a 5000 m radius. The number of jamming areas is required to be below
50 in a 2000x10000 m? rectangular region. The simulation results show that for a
deployment area radius above 6000 m, a reliable network operation with sufficient
DQM cannot be achieved for the given jamming area counts. When the number of
the jamming areas in a deployment site is 30, a circular deployment area up to 5000
m radius and a rectangular deployment area up to 12000 m width is observed to be

monitored properly for a feasible DQM (i.e., Pp > 0.9).

5.5.3. The combined effect of jamming area radius and jamming area count

on DQM values

In the previous section, we observed that the jamming area radius and the jam-
ming area count parameters have similar effects on the DQM value. In order to analyze
these effects in detail, a separate test case involving only the properties of the jamming
areas is designed. In this test case, the jamming area radius and the jamming area

count parameters are changed according to the values given in the parameter sets,
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while other parameters are fixed. The DQM values for these test cases are presented
in Figure 5.6. In the circular scenario, the gap between the analytical and simulated
DQM values is at most 0.3 per cent, whereas the gap is at most 2.9 per cent in the
rectangular scenario. These results show that the DQM values can be utilized as a
close estimate of the detection probability of the simulated networks for the given test

cases.

In this section, we justify our observations about the effect of the jamming area
on the DQM value. The jamming area radius and count parameters are observed to
be inversely proportional to the probability of detection. For low jamming area values,
deployment quality loss is not very high, however the effect is clear when jamming
areas occupy more than 20 per cent of the network. Under the given assumptions
and default parameter values, the feasible range of operation, where the DQM value
is above 90 per cent, requires the jamming area count to be below 50 in the circular
scenario and below 10 in the rectangular scenario, where the jamming are radius is set
to be 200 m. Similarly, if the number of jamming areas is given as 30, the jamming
area radius is required to be below 250 m for the circular scenario and below 100 m

for the rectangular scenario for a feasible DQM (i.e., Pp > 0.9).

5.5.4. The combined effect of sensor count and jamming area count on DQM

values

In this section, we designed a separate test case to present the joint effect of the
sensors and jamming areas on the DQM value. In this test case, the sensor count and
the jamming area count parameters are changed according to the values given in the
parameter sets, while other parameters are fixed to observe the combined effect of these
parameters on the probability of detection. Figure 5.7 presents the sensor deployment
quality values for the dense networks, where the sensor count is between 500 and 900
nodes. The results for various jamming area counts are observed to be overlapping in
the circular scenario. Hence, the results, when there are no jamming areas, is presented

in Figure 5.7.a. The related results are tabulated in Table 5.7.
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Figure 5.7. Effect of high sensor count and jamming area count on analytical and

simulated DQM values.

In the circular scenario, the gap between the analytical and simulated DQM
values is at most 0.7 per cent for different sensor counts, whereas the gap is at most
2.1 per cent in the rectangular scenario. These results show that the DQM values can
be utilized as a close estimate of the detection probability of the simulated networks

for the given test cases.

As we figure out from the previous test cases, the sensor count parameter is
observed to be proportional, whereas the jamming area count parameter is observed to
be inversely proportional to the probability of detection. In this test case, we observe
the same behavior of the DQM values for the given parameters. To meet the required
sensing quality, the jamming area count is required to be below 50 for the circular
scenario and below 100 for the rectangular scenario, if the sensor count is set to be
500. Similarly, for a jamming area count of 60, the sensor count is required to be above

600 for the circular scenario and above 700 for the rectangular scenario for a feasible

DQM (ie., Pp > 0.9).
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6. Conclusions

Nonuniform deployment of sensors over a terrain may be the result of the un-
derlying physical constraints, the deployment method, sensing or communication re-
quirements over the terrain, sensor losses or the external factor such as jammers, de-
structions. Under nonuniformity criteria, it is of the highest importance to keep the
network alive for as long as possible. In this thesis, we proposed methods to prolong
the network lifetime by optimal placements and critical sensor deployment at required
locations and times. Also an analytical method to understand the sensing quality under

lossy situations is proposed.

For especially border surveillance networks, sink placement is a crucial operation
for a WSN. The sink location must be both safe and lifetime optimal. These two fact
can present a trade-off. Safe locations increases the routing paths from sensors to the
sink and locations that provide shorter routes may be in the relatively unsafe points
of the deployment region. The deployment regions are mostly not flat and sensors
are obstructed by the terrain. Given such restrictions, a hybrid GA based heuristic,
namely GAUSS is presented to find the suitable and relatively better sink locations.
The heuristic makes use of discrete event simulation to find the fitness value of the
candidates. The fitness value is a weighted lifetime metric that favors safer locations.
Results are presented for deployments in a flat terrain and a 3D terrain. Results for
different cases are presented to show the efficiency of GAUSS. The results show that
GAUSS does present better results than placing the sink at center of mass coordinates
or at the borderline. Based on the parameters, lifetime gains between 20 per cent and

100 per cent are possible using GAUSS compared to the other heuristics.

Another issue for nonuniform deployment is the formation of bottleneck traffic
patterns. For nonuniform deployments, the communication traffic follows an uneven
pattern, creating considerably high loads on some particular nodes. The areas that
include the highly loaded nodes become the bottleneck areas soon after the network

becomes operational, decreasing the lifetime of the network. Prolonging the lifetime
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of the overall network is possible by identification of bottleneck areas at the earliest
stage possible and deploying new sensors over those areas. In this thesis, BAIA, a
geometric clustering method, is proposed to locate the bottleneck areas and perform
small redeployments over those areas to increase the lifetime values of the networks.
The experiments with different scenarios show that the algorithm increases the lifetime

considerably on the average.

Similar to bottleneck nodes, holes are inherent in sensor networks with adverse
impacts. For especially SWSN| holes soon cripple and render the whole network un-
usable. In this thesis, a redeployment based scheme that uses image processing op-
erations, namely IDeA, is proposed to delay the hole formations as much as possible.
Simulation results showed that it possible to have more than 100 per cent lifetime gains

for border surveillance networks using the methods presented.

The critical sensor network applications such as the border surveillance and target
detection applications require a certain level of sensing capability, which is indicated
by the deployment quality of the network, to maintain a feasible network operation.
However, various factors such as the existence of jammers and sensor deaths, combined
with the physical properties of the deployed sensor network affect this quality. An
analytical and closed form formulation for the deployment quality, which takes the loss
of sensors into consideration, is highly usable regarding the real life sensor applications
of the industry and the simulation of sensor applications in the research community. In
this thesis, a metric for this deployment quality is proposed, which is analogous to the
probability of detection in the network. A formulation for this quality metric which
integrates the stated factors is presented. The proposed formulation can be used for
different types of border surveillance scenarios, where one or more physical properties
may differ from one to another. Being in closed form, it is scalable and suitable for

different types of sensor network operations.

The effects of network properties are extensively analyzed running various pa-
rameter test cases, to conclude that the proposed DQM provides realistic results, with

a deviation of 43.2 per cent with the simulation results. It is observed that the an-
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alytical results reflect the effects of the sensing coverage loss due to jamming, sensor

node death and node destructions on the deployment quality.

As future work, we plan to extend IDeA to 3D terrains to make it more realistic
and robust for real use in hole mitigation. Moreover, the analytical deployment metric
that we proposed assumes binary sensing model for simplicity. We plan to modify the

formulation to provide a high quality metric when the sensing model is probabilistic.
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