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ABSTRACT

DETERMINING THE MOST VULNERABLE
COMPONENTS IN TRANSPORTATION NETWORKS

Transportation network, electricity distribution network, supply chain network,
telecommunication network are the main critical infrastructure networks used to pro-
vide products and services to customers. Man-made intentional attacks may cause
serious problems in these critical infrastructure networks, especially in large cities. For
example, terrorist activities are man-made intentional attacks. As a result of terrorist
attacks, a metro station may become unusable for transportation, an airport may be
unable to provide service, a bridge may be closed to vehicle traffic, and the communi-
cation may be prevented due to the damaged telephone lines. When such attacks are

carried out by an intelligent agent, disruptions may be even bigger.

In this study, it is aimed to determine the components that are affected most by
disruptions in a transportation network. These most affected components are the most
vulnerable components in the network. Therefore, a two-level mathematical model has
been established that can periodically identify the most vulnerable components. In the
developed model, the virtual attacker is the leader who wants to cause the most dis-
ruption in the transportation network (minimizing the amount of flow on the network),
and the system operator is the follower who wants to operate the transportation net-
work optimally after the disruption (to maximize the amount of flow on the network).
The components that can be attacked in the model are stations and it is considered
that a station is completely shut down after an interdiction. A tabu search heuristic is
used as the solution method of the proposed model. The developed tabu search method
has been tested on randomly generated different sized networks and its performance is

assessed in comparison with a complete enumeration and a greedy approach.



OZET

ULASIM AGLARINDA EN KIRILGAN BILESENLERIN
BELIRLENMESI

Ulasim agi, elektrik dagitim ag1, tedarik zinciri agi, telekomiinikasyon agi miiste-
rilere {iriin ve hizmet saglamada kullanilan baghca kritik altyap: aglardir. Insan kay-
nakl kasith yapilan saldirilar, 6zellikle biiyiik gehirlerdeki bu kritik altyapi aglarinda
ciddi problemlere sebep olabilir. Bunlara 6rnek olarak, terorist faaliyetler sonucunda
bir metro istasyonun kullanilamaz hale gelerek ulagimin engellenmesi, bir havaalaninin
hizmete kapanmasi, bir kopriiniin arag trafigine kapatilmasi ve telefon hatlarinin zarar
gorerek iletigimin engellenmesi verilebilir. Bu tarz saldirilar akilli bir etmen tarafindan

gerceklestirildiginde ise hasarlar daha da biiyiik olabilmektedir.

Bu caligmada, bir ulagim agindaki aksamalardan en ¢ok etkilenen bilegenlerin sap-
tanmasi amaclanmaktadir. En ¢ok etkilenen bilesenler agdaki en kirilgan bilegenleri be-
lirlemektedir. Bu nedenle, periyodik olarak agdaki en kirilgan bilegenleri belirleyebile-
cek iki diizeyli bir matematiksel model kurulmustur. Onerilen modelde ulagim aginda
en fazla aksamaya yol agmak (ag tizerindeki akig miktarimi enkiigiiklemek) isteyen sanal
saldirgan oncii, saldir1 sonrasi ulagim agimi eniyi gekilde igletmek (ag tizerindeki akig
miktarini enbiiyliklemek) isteyen sistem operatorii ise takipgi konumundadir. Modelde-
ki ulagim aginin saldirilabilen bilegenleri istasyonlar olarak ele alinmakta ve bir saldir
sonrasinda bir istasyonun tamamen hizmete kapatildigi diigiiniilmektedir. Geligtirilen
model i¢in ¢oziim yontemi olarak bir tabu arama sezgiseli kullamlmigtir. Onerilen
tabu arama yontemi, rastgele olusturulmug farkli biytikliikteki aglar tlizerinde test
edilmig ve tabu arama yonteminin performansi, geligtirilen iki farkli ¢oziim yaklagimi

ile kargilagtirilarak degerlendirilmigtir.



vi

TABLE OF CONTENTS

ACKNOWLEDGEMENTS . . . . . . . . . iii
ABSTRACT . . . o iv
OZET . .. .o v
LIST OF FIGURES . . . . . . e vii
LIST OF TABLES . . . . . . . viii
LIST OF SYMBOLS . . . . . . o X
LIST OF ACRONYMS/ABBREVIATIONS . . . . . ... .. ... ... .... xii
1. INTRODUCTION . . . . . . e 1
2. LITERATURE REVIEW . . . . ... .. .. 5
2.1. Attacker-Operator Models . . . . . ... ... ... ... ... ..... 5
2.2. Operator-Attacker Models . . . . . . . ... ... ... ... ... . 12
3. PROBLEM DEFINITION . . . . . . . ... .. 14
3.1. Bilevel Multi-period Network Interdiction Model . . . . . . . . .. . .. 18
4. SOLUTION PROCEDURE . . . . ... .. .. . ... 21
4.1. Tabu Search Heuristic . . . ... ... ... ... ... ... .. 21
4.2. Complete Enumeration Method . . . . . . ... ... ... ... ... .. 26
4.3. Greedy Heuristic . . . . .. .. ... o 26
5. COMPUTATIONAL RESULTS . . . . . . . . ... . . ... 27

5.1. Comparing the Tabu Search Heuristic and Complete Enumeration . . . 28

5.2. Comparing the Tabu Search Heuristic and Greedy Heuristic . . . . . . 30
6. CONCLUSION . . . . . e 39
REFERENCES . . . . . . . e 41

APPENDIX A: RESULTS . . . . . .. . . o 49



Figure 3.1.

Figure 4.1.

Figure 4.2.

Figure 4.3.

vii

LIST OF FIGURES

Shortest paths on a network . . . . . .. .. ... ... ...... 17
Tabu Search Main Algorithm . . . . . . ... ... ... ... ... 24
Algorithm 1 . . . . . . .. . . 25
Algorithm 2 . . . . . . . . . 25



Table 5.1.

Table 5.2.

Table 5.3.

Table 5.4.

Table 5.5.

Table 5.6.

Table 5.7.

Table 5.8.

Table 5.9.

Table A.1.

Table A.2.

Table A.3.

Table A 4.

Table A.5.

viil

LIST OF TABLES

TSH and CEM comparison for Scenario 3 . . . . .. ... ... .. 29
TSH and CEM comparison for Scenario6 . . . . . . .. ... ... 30
TSH and GH comparison for Scenario 1 . . . . . .. ... .. ... 32
TSH and GH comparison for Scenario 2 . . . . . .. .. ... ... 33
TSH and GH comparison for Scenario 3 . . . . . .. .. ... ... 34
TSH and GH comparison for Scenario 4 . . . . ... ... ... .. 35
TSH and GH comparison for Scenario b . . . . ... .. ... ... 36
TSH and GH comparison for Scenario6 . . . . ... ... ... .. 37
TSHresults. . . . . . . . ... 38
Admissible paths . . . . . .. ... oo 49
Interdiction decisions in Scenario 1 . . . . . . .. .. .. ... ... 61
Interdiction decisions in Scenario 2 . . . . . . .. ... ... ... 62
Interdiction decisions in Scenario 3 . . . . . . . ... ... ... 62
Interdiction decisions in Scenario4 . . . . . . .. .. ... ... 63



Table A.6.

Table A.7.

Interdiction decisions in Scenario 5

Interdiction decisions in Scenario 6

1X



Ceurr
Cneigh
dit
fit
fiavt
Jut
Gij

h

n!
Ky
L

3

<

avg
2TS

LIST OF SYMBOLS

1 if there is node i to node j in the first shortest path solution;

0 otherwise
set of source nodes in the network

total cost of the current solution

total cost of a neighbor solution

capacity of node 7 in period ¢

amount of flow demand at node ¢ in period t

amount of flow demand at node i in a recovery period
flow demand between node pair w in period ¢
distance from node 7 to node j

tabu tenure

current size of the tabu list

set of admissible paths between node pair w

set of recovery periods, i.e. L = {0, ..., L}

number of nodes

set of nodes in the network

amount of resource required for complete interdiction of node
7 in period ¢

1 if node i is operating in period t; 0 otherwise
budget of attacker

set of destination nodes in the network

set of periods

order of visiting node i in the second shortest path
set of node pairs which have passenger flow demand between

source node b and destination node s
1 if node i is interdicted in period t¢; 0 otherwise

1 if the arc between node ¢ and node j is in the selected path;

0 otherwise
average objective value of three runs performed in the tabu

search heuristic



best
2TS

ZGH

*

z
Zbestneigh
Zincum

Zneigh
k
Zwt

X1

the best objective value obtained by the tabu search heuristic
objective value obtained by greedy heuristic

optimal objective value provided by complete enumeration
objective value of the best neighbor

objective value of the incumbent solution

objective value of a neighbor solution

amount of flow between node pair w on path k in period ¢

1 if path k£ in node pair w includes node i; 0 otherwise

ratio



BIP
BMPNIP
CEM
CPU

GH

TSH

LIST OF ACRONYMS/ABBREVIATIONS

Binary Integer Problem

Bilevel Multi-period Network Interdiction Problem
Complete Enumeration Method

Central Processing Unit

Greedy Heuristic

Tabu Search Heuristic

xii



1. INTRODUCTION

Critical infrastructure networks are designed to provide any product or service
and they consist of components such as facilities, stations, connection lines and so on.
There may be a partial interdiction or a complete interdiction in a critical infrastructure
network. When there is a partial interdiction, network components become partially
inoperable and serve under their capacity. When there is a complete interdiction, net-
work components become completely inoperable and out of service. Both interdiction
situations cause a significant decrease in the quality of the service. For example, a
damage in a transportation network may result in shutdown of a station or a trans-
portation line for access, a disruption in an electric power network may bring serious
reductions in the capacity of electricity distribution and an interruption in a supply
chain network or in a telecommunication network may lead to important problems

while providing service to customers.

These critical infrastructure disruptions can be divided into two main groups:
unintentional causes and intentional causes. In the first group, there are natural di-
sasters such as flood, hurricane, earthquake, tsunami, volcanic eruption, avalanche etc.
Earthquake and tsunami in Indonesia, flooding and mudslides in Japan, dust storms
in India and hurricane in Florence are some of natural disasters that occurred in 2018.
Random man-made causes which occur because of unintentional human or system
error are also located in the first group. For example, in Maryland, a CSX freight train
burned as a result of an accident in 2001 and internet infrastructure was damaged
because of that unintentional event [1]. The world’s most recent and unintentional
man-made disruption was the BP Deepwater Horizon oil spill that took place in the

Gulf of Mexico in 2010.

The second group contains intentional causes created by humans. These may
be terrorist activities that can lead to loss of life or property, as well as cyber-attacks
caused by hackers against technological systems. Examples of terrorist activities are

metro bombings in France, England and Russia, train bombings in Spain, suicide at-



tacks in Turkey. Such terrorist attacks lead to great disruptions and costs other than
life losses. When the World Trade Center was attacked in 2001, communication in-
frastructure was greatly damaged, including about 300,000 lines, more than 3.5 million
data circuits, and almost a dozen cellular towers [1]. 2004 Madrid train bombings not
only killed 191 people, but also caused serious damage to the houses as well as to the

railway infrastructure, resulting in a loss of 212 million euros [2].

An analysis of the bombings in London shows that the attacked stations were
not random choices. Although there were about 3 million combinations to select three
stations in the metro network, the attack was made close to the best option among these
combinations [3]. Therefore, it can be said that the maximum damage or disruption

usually occurs by intentional causes rather than random causes.

The vulnerability analysis of a critical infrastructure network shows the network
sensitivity to attack. The vulnerability of a network is measured by how much disrup-
tion will occur in the network when a situation that causes any damage is encountered.
The operational resilience of a network is measured by the amount or the quality of
the service that the components operating within the network can provide after a dis-
ruption. The service quality of critical infrastructure networks with low operational
resilience shows the vulnerability of these networks. On the contrary, the relatively
less affected networks in service providing have higher operational stability and lower
vulnerability. Smith [4] indicates that the most vulnerable components in a complex
critical infrastructure network can be found effectively with the help of interdiction
models and these models can be used together with the fortification models to demon-
strate how to increase the resilience of the network. These models are based on the
assumption that there is a virtual attacker who wants to cause the greatest damage
to the critical infrastructure network. Therefore, it is necessary to think from the
perspective of an intelligent attacker in order to predict the worst disruption and to

measure the resilience of a critical infrastructure.

Interdiction models can be formulated as multi-level programming models. Two-

level (bilevel) mathematical models are the most commonly used multi-level program-



ming models in optimization problems. These models have two independent players
within a hierarchical structure: upper-level decision maker (leader) and lower-level de-
cision maker (follower). These players make their decisions sequentially with the aim
of optimizing their own objective functions corresponding to a Stackelberg game [5].
First, the leader chooses its own strategy. The follower then solves its own problem
considering the leader’s strategy. The leader also takes into account the follower’s re-
action to optimize its own objective function. In other words, one of the constraints
of the leader’s optimization problem is the follower’s optimization problem. Objective
functions of the players are mostly in conflict with each other which means that while
one player wishes to maximize a certain objective function, the other player may wish
to minimize the same objective function. A general two-level optimization model can

be shown as below [6]:

min F(z, ) (1.1)
st. Giz,y) <0 Vi (1.2)
min £z, ) (1.3)
st gi(z,y) <0 Vi (1.4)

x is the decision vector of the leader, whereas y is the decision vector of the follower.
F(z,y) is the objective function of the leader’s optimization problem, while f(z,y) is
the objective function of the follower’s optimization problem. G;(x,y) < 0 is the ith
constraint of the leader’s problem, g;(z,y) < 0 is the ith constraint of the follower’s

problem.

In this study, a bilevel multi-period network interdiction problem (BMPNIP) in
a transportation network is addressed by taking the recovery time of interdicted com-
ponents. The proposed bilevel model includes an integer mathematical model in the
upper level and a mixed-integer model in the lower level. A tabu search algorithm
is developed to solve the formulated bilevel problem. In addition to the tabu search
heuristic (TSH), two shortest path models are used in a pre-processing step of the algo-

rithm. These shortest path models determine the admissible paths between source and



destination nodes. The experiments are carried out on randomly generated instances.
In order to understand the performance of TSH, a complete enumeration and a greedy

approach are developed.

The rest of this study is organized as follows. In Chapter 2, the literature related
to the interdiction models is reviewed. The problem together with its properties are
introduced in Chapter 3. The proposed tabu search solution method and two different
solution approaches are presented in Chapter 4. Chapter 5 provides computational
results on randomly generated instances. Finally, conclusions related to this study are

discussed in Chapter 6.



2. LITERATURE REVIEW

We survey the studies on determining of the most vulnerable components and
on increasing the operational resilience of critical infrastructures and divide them into

two groups: attacker-operator models and operator-attacker models.

2.1. Attacker-Operator Models

The problems including an intelligent attacker who wants to cause the most dis-
ruption in a critical infrastructure network and an operator who wants to operate the

system effectively after the disruption are generally called attacker-operator problems.

Attacker-operator models can be further divided into two main groups as network
interdiction and facility interdiction models. In both types of models, the attacker is the

upper-level decision maker and the system operator is the lower-level decision maker.

(i) Facility interdiction: The target of the virtual attacker in a facility interdiction
model is the facilities that serve customers in the critical infrastructure network.
In these models, it is assumed that customers are assigned to undamaged facilities
under capacity constraints.

(ii) Network interdiction: The components of the critical infrastructure networks are
attacked in network interdiction models. When there are damaged components,
the system operator in the lower level tries to either find the shortest path between

two nodes of the network or maximize the total flow in the network.

Network interdiction models have begun to be examined much earlier in the liter-
ature. Therefore, they are more common in the literature. The first study on network
interdiction belongs to Wollmer [7], where the author examines the minimization of
the maximum possible flow between two nodes by removing a certain number of arcs

in a network.



Then, Wood [8] considers a network interdiction problem with total and partial
interdiction of arc capacities under resource budget and number of arcs to be interdicted
constraints. In this paper, a drug career wants to maximize the flow of drug chemicals
while the anti-drug effort of army wants to minimize the flow of drug chemicals by
interdicting arcs on the possible paths using limited resources. It is also shown that
the problem is NP-complete, even if one unit of resource is required to interdict an arc.
Altner et al. [9] extends the study of Wood [8] by considering a cardinality maximum

flow network interdiction problem by removing k£ arcs from the network.

Cormican et al. [10] study a network interdiction problem where interdiction
occurs with a certain probability. The objective of the problem is to minimize the
maximum expected flow in the network. They formulate two-stage stochastic integer
models where network arcs are destroyed in accordance with the Bernoulli process with
a probability of 1-p in the objective function of the attacker. In addition, the same
stochastic network interdiction problem is investigated by Janjarassuk and Linderoth
[11] and the authors develop a deterministic mixed-integer program utilizing duality
and linearization techniques. On the other hand, Ramirez-Marquez and Rocco [12]
consider a stochastic network interdiction problem in a capacitated network and aim

to minimize the interdiction cost in their study.

The shortest path network interdiction problem, which is generally based on the
undesired increase of arc lengths, is first defined by Fulkerson and Harding [13]. They
search for the maximum shortest path under a budget constraint. Later, Israeli and
Wood [14] examine the problem of Fulkerson and Harding [13] under the complete
interdiction assumption of the arcs. Bayrak and Bailey [15] study a shortest path
network interdiction problem while the attacker and the system operator have asym-
metric information on the arc lengths. Khachiyan et al. [16] also address the shortest
path interdiction problem by Israeli and Wood [14] by considering the removal of a
limited number of nodes from the network. Lim and Smith [17] apply the same idea
for multi-commodity network flow problem. In this study, the aim of the attacker is to
minimize the maximum profit that is obtained from delivering commodities through

the network, where interdiction can be complete or partial.



The stochastic shortest network interdiction problem has also been studied in
the literature. Zhang et al. [18] examine a stochastic shortest path network interdic-
tion problem which maximizes the minimum expected shortest travelling time. The
defender allocates sensors to the arcs within a budget limit. A detection probability
of the sensor is determined to detect the attacker. Therefore, the attacker wants to
find the path with minimum detection probability. They take two models into ac-
count for the problem: a single source and a single destination model, and a multiple
source and a multiple destination model. They conclude that an increase in the budget
or detection likelihood leads to an increase in the expected shortest travelling time.
Furthermore, the single source-destination model has longer time than the multiple

source-destination model.

The problem of maximizing the expected shortest distance between a given source
and destination pair is also analyzed in the work of Held and Woodruff [19], where they
propose a heuristic solution procedure. In addition, Held et al. [20] solve the same

problem using a decomposition method.

Yates and Lakshmanan [21] suggests a binary knapsack approximation with the
aim of minimizing the maximum network undetected probability. In this study, an at-
tacker chooses the highest path probability of not being detected by a defender, whereas
a defender assigns its limited resources in the network to decrease the maximum unde-
tected path probabilities between origin-destination pairs. Path non-detection proba-
bilities are formed from the corresponding arc non-detection probabilities. Statistical
and spatial analysis are also applied to two real-world networks to understand the

quality of knapsack approximation method.

Minimization of the maximum flow between two nodes is also studied by Lunday
and Sherali [22]. They analyze various synergies of the resources to determine their
effects on the arcs in a capacitated network. Synergies are examined according to
the ratio of the synergy effect on each arc to the minimum interdiction by any of the
possible resources. Three different synergy relationships are observed, namely linear

synergy relationships, concave, and convex-concave. For linear synergy relationships,



a direct solution is proposed using ILOG CPLEX which is a commercial optimization
software. For concave and convex-concave synergy relationships, linearization based
heuristics are employed. In addition, partial arc interdiction is also allowed in this

study.

Bertsimas et al. [23] identify a randomized network interdiction problem that
enables randomly selecting the arcs to be removed. They formulate an arc-based and

a path-based model, where the flow is either on arcs or on paths.

Maximizing the disconnectedness in undirected graphs is studied by Shen et al.
[24]. The disconnectedness is obtained by removing a subset of nodes. They use three
metrics to measure the network-connectivity of a graph: maximization of the number of
connected components, minimization of the largest component size and maximization
of the minimum cost to reconnect the graph after the nodes are eliminated. Randomly
generated instances are used in these problems and a mixed-integer program is defined
for each problem. They also solve the first two problems by using valid inequalities to

increase the computational efficiency.

Zenklusen [25] take two different interdiction problems into consideration: an
edge interdiction problem and a vertex interdiction problem. These problems consider
the possibility of removal of a set of the edges and vertices. Edges and vertices have
removing costs as well as positive weights in an undirected graph. The vertex interdic-
tion problem aims to minimize the weight of a maximum matching in the graph under
a budget constraint. The same logic is applied to the edge interdiction problem. Since

both problems are NP-hard, they are approximately solved.

Akgiin et al. [26] consider a maximum flow interdiction problem in a multi-
terminal network. They develop a mixed-integer model by remodeling a bilevel min-
max problem which minimizes the maximum objective value. They also propose an
approximating binary integer program. They observe that the approximating model
can be solved on all instances in less time than the mixed-integer model. The results

of both models are different in some instances but they showed that their model has a



good approximation method to solve the problem.

Hausken and Zhuang [27] examine four different defense and attack games be-
tween a government and a terrorist: first, the government neither attacks nor defends
when the terrorist attacks; second, the government attacks and the terrorist is de-
terred; third, the terrorist attacks and the government defends its assets; fourth, both
the government and the terrorist attack and defend. The authors try to find the critical
factors and their interactions in coping with terrorism. Therefore, they consider the
government’s asset valuations, the terrorist’s resources, the terrorist’s asset valuations,
unit defense and attack costs, the government’s discount factors and the terrorist’s
discount factors. It is assumed that the resource allocation of the terrorist follows a
geometric distribution with a stockpiling parameter over a planning horizon. They

examine the periods when the terrorist allocates its resources.

Shan and Zhuang [28] take into account the terrorist’s strategic or non-strategic
decisions that impacts the government’s defense allocation decision to minimize total
expected loss. Based on the terrorist’s strategic and non-strategic decisions, game the-
oretic and non-game-theoretic models are respectively considered for defensive resource
allocations. The major difference between these models is that game-theoretic models
account for the attacker’s reaction as a function of the defender’s allocation choice,
whereas in non-game-theoretic models, the attacker’s reaction is externally derived.
Their findings show that the defender prefers game-theoretic models to non-game-

theoretic models while allocating its defensive resources.

Bell et al. [29] try to detect a road network vulnerability and decision making by
using a game theoretic approach where the attacker and the defender do not know each
other’s decisions precisely. They aim to find the minimum of the maximum expected
loss due to predefined interdiction scenarios. The worst case scenario probabilities are
calculated for the use of a road network, which is called as a mixed route strategy and

is similar to risk-averse route selection.
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On the other hand, multi-objective models have also been formulated for interdic-
tion problems. For example, Royset and Wood [30] propose an extension of the deter-
ministic maximum flow network interdiction problem using a single-level bi-objective
interdiction model. In the proposed model, the attacker wants to minimize the total
cost of interdiction and the maximum flow on the network, while completely eliminat-
ing a set of arcs in a capacitated network. Lagrangian relaxation and a specialized

branch and bound algorithm are employed to solve the problem.

Rocco and Ramirez-Marquez [31] develop an algorithm to solve bi-objective short-
est path problems. Two discrete objectives are simultaneously used: maximizing the
shortest-path length and minimizing the interdiction cost. A Monte Carlo simulation
based algorithm is developed to obtain possible interdiction strategies and graph the-
oretical approaches are used to find the shortest paths or the most reliable paths for
those strategies. In addition, a probabilistic scenario show that the maximization of

the shortest path is equivalent to the minimization of the most reliable path.

A bilevel network interdiction problem of hazardous material transportation is
given in [32]. The goal is to minimize the total distribution cost by considering the
selection of safe arcs although the attacker wants to maximize the number of total
risky arcs. This proposed bilevel model is solved by two meta-heuristic algorithms:
co-evolutionary algorithm and a disjunctive bound embedded co-evolutionary algo-
rithm. Co-evolutionary bilevel method is developed based on Legillon’s vehicle routing
algorithm [33]. Two different sub-populations are created from two levels of the prob-
lem. Each population refers to a distinct genetic algorithm. During the iterations,
the best solutions are collected. Then, two sub-populations are evaluated in coopera-
tion at the final iteration. Co-evolutionary algorithm with disjunctive bound method
differentiates from co-evolutionary method by adapting disjunctive lower bound while
using branch-and-bound to have better lower level solutions. After the authors test
their algorithms on randomly generated problems, co-evolutionary method with dis-
junctive bound method result in a better average total risk and rationality than the

co-evolutionary method.
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Electricity distribution network interdiction problems are also investigated in the
literature. Salmeron et al. [34] develop a two level mathematical model and define the
significant components in electric power grids by utilizing a heuristic method. Different
than this study, Arroyo and Galiana [35] write the Karush—-Kuhn—Tucker optimality
conditions to convert the nonlinear bilevel model into a single level one and linearize

the resulting model.

Enayaty-Ahangar et al. [36] study a multi-period bilevel network interdiction
problem which aims to minimize the cumulative maximum flow of illegal drugs over a
finite time horizon within a network. They adopt a logic based decomposition approach

to solve the problem.

A maximum dynamic network flow interdiction problem is investigated in the
study of Afshari Rad and Kakhki [37]. The authors introduce a transit time for the
flow on each arc and minimize the maximum flow through arc within a given time
limit. They make use of Ford and Fulkerson’s Temporally Repeated Flows [38] that
are obtained from dividing a feasible flow into sub-flows. Then, they reformulate the

problem and utilize Benders’ decomposition to solve it.

The first facility interdiction model in the literature is introduced by Church
et al. [39]. In this study, the authors develop two models for site location problems:
the r-interdiction covering problem and the r-interdiction median problem. In the
r-interdiction covering problem, the aim of the attacker is to find out which r of p
facilities to destroy, so that the number of covered customers has the highest decrease
after the interdiction. In the r-interdiction median problem, they try to determine
which r of p facilities should be chosen by the attacker to increase the total demand-
weighted distance. After the interdiction, customers who cannot get service from a

facility are assigned to the closest of remaining p-r operating facilities.

Murray et al. [40] are concerned with telecommunications network problems.
They consider a facility interdiction model by allowing only node interdiction, where

the number of interdicted facilities is given in advance. The objective of the attacker
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is to either maximize or minimize the flow after the attack.

2.2. Operator-Attacker Models

Operator-Attacker models are also known as protection-interdiction models in the
literature. Protection can reduce or completely prevent the disruption of a component
in the network. As in the attacker-operator models mentioned above, these models can
be divided into two groups as network protection-interdiction and facility protection-

interdiction.

A multi-level protection-interdiction model is formulated by Snyder et al. [41] to
determine the components that should be reinforced or protected in a critical infras-
tructure. The amount of protection was limited to either a budget constraint or the

number of components to be protected.

Church and Scaparra [42] include the facility protection into the previously de-
veloped r-interdiction median problem and analyze the protected interdiction median
problem as a single-level mathematical model. Scaparra and Church [43] solve the same
problem using an implicit enumeration solution method in a search tree. Scaparra and
Church [44] extends this study by taking into account the facility capacity and they
develop a three-level defender-attacker-user model. They transform the model into a
two-level one using the dual of the operational problem in the third level. Various
network sizes and protection resource levels are analyzed to observe the impact on the

system cost.

Smith and Lim [45] review the models where the operator increases the capacity of

the facilities before the interdiction, reduce the flow costs and protect some components.

Aksen et al. [46] discuss another version of the r-interdiction median problem,
and investigate the situation where an attacker damages facilities under a certain in-

terdiction budget constraint rather than a fixed number of fortified facilities.
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Liberatore et al. [47] study the stochastic r-interdiction median problem with
protection and make use of heuristic approaches to solve it. The number r is not

known with certainty in the addressed problem.

Losada et al. [48] develop a bilevel model that includes the partial protection of
facilities of infinite capacity in median type networks. In addition, the recovery time

of the facilities after the interdiction is taken into account.

In the literature, studies on network protection-interdiction are much more li-
mited compared to those including facility protection-interdiction. Cappanera and
Scaparra [49] determine the best distribution of protection resources in the shortest
path network where the attacker targets unprotected network components. Alguacil
et al. [50] formulate a three-level model for optimal protection decisions in an electri-
city distribution network. Sarhadi et al. [51] also develop a multi-level mathematical
programming model in which protection decisions are made for intermodal stations in a
railway network. Jin et al. [52] propose a model for optimal distribution of protection
resources in a railway network where stations have different disruption intensities.
Sadeghi et al. [53] highlight the partial reinforcement while proposing a three-level

shortest path network interdiction model.

There is a very limited number of multi-period network protection-interdiction
and facility protection-interdiction models in the literature. Two remarkable studies
belong to Losada et al. [48] and Malaviya et al. [54], where the periodic interdiction
decisions and constraints are considered in the models. On the other hand, in the study
of Starita and Scaparra [55], fortification or protection decisions are also periodically

given by the leader.
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3. PROBLEM DEFINITION

The critical infrastructure network addressed in this study is a transportation
network. Components of such a network are the stations and links between the stations,
where a station is represented by a node and a link by an arc. It is assumed that only

the stations are interdicted by the attacker.

A bilevel attacker-operator model is formulated to solve a multi-period network
interdiction problem. In this model, the leader is the attacker who wants to cause the
most damage in order to minimize the flow in the transportation network after the
attack, whereas the follower is the operator who wants to maximize the flow after the
virtual attacker causes a disruption in the network. We try to determine the most
vulnerable components in the transportation network during the planning horizon. In
other words, the aim is to identify the most significant stations leading to the maximum

flow decrease in the network.

The problem is studied over a planning horizon. Each station has an interdiction
cost and the attacker makes his/her interdiction decisions under a limited resource
or budget within the planning horizon. Interdiction decisions given by the attacker
result in complete interdiction, which means that each interdicted component in the
network is completely destroyed, and hence it cannot provide any service for some
time. Stations have capacity restrictions and these capacities are sufficient to supply

all demand when there is no disruption in the network.

The recovery periods of the stations are known with certainty. They refer to the
repair time required to make an interdicted station operational again. Repair times
will connect the periods in the planning horizon and make it impossible to decompose
the problem with respect to periods. For example, if a station is attacked, it does not
affect only the attacked station during the repair period, it also affects the flow on all
paths on which the station exists. The system operator attempts to maximize the flow

in the system affected by the repair time of the station.
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We assume that a passenger can use an alternative path other than the shortest
path, which is the second shortest path to reach the destination node. We refer to
the shortest path and the alternative path as admissible paths. There is a preliminary
phase to detect the admissible paths between source and destination nodes. Yen [56]
and Eppstein [57] propose different algorithms in their studies in order to find the k-
shortest paths in a network. However, we use the shortest path models below because
they are also efficient and sufficient for the preliminary phase. Flow demand occurs
between a given pair of nodes and its value is known. They are referred to as a source-

destination (SD) pair.

The shortest path models are solved for each SD pair in the network with the help
of GAMS by using CPLEX. For the first shortest path model, we define the following

sets, parameter and decision variable.

Sets:

1,7 €N . set of nodes in the network
be BC N : set of source nodes in the network

s€ S CN : set of destination nodes in the network

Parameter:

gi; © distance from node 7 to node j

Decision Variable:

Y;; : 1if the arc between node 7 and node j is in the selected path;

0 otherwise

The first shortest path model is formulated as follows:

min Z Z ginij (31)
i
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st Y V=) V=1 (3.2)
J
Zy}s - Y:sj =1 (33)

J J

PRIEDINT i € N\{b,s} (3.4)

i =0 i,j €N (3.5)

Objective function (3.1) minimizes the distances between node ¢ and node j. Constraint
(3.2) describes the difference in the number of arcs leaving source node b and entering
into it is one. Constraint (3.3) describes the difference in the number of arcs entering
into destination node s and leaving it is one. Constraints (3.4) are balance equations
for each node i excluding source node b and destination node s. Constraints (3.5) show

that decision variable can only take non-negative values.

In order to find the second shortest path between SD pairs, we need to reformu-
late the first shortest path model by adding some parameters, decision variables, and

constraints.

Additional Parameters:

m  : number of nodes
a;; : 1if there is an arc between node ¢ and node j in the first shortest

path; 0 otherwise
Additional Decision Variables:
U; : order of visiting node ¢ in the second shortest path

Additional Constraints:

o> v=1 (3.6)

i:aij:() ](lZJZO
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U—-Uj+mY; <m-—1 i,j € N where Uy =1 and U; # U; (3.7)

U; >0 i€ N (3.8)

Constraints (3.6) ensure that the same shortest path is not selected. Constraints (3.7)
are sub-tour elimination constraints formed by Miller, Tucker, and Zemlin [58]. Con-

straints (3.8) provide that node orders take only positive values.

The shortest path examples between pairs can be seen in Figure 3.1. In the
represented network, there are three pairs, which are (4, 1), (6, 2), and (10, 9). There
are arcs between nodes and they are two-way. The distances between nodes are shown
on corresponding arcs. Each pair has two paths found by the above shortest path
models. The arrows between the nodes indicate the flow direction. For example, the
first admissible path is 4-9-1 and the second admissible path is 4-9-2-3-1 from source

node 4 to destination node 1.

Figure 3.1. Shortest paths on a network
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3.1. Bilevel Multi-period Network Interdiction Model

The upper level problem of BMPNIP is an integer linear programming model,
whereas its lower level is a mixed-integer linear one. Although the objective functions
of the attacker (leader) and the operator (follower) are the same, the attacker wants to
minimize it, whereas the operator maximizes it. The BMPNIP is presented with the

following sets, parameters and decision variables.

Sets:

1€ N . set of nodes in the network
bec BC N : set of source nodes in the network

s€ S CN : setof destination nodes in the network

we W : set of node pairs (b, s) which have passenger flow demand

k € K, : set of admissible paths between node pair w

teT . set of periods
lel . set of recovery periods, i.e. L ={0,...,L}
Parameters:

fwt : flow demand between node pair w in period ¢

d;; @ capacity of node i in period ¢,

0;; : amount of resource required for complete interdiction of node 7 in
period t

r : budget of the attacker

ok 1 1if path k in node pair w includes node i; 0 otherwise

Decision Variables:

ZF. . amount of flow between node pair w on path k in period ¢
X o 1if node 7 is interdicted in period t; 0 otherwise

P; : 1if node i is operating in period t; 0 otherwise
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Now we can formulate our mathematical model below:

BMPNIP : min N>z, (3.9)

weW teT keKy

s.t.

DD ouXu < (3.10)
iEN teT

X € {0,1} ieN, teT (3.11)

max YDz, (3.12)

weW teT keKy

s.t.

Py <1-Xy ieN, teT (3.13)
Py —Pr<1-Xy 1N, teT, leL (3.14)
YN alizh < dypy ieN, teT (3.15)
weW keKy,

> ZE < fu weW, teT (3.16)
keKy

ZE >0 weW,teT, ke K, (3.17)
P, € {0,1} ieN, teT (3.18)

The objective function (3.9) minimizes the total flow on admissible paths between all
SD pairs in all periods. Constraints (3.10) show the resource restriction of the attacker,
which is used to disrupt the nodes. Constraints (3.11) put binary restriction on the
attacker’s decision variables. The follower (operator) wants to maximize the same
objective function given by (3.12). The constraints of the operator are given from
(3.13) to (3.18). Constraints (3.13) indicate that if node 7 in period ¢ is disrupted, then
node ¢ will not be operating in period ¢. Constraints (3.14) provide that if node i is
interdicted in period ¢, then it will not be operating during its recovery periods either.
Constraints (3.15) ensure that the total flow on the admissible paths cannot exceed the
remaining capacity of node ¢ after interdiction. Constraints (3.16) guarantee that there
is an upper limit on the amount of flow between source nodes and destination nodes for

every period. Constraints (3.17) ensure that the flow on the admissible paths between
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node pair w can only take non-negative values. Constraints (3.18) define whether node

1 operates in period t.

Note that node 7 may be interdicted in period ¢, in that case X;;=1 which implies
that P;;1;=0 as it is not operational in period ¢ and in the next [ periods during which
the node will be recovered. Hence, it is possible to eliminate constraints (3.13) and
(3.14). In addition, we can rewrite constraint (3.15) according to the values of Py. So
if X;;=0, then P;=1 and the right hand side of the constraint is d;;. If X;=1, then

P, 1+;=0 and the right hand side of the constraint is zero.
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4. SOLUTION PROCEDURE

In general, bilevel mathematical programming problems are more difficult than
single-level mathematical programming problems. Jeroslow [59] and Bard [60] show
that these problems are NP-hard. Hence, a tabu search heuristic is developed to find
good feasible solutions. On the other hand, the BMPNIP is solved by using complete
enumeration and a greedy approach to assess the performance and the quality of the

tabu search heuristic.

4.1. Tabu Search Heuristic

Tabu search algorithm is a well-known metahuristic introduced by Glover [61].
The algorithm starts with an initial solution and moves to better solutions. The neigh-
borhood of a solution is generated by using a set of move operators for current solution
at each iteration. A tabu list is used to avoid visiting the same solutions for a number
of iterations called tabu tenure. The best neighbor solution is chosen as the new solu-
tion unless it is obtained by a tabu move. If the best neighbor solution is found by a
tabu move and better than the incumbent solution, then it can be chosen as the new
solution. This is called the aspiration criterion. Tabu search procedure is continued

until the termination criteria are satisfied.

In order to find good feasible solutions to BMPNIP in a reasonable amount of
time, a TSH is employed. In accordance with this purpose, TSH makes the search
over the attacker’s binary decision variables. These variables are fixed in the lower
level problem. Then, the mixed-integer lower level problem is exactly solved with the

commercial solver CPLEX.

A binary integer problem (BIP) is solved from the perspective of the attacker to
find an initial solution. The objective of the model maximizes the number of interdicted
nodes under the budget constraint by ignoring the reaction of the follower. However, in

order to prevent attacking the same nodes in consecutive periods and thus not wasting
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the attack budget, the recovery time of each node is considered in the model.

BIP : max ) Y X (4.1)

€N teT
s.t.
SN ouXu < (4.2)
€N teT
Xign <1— Xy 1N, teT, leL (4.3)
X, €{0,1} ieN, teT (4.4)

The objective function (4.1) maximizes the number of attacked nodes in the planning
horizon. Constraint (4.2) imposes the resource budget restriction of the attacker. Con-
straints (4.3) imply that if node i is interdicted in period ¢, it will not be interdicted
again during its recovery periods. Finally, constraints (4.4) represent binary restrictions

on the attacker’s decision variables.

The parameters of TSH have a significant effect on the solution quality and CPU
times. Therefore, some preliminary experiments are done to determine appropriate
parameter values for the algorithm. The termination criteria used in the algorithm
are the maximum number of iterations and the maximum number of non-improving
iterations. While searching the neighbor solutions, three move operators are applied

in TSH: 1-Swap move, 1-Add move, and 1-Drop move.

1-Swap move: We randomly choose a node interdicted in a period (i.e. a node-
period pair for which X;;=1 in the current solution) and a node which is not interdicted
in a period (i.e. a node-period pair for which either X;;=0 or X;;=0 in the current
solution). We calculate the total cost of the current interdiction by subtracting the
cost of the selected interdicted node-period pair, and adding the cost of the selected
non-interdicted node-period pair. If the resulting total cost is higher than the budget,
then we eliminate the selected non-interdicted node-period pair from the possible com-
binations and randomly select another non-interdicted node-period pair. If the total

cost is less than the budget, then we make the selected interdicted node-period pair
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as non-interdicted and the selected non-interdicted node-period pair as interdicted.
In other words, we switch the selected interdicted node-period pair with the selected
non-interdicted node-period pair, and update the current solution. We continue the
search until either there is no possible combination or the number of moves reaches the

neighborhood size.

1-Add move: It is used if the total cost of the current interdiction is less than the
budget. We randomly choose a non-interdicted node-period pair from all combinations
of non-interdicted node-period pairs. We calculate the total cost of the current inter-
diction by adding the cost of the selected non-interdicted node-period pair. If the new
total cost is higher than the budget, then we eliminate the selected non-interdicted
node-period pair from the possible combinations and randomly select another non-
interdicted node-period pair. We continue the search until either there is no possible

combination or the number of moves reaches the neighborhood size.

1-Drop move: We randomly choose an interdicted node-period pair from the
current solution. The selected interdicted node-period pair is made non-interdicted.

The search is continued for all interdicted node-period pairs in the current solution.

In every iteration of TSH, these move operators are executed and the best neigh-
bor is determined. Each move has a separate tabu list. After the best neighbor is
chosen, the opposite of the best move is added into the corresponding tabu list. For
example, if the best neighbor is obtained by a 1-Add move, then it is tabu to drop the
selected node-period pair. The same logic applies for 1-Drop moves. If 1-Swap move

gives the best neighbor, then it is tabu to swap the selected node-period pairs.

The proposed tabu search algorithm can be seen in Figure 4.1, Figure 4.2 and

Figure 4.3 with the following notations.

iter . 1teration counter

maxiter : maximum number of iterations



nonimpiter

maxnonimpiter
Zbestneigh

Zneigh

Zincum

Cneigh

CCUTT

h
h/

: counter of non-improving iteration during which
the incumbent solution does not improve

: maximum number of non-improving iterations

: objective value of the best neighbor

: objective value of a neighboring solution

: objective value of the incumbent solution

. total cost of a neighbor solution

. total cost of the current solution

: tabu tenure

: current size of the tabu list
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Set nonimpiter=0, iter=0, h'=0;

Solve BIP to find the initial values of the attacker’s decision variable;

Fix the initial values of the attacker’s decision variable in the lower level problem;

Calculate the objective value of the follower by solving it with Cplex:

Set the obtained solution as the current selution and incumbent solution;

while iter < maxiter and nonimpiter < maxnonimpiter do

Set Zbestneigh o

for 1-Add move and 1-Swap move call Algorithm 1

for 1-Drop move call Algorithm 2

if the best move 18 not previously added to the corresponding tabu list then

Add tabu move to the tabu list;

if 1’ > h then

Remove the oldest tabu move from the list;

end if
end if

Set the best neighbor solution as the current solution:

iter=iter+1:

nonimpiter=nonimpiter+1;

end while

return incumbent solution

Figure 4.1. Tabu Search Main Algorithm
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for each feasible neighbor do
Compute Z,, ;45 by solving the lower level problem;
if Z,cion=2 then

neig incum
Update the best neighbor solution and incumbent solution as neighbor solution:
Set nonimpiter = 0;

else if move to the neighbor solution is in the tabu list then
Discard it and Continue with the next neighbor;

end if

if Zpeigh< Zbestneigh and move to the neighbor solution is not in the tabu list then
the best neighbor solution «— neighbor solution;

end if

end for

Figure 4.2. Algorithm 1

for each feasible neighbor do
Compute Z,,,;4p, by solving the lower level problem|:
If Zo0igh™ Zincum then
Update the best neighbor solution and incumbent solution as neighbor solution:
Set nonimpiter = 0;
else if move to the neighbor solution is in the tabu list then
Discard it and Continue with the next neighbor:
end if
if Z,0ign< Zpestneigh and move to the neighbor solution is not in the tabu list then
the best neighbor solution «— neighbor solution;
else if Z,00n= Zpestneigh A0 Cpoigh= Courr and move to the neighbor solution is not in the tabu list
then
the best neighbor solution «— neighbor solution;

end if

end for

Figure 4.3. Algorithm 2
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4.2. Complete Enumeration Method

The complete enumeration method (CEM) explores all possible solutions that are
feasible with respect to budget constraint (i.e. interdiction configurations). In order
to find the objective value of the attacker for a given interdiction configuration, the
values of the of the attacker’s decision variables are fixed in the lower level problem,
which is solved to optimality by Cplex. The CEM can be used in small sized networks
with node interdiction cost equal to one. It is not possible to obtain a feasible solution
for large sized networks or medium sized networks with differentiated node interdiction

costs in a reasonable amount of time.

4.3. Greedy Heuristic

A greedy heuristic (GH) is also designed to assess the quality of TSH on large
sized networks. First, a ratio (f;y) is defined by using the amount of flow at a node
in a period (f;;), the amount of flow at a node in a recovery period (f;j;+;), and the
amount of resource required for complete interdiction of a node in a period (0;).

By = Tt i here 15 0 (4.5)

Oit
Node-period pairs are sorted in descending order of the calculated ratios and the node-
period pair with the highest value is selected as the interdicted node-period pair pro-
vided that it does not exceed the budget of the attacker. In case two ratios are equal,
the number of paths passing through a node in a period are taken into account. The
nodes that appear in the same path with the interdicted node-period pair are also
affected by the attacker’s decision. Therefore, after a node-period pair is selected for
interdiction, the number of paths passing through the affected nodes and the amount
of flow at these nodes are recalculated. The search continues until the attacker totally
exhausts its budget. Finally, when the search is terminated, the follower’s objective

value is found by using the current selection.
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5. COMPUTATIONAL RESULTS

In this chapter, we compare the heuristics developed for the solution of bilevel
network interdiction problem in terms of solution quality and computational efficiency.
As there is no benchmark study in the literature, we generate random test instances

for this purpose.

All algorithms have been coded in C# and the computations have been performed
on a workstation with Intel Xeon 2.60 GHz processor and 64 GB of RAM working
under Windows 10 operating system. The follower’s problem as well as the BIP model

generating the initial solution for TSH are solved by CPLEX 12.7.

A number of instances are created by varying the number of nodes (m), the
density of arcs, and the number of SD pairs in a network. The x and y-coordinates
of the nodes are integer numbers generated from a uniform distribution defined in the
interval [1, 100x(m-1)]. Arc densities are set as 30% and 44% of the total number
of arcs given as mx(m-1). The distance between any two nodes are assumed to be
symmetric and calculated as the Euclidean distance. The flow demand, i.e the number
of passengers who want to travel from a source node to a destination node, is set to
one of the values from the set {100, 200, 300, 400}. The node capacities are set equal
to the multiplication of the number of SD pairs in the network and the highest flow
demand in SD pairs. The amount of resource required for complete interdiction of a
node in a period is a real number generated from a uniform distribution defined in the
interval (0,4). Node interdiction costs vary with respect to nodes or nodes and periods.
Unit node interdiction cost is also used in the experiments. Six scenarios are created
based on three different node interdiction cost settings and two different flow demand

realizations.

e Scenario 1: different flow demands with respect to SD pairs and periods, and

different node interdiction costs with respect to nodes and periods
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e Scenario 2: different flow demands with respect to SD pairs and periods, and
different node interdiction costs with respect to nodes

e Scenario 3: different flow demands with respect to SD pairs and periods, and unit
node interdiction cost

e Scenario 4: different flow demands with respect to SD pairs, and different node
interdiction costs with respect to nodes and periods

e Scenario 5: different flow demands with respect to SD pairs, and different node
interdiction costs with respect to nodes

e Scenario 6: different flow demands with respect to SD pairs, and unit node inter-

diction cost

Two admissible paths are generated for each SD pair using the shortest path
models. These admissible paths are shown in Table A.1. Finally, we determine the
periods as weeks. The number of periods is set to 4 and the number of recovery periods

is set to 2 weeks by including the interdicted period.

The maximum number of iterations is set to 1000 and the maximum number of
non-improving iterations is set to 100. Tabu tenure in the algorithm is set to 6. The
neighborhood size is set to 40% of the problem size which is obtained by multiplying the
number of periods with the number of nodes in the network. For example, the problem
size is 40 for a network consisting of 10 nodes and 4 periods. Thus, neighborhood size

of such a network is set to 16.

5.1. Comparing the Tabu Search Heuristic and Complete Enumeration

First, we compare the performance of TSH and CEM in terms of accuracy and
efficiency on a set consisting of eight instances. To evaluate the results of TSH and
CEM, three runs have been executed for each instance to observe the results of TSH.
The results are presented in Table 5.1 and Table 5.2. The number of nodes, the density
of arcs, and the number of SD pairs are respectively indicated as “No. of nodes”, “Arc
density” and “No. of SD pairs” columns. The average CPU time of three runs is given

in the columns titled “CPU”. The best objective values are the minimum objective
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values. The accuracy of the solutions given by TSH and CEM is measured by computing
the percent deviation (PD) of the best objective value z2%* obtained by TSH from the
optimal objective value z* provided by CEM. PD is computed by the formula given

below:

best ¥

PD =100 x 5 2

z

(5.1)

The average percent deviation and average CPU time values computed over all the
instances are given in the last rows of the tables. In both Scenario 3 and Scenario 6, it
is remarkable that PD of TSH is zero and TSH can find an optimal solution for every
instance. In Scenario 3, the CPU time requirement of TSH is 3.58 seconds, whereas
CEM spends 327.98 seconds on the average. The TSH is also more efficient than CEM
in Scenario 6. As a result, although CEM is an exact technique to solve the problem,
it is not efficient with respect to required computational time, even for small problem

sizes. It is notable that TSH can produce good quality solutions in less CPU time.

Table 5.1. TSH and CEM comparison for Scenario 3

No. of Arc No. of CEM TSH
nodes | density | SD pairs | z* CPU | PD CPU
10 30% 3 0 72.52 | 0%  3.07
10 30% ) 0 7817 | 0%  2.34
10 44% 3 0 69.95 | 0%  2.98
10 44% ) 700 7480 | 0%  2.04
15 30% 3 0 54835 | 0%  4.78
15 30% ) 900 642.33 | 0%  4.08
15 44% 3 0 52956 | 0%  5.16
15 44% 5 1400 608.18 | 0%  4.16
Average 32798 | 0%  3.58
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Table 5.2. TSH and CEM comparison for Scenario 6

No. of Arc No. of CEM TSH
nodes | density | SD pairs | z* CPU | PD CPU
10 30% 3 0 11299 | 0% 3.07
10 30% 5 0 11591 | 0%  2.12
10 44% 3 0 11278 | 0% 2.98
10 44% ) 400 11836 | 0%  2.26
15 30% 3 0 629.94 | 0%  3.92
15 30% 5 400  655.41 | 0%  4.09
15 44% 3 0 56295 | 0%  3.92
15 44% ) 1200 630.67 | 0%  3.81
Average 367.38 | 0%  3.27

5.2. Comparing the Tabu Search Heuristic and Greedy Heuristic

The performance of TSH in six scenarios is compared with GH by utilizing 28
different instances. Three runs have been executed for each instance to observe the
results of TSH. The results are presented in Tables 5.3-5.8. The average objective
value of the runs performed in TSH is shown as z7¢. If the best objective value zgn
provided by GH is equal to the best objective value z2$% obtained by TSH, it is shown
by “-” in the “Better algorithm” column. Otherwise, the algorithm providing a better

solution is indicated in this column.

It is seen from the following tables that the average CPU time of TSH is between
21 seconds and 23 seconds for Scenario 1, Scenario 2, Scenario 4, and Scenario 5 whereas
approximately 14 seconds for Scenario 3 and Scenario 6. On the other hand, GH spends
at most 0.16 seconds for an instance. However, although GH can solve the problem
in less computational time, TSH provides slightly better results compared to GH. For
example, in Scenario 1 and Scenario 4, TSH finds better solutions in 22 instances

whereas GH is only better in one instance. Both heuristics have the same solution for
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five instances. A similar observation can be made for Scenario 2 as seen in Table 5.4,
GH finds a better solution for one instance but TSH is better in 14 instances and same
as GH in 13 instances. It is noticeable that GH cannot find a better objective value
than TSH for Scenario 3, Scenario 5, and Scenario 6, whereas TSH obtains better
solutions in these scenarios. On the other hand, due to the fact that the objective
values are zero in 26 instances, it can be said that TSH finds an optimal solution for

these instances.

In addition to three runs, TSH has been run ten times for better resulting in-
stances of GH. The results are indicated in Table 5.9. It is seen that TSH finds the
same objective values with GH in Scenario 1 and Scenario 4. On the other hand, TSH

can obtain a better solution in Scenario 2.

Finally, interdiction decisions on 10-node and 20-node networks are presented
for Scenario 1 in Table A.2, for Scenario 2 in Table A.3, for Scenario 3 in Table A.4,
for Scenario 4 in Table A.5, for Scenario 5 in Table A.6, and for Scenario 6 in Table
A.7. When we compare Scenario 1 with Scenario 4, and Scenario 2 with Scenario 5,
it is noticed that the amount of flow demand between SD pairs is important for the
interdiction decision of the attacker. Therefore, the most frequently used nodes are
usually interdicted by the attacker as they have high flow demands. It is also observed
that the proposed TSH obtains the best solutions for periodic interdiction decisions in
Scenario 3 and Scenario 6. Thus, it can be said that in case of unit node interdiction
cost, the attacker mostly chooses early periods to cause more damage in the network
and does not attack during recovery periods. However, there is no such observation in
case of differentiated node interdiction costs because of the resource budget restriction.
Hence, it is seen that the attacker tends to attack the nodes with low interdiction costs

in Scenario 1, Scenario 2, Scenario 4, and Scenario 5.



Table 5.3. TSH and GH comparison for Scenario 1

No. of Arc No. of GH TSH Better

nodes | density | SD pairs | zgu | CPU | z5%t | 27 | CPU | algorithm
10 30% 3 400 0.13 400 400 3.35 -
10 30% 5 700 0.01 500 500 3.21 Tabu
10 44% 3 400 0.02 0 0 3.48 Tabu
10 44% 5 1200  0.02 900 900 3.18 Tabu
20 30% 3 300 0.02 100 100 9.51 Tabu
20 30% 5 500 0.02 300 367 8.79 Tabu
20 44% 7 1000  0.02 800 933 11.50 Tabu
20 44% 3 100 0.02 100 100 8.28 -
20 30% 5 100 0.02 100 100 9.40 -
20 30% 7 800 0.02 700 700 8.40 Tabu
30 44% 3 1100  0.05 600 600 17.71 Tabu
30 44% 5 2300  0.02 1800 1833 14.29 Tabu
30 30% 7 3300  0.03 | 2700 2767 14.96 Tabu
30 30% 3 700 0.02 300 300 13.32 Tabu
30 44% 5 1600  0.02 1400 1400 18.13 Tabu
30 44% 7 2700  0.02 | 2500 2500 17.72 Tabu
40 30% 3 100 0.02 400 400  23.52 Greedy
40 30% b) 1700  0.03 1300 1300 26.72 Tabu
40 44% 7 3500 0.02 | 2800 2933 27.62 Tabu
40 44% 3 300 0.02 100 100 26.01 Tabu
40 30% 5 2200  0.02 1500 1500 27.49 Tabu
40 30% 7 3600  0.02 2700 2833 31.90 Tabu
50 44% 3 1100  0.02 500 567  46.31 Tabu
o0 44% 5 1900  0.02 1400 1400 46.53 Tabu
50 30% 7 2600  0.02 2000 2033 50.98 Tabu
50 30% 3 300 0.02 300 300  39.29 -
50 44% 5 1100  0.02 1100 1133 47.80 -
50 44% 7 1700  0.02 1500 1633 40.77 Tabu

Average 0.03 21.43
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Table 5.4. TSH and GH comparison for Scenario 2

No. of Arc No. of GH TSH Better

nodes | density | SD pairs | zgu | CPU | z5%t | 27 | CPU | algorithm
10 30% 3 0 0.13 0 0 2.45 -
10 30% 5 0 0.00 0 0 2.56 -
10 44% 3 0 0.02 0 0 2.84 -
10 44% 5 900 0.02 900 900 2.76 -
20 30% 3 900 0.02 300 300  10.52 Tabu
20 30% 5 900 0.02 300 567  10.21 Tabu
20 44% 7 900 0.02 900 900 9.63 -
20 44% 3 300 0.02 300 300  10.62 -
20 30% 5 300 0.02 300 300 11.81 -
20 30% 7 900 0.02 500 500  12.56 Tabu
30 44% 3 1100  0.03 900 900  20.52 Tabu
30 44% 5 1100  0.02 900 967  20.59 Tabu
30 30% 7 1900  0.02 1600 1600 21.03 Tabu
30 30% 3 1100  0.02 500 500  17.06 Tabu
30 44% 5 1100  0.02 900 1033 22.48 Tabu
30 44% 7 2300  0.02 1900 1900 22.49 Tabu
40 30% 3 400 0.04 400 400  28.68 -
40 30% b) 1100  0.02 1100 1167 27.56 -
40 44% 7 2900  0.03 | 2900 2900 30.27 -
40 44% 3 500 0.02 500 500  26.06 -
40 30% 5 1100  0.02 1200 1200 24.77 Greedy
40 30% 7 2900  0.02 2700 2900 24.90 Tabu
50 44% 3 0 0.02 0 0 40.81 -
o0 44% 5 1000  0.02 300 300  46.54 Tabu
50 30% 7 2200  0.02 500 500  43.80 Tabu
50 30% 3 0 0.02 0 200  48.59 -
50 44% 5 1800  0.02 1100 1167 43.12 Tabu
50 44% 7 2500  0.02 1300 1300 56.45 Tabu

Average 0.03 22.92
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Table 5.5. TSH and GH comparison for Scenario 3

No. of Arc No. of GH TSH Better

nodes | density | SD pairs | zgu | CPU | z5%t | 27 | CPU | algorithm
10 30% 3 0 0.16 0 0 3.07 -
10 30% 5 0 0.00 0 0 2.34 -
10 44% 3 0 0.02 0 0 2.98 -
10 44% 5 900 0.02 700 700 2.04 Tabu
20 30% 3 0 0.02 0 0 6.28 -
20 30% 5 1100  0.02 1100 1100  6.02 -
20 44% 7 2200  0.02 1900 1900 5.83 Tabu
20 44% 3 0 0.01 0 0 5.39 -
20 30% 5 900 0.02 900 900 5.94 -
20 30% 7 1400  0.02 1400 1400  6.80 -
30 44% 3 1500  0.03 700 700  10.09 Tabu
30 44% 5 2400  0.02 1600 1600 12.36 Tabu
30 30% 7 3700 0.02 | 2800 2800 14.31 Tabu
30 30% 3 0 0.01 0 0 11.17 -
30 44% 5 1500  0.02 1100 1100 10.54 Tabu
30 44% 7 3100 0.02 | 2800 2800 13.12 Tabu
40 30% 3 800 0.02 700 700 16.19 Tabu
40 30% b) 2800  0.02 1700 1700 18.80 Tabu
40 44% 7 3900 0.02 | 3500 3500 18.87 Tabu
40 44% 3 0 0.02 0 0 20.30 -
40 30% 5 900 0.02 900 900  18.77 -
40 30% 7 2700  0.02 2600 2600 19.35 Tabu
50 44% 3 700 0.02 700 700  24.35 -
o0 44% 5 2800  0.02 | 2400 2400 24.60 Tabu
50 30% 7 3900  0.02 2800 2867 29.21 Tabu
50 30% 3 900 0.02 700 700  23.73 Tabu
50 44% 5 2700  0.01 2400 2400 24.02 Tabu
50 44% 7 2900 0.01 2900 2900 32.37 -

Average 0.02 13.89
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Table 5.6. TSH and GH comparison for Scenario 4

No. of Arc No. of GH TSH Better

nodes | density | SD pairs | zgu | CPU | z5%t | 27 | CPU | algorithm
10 30% 3 500 0.16 500 500 3.31 -
10 30% 5 1000  0.01 600 600 3.22 Tabu
10 44% 3 500 0.03 0 0 3.14 Tabu
10 44% 5 1300  0.02 900 967 3.28 Tabu
20 30% 3 800 0.02 300 300 9.45 Tabu
20 30% 5 800 0.02 600 600 8.67 Tabu
20 44% 7 1100  0.02 800 800  12.60 Tabu
20 44% 3 300 0.02 300 300 9.12 -
20 30% 5 300 0.02 400 400 9.35 Greedy
20 30% 7 600 0.02 600 600 9.22 -
30 44% 3 1100  0.03 500 500  20.99 Tabu
30 44% 5 2100  0.02 1700 1700 16.06 Tabu
30 30% 7 2900  0.02 | 2300 2433 15.66 Tabu
30 30% 3 400 0.03 200 200 13.94 Tabu
30 44% 5 1600  0.02 1200 1200 19.96 Tabu
30 44% 7 2600  0.02 | 2000 2000 20.17 Tabu
40 30% 3 400 0.02 300 367  24.39 Tabu
40 30% b) 1200  0.03 1200 1367 28.61 -
40 44% 7 2600  0.02 | 2400 2600 26.87 Tabu
40 44% 3 300 0.03 300 300  30.34 -
40 30% 5 1500  0.02 1100 1433  26.52 Tabu
40 30% 7 2700  0.02 2200 2200 28.70 Tabu
50 44% 3 1200  0.02 600 600 45.24 Tabu
50 44% 5 2400  0.02 1400 1400 45.61 Tabu
50 30% 7 2400  0.02 2000 2000 43.27 Tabu
50 30% 3 500 0.02 400 400  56.09 Tabu
50 44% 5 1600  0.02 1200 1267 55.90 Tabu
50 44% 7 2000  0.02 1800 1800 42.44 Tabu

Average 0.03 22.58
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Table 5.7. TSH and GH comparison for Scenario 5

No. of Arc No. of GH TSH Better

nodes | density | SD pairs | zgu | CPU | z5%t | 27 | CPU | algorithm
10 30% 3 0 0.15 0 0 2.42 -
10 30% 5 0 0.00 0 0 2.41 -
10 44% 3 0 0.01 0 0 2.92 -
10 44% 5 1200  0.02 1200 1200 2.83 -
20 30% 3 1200  0.02 600 600  10.49 Tabu
20 30% 5 1200  0.02 600 867  10.16 Tabu
20 44% 7 1200  0.02 1200 1200 9.63 -
20 44% 3 600 0.02 600 600  10.13 -
20 30% 5 600 0.02 600 600 10.51 -
20 30% 7 1200  0.02 800 800  11.73 Tabu
30 44% 3 800 0.03 800 800  14.59 -
30 44% 5 800 0.02 800 800  19.17 -
30 30% 7 1200  0.02 1200 1200 24.26 -
30 30% 3 800 0.02 400 400  17.22 Tabu
30 44% 5 800 0.03 800 800  19.28 -
30 44% 7 1200  0.02 1200 1200 20.07 -
40 30% 3 400 0.02 400 400  20.43 -
40 30% b) 800 0.02 800 800  27.29 -
40 44% 7 2000  0.03 | 2000 2000 27.68 -
40 44% 3 400 0.02 400 400  28.85 -
40 30% 5 800 0.02 800 1067 24.98 -
40 30% 7 2000  0.02 2000 2267 25.46 -
50 44% 3 0 0.02 0 0 42.76 -
o0 44% 5 400 0.02 200 200  48.76 Tabu
50 30% 7 800 0.02 400 400  47.32 Tabu
50 30% 3 0 0.02 0 0 61.97 -
50 44% 5 1400  0.02 800 800  43.53 Tabu
50 44% 7 1800 0.03 | 1400 1400 48.76 Tabu

Average 0.02 22.70
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Table 5.8. TSH and GH comparison for Scenario 6

No. of Arc No. of GH TSH Better

nodes | density | SD pairs | zgu | CPU | z5%t | 27 | CPU | algorithm
10 30% 3 0 0.14 0 0 3.07 -
10 30% 5 0 0.00 0 0 2.12 -
10 44% 3 0 0.02 0 0 2.98 -
10 44% 5 1200  0.02 400 400 2.26 Tabu
20 30% 3 0 0.01 0 0 6.79 -
20 30% 5 800 0.02 800 800 6.19 -
20 44% 7 2000  0.03 1200 1200 5.45 Tabu
20 44% 3 0 0.02 0 0 6.06 -
20 30% 5 400 0.02 400 400 6.69 -
20 30% 7 800 0.02 800 800 5.64 -
30 44% 3 800 0.03 800 800 9.85 -
30 44% 5 2000  0.02 | 2000 2000 10.06 -
30 30% 7 2400  0.03 | 2400 2533 11.79 -
30 30% 3 0 0.02 0 0 12.29 -
30 44% 5 800 0.02 800 800  10.81 -
30 44% 7 2800  0.02 | 2000 2000 12.04 Tabu
40 30% 3 800 0.03 800 800  16.28 -
40 30% b) 2800  0.02 2000 2000 18.72 Tabu
40 44% 7 4000 0.02 | 3200 3200 17.34 Tabu
40 44% 3 0 0.02 0 0 21.21 -
40 30% 5 1200  0.02 800 800  19.10 Tabu
40 30% 7 2400  0.02 2000 2000 19.12 Tabu
50 44% 3 1200  0.02 800 800  24.73 Tabu
50 44% 5 4000  0.02 2400 2400 24.21 Tabu
50 30% 7 4800  0.02 3400 3400 28.47 Tabu
50 30% 3 800 0.02 800 800  23.94 -
50 44% 5 2400  0.02 2400 2400 24.10 -
50 44% 7 3200 0.02 | 3200 3267 40.60 -

Average 0.03 14.00
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Table 5.9. TSH results

No. of Arc No. of
Scenario nodes | density | SD pairs 235" | zrs’ | CPU
Scenario 1 40 30% 3 100 | 280 | 27.71
Scenario 2 40 44% 5 900 | 1050 | 25.95
Scenario 4 20 44% 5 300 | 390 | 9.43
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6. CONCLUSION

In this study, a bilevel multi-period network interdiction problem considering
recovery periods has been analyzed. A mixed-integer linear mathematical model is
formulated to solve an attacker-operator problem in the transportation network. In
this model, the attacker in the upper level aims to minimize the amount of flow in the
network by interdicting some nodes. On the contrary, the operator in the lower level
aims to maximize the amount of flow in the network after the attacks are realized.
Flow demand from a source node is transferred to a destination node using admissible

paths. The admissible paths are determined by the shortest path models.

A tabu search heuristic is developed to solve the proposed model and it is tested
on several networks. The tabu search algorithm first choose some of the attacker’s
binary decision variables to fix in the lower level, then it exactly solves the lower level
problem for the fixed decision variables. The tabu search heuristic starts with a feasible
solution generated by an initial model aiming to find the maximum number of node
interdiction in the network and employs three particular move operators during the

search.

Instances are generated under various conditions assuming different arc densities,
different network sizes and different number of source-destination pairs in the networks.
These instances are examined for several scenarios to observe the change in the net-
work’s behavior and the performance of tabu search heuristic in these varied scenarios.
The tabu search algorithm is run three times and the minimum objective values are

reported as the best objective values for each instance.

Complete enumeration and greedy methods have been used to assess the per-
formance of the tabu search heuristic. Eight instances are used to compare the tabu
search heuristic with complete enumeration method. Their testings are limited to small
sized networks because it is not possible to apply complete enumeration method on

large sized networks or medium sized networks with differentiated node interdiction
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costs due to the use of an exhaustive search. Important outcomes observed from the
tabu search heuristic and complete enumeration method comparison are that the tabu
search heuristic is capable of finding the optimal solutions for all instances and the
CPU times of the tabu search heuristic are clearly less than the CPU times of com-
plete enumeration method. On the other hand, six different scenarios are considered in
the tabu search heuristic and greedy heuristic comparison. Each scenario is tested on
28 instances. Therefore, 168 instances are used to compare the results of tabu search
heuristic and greedy heuristic. It is noticed that tabu search heuristic has better so-
lutions for 91 instances whereas greedy heuristic is better in three instances. Both
algorithms find the same solution for 74 instances. The tabu search heuristic also ob-
tains an optimal solution in 26 out of 168 instances. Therefore, it is obvious that tabu
search heuristic is an appropriate solution method for the proposed model. In addition,
the most common nodes between source-destination pairs are usually interdicted by
the attacker. The attacker makes his/her interdiction decision based on the amount of
flow demand between source-destination pairs and low interdiction costs. When there
is unit node interdiction cost, interdiction decisions are usually made in early periods

and recovery periods are not preferred to make an attack.

In our study, we use an integer constant for the recovery period of a node. How-
ever, further analyses can be done by considering different approaches for the recovery
period. The planning horizon can also be increased to achieve a long-term strategic
perspective. Furthermore, the addressed problem can be extended by adding either

partial interdiction or arc interdiction decisions.
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APPENDIX A: RESULTS

Table A.1 Admissible paths

No. of Arc No. of | SD node
nodes | density | SD pairs pair Path nodes

10 44% 3 4-1 412 |1
4 121911

6-2 6 | 4] 2

6 |9 |2

109 |10]2]09
10131219

10 44% 5 4-1 4 | 2|1
4 1219 |1

6-2 6 | 4] 2

6 |9 |2

10-9 101219
101311219

3-8 31118
311518

7-5 71115

7185

10 30% 3 4-1 491
419123

6-2 6 |9 |2
6 |9 3
100 |10 3|29
10031119

10 30% 5 4-1 491
419123

Continued on next page




Table A.1 Admissible paths (cont.)

No. of Arc No. of | SD node
nodes | density | SD pairs pair Path nodes
6-2 6|92
69| 1] 32
10-9 0312109
1003 11]09
3-8 31258
31 1]19]25
7-5 7191215
71119215
15 44% 3 4-1 4 17 113]1
4 12| 1
6-2 6 | 3|4 |72
6 |3 [11] 2
10-9 10} 6 |9
10011211 1]9
15 44% 5 4-1 41711311
4 12| 1
6-2 6|3 4|72
6 | 3 [11] 2
10-9 101 6 |9
1011211 1] 9
13-15 137 1115
13[7 4115
7-5 7110] 5
714 112{10] 5
| 30% 3 41 |47 (131
41718121
6-2 6| 3|8 ]2

Continued on next page
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Table A.1 Admissible paths (cont.)

No. of Arc No. of | SD node
nodes | density | SD pairs pair Path nodes
6 |10 8 | 2
10-9 1008 |12] 1
10719
15 30% 5 41 |47 |13]1
4 17| 8|12
6-2 6 |3 |82
6 |10 8 | 2
10-9 108 |12] 1
10719
13-15 1374115
13121115
7-5 7T 113] 5
71131115
20 44% 3 4-1 4 11| 1
4 120 11] 1
5-8 511916 | 8
5 | 1712 ] 16
10-7 1047
1016 4|7
20 44% 5 4-1 4 11| 1
4 120 11] 1
5-8 511916 | 8
5 117]112]16 | 8
10-7 1047
1016 4| 7
15-18 151 |18
151 |11]18

Continued on next page




Table A.1 Admissible paths (cont.)

No. of Arc No. of | SD node
nodes | density | SD pairs pair Path nodes
19-12 19| 16 | 12
19| 16 | 10 | 12
20 44% 7 4-1 4 |11 ] 1
4 120111
5-8 5119|161 8
5 117112116 8
10-7 10 4|7
10116 4 | 7
15-18 15 1 |18
15 1 | 11|18
19-12 19|16 | 12
19 116 | 10 | 12
20-16 20 | 11 | 18 | 16
20 4 |16
13-17 1315|1217
13116 |12 | 17
20 30% 3 4-1 40111
4 17121
5-8 5119|116 8
516 (201 8
10-7 10 4|7
101124 | 7
20 30% 5 4-1 41111
4 17121
5-8 5119|161 8
516 (201 8
10-7 10 4|7

Continued on next page

52



Table A.1 Admissible paths (cont.)

No. of Arc No. of | SD node
nodes | density | SD pairs pair Path nodes
0124 |7
15-18 1512 | 16 | 18
1513 |16 | 18
19-12 19116 | 12
19| 16 | 10 | 12
20 30% 7 4-1 41111
4 17121
5-8 5 119|161 8
516 (201 8
10-7 10 4|7
101124 | 7
15-18 15112 |16 | 18
15113 |16 | 18
19-12 19|16 | 12
19 116 | 10 | 12
20-16 20| 8 | 16
20 |12 | 16
13-17 131512 |17
13116 | 12| 17
30 44% 3 41 4201
4 |11 118 | 1
5-8 5 127| 8
5129 8
7-26 7041201 |26
71412016 |26
30 44% 5 4-1 4 1201 1
4 111118 1

Continued on next page
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Table A.1 Admissible paths (cont.)

No. of Arc No. of | SD node
nodes | density | SD pairs pair Path nodes
-8 5 127| 8
5129| 8
7-26 714120 1|26
71412016 |26
10-11 10 | 12| 16 | 11
10119171216 | 11
19-12 19 | 17 | 12
19 110 | 12
30 44% 7 4-1 41201 1
4 111118 1
5-8 5 127| 8
5129 8
7-26 7141201126
7141201626
10-11 10 12|16 | 11
10119 | 17|12 |16 | 11
19-12 19 | 17 | 12
19 110 | 12
20-25 200 8 |25
20| 16 | 25
17-29 17 | 27 | 29
17 [ 12 | 27| 29
30 30% 3 41 4201
4 111115 1
5-8 519 (25| 8
5 116| 8
7-26 711115126

Continued on next page
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Table A.1 Admissible paths (cont.)

No. of Arc No. of | SD node
nodes | density | SD pairs pair Path nodes
711116 | 26
3 30% 5 4-1 412001
4 |11 15| 1
5-8 519 (25| 8
5 116| 8
7-26 7T 11111526
7 |11 |16 | 26
10-11 10112 116 | 11
1019171216 | 11
19-12 19| 17 | 12
19 |10 | 12
30 30% 7 4-1 412011
4 [ 11115 1
5-8 519 (25| 8
5 116 | 8
7-26 7 |11 |15 | 26
7T 111116 | 26
10-11 10112 16 | 11
1011917 12|16 | 11
19-12 19| 17 | 12
19 110 | 12
20-25 201 9 |25
20119 25
17-29 1712729
17112 |27 | 29
40 44% 3 4-1 4 18] 1
4 |7 18| 1

Continued on next page
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Table A.1 Admissible paths (cont.)

No. of Arc No. of | SD node
nodes | density | SD pairs pair Path nodes
-8 5 37| 8
5 125|371 8
7-11 711811
714 18|11
0 4% 5 41 4|18 1
4 171181
5-8 5 37| 8
5 25|37 8
7-11 711811
714 18|11
15-18 1511 |18
151 23]11]18
19-14 19 (29| 14
198 |14
40 44% 7 4-1 4 18| 1
4 17 118] 1
9-8 5 37| 8
5 125|371 8
7-11 711811
T4 18]11
15-18 151 |18
1511 23]11]18
19-14 19 (29| 14
198 |14
20-16 20| 38| 16
20| 33 | 16
13-31 131353231

Continued on next page
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Table A.1 Admissible paths (cont.)

No. of Arc No. of | SD node
nodes | density | SD pairs pair Path nodes
13|17 | 31
40 30% 3 4-1 4181
4 |7 18| 1
5-8 5 |37 8
5 |34 ] 8
7-11 712411
714 24|11
40 30% 5 4-1 418 1
4 |7 18| 1
5-8 5 | 37| 8
5 |34 ] 8
7-11 712411
71412411
15-18 151 1 |18
15| 4 |18
19-14 1912914
19| 8 | 14
40 30% 7 41 4181
4 |7 18| 1
5-8 5 |37 8
5 |34 ] 8
7-11 712411
71412411
15-18 15 1 |18
15| 4 |18
19-14 19129 | 14
19| 8 | 14

Continued on next page
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Table A.1 Admissible paths (cont.)

No. of Arc No. of | SD node
nodes | density | SD pairs pair Path nodes
20-16 20|33 |16
20 6 | 16
13-31 131351831
1317 12|32 31
50 | 4% 3 51 |59 231
5 141123 1
8-22 8 [ 16 | 20 | 22
8 [ 18|22
7-26 711823126
711826
50 44% 5 5-1 519 123]1
5 41123 1
8-22 8 [ 16 | 20 | 22
8 | 18] 22
7-26 711823126
711826
10-12 10 | 17 | 12
10 | 50 | 17| 12
19-15 19 17|12 ] 15
19 | 50 | 15
50 | 4% 7 51 |59 231
5 41123 1
8-22 8 [ 16 | 20 | 22
8 | 18] 22
7-26 711823126
711826
10-12 10 | 17| 12

Continued on next page
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Table A.1 Admissible paths (cont.)

No. of Arc No. of | SD node
nodes | density | SD pairs pair Path nodes
10 | 50 | 17| 12
19-15 1911712 15
19 | 50 | 15
20-50 20|23 | 50
20| 12 | 17 | 50
17-29 1711929
17110 | 29
50 | 30% 3 51 |5 (251
519161
8-22 8 | 45| 22
8 | 45 ] 20 | 22
7-26 7 18|23 |26
7 145120 | 23|26
o0 30% 5 51 |5 |25 1
519161
8-22 8 | 45| 22
8 [ 45 (20| 22
7-26 7 |18 |23 |26
7 145120 |23 26
10-12 10 | 17| 12
10 | 50 | 17 | 12
19-15 19|17 12 | 15
19 | 50 | 15
o0 30% 7 51 |5 |25 1
519161
8-22 8 | 45| 22
8 |45 ] 20 | 22

Continued on next page
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Table A.1 Admissible paths (cont.)

No. of Arc No. of | SD node
nodes | density | SD pairs pair Path nodes
7-26 711823126
714512023 |26
10-12 10 | 17 | 12
10| 50 | 17| 12
19-15 1917112 | 15
19 | 50 | 15
20-50 20 | 23 | 50
20 | 12 | 17 | 50
17-29 17119 | 29
17110 | 29
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Table A.2. Interdiction decisions in Scenario 1

No. of Arc No. of
nodes | density | SD pairs Interdiction
10 30 3 Xi1=X120=X02=Xo3=X43=X103=1
5 Xig=Xoo=X03=Xy3=X520=X71=X103=1
44 3 Xo1=Xoo=Xo3=Xgo=1
5 Xi2=X13=Xop=Xo3=X52=X71=1
Xgo=Xga=1
20 30 Xi1=Xo3=X50=X54=Xg1=Xgs=1
’ X102 =X103=X113=1
5 X11=Xo3=X52=X54=X51=Xgu=1
Xi03 = X113 = X161 = X163 =1
. Xi1=Xo3=X59=X54=Xg1=X193=1
X113 = X132 =X161=X163=1
44 3 Xi1=Xs20=X54=Xg1=Xoa=X1p2=1
Xi03 =X113=X121 =1
5 Xi1 = X102 =X103=X113=Xi61 =Xi63=1
Xis3 =1
- Xi1=Xg1=X103=X113=Xi32=X154=1

X161 =X163=1
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Table A.3. Interdiction decisions in Scenario 2

No. of Arc No. of
nodes | density | SD pairs Interdiction
10 30 3 Xo1=Xo3=Xy1 =Xuo=Xy4=X101=1
X102 =X103=1
5 Xo1=Xo3=Xy1=X43=X101=ZX102=X104=1
44 3 Xo1=Xo3=Xy1 =Xuo=Xu4=X101=1
X022 = X104 =1
5 Xo1=Xo3=X31=X30=X33=Xy3=1
20 30 3 Xi1=X12=X13=X73=Xg1=Xg3=1
5 Xi1=X13=X73=Xg1=Xg3=Xi61=X163=1
Xi1=X12=X13=X14=Xg1 =Xgo=1
7 Xg3=Xga=Xi21=X123=Xi51=Xi63=1
X164 = X182 = X183 = X154 = X201 = X202 =1
44 3 Xi11=X13=Xr3=X161=X163=X1g2=1
5 Xi1=X13=X73=X6,1 = X162 = X163 =1
7 Xi1=X13=Xr3=X123=X161=X163=1

Table A.4. Interdiction decisions in Scenario 3

No. of Arc No. of
nodes | density | SD pairs Interdiction
10 30 3 X11=X91=Xg3=Xg4s=1
) Xo1=X33=X91=X93=1
44 3 Xi1=X01=X03=X31=1
5 Xi3=Xo1=Xo3=X71=1
20 30 3 X41=Xy3=Xg1=Xs3=1
5 Xi1=Xu3=X161=X163=1
7 Xy1=Xy3=X161=X163=1
44 3 Xy1=Xu3=Xg1=X63=1
) Xi11=X13=X161=X163=1
7 X3 =Xi53= X161 =X163=1
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Table A.5. Interdiction decisions in Scenario 4

No. of Arc No. of
nodes | density | SD pairs Interdiction
10 30 3 X11=X120=X0o=Xo3=Xy3=X50=X193=1
. Xip=Xoo=Xo3=X41=Xy3=X52=1
X71=Xi3=1
44 3 Xo1=Xoo=Xo3=Xy3=X52=1
5 Xin=Xoo=X03=X50=X71=X32=X103=1
20 30 3 Xi1=Xo3=X50=X54=Xg1=Xp2=1
X103 =X113=1
5 X11=Xo3=X52=X54=Xs51=X103=1
Xi1,3 = X161 = X163 =1
- X11=Xo3=X52=X54=Xg1=X102=1
X113 = X132 =X161=X163=1
44 3 Xi1=Xo3=X54=Xg1=Xoa=X1p2=1
Xi03=X113=Xi63 =1
s Xi1=Xg1=Xg4=Xq092=Xi03=X113=1
X161 = X163 = X1g2 =1
- Xi1=Xg1=X102=X103=X113=X121=1

X292 = X161 = X163 =1
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Table A.6. Interdiction decisions in Scenario 5

No. of Arc No. of
nodes | density | SD pairs Interdiction
10 30 3 Xo1=Xoo=Xoy=X41=Xs3=X101=X03=1
5 Xo1=Xo3=X34=X41=2X43=2X101=X2=1
44 ; Xoi = Xoo = Xog = Xa1 = Xag = Xgq=1
X102 =Xp0s4=1
5 X11=Xo1=Xo3=X33=Xy2=X44=1
20 30 3 Xi1=X10=X13=X14=X73=Xg1=Xg3=1
5 X11=X13=Xr1=Xs1=Xsg3=X161=X163=1
Xi1=X12=X13=X14=Xs1=Xs2=1
7 Xs3=Xi21 = X123 = X161 = X162 = X163 = 1
X164 = X182 = X183 = X184 = Xoo1 = Xop2 =1
44 3 X11=X12=X13=X73=Xs1=Xgo=Xg3=1
5 Xi1=X12=X14=X71=Xs1=X161=X163=1
7 X11=X13=X71=Xi23= X161 = X163 =1

Table A.7. Interdiction decisions in Scenario 6

No. of Arc No. of
nodes | density | SD pairs Interdiction
10 30 3 X11=X01=X41=Xg3=1
5 Xi1=Xo1=X33=Xg3=1
44 3 Xo1=Xo3=X31=X41=1
5 Xo1=Xo3=X51=Xr3=1
20 30 3 Xy1=Xu3=X51=Xg3=1
5 Xa1=Xu3=X161=X163=1
7 X1 =X43=X161=X163=1
44 3 X41=Xu3=X53=X161=1
5 Xy1=Xy3=X161=X163=1
7 Xa1=Xu3=X151=X163=1
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