1. Introduction

Software is a fundamental part of modern life. We depend on the operation of
software whether we are watching a video, traveling on a plane, calling a friend or
using electricity power. Human life [1] and monetary losses [2] may occur because of
issues that are not addressed in software components. Software quality assurance is
the collection of activities that ensure the operations of software are complaint with
the requirements [3]. Similar to all economical activities, software quality assurance is
constrained by the budget of software projects. Efficient allocation of software quality
assurance resources is crucial for the development of more reliable software. Develop-
ment of a large software is beyond the technical capabilities of a single person or a few
people. For this reason, large software is built and tested through the collaboration of
many developers. Efficient coordination of the developers during the software quality

assurance activities is one of the fundamental problems of software engineering.

Delivering a bug-free software is practically impossible due to the impracticality
of performing exhaustive testing in terms of time and cost. Software are released with
an unknown amount of inherent issues. It is a common belief in software engineering
that as the number of eyeballs increase bugs become easier to notice [4]. Therefore
after the release of a software, the most important element of the software quality
assurance activities is the publicly available issue management systems. In the issue
management process, developers own (or get assigned to) issues reported by testing
teams or software users. The key problem of this process is assigning the right developer
to the right issue and showing the defect-prone parts of the software to the developers.
In organizations twenty five percent of the time is spent while waiting for decisions [5].
We may improve the efficiency of issue management process by building an automated

issue recommendation system to reduce the idle waiting time.



1.1. Software Networks

Large software can be classified as complex systems. Artificial and natural com-
plex systems arise from the nature of the relations between many relatively simple
entities [6]. Graph is a useful abstraction in computer science used to model complex
systems and it is widely used in a range of application areas [7, 8, 9, 10]. In recent years,
there has been considerable interest in modeling different complex systems as networks.
Various researchers examined the network properties in order to identify similarities
among networks from diverse domains [9]. Scale-free network is defined as a network
whose degree distribution follows power-law [8]. Scale-free networks are observed in
different domains, and they surprisingly share similar properties [8]. Networks such as
academical collaboration, epidemics, world wide web and internet routers show some
similar properties such as power-law degree distribution and low network diameter|8].
In software domain, researchers have also found that many dependency networks of

large software systems are scale-free networks [11].

In software engineering, research on software networks goes back to early 1980s
[12]. In the early years, most of the research has been on building the dependency
graph for various programming languages and execution environments. Over the years,
interest of researchers moved to investigating the relation of the dependency network
and software quality. Therefore, various researchers extracted metrics from dependency

graphs based on common global and local properties of the graphs [13, 14].

More recently, the edits on same software modules have been used to construct
a collaboration network among developers similar to scientific collaboration network.
This information has been used in empirical context in research on defect prediction
models [13] and in exploratory studies [14]. One reason behind this surge of interest
may be the emergence of global software development [15]. Software network has
been mostly studied for exploratory research previously. In this research, we used the
software network to model the relation of issues with developers. We used co-edits on
the same defective software modules related to the same category of issues to form the

collaboration links among developers.



1.2. Issue Recommendation System

Recommendation systems are a subclass of information filtering system that pre-
dicts the rating or preference of a user for an item [16]. The recommendation system
we propose is made of two core components namely bug triager and a live defect pre-
dictor. Bug triage is defined as assigning a developer to the most relevant issue based
on past data [17]. Previous research shows that assigning a bug report to an owner
takes five minutes per report on average for large software [17]. For popular projects,
this task may make up the entire workload of several people. Previously, bug triage
problem has been addressed by estimating the text similarity among issues [17]. This
approach has various shortcomings such as language and dependence on issue report
content [17]. In our proposed recommender system, we categorize the issues based
on their content markings. For each category, we rank the developers based on their

collaboration activity and recommend new issues based on this ranking.

Live defect prediction is the prediction of defect-prone modules related to an issue.
A defect predictor can be used to present defect-prone modules to the assigned owner
of an issue. In most defect prediction models the output of the model is provided at a
special snapshot such as the production release or beginning of testing phase [18]. In
our proposed model we extend the machine learning based model by using the historical
defect proneness data of related software modules. For this goal, we utilize the call-
graph of the software to update the predictions at any point during development based

on the categories of recent changes.

In order to build such a recommender, we also investigated the mapping between

the issues and defects in order to understand their relation with each other.

If we examine the successful applications of Al that are widely used in practice,
we observe that most of them need minimum interference by their users [16]. Successful
applications such as movie recommenders, machine translators, image recognizers fit
easily to the existing work flow of the users. Since the most common element in the work

flow of developers regarding quality assurance is issue management system, we believe



that a practical recommendation system should fit easily to the issue management
process. In order to make our proposed issue recommender to be easy to integrate into
the issue management software, we use data that can be extracted with automated

tools from the issue and source code repositories.

1.3. Contributions

In this research we built an issue recommendation system using the collabora-
tion network and the call graph of the software in order to increase the efficiency of
resource allocation during the software quality assurance activities. Contributions of

this research can be summarized as follows:

e Model the software as the combination of developer collaboration network and the
call graph: We modeled software as the combination of developer collaboration
and software call-graph networks. Collaboration is defined as the activity on
the similar software modules by two developers during a release. Call graph is
formed by the caller-callee relations of software modules. We showed the static
and temporal properties of the software collaboration network for a large scale
software and their relation with software issues.

e Build an issue recommendation system using developer collaboration network: De-
veloper collaboration network shows the experience and centrality of developers
within the organization. We used the symptom and category information of
the issues to categorize the past issues and built the collaboration network for
each cluster. Our model ranked the developers based on their centrality within
the collaboration network and recommended the new issue reports based on the
ranking.

o Address developer workload balance problem using the issue recommendation model:
We extended the issue recommendation model to address the issue workload bal-
ancing problem. Issue workload balancing is a critical problem in industry. We
initially showed that in two large software, issues are distributed non-uniformly
among maintenance team members especially during the times when active issue

count is the highest. One problem of the base recommendation model was the



lack of workload balance among developers that may occur when the recommen-
dations of the model were used for issue assignment. We used an approach based
on heuristics in order to overcome the problem of issue workload imbalances.
Model that used workload balancing heuristics performed worse than the model
with no heuristics but distributed issues more uniformly than the original model.
Imbalances of the actual issue assignments may be the possible reason for the
reduction of performance.

Usage of Kronecker networks to estimate the future collaborations of new devel-
opers: Cold start is a common problem in recommender systems and it happens
when a new user or item (issue) is added to the system. In our recommender,
we solved the item(issue) cold start problem with a content based approach. We
categorized the new issue into an existing category and afterwards ran the rec-
ommender algorithm.

Recommending new issues to developers is a more serious problem for the issue
recommender. It is part of the problem of introducing new people to existing
software development teams. As the project progresses initiation of new people
gets harder. There is a lot of knowledge to be transferred to the new people
reducing the productivity of both old and new employees during initiation. Fred
Brooks claims that the addition of new people may even cause delayed project
delivery dates [19].

We propose to use the Kronecker network to address the new people cold start
problem in the issue recommendation system. We used a parametric modelling
method proposed by Leskovec Et al. [20, 21, 22] named Kronocker network to
model the future state of the software collaboration network. We chose Kronecker
graph generator since it is the only method that produce networks that conform
all the properties of scale free networks. Kronecker networks are formed by fitting
Kronecker parameters to the actual network and recursively replicating stochas-
tic Kronecker kernel adjacency matrix by a matrix operation called Kronecker
product.

The Kronecker network approach can be used to recommend issues only to a new
group of developers since the node labels of the generated network can not be

inferred. The state of the future collaboration network can be estimated using



the Kronecker parameters and issues can be recommended to the new group of
developers.

Live defect prediction: In traditional defect prediction models the defect prone-
ness prediction for software modules is provided for specific snapshots of the
software. The predictions of the models help managers in the effective allocation
of the testing resources. However, data that is comprised of defect prone modules
is also valuable for developers at any time during maintenance. We updated the
predictions of the machine learning based prediction model based on the live his-
tory of the software modules in the software call-graph to show the defect prone
software modules at any time during development.

Empirical analysis of the issue recommendation system and the lwe defect predic-
tion model: In our research, we collected the development data of one industrial
large-scale software developed at five international sites as a dataset. The soft-
ware is produced with the collaboration of more than two hundred developers.
We extracted all the issue, collaboration activity and all the code change infor-
mation over a time span of five years which includes two major releases of the
product. We tested the issue recommendation model and its extensions on the
extracted datasets and compared its performance with actual issue assignments.
We showed that our model performance is better than the state of the art text
similarity based issue recommendation systems. We showed the performance of
Kronecker networks in addressing the people cold-start problem and the perfor-

mance of the workload-balancing recommendation system extensions.



2. Problem Definition

Most of the management decisions in software engineering are based on the per-
ceptions of the people about the state of the software and their estimations about its
future states. Some of these decisions are; resource allocation, team building, budget
estimation and release planning. There are many models and applications in both
academia and industry that provide estimations about an aspect of the future state
of a software [23], [18]. While useful, most of these models do not recommend ac-
tions. Most of the prediction models do not present the causal relationships among
the predicted phenomena. The predictions of these models about an artifact can not
be used directly to guide the critical decisions of the organizations. For example, a
defect prediction model output is usually a list of defect-prone software modules but
it contains no information about how to deal with these defects. In other words, these
models mostly act as automated analysts but lack actual management support func-
tionality. Two key reasons of this problem are modeling different aspects of software
incompletely and providing output with little information content. Therefore, a prob-
lem in software engineering is modeling people, process and product (3P) with a more

holistic approach.

In our work, we intend to provide a recommendation system whose output can
be directly used to take actions. For this goal, we employ a model of the software that
includes information about all aspects of 3P. The problem addressed by this disserta-
tion can be divided into two dimensions: 1) Understanding the structure of software

networks, 2) Building a recommender system that helps efficient issue management.

2.1. Understanding the Structure of Software Networks

In this dissertation work we model software projects as two distinct interlinked
networks of developers and information elements (software modules) respectively. These
two networks, namely the information network and collaboration network, can be seen

in Figure 2.1. The collaboration network models the cooperation between developers,
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Figure 2.1: Software network is represented by the combination of its two underly-
ing networks. a) Collaboration network models the interaction among developers, b)

Information network models the relations between software components.

whereas the information network models the dependency relations among the software
modules. These two networks together, provide us an abstraction of the software in

the form of a software network.

The information network is a directed network which is based on the relations
among software modules. An arc forms from software module a to software module b if
a can call b at one point in its execution. The collaboration network is an un-directed
network in which nodes are developers. An edge forms between two developers if they

have contributed on a piece of software at one point.

The nodes in the collaboration network works on a subset of the information
network of software modules at a given time . This information is represented in our
model by links between software modules and contributor programmers. In the model,

software quality is measured by number of defects found in a software module.

Once these two models have been built we aim to investigate the relation of



information networks and collaboration networks in software with software quality.
In addition, by modeling how the software network model evolves we aim to predict
its future states. The software network model covers all aspects of 3P. The state of
the information network provides information about the the product, the state of the
collaboration network provides information about people and the evolution of these

networks provides information about the processes.

Previously these two networks were mined separately to the best of our knowledge.

The evolution of these network has not been modelled either.

2.2. Recommendation System For Issue Management

Defect prediction models provide a list of defect prone modules. However, they
recommend no actions about how or by whom to handle them. While in theory pro-
viding successful results, defect prediction models face challenges when actively used
in practice. One probable reason of these challenges is the difficulty of fitting defect

prediction to the existing development environment in an organization.

[ssue management is the central element of the software maintenance operations.
Therefore, we propose a recommendation system that triages issues and recommends
files that contain defects related to issues. In Figure 2.2 two main parts of the issue
recommendation model can be observed. First part of such a system is the bug triage
component. The problem of bug triage has been tackled by various researchers as a
text mining problem previously [17] [24]. However, to the best of our knowledge no
one used either past development activity of developers or the issue timelines in triage.
After assigning a bug to a developer, the first thing the developer will need would
probably be the defective code relevant to the issue. In order to answer this problem
we propose a live defect prediction model that predicts the defect prone modules that
are relevant to the developer. We believe that with its two components such a model
would provide a major boost to the productivity of developers without requiring any

input or change to their processes.
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Figure 2.2: The recommendation system and its two components. Component A rec-
ommends an issue that is most relevant to a developer. Component B recommends the

part of source code that possibly contains a defect related to that issue.

In order to develop such a recommendation system one needs to understand the
relations between issues and defects and how the issue reports get generated. Therefore

our research questions regarding the recommendation model are as follows:

(i) How can we assign issues to developers?

(ii) How can developers more efficiently organize their time in solving their issues?
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3. Background

The main goal of this dissertation is aiding the process of issue management
through an automated issue assignment recommender. In the following section we
discuss the literature related to the topics of issue management and defect prediction
models. Following these sections we briefly discuss the general literature on recom-
mender systems. We use the software networks of organizations in the issue recom-
mender. For this reason, lastly, we provide an overview of the literature on software

networks through a literature survey.

3.1. Issue Management

[ssue management systems of large open source software projects have become
publicly available since the early 1990s. Issue management systems of some applications
with commercial licenses are publicly available to make their issue handling process
transparent for their users. Research on issue repository data has started in parallel

with the public availability of past software issue management data [25].

Notable areas of research related to issue management include reopened issues,
automated issue triage, factors that change the quality of issue reports, detection of

duplicate issues and estimation of the issue fix durations [17, 26, 27].

Issue reopening is defined as the process of activating issues that have been previ-
ously categorized as fixed. The reopened issues may be an important problem in issue
effort management and software quality. Various researchers analyzed issue reopening
cases and its possible causes. Shihab et al. [28] analyzed work habits, bug report, bug
fix dimensions for Eclipse Project to find the factors that contributed to bug reopening
and built a reopened bug prediction model using decision trees. Shihab et al. found
that the comment text, description text, time to resolve the bug and the component the
bug was found were the leading factors that caused bug reopening for Eclipse [28]. On

the other hand, Zimmermann et al. [29] analyzed Windows Vista and Windows 7 issue
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repositories and conducted a survey on 394 developers in order to find out the impor-
tant factors that causes bug reopens [29]. Zimmermann et al. built a logistic regression
model in order to identify the factors that may cause issue reopening. In their research
Zimmermann et al. used organizational and process related factors in addition to fac-
tors that can be directly extracted from the issue report. In their logistic regression
model nearly all the factors they observed were found to be significant. These factors
were related to location, work habits and bug report characteristics. We replicated the
work of Shihab et al. and Zimmermann et al. on a large scale commercial software
in our previous work [30]. Our results indicated that centrality in the issue proximity

network and developer activity are important factors in issue reopening.

One important related research topic about issue repositories is the problem of
automated bug (issue) triage. Bug triage is the procedure of processing an issue re-
port and assigning the right issue to the right developer. This problem is especially
important for large software with millions of users. Anvik et al. found that 300 daily
reported issues makes it impossible for developers to triage issues effectively for Mozilla
based on an interview with an anonymous developer[17, 31, 27]. Zhang et al. studied

the social network of issue reporters and developers to propose a bug triage model [32].

Text mining methods have been used in several studies to find the most relevant
developer to handle the bug in the proposed automated bug triage models [17, 24,
33, 34, 35]. Bakir et al. proposed a model that forwarded auto-generated software
fault data directly to the relevant developers by mining the patterns in the faults[36].
Measuring the performance of an automated bug triage model is complicated. The
benefit is often measured as the percentage of actual owners estimated by the model
and the decrease in issue reassignments or bug tosses. However, research community is
divided about the implications of bug tosses. While bug triage studies claim that bug
tossing is time consuming, [24], Guo et al. observed on Microsoft Vista dataset that the

issue reassignment is in some cases not a problem but beneficial to communication[37].

Effective issue reporting is important for reporters as much as it is for the de-

velopers. In an exploratory study, Windows Vista issue repository has been studied
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extensively by Guo et al. in order to identify the characteristics of bugs that are get-
ting fixed [31]. Bettenburg et al. also analysed the components of the bug report (such
as severity information, stack traces, build information and screenshots) that make a
bug more likely to be resolved [26]. They investigated the components of a bug re-
port that are most useful to developers through surveys and data analysis, and built
an automated recommender to issue reporters that reminds them to complete missing

elements.

Duplicate issue reports are the ones with the same content but different wording.
Particularly in popular software, duplicate issues may lead to re-work. Wang et al.
proposed a novel method to detect these duplicate reports [38] by mining past issue
reports. The model compares a new bug with the patterns of existing bugs and checks

if the new bug is a duplicate or not.

The estimation of the issue resolve times is another research area. Giger et al.
estimated the issue fix times in JBoss project[39]. Weiss et al. estimated the issue
fix times on Eclipse, Mozilla and Gnome[27]. It is useful for developers in planning
their effort and for users in planning their work related to the issue. The models of
Weiss et al. and Giger et al. may be also be valuable for the users as well as software
organizations since these models may be used to modify the reported issues to reduce

their resolve times.

3.2. Defect Prediction In Software Engineering

Defect prediction in software engineering can be tracked down to the early work
done by researchers in the seventies [40, 41]. In one of the earliest studies Akiyama
et. al. found that 23 defects per kLOC occured in Fujitsu software systems. Using
simple linear regression Akiyama proposed a simple defect prediction model for software

systems by using LOC as a complexity measure[40]:

Defect Count = 4.86 + 0.018 x LOC (3.1)
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Over the years more complicated and comprehensive metric sets have been pro-
posed by researchers and various machine learning algorithms have been used to predict
defects on software modules [23, 18, 42, 43]. Proponents of defect prediction claim that
defect prediction enables better test resource allocation in real life software systems[23].
A critique of existing defect prediction models in software engineering has been done by
Fenton et. al. [44, 45]. Hall et al. gives a structured literature review of the research
on defect prediction models [18]. In a benchmark study by Lessmann et al. it was
shown that top 12 algorithms have no statistically significant difference in prediction

performance [46].

3.2.1. Metric Sets Used In Defect Prediction Studies

3.2.1.1. Static Code Metrics. Static code metrics can be defined as the code metrics

that are extracted from the source code in a software project. The major metric sets

defined in previous works can be listed as follows[41, 47, 48, 49, 13]:

e Halstead Metrics: Halstead metrics are proposed by Halstead in his seminal
work about empirical software engineering [41]. They are among the first defined
metrics for defect prediction and are used in many regression and classification
based defect prediction models [41]. Halstead determines the complexity of a
software system by counting the combinations of elements in it. Operands, oper-
ators and statements and derived metrics about their relationships make up the
Halstead metric set [50]. Basic metrics of Halstead can be listed as follows:

(i) total number of operators
(ii) total number of operands
(iii) unique number of operators
(iv) unique number of operands
In appendix B full list of Halstead basic metrics have been explained in detail.

e McCabe Complexity Metrics: McCabe metrics are proposed by Thomas
McCabe for predicting complexity in a software system by traversing the control
flow graph[47]. McCabe metrics provide another view of complexity of software

systems from the branching structure of the source code modules. The base
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McCabe metric is cyclomatic complexity. Cyclomatic complexity is computed
using the control flow graph of the program. The nodes of the graph correspond
to indivisible groups of commands of a program, and a directed edge connects
two nodes if the second command might be executed immediately after the first
command. Cyclomatic complexity may also be applied to individual functions,
modules, methods or classes within a program. Cyclometric complexity can be
computed by formula 3.2 where v(G),e and n denotes complexity of the graph,

number of edges and number of nodes respectfully.

v(G)=e—n+2 (3.2)

Other metrics of McCabe are derived from cylomatic complexity of source mod-
ules. In appendix C full set of McCabe complexity metrics is given.

e Chidamber-Kemerer (CK) Metrics : In the 90s object oriented program-
ming paradigm became the dominant software construction methodology. Chi-
damber and Kemerer in their seminal work proposed a new metric set based on
the class hierarchies and class structures in OOP software[48] In CK metrics,
relationships and couplings between objects and classes in an OOP software are
counted as a complexity measure. Depth of class hierarchy is measured by calcu-
lating depth of the inheritance tree of the classes. In appendix C full set of basic

CK metrics are given.

3.2.1.2. Churn (Repository) Metrics. Software version repositories hold a wealth of

information that has been harnessed in defect prediction work by researchers[49, 51].
Usage of repository information for defect prediction is a relatively new approach in
defect prediction studies and was pioneered by Nagappan and Zimmermann as an al-
ternative software model to static code metrics[49, 51]. In this metric set changes in
software modules in terms of software modules are quantified. Change as a changed
lines of code is used as an important metric called software churn. Relation of develop-
ers to software modules in terms of unique committers and inequality of commit effort

is also used in the feature selection.
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There are studies that focus on other factors affecting an overall software system
such as the dependencies, code churn metrics or organizational (repository) metrics
related with the development process [49, 52]. Results of these studies show that the
ability of process-related factors to identify failures in the system is significantly better
than the performance of size and complexity metrics. Zimmermann and Nagappan
challenged the limited information content of data in defect prediction [49, 51]. The
authors proposed to use network metrics that measure dependencies, i.e. interactions,
between binaries of Windows Server 2003. Results of their study show that the net-
work metrics have higher performance measures in finding defective binaries than code
complexity metrics. Moser et al. also used repository metrics and they concluded that
repository metrics give better prediction results than static code metrics [53]. In Moser
et al.’s work only post-release defect data of Eclipse Project defects are extracted. They
trained and tested on the same release. They also applied a cost sentitive classification
approach to improve the performance of their model. They stated that cost sensitive
approach would be hard to implement in real life. It is also difficult to derive clear con-
clusions from their results such that whether the cost sensitive classification or usage
of repository metrics improved the results. In another study the effect of number of
committers have been investigated in a large scale commercial project. The outcome
of this study revealed that the number of developers did not have any effect on the
defect density [54]. In another recent study decrease in pf rates by using repository

metrics have been realised in open source software [55]

3.2.1.3. Social Network Metrics. Social network metrics consist of the metrics found

by modelling development effort of a software in a collaboration graph and calculating
common graph metrics like degree, closeness and betweenness [13]. There are just a few
works about the usage of social network metrics in defect prediction. Results of these
works are not conclusive about the inclusion of these metrics. In their study Meneely
et. al. formed a network by examining collaboration at file level and within a release
period [13]. Metrics proposed on file level collaboration in this study can be listed

as following: When using logistic regression Meneely found that degree and closeness
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are the most important metrics among several candidates of history and static code

metrics.

(i) Closeness (max,sum,min,avg) : Shortest path between one vertex and an-
other vertex
(ii) Degree (max,sum,min,avg) : Number of edges connected to each developer.
(iii) Betweenness (max,sum,min,avg) : Number of geodesic paths including node
v divided by all possible geodesic paths.
(iv) Number of hub developers : Number of distinct hub developers who update
this file. Hub developers are selected by calculating degree of developers at project

level and finding developers with max 10 % of edges.

Weyuker also used developer information and collaborations as metrics on a large
scale AT& T project for defect prediction. As a result of the study, using logistic
regression no significant improvement on prediction performance of predictors have

been realised [56].
Social network metrics also have been used for examining the project governance

types in open source software[57, 58]. In this study types of networks that occur in

open source projects are associated with the governance types.

3.2.1.4. Confirmation Bias Metrics. Calikli et al. investigated the effects of thought

processes of people on the software quality and proposed a set of metrics that quan-
tifies the confirmation bias of people for defect prediction [59]. Confirmation bias is
defined as the tendency of people to seek evidence that verifies a hypothesis rather
than seeking evidence to falsify a hypothesis [59]. Calikli et al. used the outputs of
Wason’s confirmation bias test [60] to extract the confirmation bias metrics of people
who touched software modules in the source code repositories. Although these metrics
quantify a part of the people aspect in software engineering, they have been shown to
increase the performance of defect prediction models [59]. The research by Calikli et al.

highlights the importance of using the people element of 3P for the defect prediction
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problem.

3.2.2. Limitations of Defect Prediction Models

Over more than thirty years researchers have proposed defect prediction models

using different metric sets, algorithms and data processing techniques with considerable

success [18]. However, all defect prediction models have several common limitations

which prevent their more general adoption by the software development organizations.

We list the main limitations of defect prediction models as follows:

(i)

(i)

(i)

Data Collection Challenges: Data collection is an important barrier for soft-
ware organizations. For organizations with limited defect tracking capabilities,
Turhan et al. proposed cross-company prediction which eliminated the need for
defect tracking by using other training datasets [61]. Even with cross company
predictors challenges for metric extraction persists.

Lack of Integrated Tool Support: There is no integrated tool which provides
a solution for the measurement and analysis needs with predictive capabilities in
the same package. Companies have to manually integrate tools which supports
one part of the problem.

Lack of Information content of the Output: In most cases defect predic-
tion models provide only defective /non-defective predictions for software modules.
The content of the output recommends no action for the practitioner.

Focus on Management of the Testing Process: Benefits of defect prediction
is explained in terms of the increase of efficiency in testing resource allocation.
However, defect prediction output is also valuable for developers who touch a

piece of source code during the product lifecyle.

3.3. Recommendation Systems

Recommendation systems gained their current popularity with the popularity of

world wide web. One of the common properties of web based recommendation systems

is their non-obtrusive nature. Popular sites like stackoverflow, amazon and google
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employs recommendation systems which guide user decisions with minimal effect on

the core functionality [62].

We can group recommendation systems as collaborative, content based and hy-
brid [63]. The basic idea of collaborative recommendation systems is that if users
shared the same interests previously, the previous choices of one user is likely to be
chosen by the other similar user if he or she has not made the same decision yet.
Collaborative recommendation systems are content independent in their nature. All
we know is a list of ratings of the users to independent items. Although, such systems
provide a robust solution which may eliminate human intervention, pure collaborative
recommenders may omit simple clues that can easily be extracted from content. For
example, a user who bought science fiction novels in the past may be more likely buy
science fiction novels rather than nineteenth century Russian literature. Some prob-
lems in collaborative recommender systems include data sparsity, cold start and rating
subjectivity. Data sparsity happens when the ratings of users for a lot of items are
not defined. Estimating the similarity gets complicated for users who had made a few
choices in the system previously. In such cases, matrix factorization have been shown
to be successful in inferring the implicit similarities among the users [64]. In addition
the success of a system is bounded by the subjectivity of the user ratings and a rating

based system can be exploited easily by people with malign intentions.

Content based recommenders extract key attributes of the content and offers
similar content, based on user’s past selections[63]|. For example, for a user who likes
James Bond movies, the content based recommendation system will likely recommend
movies from the spy film genre. There is more human intervention in content based
recommenders compared to collaborative recommenders since certain content modelling
should be done in model construction. The most important problem of content based
recommenders is extracting the important attributes from the content items. Another
problem is, similar to collaborative recommender systems, making recommendations
to people with no history in the system. The classic defect predictor in the software

engineering literature may be classified as a content based recommender.
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There is a final category of recommender systems which uses a hybrid of collab-
orative and content based approaches [63]. In these recommenders, content knowledge
is mixed with the collaborative recommender to use the strengths of collaborative and
content based approaches. We believe that the recommender system in our dissertation
fits into this category. We used this approach because a content-agnostic approach is
not possible in our domain. We do not have the ratings of developers on each issue
and every issue is recommended only once by the system. Therefore, there is a issue
cold start for every recommendation. In our recommendation we model collabora-
tion implicitly based on code level interaction among people since issue ownership is a

non-collaborative activity.

One key problem in most recommendation systems is cold start [65]. Cold start
is a special case of the data sparsity problem. It happens when initiating a new user or
a new item to the system. In our case since every issue is a new issue we cold start in
each issue recommendation. In addition we discuss the problem of new user initiation

in our domain for our recommender.

3.4. Literature Survey on Software Networks

A structured analysis of existing literature about social networks, dependency
networks and their relations to software quality has been conducted. We used the

approach proposed by Brereton Et al. [66] during the survey.

The main motivation in the literature review was highlighting the open problems
related to software networks that have not been addressed by previous research. We

focused on two groups of papers in the literature review:

(i) Papers that analyze the social network of developers and their effect on software
quality.
(ii) Papers that analyze the call-graph of source code and their effect on software

quality.
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3.4.1. Search Criteria

We queried four well-known online research paper repositories, namely, IEEExplorer
of IEEE,ACM Digital Library by ACM, Springer archive and Elsevier Science Direct.
We also manually browsed four major software engineering journals, namely, ACM
Transactions on Software Engineering and Methodology(TOSEM), IEEE Transactions
on Software Engineering(TSE), Software Quality Journal(SQJ) and Empirical Software
Engineering(EMSE).

Since some of the terms in software engineering are used interchangeably we con-
structed our search queries accordingly. We did my survey on learning from connected
instances more informally due to time constraints. We limited the publication years
to 2000 and onwards since the seminal works on complex networks were published in
late 1990s and early 2000s [10, 67, 68, 69]. Our justification for this short time span is
the relative freshness of the topic since the seminal papers that defined the area were
published in late nineties. We queried all repositories with similar queries. Our queries

in the analysis were as follows:

(i) ((software engineering) AND ((call graph) OR (dependeny)) AND (quality))
(ii) ((software engineering) AND ((social network) OR (dependeny) AND (quality))

After filtering irrelevant papers, we had 24 papers from the repositories based on our
search criteria. In the following sections we will first summarise the papers reached.

Afterwards we will analyze some selected papers in depth.

3.4.2. Survey Results

In Table 3.1 an overview of each publication filtered is provided. Properties of the
papers are given with the appropriate code values. Overall with 1 exception all the sur-
veyed articles are from 2000s with a higher number of papers from recent years. 7 of the
publications were published in scientific journals, 14 are from conference proceedings

and 3 are from trade magazines. The distribution among social network and call-graph
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analysis papers is even with 11 from each type. None of the papers discussed both
networks in the same publication or used both networks in a predictive context. In 6
of the papers complex network research has been used and complex network research
has been applied to call-graphs. No complex network paper analyses social network
of developers. 10 of the papers can be categorized as predictive studies. None of the
studies used graph based machine learning algorithms. Every paper analysed instances

independently and did not consider inter-instance relationships.

We chose 4 papers based on their relevance to the dissertation for a more detailed
review. Following is a brief review of the papers. In Table 3.1 we denoted the papers

with in-depth review as alpha.

The first paper we overviewed is Mining edge-weighted call graphs to localise
software bugs by Eichinger Et al. [12]. It is the only paper using graph learning
techniques in defect localization (prediction) to the best of our knowledge. Eichinger
used a dynamical call graph and tried to locate the bugs in software by analysing stack
traces. Eichenger weighted directed edges by considering how often they execute during
faulty and normal runs. For example, a dependence relation which is only executed in
faulty runs is given the highest possible weight. 3 programs that have been developed
at Siemens and written in C language were used as the test datasets. The dynamic
call graph is formed artificially by giving the system different inputs. One limitation of
this work is usage of dynamical call-graph. Gathering dynamical call-graph data can
be unrealistic (test runs) or impossible (when customer does not share data) in most

scenarios.

The second paper we overviewed is An empirical study of speed and communica-
tion in globally distributed software development by Herbsleb Et al. [15]. Herbsleb Et
al. investigated the relations between distributed software teams, increased software
development costs and reduced productivity. He also examined if works in different
sites can be interdependent and how may the interdependence diminish over time. The
data from 2 multi-site companies have been used as input. Data was collected by sur-

veys and from change management systems. Majority of surveyers point to difficulty
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of communication between sites. The two surveyed companies could not reduce in-
terdependence of tasks between different sites in the projects. As a result they found
that teams located at different sites have reduced overall efficiency by examining the
software changes. The study can be extended by proposing ways for effective commu-
nication and ways to make tasks independent in order to increase the effectiveness of

distributed software teams.

The third paper we overviewed is Power laws in software by Louridas Et al. [70].
Lauridas et al. examined the power-law relation of dependency networks on a variety
of open and closed source systems and found that the power-law relation (cx~*) holds
for every examined system. Power-law is the most important property of scale-free

networks and can be used to model the structure of the dependency networks [8].

The last paper we overviewed is An Empirical Study of the Factors Relating Field
Failures and Dependencies by Zimmermann et al. [71]. Zimmermann et al. analysed if
there is a correlation of defect proneness between software modules having dependency
relations. The results seems to be contradictory in open source project Eclipse and
Microsoft Windows. In Microsoft Windows Vista there is no correlation of defect
proneness among dependent modules while in Eclipse there is a positive correlation.

Investigating the mechanics behind this can be an interesting addition to this work.

After the analysis, we had 2 conclusions about the open problems in the area:

(i) Lack of integrated models: None of the researchers examined neither the social
network nor dependence network as a whole.
(ii) Instances are assumed to be independent: Relational learning has not been used

in software engineering domain.
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4. Proposed Solution: Collaboration Based Issue Recommender

In this research, we propose an issue recommender model which uses the soft-
ware network (call-graph and collaboration network) and software module metrics to
help developers in organizing their time more effectively while handling software is-
sues. In addition, our recommender can be extended to propose solutions for workload
imbalances, employee turnovers and team size changes during maintenance. Ease of
extendibility and ease of deployment were the two design goals during the construction

of the recommender.

Most of the maintenance operations during the software development life cycle
are done reactively i.e. developers work on quality issues as new issues are reported by
the users or the testing teams. We observe that the issue management software is the
central element of the maintenance operations. We believe that an artificial intelligence
based solution which aims to help maintenance of complex software systems should be
easy to integrate with the issue management software. During the life-cycle of an issue,
it is owned and resolved or terminated in some other way by a developer. A practical
recommender plugged to the issue management software can help the ownership and

the resolve activities.

We propose a solution which can be used both to recommend issues to developers
and to recommend defect prone modules related to an issue to developers. Our solution
can be easily integrated to the issue management software and it is independent of the
context of the new issues except category information. Our approach and its key

differences with the existing solutions in this domain can be explained in three parts:

Issue Recommender: Previous bug triage systems use the unstructured text data
in issue reports extensively [17]. These recommenders match new issues with developers
based on the text similarity of the issues with the past issues owned by developers.
Instead of unstructured text data which may be unreliable in the cases where multiple

languages are used, we focus on the activity on the software modules related to different
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issue categories. We use the collaboration data on the software modules related to the
issues to link the issue reports with new developer groups. Our model ranks developers
based on their ranks in the collaboration network. A key strength of our recommender
is that we can highlight all the relevant developers to a newly reported issue. Another
key strength of our approach is the relative simplicity of the data extraction step since

the model uses structured data instead of free format text as the input.

Extensions of the Basic Model: The proposed issue recommender can be extended
to eliminate load balancing problem. In a recent study we observed that, the issues
owned by developers are distributed non-uniformly particularly during times when
many new issues are reported [87]. This trend is not sustainable in the long run since
it indicates over-dependence on a few individuals in large projects. We propose to
handle workload imbalances in our model by limiting the number of active issues that

can be assigned to a developer.

Cold start is a common problem in recommender systems. Another extension of
the model is recommending issues to a new group of developers. Existing solutions
can not handle the cases of user cold start [17]. They can not propose issues to the
new developers since, they do not have the activity history of the new developers. We
use the stochastic Kronecker networks to model the collaboration network and predict
the future collaboration network by using the kernel stochastic adjacency matrix [22].
We use the future network to predict the collaboration structure of a new group of
developers and recommend new issues to a the new group based on the predicted

future collaboration structure.

Live Defect Prediction: Existing defect prediction models attempt to provide a
list of defect prone software modules for the testing teams to help using their testing
resources more efficiently [18]. The target users of these models are software testers
and testing managers in the companies. In contrast, our proposed model highlights
the defect prone modules related to a new issue to help issue resolve activity. Our
target users are the developers who maintain software. For this aim, we update the

original predictions of our defect predictor based on the historical data to highlight the
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defect prone modules. We use the software call-graph to weight the defect proneness

of nearby software modules.
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5. Methodology

5.1. Datasets

5.1.1. Enterprise Software Dataset

We used a commercial large-scale enterprise software product to test the issue
recommender system and to analyze the relations between software issues and software
defects. The enterprise software product has a 20 year old code base. We examined a
500 kLOC part of the product that constitutes a set of architectural functionality of
the project as the dataset. The programming languages of the project are C and C++.
The software is developed by an international group of developers in five different

countries.

5.1.2. Android Dataset

We used Android dataset to analyze the relations between the software issues and
software defects. Android is a Linux based FOSS operating system developed by Google
for smartphones and tablets [88]. It was initially released in 2008 and has since been
adopted by many mobile phone vendors as their preferred operating system. According
to a report by Gartner, Android holds 53 percent of the smartphone operating system
market as of 2011 Q3 [89]. Android can be classified as a strictly governed commercial
open-source project [90]. The issue management system of Android is hosted by Google
and any user can post issues related to the software through the web interface. We
used the issue repository data of Android from 2008 to December 2011. During this
timespan Android had 9 releases and 887 issues were owned and resolved by fixing the

related code defects.
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5.2. Issue Recommender System

5.2.1. Relations of Software Issues and Defects

5.2.1.1. Exploratory Data Analysis. We used Android and Enterprise Software datasets

to check four hypotheses about the relations of defects, issues and developers. By ex-
amining these relations we aimed to gain insights that we can use in our issue recom-

mendation model. The factors we tested empirically were the following:

I: Limited number of developers own majority of the issues.

II: TIssue reports of users change significantly after releases.

I11I: Issues map to multiple defects in the source code.

IV Issue resolve times are dependent on number of issues that a developer own.

For investigating I and IV, we checked the relationship between developers and
issues. In previous research, various researchers found that in both close-source and
open source software the code change distribution of developers are distributed in
accordance with power law [91]. When we examined the degrees of collaboration in
the dissertation work we found that same trend continues. By answering [ we will find
if the same trend holds for issue ownership data. Multi-tasking is often a stressful or
hard to manage work style for human beings. We will test if multi-tasking change the

average of bug resolve times of developers by answering [V.

We often hear stories of programmers working overtime after a software release
date. Upon analysing 1 we will see if the number of issues indeed change significantly
after a new release. Finally, in /1] we try to understand if an issue maps to multiple

defects in software on average.

In addition, we checked the structure and the evolution of the collaboration net-
work during the enterprise software development work. We checked the temporal and

structural properties of the network and their relation to the Kronecker parameters.
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5.2.2. Issue Recommendation Model

5.2.2.1. Model. The proposed issue recommendation algorithm has three parts: 1)

Issue clustering, 2) Identify the developers who were active in that cluster, 3) Suggest

developers that are most relevant to the issue based on the ranks in the cluster.

Part 1 has been solved previously with text mining methods [17] that identifies
most similar issues. In our experiments using the enterprise software dataset we used
symptom and category data to group issues into clusters. If issues are reported with
sufficient detail we think that such a method may lead to better results than text

categorization.

In Part 2 we start with a group of issues and the defect fixes associated with
them. In this step we build the call-graph of the modules of software that had at least
one bug in that cluster previously. It is evident that, in some cases this may be a
graph containing small disconnected components. We rank developers based on the
extent of code change and collaboration they did on that part of the software. Part 2

is explained step by step as follows:

(i) Assume ClusterA is a cluster of issues identified in part 1.

(ii) Directed graph, G is the call graph of software where < nodes > of the
call graph consist of the software modules that were fixed due to issues in the
ClusterA. Directed < edges > in G4 are formed if < nodes > have a caller-
callee relation.

(iii) The collaboration network is a weighted undirected graph G oqp- Nodes of Gegpiap
are developers who contributed on the modules in G.q;.

(iv) Nodes of G ey are weighted based on logig(totalchurn). totalchurn is the total
of LOC removed and LOC added of a developer among the nodes of G-

(v) Edges of Gy is weighted based on the number of modules the two developers
co-worked on . Co-work of 2 developers is present in a module if they changed it
at any point in time previously.

(vi) In order to estimate the ranking, the weight of each developer(node) and the
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weights of the edges it is incident to in G.yqp is summed.

Finally in part 3 a group of developers are suggested to own an issue. In such a
model, several factors can be considered to reconsider ranks. For example a developer
who is new may be given a higher ranking than proposed. Likewise, the ranking of a
developer who has many actively assigned issues may be lowered to prevent imbalances
in the work load of developers. In the base model we do not change the rankings of

the developers.

5.2.2.2. Performance Measures. Finding the performance of an issue recommender is

harder than estimating the performance of a defect predictor. In previous studies,
the percentage of the issues recommended by the model correctly was estimated by
comparing the actual assignments with model’s suggestions [33], [24]. For the sake
of comparability we use the same measure. This performance measure makes the
assumption that final owner of an issue is the right owner. In order to flex this measure
we use P(X) and check if top X developers suggested by the model have actually owned

the issue. We use X values of 1,2,5 and 10 for the performance evaluation.

5.2.3. Extensions to The Basic Issue Recommender Model

The basic issue recommendation model has only one success criteria: To assign
issues to developers in a manner that matches the existing issue assignment patterns in
a company. However, assigning the issues based on the past patterns may not be the
top priority of a company. In this case, issue recommendation model can be extended

to handle possible different success criteria.

Issue workload balance and dependencies among issues may bring additional com-
plexities to the problem of issue assignment. In our extensions to the basic model, we
attempted to handle these complexities through heuristics that can be used to change

the recommendations proposed by the basic model.
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5.2.3.1. Issue Workload Balance Problem. We used GINI index as an inequality mea-

sure in this research to calculate the inequality in the number of issues assigned. GINI
index was invented for estimating the inequalities of income among people in economics.
It was proposed by Corrado Gini in 1910s [92]. It is based on the area between a uni-
form cumulative distribution function and the actual cumulative distribution function

(Lorenz Curve) [93].

A detailed survey of various calculation methods and history of GINI index is
provided by Xu [93]. We explain our computation method briefly based on Xu’s paper
[93]. In this work we used the geometric interpretation of GINT index. y = [y, y2...Yn]”
denotes the vector of the number of issues owned by each active developers where
developers are ranked according to the number of issues they own so y; < 2 < ... < y,,.
n is the active issue owner count at a given day. F(yy) is the cumulative probability

koo .
i—1 =~ The mean of the number of issues

up to yx and can be calculated as, F'(yx) = >
can be found as, p,, = %Z?Zl y;. Cumulative issue shares of developers can be found

by the following equation:

Li=—> (y;) (5.1)

In Figure 5.1a Lorenz curve for an income distribution can be observed. Actual
distribution’s area (B — A) can be divided to the area of perfect equality A in order to
estimate GINI index G = (A — B)/A. Since the data we use is discrete, one can use

the following formula to find the GINI index on a given day:

GINI = (A— B)/A (5.2)

GINI =1-Y (Fiy1 — F)(Liy1 + L) (5.3)

1=0
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In our study, we adapted GINI index to the software engineering research domain
in order to estimate the inequalities within the number of issues owned by different
developers over time. The GINI index is calculated based on the ownerships of active
issues on a given day by active developers. We define an active issue as an issue that
is reported and assigned but not yet resolved. We define an active developer as a
developer who owns at least one issue on a given day. On a certain day within the
development life cycle, the active issues are owned by a set of developers. The GINI
index gets a value between 0 and 1 based on the amount of inequality on a given day, 1
representing total inequality and 0O representing total equality in the number of issues

owned.
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(a) Lorenz Curve for an income distribution [93]. (b) Lorenz Curve for an issue ownership dis-

tribution formed when two developers own one

issue and one developer owns four issues out of

Six open issues.

Figure 5.1: Lorenz Curves for income and issue ownership distributions

An Example: Assume that three active developers share the ownership of six
issues during the maintenance of a software. If each of the three active developers own
two issues there is a total equality in the issue ownership and GINI index is 0. On the
other hand, if one of the developers owns four issues while others own one issue each
the GINI index increases to 0.42. The Lorenz curves for the the distribution can be

seen in Figure 5.1b.
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In order to reduce the inequalities among the developer workloads we extend the
model with two heuristics. The first heuristic is a simple limit to the maximum number
of issues that can be assigned to one developer. The second heuristic uses past commit
counts in order to assign maximum number of issues that is correlated with the commit

count of a developer.

Heuristic 1 (Static Threshold)

We limit the maximum number of active issues that can be assigned to an indi-
vidual developer to 5. We can not use a relative number such as number of total active
issues over number of developers because the number of active issues will keep fluctu-
ating throughout the span of the project. In the case where everyone has 5 assigned

issues the threshold can be incremented in order to work around extreme cases.

The advantage of a simple threshold is its simplicity and lack of severe distribution
inequalities. The disadvantage of such a model is that it treats every developer the
same. For example, in a project where most of the members work half-time such a

heuristic may be problematic.

Heuristic 2 (Dynamic Threshold):

We limit the maximum number of assignable issues based on the effort as a
dynamic threshold. In this threshold every developer has a maximum threshold pro-
portional to the log of number of his or her commits divided by all the commits in a
project. Assume in a project. In order to work around extreme cases every developer

has a threshold of at least 1.

An example: Assume that in a toy project dev x,y and z commits 10, 5 and 6
times respectively. In this case if every developer owns a maximum number of issues
that is proportional to his or her commit count developer x,y and z will own %40, %28

and %31 of all the issues respectively.
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The advantage of setting a dynamic threshold is identifying relatively more active
developers and assign issues based on their commit activity level. The disadvantage of

such a model is that, it makes the distribution less uniform than heuristic 1.

5.2.3.2. Issue Dependency Problem. In our issue assignment scenario we assign issues

based on their arrival (reported) times. However, in some cases, a group of issues may
be dependent on each other. For example, dependencies may occur if two issues are

related to the same critical parts of the software.

In order to test our model in such a scenario, we built a dependency network
among issues artificially. We built a random network among with a occurrence prob-
ability of an arc of P(arc) = 0.05 among all of the issues. We checked the model’s

performance and assignment inequality (GINI index) in such a scenario afterwards.
Issue dependencies may change the assignment order of issues. In this case, the

model’s recommendations will change if the past collaboration on the time snapshot

where the recommendation is also different.

5.2.3.3. Usage of Kronecker Graph to Address Cold Start Problem. Cold start is a com-

mon problem in recommender systems and happens when a new user or item (issue)
is added to the system. In our recommender, we solve the item(issue) cold start with
a content based recommender approach. We categorize the new issue into an existing
category and afterwards run the recommender algorithm. In fact, for our recommender

each issue is recommended based on the item cold start scenario.

Recommending new issues to developers is a more serious problem for the issue
recommender. It is a part of the problem of introducing new people to existing software
development teams. As the project progresses initiation of new people gets harder.
There is a lot of knowledge that must be transferred new people which reduces the
productivity of both old and new employees during initiation. Figure 5.2 adapted from

the book Peopleware shows the effect of member change in a software development
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team in terms of productivity [94]. Fred Brooks claims that the addition of new people

may even cause delayed project delivery dates [19].

New developer initiation problem has many dimensions like training, social issues
etc. Although, we can not propose a solution to all of these problems related to new
developer initiation, using Kronecker graphs we can predict how a new developer group
will collaborate with the existing teams in the future. We can make recommendations

based on the future collaboration predictions to avoid cold-start problems.

The usage example of Kronecker Network to estimate the future graph state is
provided in Figure 5.3. Our approach has several limitations since Kronecker graph
generator produces no label information. We can only predict how a group of new
developers will fit the existing group in the collaboration network topologically. In
addition since Kronecker network has 2" nodes we needed to apply heuristics to remove
nonexistent nodes from the graph. For example if we predict the network topology for
100 nodes, we need to remove from the 128 — 100 = 28 nodes from the generated
Kronecker graph with 222 Kernel matrix. We found that removing random nodes
which does not effect the graph connectivity as much as possible gives the best results

in this case.

We believe that our approach has three benefits: 1) We propose a novel solution
for the cold start problem in our recommender. 2) We predict how the team collab-
oration evolves over time. 3) We parametrize the collaboration structure which may

provide a basis for comparing existing team building strategies.

We designed the empirical setup to test the merits of Kronecker networks in
assigning issues to a group of new developers. We could not check the model per-
formance on individual new developers because of the limitations of the Kronecker
network model. We extracted the Kronecker parameters from the training state and
tested the efficiency of our method for assigning issues to the new developers who are
appended to the network afterwards. The points we used for training and testing is

provided are Figure 5.1. We have January 2009, April 2009 and September 2009 as
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Figure 5.2: The productivity change during a member change in a software development

team. Notice that the productivity actually goes negative in the beginning [94].

our training periods and April 2009,September 2009 and December 2009 as the test
periods. We used the mean of 1000 random runs in order to reduce the effect of random

chances related with Kronecker networks.

We checked the performance of our model in assigning new issues to new devel-
opers based on our approach. The two performance parameters in our experiment were

as follows:
Precision — Number of Issues Correctly Assigned To The New Developer Group (5.4)
~ Number of Issues Assigned to The New Developer Group by The Model '
Recall — Number of Issues Correctly Assigned To The New Developer Group (5.5)

Number of Issues Assigned to The New Developer Group

Similar to the recommender model, these performance measures have certain
limitations related to their assumptions of correct assignment. Since, we could not test
the merits of our approach in a deployed recommendation system, we had to test our
approach on the data related to historical issue assignment. The historical assignments

may not be optimal.

5.2.4. Live Defect Prediction

5.2.4.1. Model. Current defect prediction models are mostly tested by cross validating

on the same dataset or training on one dataset and testing the model on another
dataset. However, during software development, defect prone module information may

be needed real-time. If a module has been labeled as not defect prone by the model
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Figure 5.3: In the above generated graph blue nodes represent existing developers and
gray nodes represent new developers. By parametrizing the existing developer col-
laboration using Kronfit algorithm and generating a network based on the number of
existing developers plus new developers we can estimate the future state of collabora-

tion

it always predicts that module to be not defect prone over time. For this reason our
model mixes direct past knowledge with the outcome of a defect predictor in order to

make it learn from its mistakes even after the training phase is complete.

In this case our model uses a mixture of two experts to estimate defect prone
modules. The first expert which we will name as FE,, uses the outcome of traditional
defect prediction model as its data source. If it sees a label there, it suggests that a
module has that label at any future time. The second expert is a dumb one that we
will name as Ej. It only suggests modules which has defects or defects among their

neighbors in the call graph to be defect prone. If we mix the outcomes of these experts
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Table 5.1: Empirical Setup for the New Developer Assignment Problem Using Kro-

necker Networks

Date | # of Developers | Increase | Training | Test
Jan-09 32 - vV -
Feb-09 38 6 - -
Mar-09 51 13 - -
Apr-09 63 12 vV vV
May-09 81 18 - -
Jun-09 82 1 - -

Jul-09 83 1 - -
Aug-09 93 10 - -
Sep-09 96 3 - Vv
Oct-09 101 bt - -
Nov-09 107 6 - -
Dec-09 107 0 - Vv

only one conflict may occur: It is the case where £} predicts a module as defect prone
while E,, predicts it as defect free. In this case, we decide the outcome probabilistically
weighted by the weights of the experts. Therefore in the core of the model there are
two parts: 1) Re-weighting method for the weights of the two experts over time 2) The

heuristics with which E}, labels the modules as defect prone.

E}, labels modules as defect prone if it had at least one defect previously. In the
call graph of software if the module A has N neighbors (connected with edges pointing
either direction) and K of the neighbors are labeled as defective we label the node A
as defective with a probability K /N as defect prone. Ej searches up to its immediate
neighbors in the call graph. As a summary, Ej, looks around the module in the call
graph locally and if it finds nearby defect prone modules it probabilistically labels the

module as defect prone.

Second part of the model is re-weighting part. Weights of £} and F,, starts at 0
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and 1 respectively. In other terms, we thrust our learning model completely in the case
of a conflict. After that, at any given future time we reweight the experts. A visual
representation is presented in Figure 5.4: A short description of the steps of the model

is provided below:

(i) Ej labels a module as defective if it had at least 1 past defect.
(ii) Ep and E,, weights are initialized to 0 and 1 respectively.
(iii) £}, labels a node as defective if it had at least 1 defect or based on the fraction
of its neighbours in the call-graph having defect.
(iv) Weights are re-evaluated at each turn.
(v) At any future time Ej, weight is equal to number of changes on the module due
to defects over number of changes to the module.
(vi) If at any future time changes due to defects over changes due to any reason in a
module is >= 0.5 change F,, weight to 0.
(vii) If Ej, predicts the module to be non-defect prone its weight is set to 0.

5.2.4.2. Performance Measures. In order to assess the performance of our defect pre-

dictor on various metric sets, we have calculated well-known performance measures:
probability of detection (pd), and probability of false alarms (pf) rates [95]. Pd, which
is also defined as recall, measures how good our predictor is in finding actual defective
modules. Pf, on the other hand, measures the false alarms of the predictor, when it
classifies defect-free modules as defective. In the ideal case, we expect from a predictor
to catch all defective modules (pd = 1). Moreover, it should not give any false alarms
by misclassifying actual defect-free modules as defective (pf = 0). The ideal case is
very rare, since the predictor is activated more often in order to get higher probability
of detection rates [95]. This, in turn, leads to higher false alarm rates. Thus, we need
to achieve a prediction performance which is as near to (1,0) in terms of (pd,pf) rates
as possible. These parameters are found from the confusion matrix shown in table 5.2.
The optimum pf,pd rate combinations can vary from project to project. On a safety
critical project pd rate can be more important while on a budget constrained project

low pf rate can be more important for resource allocation.
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Figure 5.4: Reweighting method of live defect prediction. Initially Ej weight is set to
0 and we exclusively use the classifier output. After module changed for a number of
times we re-weight Fj, as number of changes due to defects over number of all changes

in a module. If weight of Ej, is >= 0.5 we exclusively use the output of E}.
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Table 5.2: Confusion Matrix

actual defected defect free

predicted
defected A B
defect free C D

pd = 1 (5.6)

pf = (5.7)
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6. Software Networks

6.1. Software Network

6.1.1. Call-Graphs of Software Modules

We used the static call-graphs of software methods/functions. The static call-
graphs can be extracted by various tools easily for a lot of major programming lan-
guages. One of their weakness is that by statical analysis we can not be sure if a
module is called, or how much a module is called at runtime. However, their ease of

extraction make them a convenient way in analysing complex programs.

6.1.2. Collaboration Network

We constructed the collaboration graph from source repository. From the source
repository we constructed the collaboration network like the following: In the network
G =< V,E >v; € V are developers and < v;,v; >: ¢, € E are formed when two

developers v; and v; collaborates on at least one software method.

6.2. Properties of Scale-Free Networks

The properties of scale-free networks can be divided to two categories, namely,

static and temporal properties.

6.2.1. Static Properties

Degree distribution: The degree-distribution of a graph follows power law if the
fraction of nodes with degree k is given by P(cg) o ¢, " (7 > 0) where 7 is called the
power-law exponent. In previous progress report, we have shown that collaboration
network conforms this rule. For example for the Enterprise Software collaboration

network, in Figure 6.1 it can be observed that the 1-degree polyfit has a error rate of
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Figure 6.1: Degree Distribution of the Nodes in The Enterprise Software Dataset Col-

laboration Network with log-normal scale

mean relative error 0.27. As seen in Figure 6.2, if we take the first 80 most popular
(highest degree) nodes, the degree distribution fits 1-degree polyfit more closely with

mean relative error rate of 0.09.

Scree plot: This is a plot of the eigenvalues (or singular values) of the adjacency
matrix of the graph, versus their rank, using a log-log scale. The scree plot is also often

found to approximately obey a power law.

Small diameter:Most real-world graphs exhibit relatively small diameter (the
small- world phenomenon): A graph has diameter d if every pair of nodes can be
connected by a path of length at most d. The diameter d is susceptible to outliers.
Thus, a more robust measure of the pairwise distances between nodes of a graph is the
effective diameter [8]. This is defined as the minimum number of hops in which some
fraction (or quantile q,say q = 90%) of all connected pairs of nodes can reach each

other.
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Figure 6.2: Degree Distribution of the Nodes in Enterprise Software Collaboration

Network with log-normal scale with top 80 nodes: notice a closer fit

6.2.2. Temporal Properties

There are two temporal properties that are associated with evolution of scale free
networks:(a) the effective diameter of graphs tends to shrink or stabilize as the graph
grows with time, and (b) the number of edges E(t) and nodes N(t) seems to obey the

densification power law [8].

6.2.3. Network Evolution

6.3. Kronecker Networks

Kronecker matrix multiplication was recently proposed for realistic graph gener-
ation, and shown to be able to produce graphs that match many of the patterns found
in real graphs [20]. The main idea is to create self-similar graphs, recursively. We begin
with an initiator graph G, with N nodes, and by recursion we produce successively
larger graphs G...G, such that the kth graph G} is on Ny = NF nodes. Kronecker

product is the name of the recursive multiplication operation. We use stochastic Kro-
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Figure 6.3: One iteration of the adjecancy matrix with Stochastic Kronecker genarator

necker network G; as our basis. Stochastic kronecker network can be defined by using
any number between 0 and 1 instead of Os and 1s in the adjacency matrix of the
network. In Figure 6.3 the recursive generation example of this network is provided.
We use 222 initiator matrix for simplicity and easier network structure analysis in our

experiments[22].

We use KronFit algorithm to estimate the parameters of G [22]. Details of the
algorithm can be seen in Figure 6.4. The actual code of the implementation is 2000+
LOC so it is not practical to attach to this document. For this reason, we provide the
source code in the following link: http://dl.dropbox.com/u/695188/kronecker. cpp
Kronfit implemented in C++ without multicore optimization runs in 12 hours for our
three datasets on a 6 core PC (Core i7) with 12 GB RAM. The runtime of the naive
implementation of KronFit is much higher. For this reason, we employ greedy methods

to overcome intractable parts of the problem.

Network evolution is the underlying dynamics of how a graph evolves over time.
Researchers have tackled this problem since 1970s,[96, 97, 98, 99, 100, 101]. Concepts
such as "rich gets richer” have been proposed in order to explain the evolutionary
dynamics of the networks [8]. Rich gets richer or preferential attachments explains the
degree distribution by a simple probabilistic model. In the model, a node with high

degree is proportionally more likely to get even mode connections.

We use network densification and estimate the node increase speed by fitting node

count over time with a polynomial of degree three [21, 102]. Network densification



Alporithm 1 KroxFiT alzonthm

Input: integer Ny, and graph 7 on N = N} nodes
Output: MLE parameters & (N; = N matrix)
initialize 6
while not converged do

evaluate gradient: ﬁl'l{'}. i

update parameters: 6., = 8, + Jl.—r;_'i'—_lll:ﬂl |
end while
return B = 8,

Algorithm 2 Caleulating log-likelihood and gradient

Input: Parameter matrix &, and graph &
Output: Log-likelihood 1(6), and gradient = [(6)
fort=1to T do

! := BamplePermutation((s. &)

i = log PGt 6)

grad, == 4 log PG|, B)
end for
return 1(8) = $ 3,1,  #&10) = ¥, grad,

i

Figure 6.4: KronFit Algorithm [22]

concept can be explained with the following equation:

e(t) o< n(t)®
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(6.1)

In the equation e(t) and n(t) denote the number of edges and nodes of the graph

at time t, and « is an exponent that generally lies strictly between 1 and 2. This

equation is also named as growth power law [21]. (Exponent a = 1 corresponds to

constant average degree over time, while a = 2 corresponds to an extremely dense

graph where each node has, on average, edges to a constant fraction of all nodes.)
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