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ABSTRACT

The determination of the optimum software release time is an important problem in
software engineering. There is an apparent trade-off between the reliability of the software
and its cost. Thus, in many commercial software applications, the optimum release time is-

determined by minimizing its cost function.

The aim of this study is to build a new model to determine the optimum testing
strategy when the software has an operational profile. The operational profile shows how
users employ the system in the operational phase, and it consists of a set of distinct
operations with their associated occurrence probabilities. The usage of the operational

profile to guide testing makes this phase faster and more efficient.

Furthermore, an extensive literature review for the reliability models and optimum
software release policies are presented as well as the detailed description of the operational

profile and other related concepts.



OZET

Yazilimin piyasaya siiriilme zamanmmn belirlenmesi yazilim miithendisliginde
onemli bir problem teskil etmektedir. Eger yazilim giivenilirligini eniyileyecek sekilde
denemeye tabi tutulursa deneme maliyeti artacak, aksi takdirdeyse bakim maliyetleri
yiikselecektir. Eniyi siiriim zamaninin hesaplanabilmesi i¢in toplam maliyet fonksiyonunu

minimize eden modeller gelistirilmigtir.

Bu ¢alismanin amaci, operasyonel profile sahip bir yazilimin eniyi deneme
siirelerinin maliyet fonksiyonu minimize edilerek belirlenmesidir. Operasyonel profil,
kullanicinin bir sistemi nasil kullanacagini belirler ve operasyon seti ve bu operasyonlarin
gergeklesme olasiliklarindan olugmugtur. Operasyonel profilin kullanilmasi deneme

stiresinin daha verimli kullanilmasin: saglamaktadir.

Ayrica bu c¢aligmada giivenilirlik modelleri ve eniyi siiriim zamani metotlar
hakkinda detayli bir kaynak taramasi verilmektedir. Operasyonel profil ve diger ilgili

terimler de detayl olarak incelenmisgtir.
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1. INTRODUCTION

An important problem in software engineering is the determination of the optimal
release time. In life-critical software applications, the most important attribute of the
soﬁwarev system is its reliability. However, in most other cases the objective is to minimize
an expected total cost function which includes the costs incurred during testing as well as
the costs incurred during operational phase. The testing phase is time consuming and
costly. On the other hand, if the software is released too early without sufficient testing this
will result in high maintenance cost because of the failures that will be caused by the
remaining faults. This fact constitutes a tradeoff between the costs incurred during testing

and the costs incurred during operational phase.

There are models in literature that are developed to determine the optimal release
time of the software as if the software is working under the same conditions all time. An
undesirable restriction in almost all of the testing procedure is that the parameters of the
software failure process as well as the costs parameters of the software are assumed to be
independent of the operation that the software performs. This assumes that the software is
used for a single operation or that there are no differences between the model parameters
under different working conditions. In [1] and [2], Musa indicates that the operational
profile reduces the system risk by making it more realistic and it also makes the testing

procedure faster and more efficient.

The aim of this study is to present a software reliability model with imperfect
debugging when the time-to-failure has an arbitrary distribution. The decision to release the

software or not is based on the minimization of a nonlinear cost function.

In Section 2, we will review some basic concepts of the software reliability
literature and also the important concept on "Operational Profile." In Section 3, software
reliability models will be presented and in Section 4, the optimum software release policies
will be reviewed. Our model will be presented in Section 5 and some numerical

illustrations will be given in Section 6.



2. SOFTWARE RELIABILITY AND OPERATIONAL PROFILE
~2.1. Importance of Measuring‘ Software Reliability

In [3], Musa et al. define three of the most important needs of software customers
in regard to software products as quality, delivery time and cost. The development and
operational costs of software have increased substantially. At the same time, time period
available for the introduction of a new software pfoduct before being surpassed in
capability or cost by another, has shortened. With these cost and delivery time pressures, it
is becoming increasingly impossible to create a software product which provides high
quality, rapid delivery and low cost simultaneously. Consequently, the need for trade-off is

pressing.

Quantitative measures exist for cost and delivery time of software products, but the
quantification of the quality has been more difficult. However, the absence of such a
concrete measure for software quality means that quality will suffer when it competes for

attention against cost and delivery time.

According to [4], the elements of software quality are:

1. Correctness: extent to which a program satisfies its specifications and fulfills the user's
objectives;

2. Reliability: extent to which a program can be expected to perform its intended function
with required precision;

3. Efficiency: the amount of computing resources and code required by the program to
perform a function; |

4, Integrity: extent to which access to software or data can be controlled;

5. Usability: effort required to learn, 6perate, prepare the input\ and interpret the output of
the program; |

6. Maintainability: effort required to locate and fix an error in an operational program;

7. Testability: effort required to test a program to ensure that it performs its intended

_function;



8. Flexibility: effort required to modify an operational program;

9. Portability: effort required to transfer a program from one hardware configuration and
software system environment to another;

10. Interoperability: (effort required to couple one system with another;

11. Reusability: extent to which a program can be used in other applications related to the

packaging and the scopes of the functions that the program performs.

Among all these elements of software quality, software reliability has proved to be the
most readily quantifiable so that it can be used as a quantitative measure for software

quality.

2.2. Basic Concepts

The generally accepted definition of software reliability is that it is the probability
of failure-free operation of a computer program in a specified environment for a specified

time [3].

We will now examine several terms in this definition to gain greater insight. A
computer program is defined as a set of complete machine instructions that executes within
a single computer and accomplishes a specific function. For the purpose of software
reliability modeling, the program is assumed to be stable (not changing in size or content
with time). We should note that distributed systems and networks are considered to have

separate programs executing in each of their computers.

The execution of a program can be viewed as a single entity, lasting for months or
even years for real-time systems. However, it will be easier to characterize the operational
profile if the execution is divided into a set of runs. Runs that are identical repetitions of
each other form a run type. A run type is ordinarily associated with the accomplishment of
a user function. A run type is specified by its input state or set of values for its input
variables that it receives. We judge the reliability of a program by the output states (sets of
values of output variables created) of its runs. Thus, the run type represents a

' transformation between an input state and an output state. Multiple input states may map to



the same output state, but a given input state can have only one output state. In other words,
the input state uniquely determines the instructions that will be executed and the values of
their operands. Whether a particular fault will cause a failure for a specific run type is
predictable in theory’. However, the analysis required to determine this might be impractical

to pursue [3].

A failure represents a difference between the actual value of an output variable,
resulting from a run, and the value prescribed by the requirements. The program has to be
executing for a failure to occur. Thus, the term failure relates to the behavior of the
program. A failure type is characterized by both input state or run type and discrepancy.
Hence, two failures have the same type if they occur for the same run type and are
characterized by the same discrepancy. If effective repair -action is not taken, repeated

failures of the same type will occur when the same run type recurs.

A fault can be defined as a defective, missing or extra instruction or set of related
instructions that is the cause of one or more actual or potential failure types. By definition,
there cannot be multiple faults causing a failure so that the entire set of defective
instructions that is causing the failure is considered to be the fault. The set of input states
that produces failures for a fault at any point in time is called its fail set. A fault is
considered to be removed when the fail set is null. A fault is a property of the program
rather than a property of its execution or behavior. Since in some of the reliability models
the time 'at which a fault is introduced into the program is important, it is necessary to make

the distinction between two types of faults:

1. Inherent faults: the faults that are associated with a software product as originally written
or modified; |
2. Seeded faults: the faults that are introduced to the program through fault correction or

during testing.

Reliability quantities have usually been defined with respect to time. We are

concerned with three kinds of time:



1. Execution time: the accufnulated processor (CPU) time;
2. Calendar time: the actual chronological period;

3. Clock time: the execution time spent plus wait time and the execution time of other

programs.

As indicated in [3], execution time is important because it is generally accepted that
models based on execution time are superior. However, quantities should ultimately be

related back to calendar time to be meaningful to engineers and managers.

A software reliability model describes software failures as a random process. There
are two equivalent ways of describing the failure random process: the times of failures or
the number of failures in a given period. Failure behavior is affected by two principal

factors:

1. The number of faults in the software being executed;

2. The operational profile of execution.

Both the human error process which causes the introduction of faults into the program and
the run selection process are dependent on an enormous number of variables so that the use
of avrandom process model is appropriate. One of the important measure in the process is
the mean value function, which represents the expected number of failures at time ¢. It is

defined as
(1) = B[ M()] ey

where M(t)is the number of failures experienced by time ¢. The function u(z)is

nondecreasing and is assumed to be a continuous and differentiable function of time ¢.
Another important measure of the process is the failure intensity function. The failure
intensity function is the instantaneous rate of change of the expected number of failures

with respect to time and is defined by

) =2 | 2.2)



The following relationships generally apply to reliability [3]. Reliability, denoted
R(t), is related to failure probability F(¢) by

R(t)=1-F(¢). | (2.3)

If F(t)is differentiable, then the failure density 7(¢)is the first derivative of F(¢) with
respect to time ¢. The hazard rate z(r)is the conditional failure density, given that no

failure has occurred in the interval between O and ¢. It is defined as

z(t)=%g—;. @.4)

Then, it can be also related to the reliability by

0

R(t) = exp|:— ]z(x)dx]. 2.5

2.3. Operational Profile

A software-based product's reliability depends on just how a customer will use it.
Making a good reliability estimate depends on testing the product as if it were in the field.
The operational profile is thus essential in software reliability engineering. In addition, the
operational profile shows you how to increase productivity and reliability and speed

development by allocating development resources to functions on the basis of use [1].

Using an operational profile to guide testing ensures that if testing is terminated and
the software is released because of imperative schedule constraints, the most-used
operations will have received the most testing and the reliability level will be the maximum

that is practically achievable for the given test time.



An operation is an externally-initiated task performed by a system "as built." It is
different from a function, which is an externally-initiated task to be performed by a system,
as viewed by users. When the idea or the need for the task arises in the minds of users or
developers, it is ay function. As the system is designed, functions evolve into and are

implemented as operations.

The operational profile is now simply a set of operations and their probabilities of
occurrence. Thus, it is a quantitative and probabilistic characterization of how a system will
be used. For example, suppose a system that receives various alarms and processes them,
taking actions that depend on the particular alarmsv. Table 2.3.1 shows a possible

operational profile for such a system.

Table 2.3.1. Operational Profile

Alarm 1 processing 0.20
Alarm 2 processing 0.15
Alarm 3 processing 0.10
Alarm 4 processing 0.08
Alarm M processing 0.01
Total 1

Let X: {Xn;n > 0} denote the operational process with the state space E where
X is the nth operation performed by the system. If the stochastic process Xis ergodic

with the limiting distribution:

(i) = lim, ., P X, =i 2.6)



then 7(;) is simply the proportion of i operations performed in the long run. Thus, the pair

(E , 7z) is the operational profile that consists of the set of all possible operations and their

occurrence probabilities.

We don't have to worry about the ergodicity of the model if Xis a sequence of
independent and identically distributed random variables with some distribution 7 since it
is obvious then that the operational process is ergodic with limiting probabilities given by

.
2.3.1. Benefits and Costs

The benefit-to-cost ratio in developing and applying the operational profile is

typically 10 per cent or greater.

The benefits of operational profiles can be enumerated as in [2]:

1. Increase user satisfaction by capturing their needs more precisely,

2. Satisfy important user needs faster with operational development,

3. Reduce costs with reduced operation software,

4, Speed up development and improve productivity by allocating resources in relation to
use and criticality,

5. Guide distribution of review efforts,

6. Reduce system risk with more realistic testing,

7. Make testing faster (faster reliability growth) and more efficient,

8. Make performance evaluation and management more precise, and

9. Guide development of better manuals and training.

The cost of developing an operational profile varies. The effort to construct the
operational profile for an "average" project -about 10 developers, 100,000 source lines, and
a development interval of 18 months- is about one staff month. Large projects can cost

more, but the increase is clearly less than linear with project size [1].



2.3.2. Development

Developing an operational profile to guide testing involves as many as five steps

[1]:

1. Find the customer profile.
2. Establish the user profile.
3. Define the system-mode profile.
4. Determine the functional profile.

5. Determine the operational profile itself.

A customer is the person, group or institution that is acquiring the system. A
customer group is a set of customers that will use the system in the same way. Thus, the
" customer profile is the complete set of customer groups énd their associated occurrence
pr_obabilities. A measure for each customer group's probability is the proportion of use it
represents. If this is not available, a simple approximation is to use the proportion of total

deliveries that are expected to be made to that customer groilp.

A userisa pefson, group or institution that employs, not acquires, the system. A
user group is a set of users that will employ the system in the same way. Thus, the user
profile is the set of user groups and their oceurrence probabilities. The user profile is
derived from the customer profile by looking at each customer group and determining what
user groups exist. If similar user groups are found among different customer groups, they
should be combined. Then, the probability of each user group should be multiplied by its
customer group probability to obtain its overall probability. When user groups are
combined across customer groups, their overall user group probabilities should be added to

yield the total user group probabiljty.

A system mode is a set of operations that are grouped for convenience in analyzing
execution behavior. A system-mode profile is the set of system modes and their associated

occurrence probabilities. For each system mode, an operational profile must be determined.
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The next step is to break each system mode down into the functions it needs and
determine each function's occurrence probability. The functional profile provides a
quantitative picture of the relative use of different functions. At this point, a choice must be
made between an explicit and implicit profile because it will determine the type of the
operational profile (explicit or implicit) that will be developed later. An explicit profile
consists of one enumerated set of all variables taken together, with their associated
occurrence probabilities. An implicit profile, on the other hand, consists of sets of the key
input variables' values, with their associafed occurrence probabilities. An implicit profile
can be used only when the key input variables are independent (at least approximately) of
each other with regard to the occurrence probabilities of their values. If they interact, an
explicit profile must be developed since such occurrence probabilities must be measured or

estimated directly.

Functions evolve into operations as-the way the user will employ operations to
accomplish functions is developed. A function may evolve into one or more operations, or
a set of functions may be restructured into a different set of operations. Thus, the mapping

from functions to operations is not necessarily straightforward.

The first three steps in determining the operational profile are to divide the
execution into runs, identify the input space, and partition the input space into operations.
A program's input space is the set of input states thz;t can occur during its operation. Many
programs are expected to take action for environmental variables such as data-entry errors,
heavy traffic, or data degradation. These considerations expand the required input space
that a program must respond to and be tested for. Thus, ‘Fhe design input space that the
program has been developéd to work with is not the same as the required input space, and
moreover, the areas of the required input space that do not fall in the design input spaée
will contain input states with a higher likelihood of failure. In defining the input space, the
most important thing is to develop a complete list of input variables. The input space can
be partitioned by /grouping run types into operations. The run types that are grouped should
share the same input variables so that a common and efficient testing procedure can be set

up. If one or more input variables have values or value ranges with different occurrence
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probabilities, multiple corresponding operations should be defined even if they share the

same input variables.

2.3.3. Examples of 'Operational Profile

We now examine two common types of systems, command-driven and data-driven.

The examples are taken from [1].

2.33.1. Command Driven System. The PBX is a command-driven system. In

implementing the system-administration mode, this command set was developed:

reloc <old location><new location>
add -s<service grade><location>
remove <location>

dirup

Relocation is being handled by removing old location and adding a new one.

As you consider the parameters, you note that location does not affect the nature of
the processing. However, the type of user does because the features provided are
substantially different for staff, secretaries and managers. Therefore the add command is

expanded into three operations:

reloc <old location><new location>
add  -s staff<location>

add  -s secretary<location>

add  -s manager<location>

remove ‘<location>

dirup

All these commands, except dirup, account for 0.019 of the occurrence probability;
dirup accounts for 0.001. Suppose that the expected 80 additions of service per month

break down into 70 staff, five secretaries, and five managers. There will be 780 relocations
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and 20 changes of sqrvice each month, the latter representing promotions to managers.
There will be 70 removals proper and 20 removals created as the result of "change"
functions, yielding a total of 90 removals. The part of the operational profile for the

system-administration mode is shown in Table 2.3.3.1.1.

Table 2.3.3.1.1. Part of the Operational Profile for System Mode

o 11 ce Probabilif
reloc. 780 (780/970)*0.019
remove 90 -~ (90/970)*0.019
add -s staff 70 (70/970)*0.019
dirup | 0.0010
add -s manager 25 (25/970)*0.019
add -s secretary 5 (5/970)*0.019
total 970

There will usually be environmental variables that affect the processing sufficiently
to require testing based on some of their values. In the sample system, the environmental
variable is telephone type: The system must handle both analog and digital telephones.
Under this environmental variable, the operational profile will expand into 11 operations
since directory update is not affected by telephone type. We exclude directory update and
consider the part for analog telephones. Analog phones take 80 per cent of phone calls.

Assume that system load is such an environmental variable. If system-
administration functions are performed when the system is in a overload condition,
processing may be affected (for example, administrative requests might be queued).

Assume that this occurs 0.1 per cent of the time.

To generate the expanded operational profile shown in Table 2.3.3.1.2, first we
multiply the occurrence probabilities in Table 2.3.3.1.1 by 0.8 to give the occurrence

probabilities for analog telephones. Then we multiply by 0.999 to obtain the occurrence
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probabilities for normal load, or by 0.001 to obtain the occurrence probabilities for

overload.

Table 2.3.3.1.2. Expanded Operational Profile.

reloc

remove

add -s staff
add -s manager

add -s secretary

remove
add -s staff
add -s manager

add -s secretary

Normal load
Normal load
Normal load
Normal load
Normal load
Overload
Overload
Overload
Overload

Overload

12,228.00
1,359.00
1,119.00
400.00

It may not be necessary for an operation to be tested if it occurs very infrequently.

As an example, "add -s secretary under overload conditions" in Table 2.3.3.1.2 can be

eliminated.

2.3.4.2. Data Driven System. Financial and billing systems are commonly data-driven.

Suppose a telephone billing system was designed as two subsystems. The first receives call

transactions and sorts them by billing period and account number, grouping all the items

for one account and the current billing period. The second processes the charge entries for

each account for the current billing period and generates bills.

The reliability to be evaluated is the probability of generating a correct bill. This

involves determining the reliabilities of each subsystem over the period required to process

the bill or the entries associated with the bill. Then, we multiply reliabilities of the
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subsystems to obtain system reliability. An operational profile must be developed for each

subsystem.

The sort subsystem will have relatively few operations and thus a simple
operational profile. The operation for processing correct charge items has an occurrence

probability greater than 0.99; other operations handle missing data, data with recognizable

errors, and so on.

The account-processing subsystem has an operational profile that relates to account
attributes. Its operations are classified by service (residential or business), use of a discount

calling plan (none, national or international), and payment status (paid or delinquent).

Assume that 80 per cent of the service is residential and 20 per cent is for business.
A national discount calling plan is used by 20 per cent of subscribers; international, five
per cent. Only one per cent of accounts are delinquent. The operational profile for the data-

driven system is as follows.

Table 2.3.4.2.1. Operational Profile for Data Driven System

Residential, no calling plan, paid

Residential, national calling plan, paid 0.1580
Business, no calling plan, paid 0.1485
Business, national calling plan, paid 0.0396
Residential, international calling plan, paid , 0.0396
Business, international calling plan, paid ~ 0.0099
Residential, no calling plan, delinquent 0.0060
Residential, national calling plan, delinquent ' 0..0016
Business, no calling plan, delinquent 0.0015
Business, national calling plan, delinquent 0.0004
Residential, international calling plan, delinquent 0.0004
Business, international calling plan, delinquent ' 0.0001
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3. REVIEW OF THE SOFTWARE RELIABILITY MODELS

3.1. Markovian Models

There are different classifications on the software reliability models. The first one is
based on the Markovian property. In all the Markovian models we will be interested in the

following quantities:

1. Number of failures experienced
2. Number of failures remaining
3. Failure times

4. Times between the failures.
3.1.1. General Poisson-Type Models

In these models, Musa et al. study the software failure process using a
nonhomogeneous Poisson process (NHPP) with failure intensity A(¢) [3]. Let M(¢) denote

failures experienced by time ¢. M(¢) is distributed as a Poisson random variable, that is,

P[M(t)— ] [,u( )] exp[ ,u(t)] 3.1

where
() = [A(x)dx. | (3.2)

Suppose that we have experienced m, failures by time ¢,, then for r>¢, and m>m,

PlM(e) = miM(t,) = m,] = - exp—[ (1) - u(t,)] (3.3)
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which is also equal to the probability of experiencing (m - me) failures during (te , t].

Let O(t) be a random variable representing failures remaining at time¢, that is

1) = M(0) — M(2). (3.4)
Then, .
00 =)= ) - 30) = ] =20 e o) 69
for g = 0,1,.... where
(1) = ple0) — p(1). (3.6)

The other two interesting random quantities are:

1. How long does it take to experience a certain number of failures?
2. What is the probability of failure-free operation during a certain amount of time (that is

reliability)?

Let T, be a random variable representing the itk failure interval and define 7, as a

random variable representing the ith failure time. Therefore,
T=>T | @7

where T, = 0. It now follows from the relationship

[M() 2] &[T, <1 (3.8)
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that

IA

P[]; t] = Z::lﬁit,)—] exp|- u(1)]. (3.9)

This also implies that
P[];’> KT, = ti—l] = R(tillti;l) = eXp{"‘ [:u(ti—l + tx',) - lu(ti-l)]}° (3.10)

The conditional density function can be obtained from (3.10) as:

_aP[T> T, =]
i} -7

i

(tillti—l) = /l(ti—-l +v ti')eXP{“ [lu(ti—l + ti,) - :u(ti—l)]} (3.11)

so that the hazard rate can be expressed as
2(t]e,,) = Aty +1)- (3.12)
3.1.2. Binomial-Type Models

The model is first presented by [3]. The assumptions are:

1. Whenever a software failure occurs, the fault that caused it will be removed
instantaneously.

2. There are u, inherent faults in the program.

3. Each failure, caused by a fault, occurs independently and randomly in time, according to

the per-fault hazard rate.

Note that u,will vary with the changes in the operational profile. Each failure is not

in reality totally independent of every other failure but we assume that they are
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independent. Let ((#) denote the number of faults remaining in the program at time ¢.

Then

o) = uy — M(r) (3.13)
where M(t) represents the number of experienced failures up to time ¢.

The probability of the number of failures experienced up to time ¢ is
U m ug—m
P M(D)=m|= [ nﬂ[F O]"[1-F, @™ (3.14)

The expected number of experienced failures up to time ¢ is the mean of the

binomial distribution above

u(t) = u F(1). : (3.15)

The distribution of remaining faults at time ¢ can be derived as:

o) =q]= [ }[1 F (t)] [F, (r)]"“ ! (3.16)

Suppose that we have observed m, failures up to time ¢,. We can find the

conditional distribution of M(z) and O(t) for t > ¢, as follows:

P p(e) = mi Mz, =m,|= [ } (r12,)" [I—F;(tlte)]urm’ (3.17)

where



19

F(te,) = E)-E[t) (3.18)
and

Plo() = qlM(, =m,|= { ][1 Fe)[E@ )™ 619

The distribution of the times between failures can be obtained as
P[T; <t]= P[M(r) 2i]= Z PM()=j]= > [ﬂ[ﬁ“ O -FO]*”. (20
j=i

The conditional reliability can be obtained as

Lo+t

R(tt) = P[L - T, > 4IT, —,1]—GXP{ (-1 +1) Jza(x)dx} (3.21)

L

and the conditional hazard rate function can be found as

At) = (o =i+ 1)z, (8, +127). 322)
3.1.3. Poisson-Type Models (Finite Failures)

Assumption (3) of the binomial models also applies here. The total number of

remaining faults in the program at ¢=10 is now a random variable with a mean u as

denoted in [3].

The probability that the number of failures experienced up to time ¢ is equal to m

is:
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P{M() = m] = Z::)P[M(t) = mU, = x|P|U, = x]

X

| RO - O el 4]

X

0L o ) 623

Therefore the expected number of failures experienced up to time ¢ is a Poisson

random variable with mean

W)= ). (3.24)

Let u(¢) denote the rate of the remaining failures, we obtain that from the previous

equation:

v(e) = () - (1)

= u— uF(2). | (3.25)
The conditional reliability can be obtained as
R(tillti—l) = exp{— IU[Ez (tt‘—l + ti') - F:z(ti—l)]} (3.26)

and the program hazard rate is

2Atlt,) = (b + ). (3.27).

3.2. Times Between Failures Models

This type of models assume that the failure rate depends on the number of the

remaining faults in the software after the most recent failure.
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3.2.1. The Model of Jelinski and Moranda
The model of Jelinski and Moranda assumes a fixed number N of faults at the start
of testing, each is independent of others and is equally likely to cause a failure during
testing [5]. There is perfect debugging and the hazard rate, at any time is assumed to be

proportional to the current number of faults in the program. For the time interval between

the ith and the (i —1)th failures the hazard. rate is given by
(t)=AN-G-1)] (3.28)
where A is the failure rate per fault and ¢/ is the passed time since the ith failure.

3.2.2. Littlewood and Verrall Model

In the model of Littlewood and Verrall, the times between failures are assumed to

follow an exponential distribution with a parameter that is gamma distributed [6]. Now,

\ a
r(t!)= el (3.29)

where P(i) describes the quality of the programmer and the difficulty of the programming

task.
3.2.3. Goel and Okumoto’s Imperfect Debugging Model

In [7], Goel and Okumoto propose a model which is basically an extension of the
model proposed in [5]. In this model, the number of faults in the program at time ¢ is
treated as a Markov process. The hazard rate during the interval between (i —1)t4 and the

ith failures is

2(t!) = A[N - pli - 1)]. | (3.30)
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where N is the initial number of faults, p is the probability of imperfect debugging, and

Ais the failure rate per fault.
3.2.4. Schick and Wolverton Model

In [8], Schick and Wolverton propose a model which is based on the same
assumptions as the model proposed in [5], except'that the hazard rate is assumed to be

proportional to the current number of faults in the program as well as to the time elapsed

since the last failure. The hazard rate is given by

2(t))= A[N - (i - D],. (3.31)

3.3. Fault Count Models

This class of models is concerned with the number of failures seen in a testing

interval. The basic process behind most of these models is Poisson process.
3.3.1. Goel and Okumoto’s Nonhomogeneous Poisson Process Model

In this model, the number of failures observed until time ¢ is modeled as a

nonhomogeneous Poisson process with the mean value function of
u(t)=a(1-e™*) (3.32)

where a represents the expected number of failures to be observed eventually and b

represents the fault detection rate per fault [9].
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3.3.2. Goel Generalized Nonhomogeneous Poisson Process Model
In [10], Goel proposes a generalized model based on the nonhomogeneous Poisson

process model in [9], to allow for modeling the observation that the failure rate first

increases and then decreases. The mean value function of the model is given by
u®) = a(l - e’b’c) ' _ (3.33)

where a represents the expected number of faults to be eventually detected, and b and ¢

are constants that reflect the quality of testing.
3.3.3. Musa Execution Time Model
In [11], Musa proposes a model which is based on the model in [5], but there is

dependence between failure rate and the execution time of the model. The hazard rate for

the model is given by

A7) = ¢f (N - n,) (3.34)

where 7 is the execution time in executing the program up to the pfesent, f is the average

instruction execution rate divided by the number of instructions in the program, ¢is the

fault exposure ratio, and 7, is the number of faults removed during (0, 7).

3.3.4. Musa-Okumoto Logarithmic Poisson Execution Time Model

In this model, the observed number of failures by some time 7 is modeled as a
nonhomogeneous Poisson process with a mean value function which is a function of 7

[12]. Thus, it is given as

y(r)=—;-1n(zoer+ ) 1 (3.35)
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where A, and € represent the initial failure intensity and the rate of the reduction in the

normalized failure intensity per failure, respectively.

3.4. Fault Seeding Models

The approach to assessing the reliability is to seed a known number of faults in the
program. After testing, the number of detected seeded and inherent faults are counted.
Using combinatorics and maximum likelihood estimation, the reliability of the software

and the number of inherent faults in the program can be estimated.

In the hypergeometric model of Mills, the number of inherent faults is estimated
from the number of inherent and seeded faults detected during the test by using the
hypergeometric distribution [13].

In the model of Lipow, the approach of the above model is modified to include the
probabilities of finding a fault of either kind during any tést of the software so that for
statistically independent tests, the probability of finding given numbers of inherent and
seeded faults can be calculated [14]. |

In the model of Basin, it is suggested to use two programmers to develop a two
stage procedure of testing without actually seeding faults. The number of faults detected by

each programmer is used to estimate the software reliability [15].
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4. OPTIMUM SOFTWARE RELEASE POLICIES

An important issue in software engineering is the determination of the optimal
release time of a software system. Before a software is released for operational use, it is
tested to decrease the number of inherent faults and increase its reliability. However, the
testing procedure is time consuming and costly. On the other hand, releasing a software
without sufficient testing causes high maintenance costs after release. Hence, there must be
a trade-off between the testing cost and the maintenance cost after release. A consequence
of this trade-off is the development of stopping rules for the testing process which are
based on the reliability of the sbﬂware after testing and the comparative costs of a fault

occurrence during testing and operation.

Software release policies can be classified as

1. Static policies;

2. Dynamic policies.

In static policies, a release time is determined at the beginning of the testing phase, and
once testing is started, the release time remains unchanged. Thus, in static policies the
information about the true state of the software system gathered during testing is ignored.
On the other hand, in dynamic policies the release time is determined by using the observed
history of the failure process. The decision to release the software or not is reevaluated

after each failure observation and the consequent debugging activity.

4.1. Static Policies

In [16], Forman and Singpurwalla suggest a procedure for the estimation of the
model parameters and a stopping rule for debugging the program. The failure process of
software is modeled by [5]. The proposed stopping rule is based on the maximum
likelihood esﬁmator of inherent faults in the software. The steps of the procedure are as

follows:
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1. Compute N, the maximum likelihood estimator of inherent faults N.

2.1f N ~ n (the number of the observed failures), go to step 3, else wait for another failure
and go to step 1.
3. Plot the relative likelihood function of N, R(XN), and the normal relative likelihood

function of N, R, .(N), for various values of N. If the two functions are in agreement,

then Nisa good estimator of N. Otherwise, wait for another failure and go to step 1.

Since the maximum likelihood estimate of N is asymptotically efficient, it can be
approximated by the normal distribution for a large number of observations. Thus a

comparison of the actual relative likelihood R(N) and the approximate normal relative

likelihood R,

orma

(N) gives some indication of the appropriateness of the large sample

theory for estimating N.

Afier applying the procedure above to estimate N and the failure rate per fault A,
Forman and Singpurwalla use the hypothesis testing to determine the optimal stopping time

[17].

*

H;:N" =0 H:N'=r r=12,. 4.1

where N represents the remaining faults in the software. In order to test the above

hypothesis, the software will be exercised for an additional time #,, and H, will be
rejected if a failure is encountered. For such a test, the Type I error (the probability of
rejecting H, when it is true) is zero, since if N "=0, we will not encounter any failures.
The additional time ¢, can be obtained from the predetermined Type Il error f by setting

r=1.
f=e. 4.2)

Another way to determine ¢, is to minimize the following cost function:
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t, 1+t

E[C]= [e,()tae dt+ [(c,(D)t, +c,)ae dr + Tcl ()¢, Ae " dt (4.3)

0 ta + ‘Iﬂ

where ¢ is the cost of testing per unit time, ¢, is the cost of failure in the operational

phase, and ¢, is the life cycle length of the software.

Koch and Kubat suggest a model to determine the optimal release time of a
software by considering the cost-benefit function of the entire company [18]. The model is

based on the model in [5]. There are two ways that the software can be used:

1. The company which developed it can use the software itself

2. The company which is going to use the software is a second party.

The cost function is as follows:
c(t) =y (t)l[o,D) )+ ¥ (t)I[D,oo) ® (4.4)
with

v, () =c,Me™ +(c, +¢, —c, +b, +b,)t +(c, b, —b,)D
v, () =c, Me™ +(c, +¢,)t + p(t) | (-3)
where I is the indicator function. The cost parameters are as folloWs: ¢, is the cost of
debugging in the operational phase, c, is the cost of the CPU time per unit testing time, c,
is the coét of using a software per unit time, ¢y is the cost of manpower per unit time, b, is
the benefit from the freed manpower after release, b, is the benefit of using the software,
D is the deadline for system release, p(t) is the penalty cost if the software is released after

the deadline, and M is the remaining faults in the program. If the optimal release time is
found to be after the deadline, it is advised to test the software until the deadline and then
reconsider to continue further testing if the costs of future testing plus penalty are less than

the debugging cost of the remaining faults in the operational phase.
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Yamada and Osaki determine the optimal software release time by evaluating the

following two criteria simultaneously [19]:

e Total average software cost;

o Software reliability.

They investigate the problem by using the nonhomogeneous Poisson process (NHPP)

model in [9]. The optimal software release prbblem can be formulated as follows:

min ¢(7)
s.t. R(x|T)2 R, (4.6)

where R, denotes the desired reliability level. The optimal release time can be obtained

from T = max{TO, Tl}where T, is the optimal release time satisfying the cost criterion

and 7; is the optimal release time satisfying the reliability criterion. In other words,

0, otherwise

’Z [ln[m(x)] - ln{ln(-Rl—o) ﬂ R(x/0) <R,

0, ' otherwise.

4.7

fum—y

The parameters of the above formulas are as follows: a is the number of inherent faults, b

is the fault detection rate per fault, ¢, is the cost of debugging during testing, c, is the cost
of debugging during operational phase, c, is the cost of testing per unit time, and m(x) is

the expected number of faults removed up to time x.
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Ross proposes a stopping rule by considering the estimation of the failure rate

&(t) of software [20]. It is advised to discontinue testing at the first time ¢ such that

(1) + 3 E[(s() - A())*] < 4 (48)

where A denotes the acceptable level of the failure rate and A(?) denotes the failure rate of
the software. The estimation of the above formula will be inaccurate for small values of ¢
so that the testing should be continued for at least some fixed time 7, which can be

obtained from

e = o
In (4.9
Ty=-—r )
A

where o represents the acceptable level of risk.

Singpurwalla describes a procedure for addressing the important problem of how
long to test and debug software before it is released [21]. The procedure is based on the
principles of decision making under uncertainty, and involves a maximization of expected
utility. He uses two different types of utility function: one based on costs alone, and the

other involving the realized reliability of the software.

Wohlin and Runeson describe methods that can be used to certify and measure the
ability of software components to fulfil the reliability requirements placed on them [22]. A
usage mddelling to formulate usage models for components is presented. The usage model
describes the usage from a structural point of view, complemented with a profile describing
the expected usage in figures. The failure statistics from the usage test form the input of a
hypothesis certification model, which makes it possible to decide whether the software
component can be accepted with a given degree of confidence. The conclusion is that the
proposed method makes it possible to certify software components, both when developing

for and with reuse.
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Hou et al. developed the hyper-geometric distribution software reliability growth
model to estimate the number of remaining faults after completing the test/debug phase
[23]. The optimum software release time is determined by the minimization of the total
expected software costs which include penalty cost that should be paid in case of a late

delivery. The underlying model is the hyper-geometric distribution model.

4.2. Dynamic Policy

Ozekici and Catkan propose a dynamic procedure to determine the optimal release
time under imperfect debugging [24]. The procedure is based on a cost model constructed
by considering testing cost, debugging cost during testing phase and debugging cost after
release. The dynamic policy proposes to test the software for an additional amount of time
after the occurrence of a failure and the following debugging activity. The length of the
additional testing time can be found by minimizing the expected‘total cost using dynamic
programming. If no failure occurs during the proposed additional testing time, the software
is released‘for operational use. If, however, a failure is observed, then a new debugging
activity is undertaken and a new additional testing time is computed by using the updated

information on the expected number of faults remaining in the software.

The dynamic programming equation is given by

v(n) = min{e, E[X, A u]+ ¢, Hn)F, () +[e, +v(n+ D]E, ()} (4.10)
| E[Xn A u] =uF (u)+ _[O,u) sE, (ds). @.11)

where v(n) represents the minimum expected total cost using the optimal policy after the
nth failure. The first term represents the expected cost of testing at the nth stage since the
software is tested until the release time or the occurrence of a failure. In other words, the

cost ¢u is incurred if no failure is observed during u time units of testing, and the cost
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clE[Xn] is incurred if the interfailure time turns out to be less than the specified additional

testing time u at the nth stage of testing.

The second term represents the expected total cost of debugging which will be
experienced in the operational phase if the software is released at the nth stage. It is
assumed that the life cycle of the software is infinite so that all remaining faults will

manifest themselves through failures.

The third term accounts for the expected cost incurred in the case of a failure
observation before u. It is composed of the cost of debugging and the expected total cost

which will be incurred from this stage onward using the optimal policy.

The model is based on the following assumptions:

1. The failure rate is decreasing in ¢ for all »> 0.
2. The failure rate is decreasing in » for all ¢ >0.
3. The expected number of faults remaining after the nth failure is convex decreasing in

n=0.

The dynamic programming equation presented in (4.10) can be solved by a
backward recursive approach for the # values minimizing the cost function at each stage

until the optimal cost is obtained.
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S. THE OPTIMUM SOFTWARE RELEASE PROBLEM

In this section, a new software reliability model with imperfect debugging will be
presented. Our model is an extension of the model developed in [25] where one of the main
assumptions is perfect debugging. Moreover, in our study the time-to-failure has an
arbitrary distribution. Under these conditions, we determine the optimél testing strategy by

using a nonlinear expected total cost function.:

5.1. Notation

We now introduce the notation used throughout the thesis. Suppose that there are a
total of K operations that can be performed by software. All parameters of the model

depend on the operations as given by the following notation:

E():time-to-failure distribution during operation £,
e,: debugging cost after release during operation i,
c,: testing cost per unit time during operation i,

i

d;

1

:debugging cost during operation i,

T,

4

: the probability that the software will perform operation i after release,
p,:the probability of removing a fault during testing phase in operation i,
1 the expected number of inherent faults in the software before testing,

¢,: duration of testing for operation i.

5.2. Assumptions

The model to determine the optimal testing strategy undér imperfect debugging

condition is based on the following assumptions:

Assumption 1 a) Whenever a software failure occurs, the fault that caused the failure will

be removed instantaneously with a predetermined probability 0 < p, < 1during operation i,
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b) No new faults are introduced during debugging,

c) There are a finite number of faults in the program, the total number of faults in the
program at time ¢ = 0 is a random variable with mean x,

d) Each failure, caused by a fault, occurs independéntly and randomly in time according to
the time-to-failure distribution F() during operation i,

e) e,c¢;,d, >0,

f) A fixed sequence of testing is given.

The first assumption implies the ifnperfect debugging activity. Each fault is
removed with probability p,or remains in the program with probability q; = (1— p,.)
during operation i. Another implication of this assumption is that the number of failures

experienced up to a certain time ¢ is not equal to the number of faults removed by the

same time.

The purpose of the second assumption is to ensure that the modeled failure process
does have a monotonic pattern. In general, this may not be true if faults are debugged after
each occurrence because other paths may be affected during debugging, leading to
additional faults in the system. The only way to strictly satisfy this is to ensure that the
correction process does not introduce new faults. If, however, the additional faults
introduced constitute a very small fraction of the fault population, the practical effect on

model results would be minimal [26].

The third assumption indicates that the total number of faults in the pfogram is an
extraordinarily complex function of many factors such as program size, complexity and
human performance. Hence, it is reasonable to consider the total number of faults in the.

program as a random variable rather than assigning a fixed value at the beginning.

The fourth assumption implies that each failure is totally independent of every other
failure. But in reality one failure can influence succeeding failures by its individual impact
on the effectiveness of repair. Also, a failure may prevent another failure from occurring

because it may prevent a particular code path from being executed. However the effects



34

are, on the average, secondary and will be neglected [3]. We can rewrite this assumption

more formally as follows: Let 7 denote a random variable representing time to failure of a

fault during operation i. Then, the random variables {Y,’} are independently and identically
distributed as F,(.)for all remaining faults. We can obtain the cumulative distribution

function F, (¢) from the per-fault hazard rate function z,(¢) by

R )= l—exp[]zi(x)dle | R

where

_dF(1)/at

Z,.(t) = T_—m (5.2)

A fixed sequence of testing indicates that testing is to be performed in a prescribed

order i,2,3,....,K of operations with durations #,,z,,¢;,......... oy

5.3. The General Model

We will now derive some computational formulas on the expected number of faults

removed during testing in an operation. This will be done in the context of an ordinary
renewal process N = {N,;t > 0} with some interrenewal distribution F. The renewal

process represents the failure process caused by a fault provided that the debugging
activities are not successful. If, however, debugging after a failure is successful with

probability p, then the renewal (failure) process is stopped since there can be no more
failures. We will count the failures by the process M = {M;t > O} . As soon as a failure is
counted with probability. p, that is the fault that caused the failure is removed, the process

M= {M,;t > O} is stopped. Therefore, the process M = {M,;t > 0} gives us the number

of failures generated by a fault in the program up to time .
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First, we will determine the expected number of failures caused by a fault in the
program up to time ¢. We derived the following conditional probability function of the
number of failures counted given that » failures have been generated by N = {N > 0} :

For n>1,

P[M,=0|N, =n]=0,

P[M,=1N,=n]=p,
P[M, =2|N,=n|=qgp,
P[M,=3|N, =n]=¢’p,

(5.3)
.P[M, =n-1|N, = n] =q"?p,
P[M =n|N, = n] =q"".
We don't consider the trivial case of n = 0 since we know that:
P[M,=0N,=0]=1. | (5.4)

It can be shown that the conditional probability function given in (5.3) is a
probability distribution function since

n

S n-2
3P, = kN, =n] = 3 M, = N, =n]= 4" + o'
k=0 “~

k=0

_ n-1 (l_q”‘l)_
=4 +P (1——q) =1 (5.5).

after recalling that p=1-gq.

By using the conditional probability distribution function in (5.3), we can now

determine the expected number of failures counted up to time ¢ given the number of

failﬁres generated by {N st 0} :
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E[M,|N, =n|= ;kP[M, = kN, =n]
n-2

n-2 n-2
=p) (k+1)g" +ng"" = pg>_ kg"* + p>. q* +ng""
k=0 k=0 k=0

i ) (5.6)
_ | =-Dg (=g +(1-¢"") | (1-¢"") ..,
= pq (l_q)2 +p (I—q) + nq
- 1+%(1—q""1).
We can therefore write
E[M|N,]= 1+%(1—q”"1) (5.7)

and the expression in (5.7) is true whenever p # 0. Furthermore, if p =1, the expression

in (5.7) will be equal to one when N, >1, and to zero when N, = 0.

The expected number of failures caused by a fault in the program up to time ¢ can

be obtained from (5.7) as follows:

#l] - e[ ag1x, |

- 1+%{1_é E[g" ]] _ %[1_ He"]| (5.8)

Let
Elg" ] =G, - (5.9)

we can then rewrite the expected number of failures caused by a fault up to time ¢ as

E[M]|=—[1-G(0)} (5.10)

1
p
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Recall that the expected number of inherent faults in the program is . Thus, the

expected number of failures experienced up to time ¢ is given by
fh—G@] (5.11)

so that the expected number of failures experienced up to time #,is
Ah1-6,1)] (5.12)
b; ' : ‘ ’

where G, is the generating function (5.9) defined for a renewal process with interrenewal

distribution F., .

We assume that {N > 0} is a recurrent renewal process. The implications of the

assumption are:
F(e0) =1im,_ F(1)=1 » (5.13)
and

N(0) =lim,_,, N, = +wo (5.14)

1—>0

with probability one. As a’coﬁsequence, the limiting behavior of G(¢) can be stated as

follows:

lim, ,,, G(r) =lim, ,, E[g"]= E[¢"]= E[¢"] = 0 (5.15)

t—w

whenever g is in the interval (0,1).
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Another assumption for the process {N > O} is that no failure has occurred at

time ¢ = 0,1e. N, = 0.Consequently, the value of the function G(r) at t=0is
G(0) = E[¢™]= E[¢°] = 1. (5.16)
whenever g # 0.

We need now to derive an expression for the expected number of faults removed up

to time ¢ .Let T denote the time at which a fault is removed. Then, the distribution of T is
P[T <t]=H(t) = pD g" ' F™(¢) (5.17)
k=1

where F™* represents the k-fold convolution of the time-to-failure distribution F with

itself.

There exists a relation between the functions H(#)and G(¢) such that:
P(T>{)=E[P(T>t/N,)|=E[¢"] (5.18)

The above relation indicates that given that N, failures have occurred, the N, independent
debugging activities have failed to remove the fault, each with a probability ¢, up to time

t . We can rewrite the relation in (5.18) as follows:
H(t) =1-G(z). (5.19)
Using (5.19), the expected number of faults removed up to time ¢ is

p(1-G(2)) (5.20)
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so that the expected number of faults removed up to time ¢, is

#1-G,(1)) (5.21)

Using the derivations above we see that the expected number of remaining faults

before testing in operation i is

u[16,(t;): (5.22)

The expected number of failures experienced during the ith operation is given by
(using (5.22))

pﬁi[l -G(z, )]1'1[ G,(t,) (5.23)

The expected number of faults removed during the ith operation is given by (using

(5.22))

i—

| H1-G.(0)[[1G,(¢;) (5.24)

J=1

Using equation (5.23) we can now derive the expected total cost of debugging

during the testing period as

i-1

ﬂfil_q(t,.)]HGj(tj). : | (5.25)

i=1 P; j=1

After the testing period, we know that the software will be released and will be used in

environment i with probability 7,.The expected number of remaining faults after whole

testing period is
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,u{l - i:[1 -Gz, )]H G,(, )} (5.26)

and the expected total cost of debugging under operation # is given by

i-

e, {1 - 2[1 -G, (t, )]ﬁ G, (1, )} (5.27)

J=1

and the expected total cost of debugging after release using equation (5.27) is
K K i-1
uY 7w, d1- 2 [1- G (e)[[1G, (¢, )f- (5.28)
n=1 i=1 j=1
The total testing cost is

et v (5.29)

1

£

Combining equations (5.25), (5.28) and (5.29), the expected total cost is

i— i-1

11 Gj(tj)} +yfd—."[1—G,.(t,.)]H G,(t,). (530)

Jj= i=1 i j=1

K K K
Zc,.t,. + ,uz e, {1 - Z[l -G, (t,. )]
i=1 n=1 i=1
Let
K
e=27znen. (5.31)

Using equations (5.30) and (5.31), the objective function turns out to be



where

Setting

Using equations (5.33) and (5.36), we now obtain

'K [ciGi'l(xi) - /g‘,(l —xi)ﬁxj} + pe.

H

By setting

41

(5.32)

(5.33)

(5.34)

(5.35)

(5.36)

(5.37)

(5.38)
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and defining

b, = uf, ’ (5.39)

equation (5.37) turns out to be

K i-1
Zl:c,. (x)=b,(1-x)] ]* j:| + pe. (5.40)
i=1 j=1
Since equation (5.40) represents the total expected cost of testing, it must be

minimized. Our problem is

K

MZ[cihi(xi)—bi(l—x,)ﬁxj] (5.41)

0<x,; 51 Py

J=1

which is also equivalent to

i—

max f [— eh(x)+8,(1-x)[1x, ] (5.42)

1
0<x;<1933 j=1

5.4. Determination of the Optimum Testing Policy for the Operational Profile

We will first review some basic concepts on nonlinear optimization. Given a point
x in R", we wish to deterrriine, if possible, whether or not the point is a local or a global

maximum of a function f . There are first-order and second-order necessary conditions

using the Hessian matrix for x" to be a global maximum.

Suppose that f:R" — R' is differentiable at x". If x is a local maximum, then

Vf(x") = 0 where Vf(x)= (@;:C) , @;}E:C) yers @;:C))
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Suppose that f:R" — R' is twice differentiable at x”. If x"is a local maximum,

then Vf (x*) =0and x"H x<0 Vx eR"where H’ is the Hessian matrix defined as

[ 2 f(x) & f(x) 7 f(x)]

1 Gh e G
How .

F’fx) PfH) k)

G e real

(5.43)

The conditions above are necessary conditions; that is, they must be true for every

local optimal solution. Vf (x*) =0 is also sufficient for x"to be a global maximum if and

only if f is concave at x™. If V/(x")=0 and H(x) is negatlve semi-definite for all x (i.e.

x"H”x<0),then f is concave. As a result, x"is a global maximum.

If we let

k-1
gk(x)=gk(x1,x2, ..... ,xk)=—ckhk(xk)+bk(1—xk) X

j=1

it then follows that

and

J

(5.44)

(5.45)

(5.46)
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R K
HL — ZH& (5.47)
i=1

where H"and H* denote the Hessian matrices corresponding to L and g, respectively.

Proposition 1 Suppose that b, >b, >.......2b, and, hk() is twice differentiable and

convex decreasing on S, then L is negative semi-definite on S; i.e.,

xTH x<0 ' (5.48)
forall x eS.
Proof Using equation (5.45) we get
k-1
b (1-x,) [ 1=, i=12,..,k-1
AR
XXy seeesX -
Awt dc"- k ={_ckh,;(xk)_bkﬂxj, i=k (5.49)
i j=t
0, i=k+Lk+2,...,K

so that we determine the value of the (i,j)th entry of the Hessian matrix as

f

k-1
b(1-x) [Txms 67=12,.,k—Li%

m=1,mzi,j

k-1
-5, |]x., i=12,.,k-1j=k

m=1,m=i

k-1
Hey(x)={ b, 1. i=k,j=12,...,k-1 (5.50)

m=1,mxi,j

- ckh,;’(xk), i,j=k

0, otherwise.
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After some manipulations we get
k-1 k
x"Hox = —c,h)(x, ), > + (k= )k - 2, [ [ x,, - k(k - Db, [ ] %.- (5.51)
’ m=1 m=1
Using the fact that

H*

K
HY =),
- (5.52)
xTHLx=ZxTHg"x
k=1
we obtain
K K ' k-1 K ok
x"H"x = —-Z ckh,g’(x,c)xk2 + Z(k -k - 2)kaxm - z k(k - 1)kaxm
k=1 k=1 m=1 k=1 m=1
X K-1 i K k
= _Z ckhlél(xk )xkz + Z i(i - ]‘)bi+1me - Z k(k - 1)bk me
i=1 m=1 k=1 m=1 (553)

k=1
» K K-1 i K
= _; cohi(x, Ix, + 2; i(i - 1)(b,., b, )1"_[1 x, — K(K - Db"ﬂ % .

This completes our proof since all terms are non-positive for all x €S.

As examples, two cases will be examined. The first case is for the

model with a single operation so that

max-— clh1 (xl) + b, (1 - xl)

0<x,<1

Ve(x,)=-ch(x,) - b, (5.54)
and

H*(x) = —c,hi(x,) (5.55)
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such that
xTHLx=x1[— clhl'(xl)]x'1 <0. (5.56)

In the second case, K=2 so that .

o0axX — clhl(xl)—czhz(xz)+b1.(1—x1)+b2(1—x2)x1 (5.57)
ﬁgg:c) = —clh{(xl) ~b, +b, —b,x,
(5.58)
5‘0;55:5) =—C,h, (xz) —b,x,
—eh(x,)  -b
HE = Cim\x, 2 559
{ ~ b, - Czhﬁ'(xz )jl ( )
such that
x"H"'x = —clhl’(xl)xl2 —b,x,x, — byx,x, —.czhz”(x2 )x22 <0 (5.60)

for all x eS.

Proposition 2 Suppose that G,() is convex decreasing on S, then 4,() is also convex

decreasing on S.

Proof Using equations (5.35) and (5.38)

h(x)=G(G.(5) =1, (5.61)

and taking the derivative,
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H(x) =[G (G(a))| =(n) | (5.62)

we obtain

B(x,) = (Gk(tk))’[G;’(Gk ()] =1 | (5.63)

so that

H(x,) = [G,;‘(Gk(rk‘))]' R (5.64)

The equation in (5.64) is negative for all x €S. Taking the second derivative from

(5.64), we obtain

i) - (6) [6:(6w))] = _[(—Gk(i (5.65)

and

Rla)= [GE 1(Gk(fk))]” = —[((Zk((L))))T. (5.66)

The expression in (5.66) is non-negative for all x €S. This completes our proof

since the two expressions are proved to be true for all xeS.

Theorem 1 Sﬁppose that b, b, >b, >....>b.and, h,() is twice differentiable and

convex decreasing on S, then the optimal solution of the problem
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ggxagZ[—ch( )+bi(1—xi)ﬁxj} (5.67)

satisfies

[b1 -b, + clh,’(xl)]xl

=T czhzg(xz)
(5.68)
b, b b,—b
[(——; e (2 >x,,-f+c,,h,:<xn>}x,.
ne1 = 2<n<Kk-1
cn+lhn+l( n+1)
B (i) = b 17 X (5.69)

Proof Since L is concave by Proposition (1), it suffices to show that the first order

conditions are satisfied. We now define

VL,(x)= (5.70)

so that

' (5.71)

= —ch(x be +zb (1-x, Hx

k=i+l m=1,m=#i

For n=1; we obtain
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K k-1
VL, (x)=—c,hi(x,) -5, + 2. b,(1-x,) []x, =0
k=2 . m=1,m¢;_1 (5‘72)
VL, (x)=—c,h(x,) = byx, + 2.b,(1-x,) ll_Iazcm =0
) k=3 m=1,m#
so that
K k-1
—clxlhl’(xl)—b]x1 +Zbk(l—xk)l__[xm =0 (5.73)
k=2 m=1
K _ k-1
—czxzhz’(xz)—blex2 +Zbk(l—xk) x,=0 (5.74)
k=3 m=1
subtracting equation (5.74) from equation (5.73) we obtain the following result:
- clxlh_l’(xl) + %0 (xz) =bx, —b,x,;x, — b, (1 - X, )x1
= (8, - b, ), (5.75)
and the end result is
. 7[1)1 ~b, + clhl'(xl)]xl | 576

c,hy (x 2 )
The next step is to show that equation (5.68) is true for 2 <»n < K — 1. Note that now

k-1

VL (x) = —cnh,;(xn)—bnﬁxm + i bk(l—xk) me, =0
mel ¥

| :n+1 . m=1,m#n . (5'77)
VLn+1(x) = —cn+lh;;+1(xn+1)_ bn+111xm + kz bk(l - xk) me =0
m= =n+2 m=1,m#n+1

so that



— cnxnhn( )—bnﬁxm + i bk(l —x,c)k—l x,=0
m=1 k=n+2 m=1
k-1
n+1xn+1hr:+1(xn+l) b, .x +1Hx + _Zzb (l xk) A x,, =0
subtracting equation (5.79) from equation (5.78) we obtain
cnxnhn( ) n+1xn+lhr:+l( n+1) = (b bn+1 n+1)]:]1:xm _-bn+1(:l xn+1)],—1xm

= (bn - bn+l)Exm

and the result is

H [ CuXn h n+1xn+1hn+l( n+1)]'
m=1 n+1
Similarly,
n-1
f = et st
and
x = Exm — (b [ cnxnhn(x ) n+lxn+lhn+1( n+l)]

G R e

As aresult of (5.83),
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(5.78)

(5.79)

(5.80)

(5.81)

(5.82)

(5.83)
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bn - bn+ bn - bn+
Eb - blg c,x,h, (x,,) - —Eb - bI; C, X, h (xn_,) +c,h, (xn ):lxn
Ky = i (5.84)
CritPi (xn+l )
For the case n=K,
' K-1
VL (x)=—cehi(xc)=bc ][ %, =0 (5.85)
m=1
the following result is obtained
b K-1
h,;(xK)=—c—Kme. (5.86)
K m=

5.5. A Heuristic Algorithm

In this section, we will suggest a heuristic algorithm to determine a near optimal
testing strategy. The algorithm is based on the fact that the formulas given in (5.68) are
recursive so that if the generating functions of the failure processes are known, then the

values for x,, Xj,ueeeennne. , X can be determined by giving an arbitrary initial value to x,.

We recall the characteristics of the generating functions as

1. Lim,_ G/(t) =0,
2. G(0) =1,

3. G,(¢) is convex decreasing on [0,1],

and they are true whenever g €(0,1) forall i = 1,2,....K.

- The steps of the heuristic algorithm are as follows:
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1. Give an arbitrary initial value to x, such that 0 < x,(1) < L.

2. Determine the values of x,(k),x;(k),......... %, (k) using (5.68) where x,(k) denotes the
value for the ith operation (z‘ =23,..... ,K) at the kzh iteration (k =12,..... ) .

3. Obtain another value X Iz((k) for the Kth operation from (5.69).

4. Determine the error term &, (k) such that g (k) = X2 (k) - x2(k).

5.If g (k)=0

b. if x,(k) <0 or x,(k) >1 for one or more of the operations, set the first such
x,(k) =1, eliminate the operation, and go to step 1.

6.1If sign[eK(k - 1)] = sign[aK(k)] = positive
a. if x,(k) > 1 for one or more of the operations, set the first such x,(k) =1, remove

the operation, and go to step 1,

b. else set xl(k +1) = xl(k) +Ah, 0< Ah <1, go to step 2.
7. If sign[aK (k- 1)] = sign[aK(k)] = negative, set xl(k +1) = xl(k) +Ah, —1<AR<0, go
to step 2. |
8.If sign[e‘K (k- 1)] * sign[aK (k)]
a.if x,(k—1)>1 and x,(k) > 1 for one or more of the operations, set the first such
x,(k) =1, disregard the operation, and go to step 1,
b. else set u = xl(k —1)and I = xl(k)

[
c. x(k+1)= %, determine x,(k +1),........... , g (k+1) using (5.68) and
X,Z( (k +1) using (5.69). Determine &y (k+1).
9. If sign[sK (k+ 1)] = sign[gK(k - 1)] , then go to step 8 and use the data of the (k + 1)tk |

iteration instead of (k —1)thiteration, else (i.e. sign[a‘K (k+ 1)] = sign[aK (k)]) go to step 8
and use the data of the(k + 1)zhiteration instead of the kth iteration. Repeat the steps 8

and 9 until the condition stated in step 5 is obtained.
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Although we have seen on several numerical illustrations that our heuristic algorithm
converges to the solution in a finite number of iterations, we can not provide a formal

proof of it in this study.

For an illustration of the algorithm, it is assumed that the generating functions of

the failure processes are of the following form:

G,(t)=——— | (5.87)

- m; +mA p;t,; .

This type of functions satisfies the three requirements stated above. Thus,

: l—x.)
hx) = G(x) = =% 5.88
(%) =G (x) Py (5.88)
and
mi
hi(xi)=—m. (589)

Setting all m,and », values to one for simplicity, the equations in (5.68) and in (5.69) turn

out to be (using (5.89))

—_ 02
X, = 4D -
(bl _b2)xl - ADx,
(5>.90)
|
~ Ai1Pas1

Xpo1 =7 2<n<K-1
(bn _ bn+1) - cn + [bn - bn+l) cn—l 1 x cn i
bn—l _bn ;{hpn bn—l _bn /’lh-—]pn—l ‘xn—-l ! //lhpn xn :



54

(5.91)

maxZK: - (1—2)+bi(.l—x,.)ﬁxj . (5.92)

We will give the numerical illustrations of the heuristic algorithm in Section 6.

5.6. The Exponential Model

In this section, a special case of the general model presented in Section (5.3) will be
examined and an explicit optimal solution will be obtained. The objective function can be

restated as

i-1

‘max i {— c;t; + uf; [1 -G, (tl. )]H G, (tj )} (5.93)

<t; <o 7
0=t €0 izl

J=1

Assumption 2 The failure generating process {N e 0} during operation i is a Poisson

process with rate 4 p,. In other words, G, (ti) = o Pl
Setting
x, =e " | (5.94)

and taking the log of both sides of the equation (5.95), we obtain
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t, = ———n(x,). (5.95)

Combining with the equations (5.94) and (5.95), the objective function turns out to be

K i-1
ggggZ[%m(xiﬁ ;Ji(l—x,.)Hx]}. (5.96)
%=t | 4P ‘ J=l

Define
4D (5.97)

so that our problem in (5.96) can be rewritten as

maxi{ai In(x, ) +5,(1- x,.)ﬁx } } (5.98)

0sx;<1 i=1 j=l
- Proposition 3 Suppose that b, > b, >....... > b, then the objective function in (5.98) is
concave on [0,1].

Proof The objective function given in (5.98) is the same as one in [25], and thus the proof
is also the same as the proof in [25]. But we should recall that the definitions of parameters

a, and b, are different then those in [25].

Theorem 2 Suppose that b, > b, >.......2 by, then the optimal solution of the problem

0<x;<1 i=1 Jj=1

‘ maxZK:[a,. m(xi)fb,.(l—x,.)ﬁxj} (5.99)

is
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,

a,—a,
2

bl _bz

« |b,,—b,a,-
X, = n-1 n an Apii , 2<n<K-1 (5100)
a,. _an bn ——bn+l

A

bK—l_bKﬁlg_ n=K

Ag —dag by

whenever K >2 and all ratios given above are strictly between 0 and 1.

Proof The proof is same as one given in [25].

5.7. InterpretationS

We already stated that the objective function obtained in the exponential model is

the same as one in [25], and thus we obtained the same explicit solution. However, the

definitions of the parameters are different such that a, =,/ 4p, and b, = ,u(e -d,/ p,.) in

our study, and g, =¢,/ 4 and b, = y(e—d,.) in [25] where g, stands for the testing cost
until a fault is removed, and , for the total benefit of removing x faults during testing the
ith operation. The difference is caused by imperfect debugging since in this case the
expected cost of debugging until a fault is removed is d,/ p, instead of d;, and the

expected time until a fault is removed is 1/ 4 p, instead of 1/ 4,.

The following interpretations are true for the exponential model discussed in the

Section (5.6). The condition imposed by Theorem (2) (i.e. b, > b, >.....> by ) implies that
b, >b, >....>b, and also a, >a, >....>ay since 0<x, <1 If b,.'>b,.+1with a;, <a,,

then x,, =1 as ¢, =0 by intuition. In such a case, the formulas can not be applied, we

disregard the 6peration (i +1), and begin the procedure again with one less operation in the

profile. If b, =b,,,, no testing is done in operation i if g, >a,,,, and testing is done in
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operation i if a, <a,,,. If a; =a,, at the same time, then x; = x,,,. In this case, there
are multiple optima if 4 p, = 4,,,p,,,. That is, any linear combination of the total testing
time during operation i and operation (i +1) can be done in operation i and in operation

(i+1) without a change in the objective value (i.e. testing time = Z,(t,.* + t:+1) in operation

*

i and testing time = (1- l)(t: + tm) in operation (7 +1) where 4 €[0,1].)

Note also that once {x,* } are calculated using equations in (5.100), the optimal

*

testing times {t, } can be obtained from
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6. ILLUSTRATIONS

In this section, some illustrations of the proposed exponential model and the
heuristic algorithm will be presented. These results will be compared to the results of a
package that solves nonlinear programming models. The illustrations for the proposed
exponential model can be classified into two categories: illustrations that satisfy the
assumptions of the model, and those where the parameters do not satisfy our assumptions.
The first example given above for the exponenti;ﬂ model falls into the first group. The
second example for the exponential model is the illustration where our assumptions are not
satisfied. The results of the package will be given followed by the results derived from the
equations of the model and the iterations of the heuristic algorithm. The software used for

* determining the solution is LINGO.

We consider a model with three operations. The model is

maxa, ln(x,) +a, ln(xz) +a, ln(x3) + bl(l - xl) + b2(1 - xz)x1 +b, (1 -~ x3)x1x2 6.1)

O<x; <1

with the solution

. a-a, . b-b,a-a, . b,-ba,
x = = = -
1

’ ) - 62
b, —b, 2 a, —a, b, —b, ’ a,—a; b, 62)

provided that the {x:} values satisfy our assumptions.
We take a,=3, a,=2, a;=1, b,=15, b,=12, b;=8 so that the formulation becomes

max3ln(x1) + 21n(x2) + lln(x3) + 15(1 - xl) + 12(1 - xz)xl + 8(1 - x3)x1x2. (6.3)

0<x; <1

The solution obtained from the equations in (6.2) is



- 3-2 ., 15-122-1 , 12-81
! 2-18

T15-12° T 30 12-8% T

so that

The output of LINGO is given by

L' =17.435652

x, = 03333332
x, = 0.7499958
x; = 05000063

and the results are exactly the same.

59

(6.4)

(6.5)

An example that does not satisfy our assumptions is obtained by when a,=3, a,=2,

a;=1, b;=18, b,=15, b;=6, where the formulation is

max31n(x1) +21n(x2) + lln(xs) + 18(1—x1)+ 15(1 —xz)x1 +6(1 —x3)x1x2

O<x,; <1

and the solution given by the formulas is

. 3-2 . 18-152-1 ., 15-61

X1

so that

T18-15°2 7322 15-6' T 221 6

(6.6)

6.7)

(6.8)
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This solution is infeasible since the condition stated in Theorem (2) is violated. The

optimal solution obtained from LINGO is

[ =9871582

X" = 03333539
x; = 04000418
%, = 1.0000000.

As can be seen above, the two solutions are different and operation 3 must be discharged.

We again begin the procedure with a model of two operations, where the optimal solution

is given by

X, =—,X, =
1 V2
b, —b, a,—a, b,

so that

. 3-2 . 18-152
Y E18o15° T 302 15

RERT

which is the same as the LINGO solution given above.

(6.9)

(6.10)

(6.11)

For the numerical illustration of the heuristic algorithm, we use the following

parameter values.



Table 6.1. Parameters for the Illustration

The iterations of the heuristic algorithm are as follows:

Table 6.2. Iteration 1

11.3200

Table 6.4. Iteration 3

61
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Table 6.5. Iteration 4

0.4000
2 0.7547
3 0.4254

Table 6.6. Iteration 5

To compare the above solution, the same problem is resolved using LINGO and the

following solution is obtained:

x, = 05000002
x, = 10000000
x, = 06249999
obj.= 38.125.

As can be seen above, the two solutions are exactly the same.

For another illustration of the heuristic algorithm, we use the following parameter

values.



Table 6.7. Parameters for the Illustration

1 100 | 70 5 0.8
2 90 60 4 0.5
3 80 50 4 0.8
4 70 0 | 3 0.6

The iterations of the heuristic algorithm are as follows:

Table 6.8. Iteration 1

A W N
el 2 ¢
[E—

[+
4
W

24.5511

24.4822
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Table 6.10. Iteration 3
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Table 6.14. Iteration 7
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Table 6.18. Iteration 11

0.4984 1.0299

2 0.9958
3 0.6210
4 1.0065

0.0170

Table 6.19. Iteration 12

0.1000 11.3281

0.1724

0.0899

Table 6.20. Iteration 13

66



Table 6.22. Iteration 15

The same problem is resolved using LINGO and the following solution is obtained:

x, =05

x, =1

x; = 0.625
x, =1
obj.=38.125.

As can be seen, we again obtained the same solution.
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7. CONCLUSION

The determination of the optimal release time of software is an important problem
in the software industry. In most cases, the (;ptimal release time is determined by
minimizing a cost function which is usually composed of testing cost, cost of a failure
during testing phase, and cost of a failure during operational phase. Thus, there must be a
trade-off between the costs incurred during testing and the costs incurred during operation

to determine the optimal release time.

The operational profile describes how a user employs system. Therefore, the
consideration of the operational profile in testing phase makes the procedure faster and
more efficient, which means faster reliability growth. The problem is to determine the

duration of testing in each operation.

In this thesis, we constructed and analyzed a new imperfect debugging model where
the time-to-failure distribution is not necessarily Poisson, and determined an implicit
optimal solution under reasonable assumptions. We suggested a heuristic algbrithm to
determine the optimal solution. Under the Poisson process assumption, the implicit
solution of the general model turned into an explicit solution. The decision problem
involves to determine the optimal testing strategy so that the nonlinear total cost function is

minimized.

We have seen on the illustrations that our heuristic algorithm reached to the opﬁmal
_solution, if there is one, in a finite number of iterations. Thus, for future work, it will be
interesting to prove the convergence of the algorithm to the optimal solution in a finite

number of iterations.
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