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ABSTRACT

BLIND CODE IDENTIFICATION USING DEEP NEURAL
NETWORKS

The non-hierarchical communication paradigm shift in the next generation wire-
less networks reveals the requirement for the adaptive configuration of communication
parameters in order to provide flexibility across different scenarios and changing chan-
nel conditions. Hence, automatic identification of communication parameters will play
a significant role in 5G and beyond networks. In automatic modulation and cod-
ing (AMC) systems, the transmission parameters are changed dynamically in order to
adapt to the changing channel conditions. These parameters are signalled through con-
trol channels which results in an increase of the resource usage. Blind decoding is fast
becoming a key instrument in such systems since it eliminates the need for signaling
of parameters. Blind decoding systems are composed of two stages: code identification
and decoding with the identified code parameters. There is a considerable amount of
research on the application of deep learning (DL) to channel decoding, and it has been
shown that DL models are able to learn the code structure. In this thesis, we consider
the use of DL for blind code identification, which is a first in this domain to the best of
our knowledge. It is possible to design a universal code identification system via deep
neural networks due to their independence of the channel code type. The presented
approach is applied in detection of widely used convolutional, turbo and polar codes
in order to show its capabilities. For each code type, the DL classification models
provide not only higher detection rates, but also lower and predictable delay amounts
compared to the existing methods. Additionally, an analysis on the required number

of codewords for model training is provided.



OZET

DERIN YAPAY SINIiR AGLARI KULLANILARAK KOR
KOD TANIMA

Yeni nesil kablosuz aglardaki hiyerarsik olmayan iletisim paradigmasi kaymasi,
farkli senaryolar ve degisen kanal kosullari i¢in iletigim parametrelerinin uyarlanabilir
yapilandirilmas1 gerekliligini ortaya koymaktadir. Bu nedenle haberlesme parame-
trelerinin otomatik belirlenmesi 5G ve 6tesi aglarda 6nemli bir rol oynayacaktir. Otomatik
modiilasyon ve kodlama sistemlerinde, degigen kanal sartlarina uyum saglayabilmek
icin gonderici parametreleri dinamik olarak degistirilmektedir. Bu parametrelerin ile-
timi kontrol kanallar1 aracihigiyla yapilmaktadir ve kaynak kullaniminda artigsa neden
olmaktadir. Kor kod ¢oziimii hizli bir sekilde bu tarz sistemler i¢in kilit bir oge haline
gelmektedir cilinkii parametrelerin gonderimine olan ihtiyaci ortadan kaldirmaktadir.
Kor kod ¢ozme sistemleri iki agamadan olugmaktadir: kodun belirlenmesi ve belirlenen
kod parametrelerine gore kod ¢oziimii. Derin 6grenme yontemlerinin kod ¢oziimiinde
kullanimi tizerine hatri sayilir miktarda caligma bulunmaktadir ve bu caligmalar derin
ogrenme modellerinin kod yapisini 6grenebildigini gostermistir. Bu tez caligmasinda, bu
konuda yeni bir yaklagim olarak, kor kod tanimada derin 6grenme tabanli bir yontem
onerilmektedir. Derin yapay sinir aglar1 herhangi bir kod parametresine bagimlh ol-
madigindan dolay1 evrensel bir kod tanima sistemi tasarlanabilir. Sunulan yoéntem,
yetkinliginin gosterimi i¢in ¢okc¢a kullanilan katlamali, turbo ve kutupsal kodlarin sez-
iminde kullanilmigtir. Her kod tipi i¢in, derin ogrenme tabanli yontemler hem yiiksek
hata performansi, hem diigiik ve ongoriilebilir gecikme degerleri saglamaktadir. Ek
olarak, model egitimi i¢in kullanilmasi gereken kod sozciigii iizerine bir analiz de sunul-
maktadir. Elde edilen sonuclar derin 6grenme modellerinin biitiin kod sozciikleri ile

egitilmedigi durumda bile genellestirebildigini gostermektedir.
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1. INTRODUCTION

Error correction codes are widely used in modern communication systems in order
to improve error performance. They enable reliable data transmission over noisy chan-
nels by adding redundancy to transmitted data. Since the introduction of the channel
coding theorem by Shannon [1], a wide range of code families have emerged in pursuit
of achieving the channel capacity with a low encoding and decoding complexity. The
most remarkable codes include convolutional, turbo, low density parity check (LDPC)
codes and, more recently, polar codes. Heterogeneous network architecture of 5G
and beyond networks will enable the inter-connection of different networks and de-
vices. Moreover, direct communication technologies such as device-to-device (D2D),
machine-to-machine (M2M) and vehicle-to-everything (V2X) will enable the wireless
communication nodes to communicate directly in local premises, independent of core
networks. Such a non-hierarchical communication paradigm will require the adaptive
configuration of communication parameters in order to provide flexibility across dif-
ferent scenarios and changing channel conditions. Hence, automatic identification of
communication parameters will play a significant role in 5G and beyond networks.
Thus, the blind detection and decoding of the control channel for the selected coding
schemes have gained significant attention in the heterogeneous 5G and beyond networks

to fulfill the ever-increasing demands and requirements [2].

In adaptive modulation and coding (AMC) systems, modulation and coding pa-
rameters are changed dynamically in order to adapt to the dynamic nature of channel
states. The active parameters for data channels are sent through control channels,
which introduces an overhead for the resources. On the other hand, configurations for
the control channels are also becoming adaptive with the evolution of the communica-
tion systems, introducing the need for blind identification of the active parameters. In
light of the aforementioned reasons, successful blind identification of coding parameters
is of utmost importance for future communication networks. There are two approaches
in blind code identification: (i) estimation of code parameters among an infinite set,

or (ii) detection of the code parameters from a predetermined set of alternatives [3].



The former problem is NP-hard without having any prior information [4]. However, it
is possible to assume that the code type is known for most practical cases since it is
predefined by the employed communication standard. The latter problem is available
in a cooperative context where the transmitter and receiver have agreed upon a set of
parameters. Blind identification of a channel code, in the first step, consists of finding
the information (input) length k, the codeword (output) length n, and therefore, the
code rate r = k/n of the encoder. In addition to the code rate, the generator matrix of
the code should also be identified. There are also parameters specific to a code type.
For instance, the generator polynomials and the constraint length for a convolutional
code, the interleaver parameters for a turbo code, frozen bit indices for a polar code,
puncturing pattern for a punctured code should also be estimated. Considering all
these variables, statistical signal processing algorithms will not be adequate to solve

the existing problems [5].

1.1. Motivation

Machine learning will be instrumental in designing and managing the highly com-
plex 5G and beyond networks. In particular, features such as dynamic air interface,
self-organizing network (SON) and network slicing bring challenges for network oper-
ation and maintenance. These problems fall into the field of machine learning, which
provides new approaches and paves the way to bring significant performance improve-
ments compared to traditional methods [6], hence has recently regained attention in the
field of communications. Deep learning (DL) is a family of machine learning methods
that uses artificial neural networks for learning multi-level representations and features
in hierarchical architectures in pattern recognition problems. Deep neural network
(DNN) architecture is inspired by the structure and function of the human brain. DL-
based methods have been widely used in a variety of signal processing applications
such as computer vision, speech processing, robotics, anomaly detection due to its
strong ability of generalization [7]. It provides enormous performance gain in super-
vised learning tasks compared to other traditional learning algorithms [8]. Artificial
neural networks also enable the solution of analytically complex problems by removing

the dependency on statistical models. Recent studies show that the DL-based meth-



ods give promising results in a variety of tasks in wireless communication area such as
equalizer design, modulation identification, channel decoding [5]. The main contribu-
tion of DL-based methods have been in the cases when there is a model uncertainty,
e.g., in the case of correlated noise or fading channels. The DNN models are gener-
ally used to replace a particular sub-block of a communication system. However, it is
also possible to replace even the whole communication system by an autoencoder [9].
Based upon the successful implementations of machine learning algorithms in the wire-
less communications area, DL can be applied to the blind code identification problems
in order to increase the performance of the systems for both parameter estimation and

classification tasks.

1.2. Contributions

Existing methods for blind code identification have several drawbacks that under-
mine the performance of the system. The generated mathematical models are typically
based on statistical and algebraic concepts. Most of them have assumptions on coding
parameters, message structure as well as channel and noise models. The proposed
methods are not universal for all code types since they heavily rely on the encoder
parameters and the analytical expressions vary drastically even for a minor change in
the parameter. The algebraic blind code identification methods are not generally ro-
bust to noisy channel conditions due to their non-deterministic nature. The rank-based
methods have higher error performance but the rank behavior of the codes have not
been analytically derived for most code types, whereas the DL-based classifier is appli-
cable to any type of code. The log-likelihood ratio (LLR) based heuristic methods have
relatively high complexity and not suitable for most practical cases. Channel decoding-
based detection methods have high complexity and delay due to their iterative nature,
whereas parallel implementation of DNNs reduces the delay. The novel DL-based ap-
proach can overcome the aforementioned weaknesses of the existing methods since it
does not require any prior information and able to capture hidden representations in

the data.



The contributions of this thesis are summarized as follows.

e The existing literature on DL—based channel decoding has proven that DL models
are able to learn the code structure [5]. In this thesis, we consider the use of DL for
blind identification of channel codes which is a first in this domain to the best of
our knowledge. Hence, it is anticipated that the DL approach will also outperform
the existing methods in blind code identification literature. Accordingly, the
simulation results show that the performance of DL classifier outperforms the
existing methods such as the SPP-based [10] and SCL-based [11] methods for
convolutional and polar codes, respectively.

e The existing code identification methods are not derived for all code types and
most of them are introduced for only a specific code type. On the other hand,
deep learning based algorithms have the advantage that they enable construction
of universal detection and recognition algorithms for any code type. Hence, DL
models offer a universal detection/classification scheme for all code types. In this
thesis, we will verify the performance of the deep learning based code identifica-
tion method for the most used channel code families such as convolutional, turbo
and polar codes.

e The algebraic methods in the literature are not robust to noise and channel
effects [12]. Analytical derivations for some cases are not available and can be
cumbersome [13]. In contrast, the DL-based classifiers are able to learn the code
structure under noise and channel conditions and do not require statistical models
for noise or channel.

e In order to accomplish the tight latency and reliability requirements for ultra-
reliable low-latency communication (URLLC) for 5G and beyond networks, DL-
based classifiers provide low and predictable delay amounts by offering one-shot
decision [14]. Some of the existing methods perform code detection by trying to
decode the received bit stream for each code candidate and make decision based
on a cumulative metric. Such methods have high computational complexity.
Additionally, those decoding algorithms are iterative and may not meet the low
delay requirements introduced by the standards.

e The simulation results show that the presented DL polar code classifier offers a



performance gain for signal-to-noise ratio (SNR) values higher than -4 dB com-
pared to the SCL-based classification method. Since the existing polar code
classification methods are based on the metrics originally used for decoding, they
have poor performance for classification tasks.

e DL-based channel decoders suffer from the curse of dimensionality, i.e., there are
2k possible codewords of length n for an (n, k) error correction code, so the number
of all possible codewords grows exponentially. In this thesis, an analysis on the
impact of the number of training codewords on the performance is provided. The
results show that the DL code classifier is able to achieve adequate classification
performance even utilizing a portion of the all possible codewords.

e The performance of the proposed method is verified under varying SNR condi-
tions. The simulation results show that the classifier is robust to changes in SNR.
The DL-based code classifier trained for polar codes at -4 dB has 80% accuracy
at -6 dB and has accuracy higher than 90% for higher SNR values.

1.3. Thesis Outline

The rest of the thesis is organized as follows. A brief background on forward
error correction codes is provided in Chapter 2. A background on deep learning is
provided and the literature on deep learning based channel decoding is considered in
Chapter 3. Blind code identification problem is introduced and the literature on blind
code identification using classical approaches is provided in Chapter 4. The system
model for the proposed classification method is given in Chapter 5. A deep learning
based method for blind code identification is proposed and the performance of the
method is verified for widely used convolutional, turbo and polar codes in Chapter 6.

Finally, conclusions are drawn in Chapter 7.



2. FORWARD ERROR CORRECTION CODES

Forward error correction (FEC) codes, or channel codes, are used widely in order
to improve the error performance of digital communication systems. They enable the
detection of bit errors introduced by noise by adding redundancy to transmitted bits.

Error correction codes can be categorized as block codes, convolutional codes, turbo

codes [15].

A basic communication system with FEC coding is visualized in Figure 2.1. It
consists of an encoder and a decoder, which maps the information to codewords and

noisy channel outputs back to information respectively.

;:

A

/
.
Nﬂ» Channel
(G
y

A

Output
Decoder Demodulator

Figure 2.1. A basic communication system with channel coding. Transmitter encodes

the information prior to modulation and receiver decodes the noisy codewords after

demodulation.

A block encoder, as the name suggests, encodes the information sequence in
blocks. A block code maps an information block of length & into a codeword of length
n. The code rate r is the number of carried information symbols per codeword, given

by r = k/n. The input-output relationship of a block code is represented by a k x n



generator matrix G

90,0 go,1 go2 -+ 9Gon-1
R o
9k—1,0 9k-11 Gk—-12 --- Gk—1n-1
The information vector u is encoded to codeword vector v = [vo CIp vn—l} by the
following equation
v =uG. (2.2)

The dual code of C, denoted by C*, is the code that spans the subspace orthogonal to
the span of C. The n x (n — k) parity matrix H of C is the generator matrix of C*.

Each row of the parity matrix is orthogonal to the rows of the generator matrix
GH” = 0. (2.3)
Hence, a block code C' can be described in two ways: a (n, k) code C is (i) the code
generated by G, or (ii) the code that is orthogonal to the space spanned by the rows
of H
vHT = 0. (2.4)
Since the generated codewords are transmitted through a noisy channel, the re-
ceived vector r has errors and it is in the form

r=v+e (2.5)

where e denotes the error vector. The error vector is a sparse vector since the proba-

bility of error is low in a typical SNR range of operation. In order to detect and locate



the errors, the decoder computes the so-called syndrome of the received codeword. The

syndrome vector s is given by the following expression

s =rH”

[\
D

=(v+eH =vH" +eH" =0+eH"

=eH”

[\
oo

Nej ~
~ ~— ~— =

= 1Sy S1 ... Sn—k—1:|'

Each element of the syndrome vector shows whether a parity check is satisfied or not.

For instance, for a parity check given by s; = [1 011001 ] , the codeword vector satisfies

Vo D V2 D v3 D vg =0. (210)

In addition to hard decision bits, some decoding algorithms use soft decisions for
the received bits. In such a scheme, the demodulator outputs a soft decision metric for
each received bit. Use of soft information improves the performance of decoders. More
detailed information on soft decoding can be found in [15]. Soft decoding algorithms
give higher coding gain compared to the hard decision decoding algorithms. One

commonly used soft metric is the log-likelihood ratio, ¢, which is defined as

A, Pr (v; = 0]v,))
2o (T =10 (21

where the ~; is the ith received symbol. One should also note that the absolute mag-
nitude of the LLR value represents the reliability of the bit. For instance, the binary
phase shift keying (BPSK) modulation scheme maps the input bits to symbols as

1, if UZ'ZO
v = . (2.12)
1, ifo =1

Therefore, the LLR values for BPSK symbols under additive white Gaussian noise



(AWGN) channel are given by
1 (%‘—1)2>
\/ 2702 20y
t2lo 1 § (i+1)? (2.13)

\/27roj2v exp <_ 2012V >

_ (v =1 | (u+1)

20% 20%;
o 2

=3
ON

where 0%, denotes the noise variance. The LLR value for the sum of two bits is calcu-

lated by the boxplus operator
Uy =0, BY; (2.14)

which is defined by
A -1 ¢ gj
¢; B ¢; = tanh™ (| tanh 3 tanh 5 (2.15)

In order to enable the calculation for practical systems, the boxplus operator can be

(2.16)

approximated by
68 ¢ ~ sgn(6)sgn(€) min {6, 6]}

where sgn function is given by
(2.17)

1, ifz>0

sgn(z) =
—1, ifz<0

Y

The syndrome posterior probability (SPP) of the parity check s; satisfying the



10

expression
Vo PU B Dv, =0 (2.18)

is given by
0, 2 ja;aéej — (B BB, (2.19)

Convolutional codes encode the information by a sliding window. Convolutional
codes have memory and the number of memory elements is called the constraint length
(K) of the code. An example convolutional encoder is shown in Figure 2.2. The
sliding window structure of convolutional codes can be modeled as a trellis, which
facilitates low complexity decoding algorithms by employing time-invariant trellises.
Convolutional codes are widely used in wireless communication systems such as cellular
and satellite communications since they enable reliable high data rate applications.
More detailed information on convolutional codes and decoding algorithms can be
found in [16]. The effective generator matrix of a convolutional code can be represented

as a matrix where each element is a polynomial over finite field Fy

go,o(D) 90,1(D) e go,n—1(D)
G(D) _ 91,0.(D) 91,1FD) . gl,n—‘l(D) _ (2.20)
G—10(D) gk—11(D) ... Gr—10-1(D)

The encoding operation is given by

v(D) = u(D)G(D). (2.21)

For instance, the generator matrix of a rate-1/2 convolutional code in polynomial
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representation [15] is given as
G(D)=|D3+ DS+ D>+ D*+1 DS+ D'+ DS+ D5+ D3+ D+1 (2.22)
and representation in octal base is

G(D) = [561 753] : (2.23)

» Output 1

Input

» Output 2

Figure 2.2. An example convolutional encoder. z=! denotes the delay operation.

The performance of channel codes can be enhanced by parallel or serial concate-
nation of multiple codes. For instance, convolutional codes are concatenated with Reed
Solomon (RS) codes for improving the performance in satellite communications [17].
Another approach for concatenation of convolutional codes is turbo coding. Turbo
codes are constructed by parallel concatenation of two or more convolutional codes.
The interleaved versions of the input are fed into each convolutional encoder in order to
provide random-like coding [16]. Turbo codes are used for encoding of data channels in

Long Term Evolution (LTE) cellular standard. A typical turbo encoder consists of two
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recursive systematic convolutional (RSC) encoders in parallel and a pseudo-random

block interleaver, see Figure 2.3.

1)
U; » V.
RSC V.(z)
Encoder :
Interleaver
RSC e
Encoder :

Figure 2.3. A typical (rate-1/3) turbo encoder consists of two RSC encoders and an

interleaver.

Another emerging class of channel codes is polar code, which utilizes the phe-
nomenon named channel polarization [18]. Channel polarization corresponds to syn-
thesis of new channels from n independent binary symmetric channels so that the
capacities of a portion of the channels converge to 1 while the capacities of the others

converge to 0.

The most reliable k£ channels are used for transmission of information bits, while
a fixed value (mostly 0) is transmitted on the remaining n — k channels. Those n — k
channels are called the frozen bits. A polar code of length n = 2™ with input length k
is denoted as P(n, k, Ay), where Ay stands for the frozen bit set for the code.
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The generator matrix for polar codes is constructed by a recursive relationship

and has the form

G =Fy" (2.24)
where the kernel Fs is given by
10
F,; = (2.25)
11

and ® operator denotes the Kronecker product, defined as

alle e al,nB
A® B = : : . (2.26)
am1B ... amnB
The encoding relationship is
v =wG (2.27)

where the vector w consists of £ information bits and n — k frozen bits.

Arikan proposed a recursive decoding scheme for polar codes, called the successive
cancellation (SC) decoding [18]. The data dependency graph (DDG) is traversed and
decision LLRs are produced for estimation of the bits in this decoding scheme. However,
SC decoding is sub-optimal for short code lengths. In addition, SC decoding has error
propagation problem due to its sequential nature. The complexity of SC decoding is
reduced by the introduction of Simplified SC decoding which prunes the unnecessary
nodes in the decoding tree [19]. In order to improve the error performance of polar
codes, several approaches are presented in the literature. Instead of making decisions
at each decoding stage, successive cancellation list (SCL) decoding considers up to L

different candidate paths [20]. The number of decoding paths increases exponentially
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in each stage since both cases are considered for each bit value. In order to limit the
complexity, the most reliable L paths are selected via a path metric at each stage.
Furthermore, an enhancement for polar codes is introduced by concatenation of cyclic
redundancy check (CRC) and parity check (PC) codes. The CRC-aided SCL decoding
[21] has provided a significant performance boost for polar codes so that it outperformed
the state of the art LDPC codes. In addition to the SC decoder and derivatives, the
belief propagation (BP) decoding can be used for polar decoding [22]. BP decoding
is based on factor graph representation of polar codes. However, the BP decoding for
polar codes suffers from higher implementation complexity and a lower throughput

than the SC-based decoders [23].
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3. DEEP LEARNING

In this section, a brief information on DL is presented. A more comprehensive
discussion on DL can be found in [8]. DL methods employ deep neural networks for per-
forming regression and classification tasks. Neural network architecture is inspired by
the structure and function of the human brain [24]. DL approach has been widely used
in a range of signal processing applications such as computer vision, speech processing,

robotics due to its strong ability of generalization.

A deep feed-forward neural network, or a multilayer perceptron, describes a non-
linear mapping between its input and output. A feed-forward network with a single
hidden layer is able to approximate a continuous function f on compact subsets of
R™ [25]. Tt has a layered structure, where each layer consist of interconnection of many
neurons, as shown in Figure 3.1. The mapping in each layer generally consists of two
steps: a linear transformation defined by a weight and a bias, plus a nonlinear activa-
tion function, o, for constraining the output in a finite interval. Use of an activation
function enables the neural network to learn nonlinear relationships between the in-
put and output of functions. The input-output relationship of a single layer can be

expressed as
y =0 (Wx+Db) (3.1)
where x and y are the input and output vectors and W and b denote the weight matrix

and the bias vector, respectively. Hence, the relationship between the input and the

output of a multilayer perceptron is given by

y:a<WU(W---0(Wx+b)+b)—i-b)- (3.2)

The first layer in a neural network is called the input layer and the last layer

is called the output layer. The rest are the hidden layers, which are not observable
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Figure 3.1. Multilayered neural network structure. Circles denote the nodes and lines
denote the connections between the nodes of neighboring layers. Connections

represent a linear transformation followed by a non-linear activation function.

from input or output. A multilayer perceptron is called feed-forward since there is
no feedback connection and the information flows in forward direction. Some of the

common activation functions are listed in Table 3.1 such as rectified linear unit (ReLU).

The network parameters W and b are optimized by the gradient descent algo-
rithm, which optimizes a loss function by iteratively updating the parameters in the
direction of a steepest descent. Typical loss functions used in deep learning applica-
tions can be listed as cross-entropy, mean squared error (MSE) and Hinge loss. For

instance, cross-entropy loss is given by

N
J==> pilogg (3:3)
=1

where p; and ¢; denote the probabilities of the ith element of estimated and true
values, respectively. Each iteration step of the gradient descent algorithm is named

an epoch. An epoch consists of two stages: (i) forward propagation and (ii) backward
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Table 3.1. List of widely used activation functions.

Name Expression
ReLU max (0, )
Leaky ReLU max(0, z) + 0.01 min(0, z)

Parametric ReLU | max(0, z) + amin(0, 2)

. . 1

SlngId e

1—e 22

Tanh T
e*i

Softmax RN

propagation. In forward propagation stage, the output of the network is calculated
using the current weights and the loss is calculated by comparing to the true values.
In backward propagation stage, the gradients are calculated for each layer successively
from the output layer to the input layer and the weights are updated in the direction

of the gradients.

There are also different type of layers in addition to fully connected layer such as
convolutional layer and recurrent layer. In a convolutional layer, the matrix multipli-
cation operation is replaced by the convolution operation. The convolutional layer is
simply a filter performing convolution along the input data. In a convolutional layer,
the connections between the neurons of neighboring layer are sparse, which decreases
the complexity of the layer. convolutional neural network (CNN) architecture is widely
used in computer vision applications since the input data-sets are generally unstruc-

tured [7].

A recurrent layer has also a feedback connection which provides a memory for
the layer. A recurrent neural network (RNN) stores the information in context nodes,
which gives it the ability to process and learn the data in sequences. Having a memory
makes RNN architecture a good candidate for time-series applications, where there is

a correlation between the successive time instances. Hence, the RNN architecture is
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widely used in natural language processing and anomaly detection applications [8].

3.1. DL-Based Channel Decoding

A considerable amount of literature has been published on the application of DL
to channel decoding. These studies generally replace the conventional channel decoders
with a DNN model in order to improve the bit error rate (BER) performance of the
systems. The proposed channel decoders process the received bits or the LLR values
directly or in one-hot encoding scheme. One of the biggest problems in the area of
DL is the construction of labeled data-set since it is time-consuming and expensive.
Fortunately, labeled data collection for channel coding is an easier task because the
data consist of artificial signals. In addition, the DNN models can be trained with noisy
versions of the codewords in order to avoid overfitting. Conventional channel decoders
generally have an iterative structure leading to a relatively higher latency. DL-based
channel decoders have lower latency by offering a one-shot decision property [14]. There
are 2¥ possible codewords of length n for an error correction code, which means that the
data-set grows exponentially. Therefore, the implementation of the DL-based channel

decoders are restricted by the dimensionality of channel codes [26].

A Tanner graph of a code with the parity matrix H is a bipartite graph, which has
one vertex for each row of H (check node) and one vertex for each column of H (variable
node). There is an edge between the ith check node and jth variable node if the element
of H in the i¢th row and the jth column is non-zero. The BP algorithm updates the
nodes of a Tanner graph iteratively in order to produce decisions for a low density code
such as an LDPC code. However, the BP decoding algorithm does not perform well for
high density parity check (HDPC) codes. An improvement for the BP algorithm using
deep learning is proposed in [27]. The proposed method introduces a soft Tanner graph
by assigning weights to the edges in the graph and trains them via a neural network.
The assigned weights are optimized for different codes by using deep learning methods.
The proposed soft Tanner graph structure increases the performance of BP algorithm
for HDPC codes. Furthermore, it is possible to train the network by using noisy versions

of a single codeword, since the performance of the BP algorithm does not depend on the
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transmitted codeword. The proposed soft BP decoder is improved in [28] by using an
RNN architecture. This so called BP-RNN architecture improves the performance by
reducing the required number of parameters. It also adapts the multiloss concept, which
calculates loss for each time step. A variation of the BP-RNN decoder is introduced by
employing the modified random redundant iterative decoding (mRRD) algorithm. The
BP-RNN decoder is further improved in [29] by using the off-set min-sum algorithm
instead of sum-product algorithm. The neural off-set min-sum decoder have a lower
computational complexity compared to the original BP-RNN decoder. The min-sum
neural decoder is further improved in [30] by introducing a new architecture for the

RNN decoder. In [31], a similar approach is applied to polar codes.

An alternative loss function, syndrome loss, for neural decoders is proposed in [32].
The introduced loss function is applicable only to decoder models that output codeword
estimates such as ones that are based on the BP decoder structure. In [33], a neural
network based decoder is presented. The proposed model performs syndrome decoding

by having the syndrome values as an input to the decoder.

A feed-forward neural network is used for channel decoding in [14]. The proposed
method is applied for decoding polar codes and random codes of short code lengths.
The obtained results show that DNNs are capable of generalizing a subset of code-
words to decode the previously unseen codewords. In [34], the plain neural decoder
is implemented via different architectures such as multilayer perceptron (MLP), CNN
and RNN. In [35], in order to decode codes with larger codeword lengths, decoding
is performed for sub-codewords and then combined. This scheme relies on the graph
partitioning of polar codes. In [36], a similar approach utilizing graph partitioning
is presented. The latter combines the codewords via SC decoding as opposed to BP
decoding in [35].

A neural network polar-LDPC decoder is proposed in [37] by appending an indi-
cator bit to the input codewords. The proposed system is able to decode a polar code
and an LDPC code with the same input and output lengths. The authors state that a
feed-forward neural network performs better than CNNs and RNNs for the given setup.
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In addition to the decoding of classical channel codes, channel codes are designed by
using RNN encoders and decoders in [38]. The authors state that the designed RNN
driven code, named deepcode, have better BER performance compared to the existing

codes.

The literature on DL channel decoding have demonstrated that DNNs are able to
learn the structure of error correction codes. The capability of DNNs for learning and
generalizing the code structure can be extended for identification of code parameters.

The DL approach is a promising candidate for blind code identification tasks.
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4. BLIND CODE IDENTIFICATION

Blind identification of a channel code is simply drawing inference about the pa-
rameters of a channel encoder by observing its output. There are several scenarios that

may require blind identification of channel codes:

e The first scenario is formulated as the code detection problem: determine whether
a received bit stream is encoded with a certain code. The code detection problem
may arise in a blind decoding process. By utilization of blind decoding, a receiver
can determine the existence of a payload data without requiring any control
signaling.

e The second scenario is the code classification problem: among a predetermined
code set, find which of the codes is used to encode a given bit stream. In 5G
and future networks, classification of the codes will be crucial for heterogeneous
network architecture since the automatic identification of transmitter parameters
will play a key role in such systems.

e The third scenario is the code recognition problem: given a bit stream, determine
the used code without prior knowledge of a code set. In this scenario, there is no

a priori knowledge about the code, e.g., in a cryptanalysis system.

The most general code parameters can be listed as, but not limited to

e information (input) length k,
e codeword (output) length n,
e code rate r = k/n,
e generator matrix,

e parity check matrix.

There are also parameters specific to a code type. For instance, the constraint length
and the generator polynomials for a convolutional code, the interleaver parameters for

a turbo code, frozen bit indices for a polar code, puncturing pattern for a punctured
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code should also be estimated.

Blind code detection and recognition tasks can be performed by a classification
or a regression model, respectively. Blind recognition of code parameters can also be
performed by a classification algorithm. For instance, in order to find the codeword
length of a code, classification among a set that consists of codes with all possible
codeword lengths can be used. Such a model can decrease the complexity of the models
and improve the error performance. A typical layout of the blind code identification
systems is shown in Figure 4.1. In the first stage, the code parameters are identified
by a code classification algorithm. In the second stage, the codeword is decoded by a

decoder configured with the corresponding parameters.

- e
1

Decoder N-

Figure 4.1. A basic blind decoding system consists of a detection/classification stage

Detection &
Classification

and parallel decoders with each code in the set. Input is the received bit stream and

the output is the decoded bit stream.

The existing literature on blind code identification generally exploits the algebraic
structure of the error correction codes. Although there are nonlinear error correction

codes, the most widely used codes are linear since they allow for more efficient encoding
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and decoding algorithms [15]. Channel encoders for linear codes encode the information
according to a linear transformation, represented by a matrix multiplication in a finite
field, specifically Galois field. As a result, channel encoder induces a linear dependence
between the coded symbols. In other words, codewords belonging to an (n, k) code
span a k-dimensional subspace of the vector space of all the n-tuples. The existing
methods generally exploit this linear dependence between the code symbols, as well
as the dependence between the consecutive codewords for identification of the encoder
parameters. In [3], the code detection problem is formulated analytically and two
maximum likelihood (ML)-based detection algorithms are proposed as a solution. The
algorithms first generate a set of candidates for dual codewords by searching low weight
combinations of the codewords, then eliminate the least likely ones by using different
detection criteria. The proposed method is improved by adding an a priori iterative
decoding stage in [39]. In [40], an analysis on the required number of intercepted bits for
the algorithm is provided. The results show that the required number of bits for LDPC
codes turns out to be proportional to the logarithm of the codeword length. Although
the ML algorithm provides the optimum detection results, it has high computational
complexity. An analysis on the computational complexity of ML code detection is

provided in [4].

A joint estimation algorithm for interleaver period and code rate is proposed
in [41] for the noiseless case. The algorithm constructs an interception matrix by
stacking the received bit stream column-by-column. Since there is a linear dependence
between the codewords when the number of rows matches the codeword length, the
interception matrix becomes rank-deficient. Hence, the codeword length and the code
rate can be determined by observing the rank behavior of the matrix for different
row lengths. The rank-based estimation algorithm is improved in [42] by shuffling the
columns of the interception matrix. The introduced [-randomized rank metric improves

the performance of the algorithm in a noisy scenario.

A code detection method in a noisy environment utilizing the syndrome checks
is proposed in [43]. A rank-based method for estimating the interleaver period and

frame synchronization is proposed in [44]. The proposed method uses Gauss-Jordan
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elimination through pivoting (GJETP) algorithm for finding the dual space of the
codes. The algorithm performs better when soft information is available. Even though
the presented approach is applied to the estimation of interleaver period and frame
synchronization, the parity check estimation method can also be used to identify other
coding parameters, too. However, the rank behavior of each code differs significantly
and there is no general solution to the problem yet. A similar approach can be used for
finding the code length and code block synchronization [45]. An improvement for the
GJETP-based algorithm is proposed in [46]. The GJETP-based algorithm is used for
code classification between block codes, convolutional codes and uncoded bit streams
as well as estimation of interleaver parameters. Once the code length is found, the dual
codewords can be found by an exhaustive search by utilizing the Chose-Joux-Mitton
algorithm [47] or Canteaut-Chabaud information set decoding algorithm [48]. The
study in [49] extends the similar problem to non-binary codes. In [50], the rank-based
algorithm is considered for linear block codes and generalized to convolutional and
turbo codes. A more general solution for rank-based methods is provided in [51]. The
method introduces the partial Gaussian elimination algorithm which is performed by

searching for the low weight column sums in each step.

Detection of a linear block code or a convolutional code from a predetermined
set is considered in [10]. The proposed method calculates SPP for each code in the
set as a detection metric. The intuition behind the algorithm is that if a bit stream is
encoded by a particular code, it satisfies the syndrome checks of the code. Moreover,
the use of LLR values instead of hard decisions for detection metric calculation improves
the detection performance. The error performance of the proposed algorithm is further
analyzed in [52]. A similar approach using average likelihood difference (LD) instead of
average LLR is used in [53]. The SPP based algorithm is considered for the detection of
binary and non-binary LDPC codes in [54,55], respectively, when the signal parameters
such as signal amplitude and noise variance are not known a priori. Accordingly, the
signal parameters are estimated using the expectation maximization (EM) algorithm

prior to detection.
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A generalized likelihood ratio test (GLRT') based detection method for block codes
is proposed in [56]. The optimum threshold for detection is computed by Neyman-
Pearson criterion. The Groebner basis is used for estimation of dual codewords in [57].
In [58,59], the distribution of Euclidean distances between codewords is considered
for codeword length estimation. The blind identification of LDPC codes under flat
fading channel is considered in [60]. The proposed method uses the EM algorithm for

parameter estimation and SPP based method for code detection.

The algebraic properties of convolutional codes are examined and a method for
estimation of the generator polynomials is proposed in [61]. The EM algorithm is used
for estimation of convolutional code parameters in [12]. The method utilizes the LLR
values and applies LLR algebra for the calculation of the objective function and gra-
dients. In [62], it is shown that a multi-order key equation can be used for recognition
of a rate-1/2 convolutional code and the equation can be solved by the Euclidean algo-
rithm. The proposed method is further improved by adapting the Euclidean algorithm

to a more general model in [63].

The rank-based estimation algorithm utilizing GJETP is used for blind recogni-
tion of convolutional codes of rate (n—1)/n in [64]. The proposed method is generalized
for rate k/n codes in [65]. The algebraic properties of dual codes are examined and
the equivalency of recursive systematic codes to non-recursive non-recursive codes is
shown in [66]. The method is generalized for non-binary convolutional codes in [67].
It is adapted to the soft decision scenario by providing a scheme for the construction
of the interception matrix in [68]. The proposed rank-based methods does not pro-
vide an analytical solution for the relationship between the rank of the interception
matrix and the parameters of convolutional codes. The relationships derived in those
papers only depend on empirical results. An analytical solution for the rank behavior
is presented in [69]. The study considers various encoder-dependent parameters that
generate the rank deficiency. Another attempt at providing an analytical solution for
the rank problem is given in [13]. The solution formulates the relationship between the

code parameters and the rank of the interception matrix.
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A joint estimation algorithm for convolutional code and block interleaver is pre-
sented in [70]. The method uses the algorithm provided in [45] for searching the low
weight parity checks. In [71], a method for convolutional code detection utilizing the
collision counts is proposed. In [72], a method using Walsh-Hadamard transform is
considered for the estimation of convolutional code parameters. The method is able
to estimate the parameters of a rate 1/n code. An improved version of the method
is given in [73] for rate (n — 1)/n convolutional codes. The proposed method uses
segmented Walsh-Hadamard transform for decreasing the computational complexity of
the algorithm. In [74], the block matrix method is introduced for further decreasing
the computational complexity of the algorithm. The block matrix method is able to

estimate the parameters of a rate k/n convolutional code.

Blind parameter estimation for punctured convolutional codes is considered in
[75]. The proposed work determines the parity check matrix, the generator matrix and
the puncturing matrix in order. In [76], the ML code detection algorithm introduced
by Valembois [3] is used for the estimation of convolutional code parameters in the case
that the code is punctured. The presented method finds the codeword length n and the
matrices for the mother code and puncturing pattern. A similar method is proposed
in [77]. In [78], the rank-based method for convolutional codes [64] is generalized for

punctured convolutional codes.

A work on blind identification of turbo codes is given in [79]. The proposed
method finds the generator polynomials by the algorithm given in [61]. The author
introduces two different methods for the estimation of interleaver parameters; (i) a dy-
namic trie structure-based method, and (i) a first-order statistical test-based method
for noiseless and noisy channels, respectively. [80] presents a method for estimating the
parameters of the second constituent encoder of turbo codes. The proposed method is
generalized for rate k/n encoders in [81]. Another estimation algorithm for turbo code
interleaver is given in [82]. In [83], a method using the algorithm in [45] is introduced.
A rank-based method for turbo code identification that estimates the parameters of
the constituent encoders, as well as the interleaver period is given in [84]. A similar

method estimating also the puncturing pattern is given in [85]. A least squares based
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method for the estimation of the encoder polynomials of a turbo code is introduced
in [86]. In [87], the turbo code identification problem is formulated as Bahl, Cocke,
Jelinek and Raviv (BCJR) algorithm and the interleaver pattern is found via the for-
ward pass of the BCJR algorithm. In [88], the method is improved by introducing an
early stopping criterion. A detection algorithm for turbo codes within a predetermined
set is presented in [89]. The EM algorithm is employed for estimation of constituent
encoder parameters in [90,91]. In [92], a Monte Carlo method named Gibbs sampling
is used for parameter estimation of the constituent codes of a turbo code. In [93], an
identification algorithm for the internal interleaver of a turbo code is introduced. The

interleaving pattern is found by using parity checks of the constituent encoders.

A blind detection scheme for polar codes for 5G physical control channel is pro-
posed in [11]. It suggests to send radio network temporary identifier (RNTI) instead
of some of the frozen bits. The proposed scheme eliminates the code candidates from a
predetermined set in two stages. In the first stage, the received codeword is SC decoded
with all code candidates from the set and the path metrics produced by each decoder
are used as an elimination criterion. Similarly, the second stage uses the path metrics
from the more sophisticated SCL decoder for a final decision. The performance of the
proposed scheme is further improved by employing SCL decoder, also in the first stage
in [94]. The increase in the complexity is handled by sharing the decoders in both
stages. A similar approach using fast-SSC decoder for polar code detection is proposed
in [95]. The path metric used in SCL decoding algorithm is modified to increase the
code detection performance. Since the number of frozen bits contained in each node
type is different, the detection metric can be updated at each type of node differently.
For instance, a Rate-0 node is a good indicator for the code type since it consists of only
frozen bits, whereas Rate-1 nodes give no information about the code structure since
they consist of only information bits. Another blind polar code detection algorithm
based on SCL decoding is proposed in [96]. The proposed D-metric is simplified in a
way that only the LLRs corresponding to the frozen bits are taken into consideration.
In [97], the authors propose a blind detection scheme for 5G New Radio (NR) polar
codes. The presented method weighs the path metrics obtained in SCL decoder by

the number of frozen bits in order to improve the detection performance. Another
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two stage system for blind polar code detection is proposed in [98]. The proposed sys-
tem calculates the detection metric based on BP decoder for polar codes utilizing an
early stopping criteria. Three different early stopping criteria from the BP decoding

literature are offered for detection.
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5. SYSTEM MODEL

5.1. Neural Network Structure

In this thesis, a feed-forward neural network structure is used in code detection
and classification models. Performance of the neural network code identification models
may be further improved by using other network structures such as CNN or RNN for a
particular channel code type but a feed-forward model is considered in here as the first
step. Since the encoding relationships for channel codes are represented by dense ma-
trix operations, the feed-forward neural network architecture seems to be a promising
candidate for the code classification tasks. The sparse structure of the CNN archi-
tecture may decrease the training and prediction complexity for convolutional codes.
However, in order to have a universal code identification method, we will consider a

feed-forward neural network.

The performance of DNN models heavily depends on the data-set. If the training
data-set is not sufficiently diverse, the model may not be able to learn the general
structure and overfit the training data-set. Overfitting occurs when the model achieves
such a good fit on the training data that it is not able to generalize well on previously
unseen data. In other words, the model learns hidden patterns specific to training
data which do not appear in other data. There are several ways to prevent overfitting
in neural network models. The best option is to increase diversity by increasing the
number of samples in training data-set. However, increasing the amount of training
data brings a burden in time, budget and technical aspects. In order to prevent over-
fitting, a distinct noise sample can be added to the training data in each epoch. It
can be achieved by generating the training data-set without noise and adding a non-
trainable, noise layer before the input layer of the neural network model, as shown in
Figure 5.1(a). This noise layer has no trainable parameters, i.e., its parameters are not
optimized by the gradient descent algorithm and adds AWGN with a constant variance
to the samples in each epoch. It is also possible to change the noise variance gradually

in each epoch but in this thesis, a constant noise variance will be used for an analysis
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on the effect of training SNR. Moreover, the code classifier models should be trained
with a data-set containing adequate number of codeword combinations in the input.
The proposed system model in Figure 5.1 removes the need for the diversity in noise
samples in the data-set by adding a distinct noise sample in each epoch. However, the
code dimensionality problem is still an issue, i.e., the number of all possible codewords,
therefore, the size of the data-set increases exponentially with the input length of the
error correction code. The order of the codewords are shuffled in order to prevent

overfitting.

5.2. Model Training

Throughout the thesis, the system model in Figure 5.1 is used for each detection
and classification task. The training data-set is generated by the following steps: (i) all
possible bit sequences of length-£ (information length of the code) are generated, (ii) the
generated information vectors are encoded with the corresponding channel encoder(s),
(iii) the codewords are BPSK modulated. In training phase, a layer for adding AWGN
N(0,0%) and soft demodulation are appended to the input of the network which are
non-trainable. Once the model is trained, the non-trainable layers are removed and

the test data-set consists of noisy samples.

The neural network model used for the classification tasks is a feed-forward neural
network. A more sophisticated neural network structure can be adopted for further
improvement but it is sufficient to consider this structure for this work. Rectified linear
unit (ReLU) function is used as the activation function for each layer except the output

layer. ReLLU function is given as

OreLU(2) = max(0, 2). (5.1)

In the detection models, the activation function of the output layer is a sigmoid since

the model performs binary classification. On the other hand, softmax function is used
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Figure 5.1. System model for blind code classification for (a) training and (b) test,

respectively. Note that the data-set consists of noiseless codewords for training stage

and a distinct noise sample is added by the AWGN layer in each epoch.

for the multi-class classification models. The sigmoid function is as follows

1
Osigmoid(z) - 1+e= (52)
and the softmax function is given by
e~
Usofmax(z) = =N (53)

D im €7

One-hot encoding [8] is used for class labels. One-hot encoding is the representation
of categorical variables as a binary vector. The length of the vector is equal to the
number of classes. The one-hot vector for class ¢ has a 1 in the cth location and 0’s
in the other locations. Adam optimizer [99] with learning rate 1 x 1072 is used as an

optimizer during training.
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Steps of the training data-set generation is as follows:

2% information vectors of length k are generated for each code in the set.
Each information vector is encoded by the corresponding channel encoder.
2% uniformly distributed random vectors of length n are generated for the random

class.

In each epoch of the training phase:

Each vector (both encoded and random) is encoded via BPSK modulation.

The non-trainable AWGN layer adds a distinct noise sample to the BPSK mod-
ulated codewords.

The noisy symbols are demodulated via BPSK soft demodulator, which outputs
LLR values.

Output of the neural network is calculated with the current parameters.

The cross-entropy loss is computed by Equation 3.3.

Layer parameters are updated sequentially from the last layer to the first layer.

Steps of the test data-set generation is as follows:

Information vectors of length k are generated for each code in the set.

Each information vector is encoded by the corresponding channel encoder.

2% uniformly distributed random vectors of length n are generated for the random
class.

Each vector (both encoded and random) is encoded via BPSK modulation.
AWGN noise is added to each vector.

The noisy symbols are demodulated via BPSK soft demodulator, which outputs
LLR values.

In the test stage:

(i)

Output of the neural network is calculated with the trained parameters.
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(ii) Performance metrics such as accuracy is calculated.

The parameters adopted in system simulations are given in Table 5.1. The net-
work parameters are determined experimentally through a grid search and the listed
parameters are the ones that give the highest classification accuracy. The columns of
the table shows the parameters of rate-1/2 and rate-1/3 convolutional codes, turbo

code and polar code, respectively.

Table 5.1. Parameters used for the simulations. C(n, k, v) denotes rate-k/n

convolutional code with constraint length v.

C(2,1,9) | C(3,1,9) Turbo Polar
# of classes 2 2 2 4
sample length 80 120 132 128
# of codewords 218 216 216 216

# of nodes | 128, 64, 32 | 128, 64, 32 | 128, 64, 32 | 512, 256, 128, 64, 32
# epochs 1000 1000 1000 500

The performance of the DNN classifier is tested under detection set-up, i.e., binary
classification for convolutional and turbo codes. The code detection problem is a
binary decision problem where the alternate hypothesis corresponds to reception of an
encoded bit stream and the null hypothesis corresponds to reception of a random bit
stream. The data-sets for detection tasks contains two classes: (i) randomly generated
codewords and (ii) uncoded random bit streams. In addition to binary classification,
the performance of the DL classifier is verified also for multi-class classification of polar
codes. In a similar fashion, the data-sets for multi-class classification tasks constructed

with codewords from each code class and uncoded random bit streams.
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6. BLIND CODE IDENTIFICATION USING DEEP
NEURAL NETWORKS

Blind code detection and recognition tasks can be performed by a classification
or a regression model, respectively. On the other hand, blind recognition of code
parameters can also be performed by a classification algorithm. For instance, in order
to find the codeword length of a code, classification among a set consisting of codes with
all possible codeword lengths can be used. Such a model can decrease the complexity
of the models and improve the error performance. Similarly, code detection tasks can
be performed by a recognition algorithm whether the true parameter is found or not.
Hence, a DL model designed for code classification, can be used for the identification

of any parameter of a error correction code.

The blind code identification methods in the literature are generally based on
algebraic and statistical methods. Those methods are proposed for only a single code
family and not applicable or not analytically derived for another code type. In contrast,
the DL-based classification models are able to learn the structure of any code family
if they are trained with a sufficient number of codewords. The algebraic methods
are not robust to noise and channel effects, and their performance drops dramatically
with increasing noise levels [12]. However, DL-based methods are capable of learning
the noise and channel statistics if they are trained properly. The feed-forward neural
network structure does not have any feedback connections and iterations. Hence, they
can perform classification tasks in a single pass. It provides lower and predictable delay

values, which is a crucial parameter for low-latency communication systems.

In this thesis, the code identification problem for the most widely used code
families such as convolutional, turbo, and polar codes are considered. The detection
problem for convolutional and turbo codes are considered as a binary classification
scenario, where there are two hypotheses whether the received bit stream is encoded

by a code or it is a random bit stream. The detection problem for polar codes is



35

considered as a multi-class classification task in which there are three code classes and
a random bit stream. General structure of a blind code identification system is given
in Figure 6.1. The code classification block receives the demodulator output as an
input and decides whether the input bit stream is encoded or not. If the bit stream is
encoded, the classifier determines the class of the code among the predetermined set of
alternatives, otherwise it is discarded. The bit stream is decoded by the corresponding

decoder with respect to the parameters determined by the classifier block.

e e e T

Decoder 1

| |
| |
| |
| |
| |
| | Decoder 2
| |
| |
| |
| |

AWGN Demodulator bL C?qe : Output
Classifier

Decoder N-1

Decoder N

Figure 6.1. Block diagram for blind code detection/decoding. Input is the information
vector and the output is the decoded information vector. The DL code classifier block

decides the code type and passes the codeword to the corresponding decoder.

Occurrence of a false alarm, which is the decision of the existence of an encoded
bit stream whereas the input bit stream is not encoded has different effect from the
occurrence of a miss-detection, which corresponds to decision of the uncoded bit stream
whereas the input bit stream. The number of false alarms introduced by a blind
decoding system can be reduced by addition of a CRC to the encoded data. Recovery
of a miss-detection can be accomplished by a different layer by re-transmission of the

codeword.

The proposed method utilizes DNNs for blind classification of channel codes. The
DNN models are trained with the noisy versions of codewords as described in Chapter 5.
Simulation results are provided and discussed by comparing the performance of DL

code classifier with existing methods. The performance of the DL-based code classifier
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is compared with the SPP-based detection method [10] for convolutional and turbo
codes, and the SCL-based detection method [11] for polar codes, respectively. The
system model for DL code classifier models for training and test stages is provided in
Section 5.2. The training data-set consists of noiseless codeword samples since the noise
samples are added in a layer of the DNN model. On the other hand, the test data-set
has the noisy codeword samples in order to assess the performance of the classification

models.

One example for the use of code identification algorithms is the blind decoding
procedure in LTE standard. The receiver block diagram for LTE down-link chan-
nels [100, 101] is shown in Figure 6.2. In this process, the channel code parameters
are adaptive and configurable. The blind decoding process requires brute-force search
of coding parameters by decoding the received block by each decoder in the set and
it heavily depends on the CRC checks at the end of the procedure. We can simplify
the blind decoding process by adding a blind code detection/classification block before

channel decoding step.

Received OFDM signal Resource elemenq (Precoding} Layer
R Demodulation Descrambling
signal demodulation demapping LdecodlngJ Ldemapplng

,________\

Code block Rate | Code detection/ Channel Code blPCk Transport block |  Transport
. . — I—Dec:sm concatenation and
segmentation unmatching I classification decoding A CRC calculation block
\ CRC calculation

Figure 6.2. The receiver block diagram for LTE down-link channels. The code
detection/classification block can be placed before channel decoding in order to

perform blind decoding.

Interference in the communications networks could deteriorate the performance
of the blind code identification system as well as the channel decoding performance. A
survey on the interference mitigation in 3rd Generation Partnership Project (3GPP)
LTE networks is provided in [102]. Inter-cell interference is the most common inter-

ference type in an LTE network. One of the approaches for reducing the interference
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from neighboring cells is to use enhanced frequency reuse techniques.

The signal to interference and noise ratio (SINR) metric is used to measure the

overall effect of both interference and noise. The SINR is given by

Pignal
SINR = Slena . 6.1
‘PintorfCrCnCC —"_ PnOiSC ( )

and SNR is given by

P, signal

SNR = .
Pnoise

(6.2)
In general, the SNR and SINR metrics are used interchangeably and the results in this
thesis can be adapted into the interference scenario by substituting SNR by SINR.

6.1. Convolutional Code Detection

Convolutional codes are one of the most common code families since they en-
able low complexity encoding and decoding algorithms. A convolutional encoder, as
the name suggests, encodes the input bit stream by the convolution operation. A
C(n, k,v) code is a convolutional code with input, output and constraint length k, n,
v, respectively. The detection performance of the system is simulated for C'(3,1,9) and
C(2,1,9) convolutional codes. The detection problem is considered as a binary clas-
sification scenario where the alternate hypothesis is the reception of a convolutionally
encoded bit stream whereas the null hypothesis is given as the reception of a uniform

random bit stream.
In order to see the effect of the code rate for our code classification model, con-

volutional codes with equal constraint lengths are selected. The generator matrices of

the codes in octal form are given by

G1(D) = |557 663 711 (6.3)
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and
Go(D) = [561 753]. (6.4)

The block diagram for the feed-forward neural network used for convolutional code
detection is given in Figure 6.3. The LLR values ¢; of the received bits are input to
the network, where ¢ = 1,...,n. The output ¢ € {0,1} is the decision output of the
network, where ¢ = 1 and ¢ = 0 correspond to the cases that the received bits are
encoded and not encoded, respectively. The DNN models are trained according to the
system model in Figure 5.1 and system parameters given in Table 5.1. The sample
lengths for C'(2,1,9) and C(3,1,9) codes are taken to be 80 and 120, respectively. The
number of training codewords are 2'® and 2!, respectively. The feed-forward neural
network has three layers with 128, 64 and 32 nodes, respectively. The DNN classifi-
cation model is trained for 1000 epochs. The number of training codewords, layers,
nodes and epochs are determined experimentally by observing the detection accuracy
values. The number of training epochs can be arbitrarily increased for obtaining higher
detection rates without overfitting since the model sees a distinct noise sample in each

epoch. However, the performance gain is negligible after a certain number of epochs.

The performance of the DL-based algorithm is compared to the SPP-based al-
gorithm [10] to see the gain in the detection rate. The SPP-based detection method
calculates the SPP value for each parity check of the given code as a detection metric.

The parity check matrices used for the SPP-based detection algorithm are given as

663 557 0
H,(D) - (65
7110 557
and
Hy(D) = [753 561 . (6.6)

In the SPP-based method, the average SPP value, denoted as I'(C') is calculated, and
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Figure 6.3. The feed-forward neural network model for convolutional code detection.
The inputs ¢;, i = 1,...,n are the LLR values of the bits. The output ¢ € {0,1} is

the decision whether the input bits are encoded or not.

compared with a threshold for decision

I'(C) 2 Topt- (6.7)
Hy
The probability of false alarm is
PFA:PI'(Hl‘Ho). (68)

Accuracy is given by

Number of correct predictions

Accuracy = (6.9)

Total number of predictions

The decision threshold for SPP-based classifier is determined by constant false
alarm rate (CFAR) detection, and the false alarm rate is set to 0.01. CFAR detector

determines the decision threshold such that the false alarm rate is equal to the target
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value. Since there is no closed form equation for the relationship between threshold
and false alarm rate, we determined the target thresholds using the bisection method.
As seen from Figure 6.4, the performance of the SPP-based method is very poor for
both convolutional codes in low SNR regions since the constraint length of the code is
relatively long. The DNN model has superior performance even for the codes with a
large constraint length. In addition, the performance of both methods are higher for

the code with lower rate since it has more parity check relations.
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Figure 6.4. Simulation results for convolutional code detection. The number of
observed bits are 80 and 120 for codes C(2,1,9) and C(3,1,9), respectively. The

number of training codewords are 2'8 and 29, respectively.

6.2. Turbo Code Detection

Turbo codes have been the first practical codes to closely achieve the channel

capacity. Turbo codes are used for encoding of data channels in 3GPP LTE standard.
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LTE turbo encoder is a parallel concatenated convolutional code with a constraint
length of 4. It consists of two recursive systematic convolutional encoders and an
internal interleaver. The rate of the LTE turbo encoder is 1/3. The transfer function
for the constituent codes is given by

1+D2+4D3

G(D) = [1 M} . (6.10)

The LTE turbo code with the internal interleaver length 40 is used for the simulations.
Hence, the codeword length is 3 x (40 4+ 4) = 132. The number of training codewords
is 216, The feed-forward neural network has three layers with 128, 64 and 32 nodes,
respectively. The DNN classification model is trained for 1000 epochs. The number
of training codewords, layers, nodes and epochs are determined experimentally by
observing the detection accuracy values. The simulations are performed for the binary
classification scenario in which there are two classes of bit streams: a turbo encoded bit
stream and a uniform random bit stream. The performance of the DL-based detection
model is compared to the SPP-based detection method proposed in [10]. There is no
parity check relationship between the outputs of the two constituent codes since the
internal interleaver breaks the linear dependency which constitutes a major deficiency
for SPP-based method. Thus, the average SPP value is calculated only for the output
of the first constituent code. The parity check matrix used for the SPP-based detection

algorithm is given as
Hturbo(D) = 1+D+D3 1—|—D2—|—D3:| . (611)

The decision threshold for SPP-based detection is set by CFAR detection, and the false
alarm rate is selected as 0.01. As clearly seen from Figure 6.5, the DL-based method
offers superior performance compared to the previous method. Main reason is that
DL-based methods are able to learn the code structure without depending on any code

parameters such as density of the parity checks.
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In the technical specification document for 3GPP LTE standard [103], it is stated
that the block error rate (BLER) for a transport block should be lower than 0.1. The
turbo code with the given parameters achieves the mentioned BLER around -3 dB
SNR [104]. The SNR values are chosen to be in the -5 dB to 5 dB interval for the
simulations. The code detection accuracy for the proposed DL-based method is higher
than 90% for SNR values higher than -2 dB. Hence, the DL-based approach is able to

satisfy the specifications of the standard.
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Figure 6.5. Simulation results for turbo code detection. The neural network has three

layers with 128, 64, 32 nodes, respectively. The number of observed bits is 132 (one

codeword), the number of training codewords is 2'® and the number of epochs is 1000.

6.3. Polar Code Classification

In this section, the use of DNNs for polar code classification is considered. Polar

codes are a recently emerging code family that is capable of achieving the channel
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capacity for discrete memoryless channel, introduced by Arikan [18]. Polar codes are
selected as the coding scheme for the control channels in 3GPP 5G NR standard.
Polar codes utilize channel polarization, which corresponds to synthesis of new channels
from n independent binary symmetric channels so that the capacities of a portion of
the channels converge to 1 while the capacities of the others converge to 0. This
phenomenon suggests a novel adaptive approach for channel coding: selecting the
most reliable k£ bits for transmission of information bits and sending a predetermined
bit value using the others. Employment of DL based methods instead of the decoding
based classifiers can provide benefits for both performance and delay of blind decoding

systems.

Polar code classification is performed among four different classes. These classes
consist of three different polar codes with different lengths and a random bit stream.
The rates of the codes are taken to be constant and equal to 1/8, which is an available
code rate in NR standard. The used codes are P(128,16), P(64,8), P(32,4) and the
random bit stream is a vector of uniform random variables of length 128. The input
length of the classifier is equal to the maximum code length in the code set, which is
128 in this case. In order to have a fair classification, samples from each class have
the same length. Therefore, the samples for shorter codes are composed of multiple
codewords. For a P(n,k) code, there are 2% distinct codewords of length n. In this
section, the neural network classifier is trained with all possible codewords in order for
the network to learn the code structure. The effect of the number of training codewords

is discussed in Section 6.4. The number of all possible codewords is 216.

The block diagram for the feed-forward neural network used for polar code de-
tection is given in Figure 6.6. The LLR values ¢; of the received bits are input to the
network, where 7 = 1,...,n. The outputs of the neural network are the probabilities ¢;
for each class, where j = 1,...,m and m is the number of code classes in the set. The
neural network has 5 hidden layers with 512, 256, 128, 64, 16 nodes, respectively. The
neural network model is trained for 500 epochs. The number of epochs can be further
increased without overfitting the training data-set but does not add any performance

gain beyond this value.
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Figure 6.6. The feed-forward neural network model for polar code classification. The
input ¢;, i = 1,...,n is the input LLR values output from the BPSK demodulator.

The outputs ¢;, 7 = 1, m are the decision probabilities for m classes.

The performance of the DL-based classifier is compared to the existing SCL-
based classifier. The SCL classifier is based on the SCL detection method, which
utilizes the path metric calculated by each SCL decoder for the codes in the set [11].
Arikan proposes a recursive decoding scheme for polar codes, called SC decoding. The
DDG is traversed and decision LLRs are produced for estimation of the bits in this
decoding scheme. SC decoding is sub-optimal for short code lengths, and it suffers
from error propagation due to its sequential nature. Instead of making decisions at
each decoding stage, SCL decoding considers up to L different candidate paths. The
number of decoding paths increases exponentially in each stage since both cases are
considered for each bit value. In order to limit the complexity, the most reliable L

paths are selected via a path metric at each stage.

The classification accuracy of the DL polar code classifier is shown in Figure 6.7.
For the low SNR values, the DNN model is not able to learn the code structure due to
the dominant noise. As a result, the performance of the SCL-based classifier is better

in the low SNR regions since it has a prior knowledge about the code structure. On
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the other hand, the performance of the DIL-classifier is superior for -4 dB and higher
SNR values.
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Figure 6.7. Simulation results for polar code classification. There are four classes
which can be listed as P(128,16), P(64,8), P(32,4) and random bit stream. The

number of observed bits is 128, the number of training codewords is 2'6.

6.4. Effect of the Number of Training Codewords

In this section, the capabilities of the neural network in generalizing the code
structure is assessed by showing the network only a part of all possible codewords in
training phase. The capability of generalizing through the codewords becomes very
important for the classification of longer codes since it may not be feasible to train the
DL-based classifiers with all possible codewords. On the other hand, a small subset of
all possible codewords of a code may represent a different code of a lower dimension.

Accordingly, if the network does not see a sufficient number of codeword combinations
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in training, there is a possibility that the model learns a different code structure. In
order to assess the effect of the number of training samples, the neural network classifier
is trained by showing only a portion of all codewords. The classification accuracy of
the DL-based classifier trained with a portion of the codewords are given in Figure 6.8.
In each simulation, a portion of the codewords are selected randomly. In Figure 6.8,

% means that v% of all possible 2!6 codewords are used for training.

For smaller training sets (lower than 5%), the accuracy values have high variance
among different selection of codewords, so the simulations are repeated for different
selection of training sets and the results are averaged. As clearly seen from the Fig-
ure 6.8, while it is able to generalize even with 10% of the codewords, the classification
performance drops drastically for less than 5% of the codewords. Hence, it is possible
to train a DNN code classification model by using only 10% of all codewords in expense
of a negligible performance drop, which results in a great reduction in computational

complexity.

6.5. SNR Robustness

In this section, SNR robustness of the neural network code classifier is considered.
Classification accuracy of the model is expected to be the highest when training and test
SNRs are matched and decrease when the test SNR deviates from the training SNR.
The classifier model can be trained for each SNR value in the interval for obtaining
best results. However, the inaccuracies of the SNR estimators and channel fading
effects introduce deviations in the estimated SNR. Hence, the classifier models should
be robust to changes in SNR. In order to assess the SNR robustness of the proposed
method, for each training SNR, the model is tested for varying SNR values. In addition
to training at a fixed SNR value, the model is also trained by randomly selecting SNR
values from [-5, 5] dB interval for each codeword in each epoch. The performance of
the code classifier is shown in Figure 6.9. Each curve represents the test results for a
model trained for a fixed SNR except the last curve, which shows the results when the
model is trained for all SNR values. The simulation results show that the classifier is

robust to changes in SNR. The model trained at -4 dB has 80% accuracy at -6 dB and
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Figure 6.8. Simulation results for polar code classification when the classifier is
trained with a portion of all possible codewords. 7% means that % of all possible

216 codewords are used for training.
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has accuracy higher than 90% for higher SNR values. It also states that it is possible
to train a single model at -4 dB for operation in the given SNR interval in expense
of a negligible loss in the accuracy. It is also possible to train the model by using all
SNR values in the interval by randomly varying the SNR value for each codeword in
each epoch. Using all SNR values for the training set increases the SNR robustness
of the classifier. However, the addition of codeword samples with lower SNR values
deteriorates the performance of the classifier in the high SNR region. Hence, in order
to increase the SNR robustness of the classifier, it is advised to use all SNR values in

the interval.

6.6. Effect of False Alarm Rate

In the previous sections, accuracy is used as a performance metric. In this section,
in order to show the effect of the false alarm rate to the detection rate of the classifiers,
detection rates of the DIL-based classifier and the SPP-based classifier compared for
different false alarm rates. The detection rates and the false alarm rates of the DL-
based classifier for each SNR is given in Figure 6.10. The DL-based classifier is tested
at the same SNR as the training SNR. The detection rates of the SPP-based classifier
for false alarm rates 0.01, 0.1, and 0.3 are also plotted as a benchmark. As seen from
the figure, the false alarm rate of the DL-base classifier changes from 0.36 to 0.01 for
SNR values from -5 dB to 5 dB, respectively. For each SNR value, the detection rate of
the DL-based classifier is higher than the SPP-based classifier for the same false alarm

rate.

The Receiver Operating Characteristic (ROC) curves for both methods is pro-
vided in Figure 6.11. The figure shows the ROC curves for -4 dB, 0 dB, and 4 dB
SNR values. The simulation results show that the DL-based classifier provides higher
detection rates for a fixed false alarm rate for -4 dB and 0 dB SNR values, whereas the
SPP-based classifier performs slightly better for 4 dB SNR. However, the performance
difference is negligible at 4 dB.
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Figure 6.9. (a) Simulation results for different training SNR values except the last
curve, which represents the results when the model is trained for all SNR values in

the interval [-5,5] dB. (b) The zoomed version for the higher SNR region.
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Figure 6.10. Comparison of the convolutional code detection probabilities for
C(2,1,9) for the DL-based classifier and the SPP-based classifier with different false

alarm probabilities.



Pdet

1.0
@ =" Rd
PP /‘/
-
’/ .
i yd
0.8 ”,r 2
Rd
7
, X Ve
s )
0.6 A ’ 7
Rd
Rd
/ ’/
Z
4 4 +
0.4 / Pz
II — = SPP classifier at -4 dB
) . === SPP classifier at 0 dB
0.2 _,' /./ SPP classifier at 4 dB
i . X DL classifier at -4 dB
ya B DL classifier at 0 dB
ya @ DL classifier at 4 dB
0.0 T T T T
0.0 0.2 0.4 0.6 0.8
Pra

1.0

o1

Figure 6.11. Comparison of the receiver operation characteristics for the DL-based

classifier and the SPP-based classifier for convolutional code detection for C'(2,1,9).



52

The 30 confidence interval of the DL-based classifier trained with all SNR values
is shown in Figure 6.12, where o denotes the standard deviation of the accuracy values.
The simulations are performed for 100 test batches with 1000 codeword samples in each
batch. The 3¢ interval contains the 99.7% of the values of a normal distribution [105].
As seen from the figure, the classifier provides reliable accuracy results for changing

test data.
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Figure 6.12. Classification accuracy for polar code classification with the 99.7%, i.e.,
30 confidence interval shown. The solid line represents the mean accuracy and the

shaded area shows the confidence interval.

The number of hidden layers for the neural network model is determined by a
grid search by selecting the parameters that provides the highest accuracy values. The
classification accuracy for different number of hidden layers is shown in Figure 6.13
when the DL-based classifier is trained for all SNR values in the interval. The simula-
tions are performed by fixing all network parameters except the number of layers and

the number of nodes in each layer. The number of nodes for the neural networks with
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3, 5, 7, 10 layers are (512, 256, 128), (512, 256, 128, 64, 32), (512, 256, 128, 128, 64,
64, 32), (512, 256, 256, 128, 128, 64, 64, 32, 32, 16), respectively. The performance
of each model are close to each other. As seen from Figure 6.13, the performance
decreases slightly from the shallowest network to the deepest network due to the fact
that a deeper neural network needs more training epochs since it has more trainable
parameters. Taking both the training duration and the accuracy into consideration, it

is advisable to choose the neural network with 3 layers.
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Figure 6.13. Comparison of the accuracy values for different number of hidden layers.

6.7. Computational Complexity

The computational complexity of a feed-forward neural network in the prediction
stage is lower than in the training stage since it performs only forward propagation.
The training stage consists of two stages: forward and back propagation. In the train-

ing stage, the computational complexity of the feed-forward neural network depends
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on the parameters such as the number of nodes in a layer, the number of layers, the
number of the samples in the data-set, the input length and the number of epochs. The
prediction stage performs only a forward propagation. If there is a single input sample,
the complexity of the feed-forward neural network depends only on the input length
and the number of nodes in the layers. Each layer in the network performs a linear
transformation followed by a nonlinear activation function. The linear transformation
represented by the multiplication of a matrix with a vector has the computational
complexity O(nm), where n denotes the input length and m is the number of nodes
in the following hidden layer. The activation function is applied element-wise, which
has the complexity O(m). Since the number of nodes in the following layers are gen-
erally chosen to be less than the previous layers, the terms coming from the following
layers are omitted. Therefore, the worst case complexity of the feed-forward neural
network in the prediction stage is O(nm + m) = O(nm). The worst case complexity
of the polar SCL decoder in terms of the input length n and the list size L of the de-
coder is O(Lnlogn) [20]. Hence, the neural network code classifier have a comparable
asymptotic computational complexity to the SCL decoder for polar codes. There are
also parallel implementations of the neural network models, which further decrease the
run-time of the algorithms. However, the sequential nature of the polar SCL decoder

does not offer a parallel implementation.
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7. CONCLUSION

In this thesis, the utilization of DL models for blind code identification is con-
sidered. This approach eliminates the dependence on code parameters due to learning
capability of DNNs, and applicable to all code types. The performance of the proposed
universal detection method is assessed for widely used convolutional, turbo and polar
codes. The presented method enables the parallel implementation since it is based
on a DNN, which can meet the low latency requirements of communication networks.
A feed-forward neural network architecture is used for classification tasks. The sim-
ulation results show that even a simple DNN model offers better accuracy compared
to the existing methods. In order to prevent the DNN models from overfitting the
training data-set, a distinct noise sample is added in each epoch. Additionally, an
analysis on the effect of the training data-set size to the performance is also provided.
The simulation results show that the DL model is able to generalize when not all of
the codewords are shown in the training stage. The performance of the classifier is
satisfactory even when only 10% of the codewords are used for training. The SNR ro-
bustness of the method is assessed by training and testing the model for varying SNR
values. The simulation results show that the classifier is robust to slight changes in
SNR. The model trained at -4 dB has 80% accuracy at -6 dB and has accuracy higher
than 90% for higher SNR values. Therefore, it is possible to use a model trained at a
single SNR for classification of a wider range of SNR values while the decrease in the
classification performance is not significant. In addition to using a single training SNR,
the DL classifier can be trained for all SNR values in the interval. However, addition
of codeword samples with lower SNR values deteriorates the performance for higher
test SNRs. All in all, the proposed approach is envisioned to be a good replacement

for the code identification systems.

In future research, we will investigate the performance of the DNN code classifier
model which can be improved by employing different DNN architectures for different
channel code types. On the other hand, more sophisticated hybrid models can be

developed with the aid of code structure for decreasing the number of codeword samples
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necessary for training. The performance of the DL code classifier can be verified under

correlated noise and fading channel conditions.
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