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ABSTRACT

BAYESIAN APPROACHES FOR PRIVACY PRESERVING
DATA SHARING

In this thesis, we focus on the data fusion problem where we have heterogeneous
data which is collected from different sources and stored in the form of matrices and
higher-order tensors and propose coupled matrix and tensor factorization models to
be able to jointly analyze these relational datasets. This method performs simulta-
neous factorization of matrices and tensors by extracting the common latent factors
from the shared modes. We develop coupled models using various tensor models and
cost functions for the missing link prediction problem and report the successful empir-
ical results. Most of the time, the data matrices and tensors are distributed between
several parties. Sharing information across those parties brings the privacy protec-
tion requirement, therefore the second problem we handle is protecting the privacy of
distributed and heterogeneous datasets. We develop and evaluate a practical mecha-
nism that ensures the privacy of individuals in a distributed setting, in which N data
sites jointly estimate the parameters of a statistical model conditioned on all the data
without sharing their input datasets. We exploit the connection between differential
privacy and sampling from a Bayesian posterior to derive an efficient coupled tensor
factorization algorithm. We empirically show that our methods are able to provide
good prediction accuracy on synthetic and real datasets while providing provable pri-
vacy guarantee. Finally, we propose an approach to preserve the privacy of the neural
network’s training data due to the connection between tensor factorization and neural
networks. We introduce a dropout technique that provides an elegant Bayesian in-
terpretation to dropout, and show that the intrinsic noise added can be exploited to

obtain a degree of differential privacy.



OZET

MAHREMIYETI KORUYAN VERI PAYLASIMINDA
BAYESCI YONTEMLER

Bu tezde, farkhh kaynaklardan toplanan matrisler ve yiiksek mertebeli tensorler
seklinde depolanan heterojen verilerin birlikte analiz edilmesi ve veri fiizyon problemine
yogunlasgiyoruz. Problemin ¢oziimiinde ise baglagimli matris ve tensor ayigimi model-
leri kullanmaktayiz. Bu yontem, paylasilan modlardan ortak gizli faktorleri ¢ikararak
matrislerin ve tensorlerin ayni anda bilegenlerine ayrilmasini saglar. Biz de burada ek-
sik baglant1 tahmini problemi i¢in baglagiml tensor modelleri gelistirerek, ¢esitli model
topolojileri ve ¢esitli iraksaylar kullanarak bagarili deneysel sonuclari rapor etmekteyiz.
Cogu zaman, veri matrisleri ve tensorler degisik taraflar arasinda dagitihir. Bu taraflar
arasinda bilgi paylagimi gizlilik ve mahremiyeti koruma gereksinimini getirir, bu ne-
denle ele aldigimiz ikinci sorun dagitilmig ve heterojen veri kiimelerinin mahremiyetini
korumaktir. Dagitik bir ortamda bireylerin gizliligini saglayan pratik bir mekanizma
gelistirecek ve bu mekanizmayi gesitli gercek veriler kullanarak degerlendirecegiz. Bu
mekanizma i¢in Bayesci cikarim ve diferansiyel mahremiyet arasindaki baglantidan fay-
dalanarak etkili bir baglagimli tensor ayrigim yontemi geligtirecegiz. Yontemlerimizin
mahremiyet garantisi saglarken sentetik ve gercek veri kiimelerinde iyi tahmin dogrulugu
saglayabildigini deneysel olarak gosterecegiz. Son olarak, tensor ayrigimi ve yapay sinir
aglar arasindaki baglantiy1 gostererek, yapay sinir aglarinin kullandigi verilerinin gi-

zliligini korumak i¢in bir yaklagim onerecegiz.



vi

TABLE OF CONTENTS

[ACKNOWLEDGEMENTS| . . . . . . . . . .. . iii
[ABSTRACTI . . . . . . iv
OZET . . . .. v
LISTOFEFIGURES! . . . . . . . .. e e ix
LISTOETABLESI. . . . . . . . . . xiii
LISTOFSYMBOLS| . . . . . . . . XV
[LIST OF ACRONYMS/ABBREVIATIONS|. . . . . . . . ... ... ... ..... xvii
[L_INTRODUCTION] . . . . . . . oot e 1
[1.1. Coupled Tensor Factorization|. . . . . . ... ... ... .......... 2
[1.2. Privacy Protection|. . . . . . . . ... ... ... .. ... .. .. ..., 3
[L3. Related Work] . . . . . . .. . .. ... . 7
(1.3.1. Coupled Tensor Factorization| . . . ... ... ............ 7

[1.3.2. Bayesian Differential Privacy|. . . . . . ... ... ......... 8

[1.3.3. Local Differential Privacy . . . . ... ... ... ... ...... 9

[1.3.4. Multiparty Differential Privacy| . . . . . . .. .. ... ... ... .. 9

[1.3.5. Differentially Private Matrix and Tensor Factorization| . . . . . . . 10

[1.3.6. Differentially Private Deep Learning . . . . . . ... ... ...... 11

[L4. Contributions| . . . . . . . . . ... 12
[LS. ThesisOutlinel . . . . . . . . . .. ... . . 15
2. BACKGROUNDI. . . . . . . ..o 16
[2.1. Coupled Tensor Factorization| . . . . . . . .. ... ... .......... 16
[2.2. Differential Privacy . . . . . . .. ... o 18
2.2.1 ian Mechanism . . . . . . . . ... ... 21

[2.2.2. Composition Theorems|. . . . . . . ... ... ... ........ 22

[2.2.3. Concentrated Differential Privacy | . . . . ... ... ... ..... 23

[2.2.4.  Private Bayesian Inference|. . . . . . ... ... .00 26

[2.3. Stochastic Gradient Langevin Dynamics . . . . . ... ... ........ 28
[2.4. Bayesian Neural Networks| . . . . . ... .. ... ... ... ....... 29




vii

4.1.3. Centralized Differential Privacy| . . . . ... ... ... ... ... 46
4.1.4. Local Differential Privacy . . . . . ... ... ... ... ..... 52

@.2. Coupled Tensor Factorization| . . . . . . . .. ... ... .. ........ 56
58

60

69

[5.1. Notations and Background . . . . . ... .. ... .. ........... 70
Bl Notation. . . .. ..o v v vt 71
[5.1.2. Dropout| . . . . . . . . . ... 71

[5.2. Methodology| . . . . . . . . .. ... 72
[5.2.1. Connection between dropoutand SGLD . . . . . ... .. ... .. 72
[5.2.2. Differentially Private Dropout (DPD)| . . . . ... ... ... ... 73
[5.2.3. Privacy Analysisfor DPD . . . ... ... ... .......... 74

[6. EXPERIMENTS ON COUPLED TENSOR FACTORIZATION| . . ... .. .. 79
[6.1. Experiments with ML and MAP Estimation| . . . . .. .. ... ...... 79
[6.1.1. Resultson UCLLAF Dataset| . . . . . ... ... ........... 80
[6.1.2. Results on Digg Dataset, . . . ... ... .............. 86

[6.2. Experiments with Variational Inference . . . . . . . .. ... ... ... ... 91




viii

[7.2. Experiments on Differentially Private Coupled Tensor Factorization . . . . 106

[8.1.  Experiments of Differentially Private Bayesian Neural Networks| . . . . . . 122
[8.1.1. Differentially private models| . . . . . . . ... ... ... ..... 122

[8.1.2. Effect of the parameters| . . . .. ... ... ... ......... 125

LUSION AND FUTURE RKI . ... 129
APPENDIX A: Gradient Computation for Exponential Familiy Distributions . . . . 132
APPENDIX B: Noise Computation for DP-CMF . . . . ... ... .. ... ... 134
APPENDIX C: Noise Computation for DP-CTF . . . . . . . ... ... ... ... 137
APPENDIX D: Local Differential Privacy: CMF . . . . . . ... ... ... ... 141
APPENDIX E: Noise Computation forDPD . . . . . . ... ... ... ... ... 143



LIST OF FIGURES

iX

.1

An 1llustration of coupled matrix and tensor factorization model. The

observed tensor X (1) is approximated as the sum of inner products of

the columns of A1), #2) and #®). Similarly, the observed matrix X

is approximated as the sum of inner products of the columns of §*)

and §¥). Here, 8> = 0\°) , exists in both XV and X ®, which makes

this model coupled. In this notation, /X denotes the size of the index

= CTTTEY ;S Y TR

An illustration of multiple data sites that each possess data X (), X (),

XM,

Example of two relations among four types of entities on Flickr dataset.

The dataset is represented with bipartite graph in (a) and represented in

the form of a matrix X ") and a third-order tensor X® in (b). X is

the user-item-tag relations and X () is the item-feature relations. The

indices eq, . . ., e4 indicates user, item, tag and feature respectively; e 1s

An illustration of (¢,0)-DP of an algorithm .A on all pairs of neighboring

datasets X and Y| . . . . . . . . .. ...

Differential privacy (DP) is examined in two different contexts: a) first is

in centralized (global) privacy context and b) second is in local privacy

context) . . . . ...

Illustration of standard DNN and Bayesian DNN with two-hidden-layers

model. All weights in DNNs are represented with fixed values 1n[2.4(a)|

and all weights are represented as distributions in[2.4(b)l| . . . . . ..

The generative model of the tensor factorization framework as a Bayesian

network. The directed acyclic graph describes the dependency structure

of the variables: the full joint distribution can be written as p(X, S, 0.p) =

p(X|S)p(S|@1D) Hd p(@d)‘ ......................

35



Matrix partitioning scenarios: a) row-distributed, b) column-distributed,

c) arbitrarily distributed entries.|. . . . . ... ..o

Graphical model and matrix factorization representation of individual

learning without data sharing.|. . . . . ... ... .. ... .. ....

CDP model. Graphical model and matrix factorization representation of

private learning by sharing a latent common factor. The common factor

V is learned collectively by XW and X | . . . . ... ... ...

LDP1 model. Graphical model and matrix factorization representation

of locally differentially private learning by sharing a common factor.

The common factor V is learned collectively by the privatized data Z(!)

LDP?2 model. Graphical model and matrix factorization representation

of locally differentially private learning where each of the data sites

factorizes collectively both the original data X" and X(® and the

privatized data views Z") and Z(? that are observed from the other sites.| 55

Example of matrix factorization setup: X ~ 0”07 forv =1,..., N; |
| mode e, 1s shared between matrices.| . . . . . . . . .. ... ... ... 57
4.7 Examples of CTF setups: (a) shares one mode e, (b) shares two modes |
| ey and es and (c) shares two modes ey, e3 between tensors { X W}V | |
| and shares e, with auxiliary item-feature matrix X+ | . | 58
[6.1 UCLAF dataset represented in the form of a third-order tensor coupled |
[ with two matrices in two different modes| . . . .. ... ... ... .. 81
(6.2 Cold-start problem. . . . . . ... ... ... ... .......... 84
(6.3 Link prediction result with missing slices and KL cost.| . . . . . . .. 85
[6.4 Comment and Digg prediction on Digg dataset.| . . . . . ... ... .. 87
(6.5 Comparison of different cost functions.|. . . . . . . .. ... ... ... 91
(6.6 Effect of hyperparameter selection for CP model when R=2 and the |
| missing data fractionis 80%.| . . . . . . .. ... oL 92
[6.7 Effect of model order on the performance of a) CTF-ML and b) CTF-VB |
| approaches for CP model whenR=2.| . . . . . .. ... ... ... .. 95




xi

7.1

Comparison of CDP (site) and CDP (user) in terms of log-likelihood

computed on X® whena)e=1,b)e=0.1 andc) e = 0.05.| ......

98

Predictive log-likelihood results computed for X when e = 0.1 for

different number of data passes for (a) CDP, (b) LDP1 and (c) LDP2. .

99

Comparison of the log-likelihood results computed for X (1) of a) CDP,

b) LDP1 and c) LDP2 on the synthetic data generated with the Poisson-

NMF model for ¢ = {0.05,0.1, 1}. CDP, LDPI and LDP2 comparison

whend)e=1,e)e=0.1andfe=0.05] . ... ... ... ......

Predictive log-likelihood results computed for X (1) when € = 0.1 for

different number of data sites N={2,-- - 10} for (a) CDP, (b) LDP1 and

(O LDP2. . . . . 101
[7.5 a) DP-SGLD comparison results in terms of RMSE on Movielens and
| Netflix datasets when ¢ = 0.1. b) Comparison results of [1] and [2] with
| Algorithm-1 (CDP(user)) on Movielens dataset whene =0.1. . . . . 102
[7.6 The performance comparison of CDP (site), LDP1 and LDP2 on a)

Movielens b) Netflix whene=1and N ={2,--- . 10}. . .. ... ..

[7.8 The effect of the model parameters on synthetic dataset when € = 1
[ underuser-level DPJ . . . . . . . . . . ... ... ... 108
[7.9 Comparison of the prediction results (in terms of LL) for (a) different

privacy notions for € = 1 and (b) different privacy budgets and non-

private (NP) case for CTF-zCDP (user-level). . . . . . . .. ... ...

LL scores for X ") when the number of data sites for N = {1,2,5,10}

| ande=1J) . . . . . 112
[7.11 Comparison of the prediction results (in terms of RMSE) on (a) Movie-
| lens, (b) UCLAF (Model-2) and (c) Flickr (Model-2) for e = {10,1,0.1}
| and N =2, . . .. 114
[7.12 Comparison results of Hua ez al [1] and Liu ez al [2] with CTF-zCDP

(user-level) on Movielens dataset whene =0.1.| . . . . . .. .. ...

713

Comparison of our methods on Movielens for N = {1,2 5, 10}. . . . .

116
117



xii

[7.14 Prediction results of Model-1, Model-2 and Model-3 when ¢ = 1 for |
| N ={1,2,5,10} with CTF-zCDP (user-level). . ... ... .. ... 120
[7.15 Prediction results of Model-1, Model-2 and Model-3 when N = 10 for |
| NP and € = {0.1, 1, 10} with CTF-zCDP (user-level).| . . . . . . . ... 121
[8.1 Comparison of the test accuracies for e = {10, 1,0.5} and the NP case |

| for (a) AC, b) zCDP compositions on MNIST and (c) AC, d) zCDP |

| compositions on DIGITS. . . . . . . ... ... ... ... ...... 123
(8.2 The o value as a function of ¢ on MNIST and DIGITS respectively.|. . 124
(8.3 (a) and (b) are the test accuracy results of DPD-AC and DPD-zCDP for |
[ e=0.50nMNIST and DIGITS datasets.] . . . . .. ... ....... 125
(8.4 The effect of the model parameters on MNIST dataset. . . . ... .. 126
[8.5 The effect of the number of hidden layers on MNIST dataset.| . . . . . 128




LIST OF TABLES

xiil

[3.1 Update rules for different p, values.|. . . . . .. ... ... ... ... 34
4.1 Summary of the proposed DP methods in terms of the privacy contexts. 56
[6.1 RMSE for different models with different percentages of training data.] 83
[6.2 Link prediction results on UCLAF with different experimental settings.| 84
(6.3 Link prediction results on Digg with different experimental settings in |
[ terms of AUC. . . . . . . . . . e 90
[6.4 The average prediction performance for digg and comment prediction, |
| evaluated by PQ10 values. Modeling the data using IS-divergence gives |
[ the bestresults.. . . . . . . . . .. L 91
[6.5 AUC score (by 'mean £ std’) and time comparison of ML-MAP ap- |
| proaches and the proposed VB algorithms on various data sets with |
| CP-tensor factorization model and different proportion of missing data. |
[ Results are averaged over 10runs. . . . . . .. ... ... ... .. 94
[7.1 Log-likelihood scores of the proposed methods for different ¢ values and |
| different hyperparameter settings when there are 2 data sites. . . . . . 99
[7.2 RMSE scores of the proposed methods for different € values when there |
[ are2datasites. . . . . ... .. 104
(1) =
| system 1s varted from2to 10. . . . . . . .. ... L oL 105
(7.4 Log-likelihood scores for X" of the proposed method for different e |
[ values (for CTF-zCDP (user-level) method) and different hyperparameter |
| settingswhen N=2. . . . . .. ... ... ... .. ... ...... 110
1.5 LL scores for X (1) when the number of data sites for N = {1,2,5,10} |
| and € = {10, 1,0.1} for various privacy notions. (All results in the table |
| are divided to 10° for the sake of clarity.)| . . . . . . ... ... . ... 113

Comparison of methods in terms of RMSE for ¢ = {10,1,0.1} and

NP-CASE. . . o v o o o




Xiv

(1) i =

{1,2,5,10} on Movielens data and ¢ = {10, 1, 0.1} for various privacy

| notions.. . . . . ... 118
[7.8 Model comparison results for CTF-zCDP (user-level) when the number
| of data sites in the system increases. The results are reported for € =
| {10,1,0.1} and NP case on UCLAF and Flickr. . ... ... ... .. 119
(8.1 Comparison of the methods for e = {10, 1,0.5}. Bold values indicate

thebestresults.). . . . . . . . . ..




LIST OF SYMBOLS

Randomized algorithm
Minibatch size
Minibatch at iteration ¢
Data size of X )

[ divergence

Rényi divergence

The complete dataset
Entity type

Gradient clipping norm
Gamma distribution
Identity matrix

Set of indices in O

Set of indices in relation v
Latent dimension size
Binary mask for X (*)
Exponential mechanism

Normal distribution

Full observation space of relation v

Poisson distribution
Privatization mechanism
Power parameter for X (*)
Response set of algorithm .4

Coupling matrix

Ordered set of entity types in relation v

Tensor element
Observed tensor
Mean parameter for X (%)

Data tensor index

XV



Perturbed observation of X ()
probability of privacy guarantee
privacy budget

Rows of latent factor ©4

Latent factor

Kronecker delta function

Step size at iteration ¢ for DP case
Step size at iteration ¢

Dispersion parameter for X ()
Tensor valued collapse operation
Gradient

Full observation space of relation v
Gaussian noise matrix at iteration ¢

Partial derivative

Xvi



AC
AUC
BNN
CDP
CMF
CP
CTF
DNN
DP
DP-CTF
DPD
EUC
GM

IS

KL
LDP
LL
mCDP
MA
MAP
MCMC
MH
ML
NP
OPS
RMSE
SGD
SGLD

LIST OF ACRONYMS/ABBREVIATIONS

Advanced Composition

Area Under the Curve

Bayesian Neural Network
Centralized Differential Privacy
Coupled Matrix Factorization
CANDECOMP/PARAFAC
Coupled Tensor Factorization
Deep Neural Network
Differential Privacy
Differentially Private Coupled Tensor Factorization
Differentially Private Dropout
Euclidean distance

Gaussian Mechanism
Itakura-Saito divergence
Kullback-Leibler divergence
Local Differential Privacy
Log-likelihood

mean Concentrated Differential Privacy
Moments Accountant
Maximum a Posteriori

Markov Chain Monte Carlo
Metropolis Hastings

Maximum Likelihood
Non-private

One Posterior Sample

Root Mean Square Error
Stochastic Gradient Descent

Stochastic Gradient Langevin Dynamics

Xvii



xXviii

VB Variational Bayes

zCDP zero Concentrated Differential Privacy



1. INTRODUCTION

In numerous applications, like healthcare, natural language processing, gene expression
analysis and collaborative filtering, data can be arranged conveniently in terms of matrices.
For instance, the users’ ratings can be organized as a matrix with rows corresponding to
the users and columns corresponding to the items in recommender systems. Similarly, in
healthcare data, medical records can be formed as a matrix with rows corresponding to the
patients and columns corresponding to the medical conditions (features). Note that, matrices
are natural for describing binary relations (such as user-item) but many data analysis tasks
call for more complex setups where the data is collected from heterogeneous data sources and
consists of ternary or higher order relations (such as user-item-time). For instance, in retail
recommender systems, in addition to retail data showing who has bought which items, we
may also have access to customers’ social networks, i.e., who is friends with whom. In such
scenarios, datasets are represented by a collection of matrices and/or higher order tensors and
jointly analyzing data from multiple sources has great potential to increase our ability for

capturing the underlying structure in data.

Coupled analysis of the multi-relational heterogeneous data brings several challenges
along with the benefits. In this thesis we address two main challenges. The first one is the
data fusion problem. The data is generally collected from various sources by different parties
at different times. Handling these heterogeneous data jointly may remarkably increase the
performance if the relation between the data is properly modelled. In the literature, a number
of algorithms have been proposed for data fusion and handling data-heterogeneity. Three
of the main research topics that focus on this problem are transfer/multi-task learning that
generalizes better on the original task by sharing information between related tasks [3-7],
multiple-kernel learning that combines multiple kernels instead of using one kernel in kernel
machine algorithms such as Support Vector Machines (SVM) [8-11]] and coupled matrix and
tensor factorization [[12-18]. Each of these topics has different aims, so they approach the

data fusion from a different perspective. Here, our main focus will be on data fusion with



coupled matrix and tensor factorization models.

1.1. Coupled Tensor Factorization

Applications that have successfully used coupled tensor factorization models include
link prediction [18,/19], computational biology [20,21], audio processing [17,22], chemomet-
rics and neuroscience [23,24] where various information source is available. One example of
such situations can be observed for movie recommender system where a user rating matrix can
be augmented with movie information with specific features and/or social media connectivity

information of the user.

2 0 0%
07 0% 0%
P & + + o+
0 o) 0l
0y 05 0 %
x@ =~ + + e+
67 0 0%

Figure 1.1. An illustration of coupled matrix and tensor factorization model. The observed
tensor X ") is approximated as the sum of inner products of the columns of (), #) and #),
Similarly, the observed matrix X (%) is approximated as the sum of inner products of the
columns of 6 and /™. Here, 01(22) = 6’1(227)1:,6 exists in both X and X, which makes this

model coupled. In this notation, K denotes the size of the index k € {1,..., K}.

The key idea in coupled factorization models is extracting the latent structures that are shared
across matrices and/or tensors, which enables transferring information between them. In

order to better explain the method, we first illustrate a simple coupled matrix and tensor



factorization model in Figure[l.I]that is defined as follows:

K
X X300 0209 = (ol 02,01

i1 ) Zig ) Vg

where X (Y is the observed tensor and X () is the observed matrix decomposed by a coupled
tensor factorization model. Since the factor 95) is shared in both decomposition, the overall
model is coupled. Given the observed matrices, the coupled factorization problem estimates

the factors 84 = {81, 9% 9> 9} by solving the optimization problem given as:

(0"*)* = arg min Dy (X || XW) 4+ Dy(X® || X@)
01:4
where D1 (.) and Ds(.) are (possibly different) divergences. We will define the coupled tensor

factorization notation in Chapter [2|and describe the estimation methods of factor matrices in

Chapter
1.2. Privacy Protection

The second challenge is the privacy protection of the collected data that appears in
sharing information across matrices and/or tensors. In modern data processing applications,
data is often owned by multiple data sites (as illustrated in Figure[I.2)); e.g. patients’ records are
distributed across insurance agencies and hospitals; financial data is distributed across various
institutions, or retail data is distributed across online review sites. Statistical inference on
such distributed data has many applications, such as in health care, personalized services, and
social networks. However, several barriers, such as business policies, privacy requirements or
legislative restrictions prohibit the direct unification of data in a single database for collective
use. While there is still a mutual benefit for data owners to share data in some form, privacy
concerns and perceived risk about implications of data sharing often outweigh the direct

benefits.



(2 3)
(D) x® X ()
Site I Site 2 Site 3 Site N
Figure 1.2. An illustration of multiple data sites that each possess data XV, X®) X @),

Privacy concerns are justified, as apart from the exceptional cases of completely hiding
or completely revealing the data, the mechanisms for reliable data sharing are far from trivial.
It is noted that apparently viable intermediate solutions such as “anonymization” or just
releasing summary statistics may allow an adversary to breach the data privacy, possibly in the
presence of side information. That’s why anonymization techniques are evolving to always
bring more privacy guarantees. The privacy guarantee is required to be mathematically proven
and does not depend on any other information that an adversary could have. Into the bargain,

the level of the privacy guarantee should be manageable.

Differential privacy (DP) is currently a widely accepted privacy definition [25,26] to
formalize the privacy protection of algorithms. The key principle of DP is to ensure that
an adversary should be unable to reliably infer whether or not a particular individual is
participating in a database, even with unlimited computational power and access to every
entry except for that particular individual’s data. This can be accomplished through adding
noise into an algorithm at different stages such as adding noise to the data itself or changing
the objective function to be optimized. In order to design efficient differentially private
algorithms, where there is a better tradeoff between privacy and utility, one needs to design
a noise addition system. However, iterative algorithms such as stochastic gradient descent
(SGD) accumulate the privacy loss at each iteration and large number of iterations cause high
cumulative privacy loss because of the potential of each access to leak more information. In
this thesis, we employ recent privacy notions to develop efficient algorithms to overcome the

high cumulative privacy loss.

We first explain why privacy protection is required in most of the practical real-world



applications and we will point out how this problem is highly related with the first challenge,
which is data fusion. First, we investigate a scenario where each data site concurrently acts
both as a data provider and a data consumer to learn a model from the overall data while
preserving the privacy of individual sites and/or each individual’s data points. In both cases,
N distinct parties (say, companies) hold sensitive data from several individuals, and they wish

to jointly estimate parameters of a statistical model conditioned on all data available.

We shall assume that data instances that are partitioned between several parties and
they are arranged as matrices and/or higher-order tensors. A natural statistical model for
such relational data is coupled tensor factorization model (CTF) [15,/16]. We can give the
recommender systems as an example to relational data. In recommender systems, each
party holds a subset of the total number of users, containing the data from the same set of
items. For sharing the sensitive data between parties, we introduce a privacy preserving CTF
approach to predict missing information. To provide and evaluate the privacy guarantees, we
use the connection [27,28] between differential privacy and Stochastic Gradient Langevin
Dynamics (SGLD) [29]. The CTF models can be easily designed in compliance with the
privacy requirements of the use case, so we don’t need a custom-design for each new CTF

model to provide differential privacy.

Furthermore, we address the privacy protection in Bayesian deep neural networks
(BNN)s. Large data collections required for the training of neural networks often contain
sensitive information such as the clinical histories of patients, biomedical images or user
profiles; and the privacy of the training data must be preserved in that case. We consider
the privacy issues in neural networks due to the connection between tensor factorization and
estimating the parameters of a deep neural network [30-33]. We summarize this connection
in the following. CP decomposition [34] is the most basic and commonly used tensor
decomposition method that decomposes a tensor into a sum of outer products of vectors. The

CP decomposition of a 3-way tensor X of size /(") x I x I is written as:

K
X~ nul ou oul) = X (1.1)
k=1



where K is the rank and {U®)}3_, are the factor matrices of sizes ") x K, I®) x K, I®) x K
respectively. Then, the CP decomposition solves the optimization problem given below to

estimate the factor matrices {U®}3_.

K
min | X —X | with X => N ou? ou? (1.2)

X k=1
where || - || is the Frobenius norm. We note that the CP decomposition can be extended to

N-way tensors for any N > 3. Here, we show that when we include several nonlinearities we
can generalize tensor factorizations to corresponding neural networks. For this, we consider

the following score function:
U(2) = (X, ®(2)) (1.3)
where Z = {2}, is a dataset with sequential instances z;’s and:

(Z) = f(z1) o f(z2) ... 0 f(an) (1.4)

where f is a nonlinear activation function such as f(z) = o(Az + b). Now, we substitute the
N-way generalized CP decomposition into Equation(1.3) and see the corresponding neural

network formalization:

42) =3 n [(F ) w0 (f (=) uf) oo (e, ul™)]

K N 4
=S nJ ) u) (1.5)
=1

k=1

where the parameters of network are © = ({Ak}szl e R, {u,(;) lﬁ]{i:l) Equation(E)
represents only the multiplicative nonlinearities. It is also possible to include other types
of nonlinearities by replacing the outer product o, which is a scalar product, with a kernel
function o [33]]. In this thesis, we use the Stochastic Gradient Langevin Dynamics method to
estimate the parameters of a network differentially privately like in CTF method. We also show

that our method preserves data privacy, represents uncertainty and performs regularization in



neural networks.

1.3. Related Work

In this section, we briefly survey the related studies on coupled tensor factorization and

differentially private inference methods.

1.3.1. Coupled Tensor Factorization

For analysis of multi-relational data, Singh and Gordon [12] as well as Long et al. [35]
have introduced collective matrix factorizations (CMFs). Afterwards, collective matrix
factorization has been extended to coupled analysis of multi-relational data in the form of
matrices and higher-order tensors [36,37]] since in many disciplines, relations can be defined
among more than two entities, e.g., when a user engages in an activity at a certain location, a
relation can be defined over user, activity and location entities. For instance, Zheng et al. [38]
model the user-location-activity relations with a tensor representation, and propose a matrix
and tensor decomposition solution for collaborative location and activity filtering. Banerjee
et al. [36] introduce a multi-way clustering approach for relational and multi-relational data
where coupled analysis of heterogeneous data is studied using minimum Bregman information.
Lin et al. [39] also discuss coupled matrix and tensor factorizations using KL-divergence
modeling higher-order tensors by fitting a CP model [34]. While these studies use alternating
algorithms, Acar et al. [16] propose an all-at-once optimization approach for coupled analysis.
Recently Choi et al [40] proposed a fast and scalable algorithm for coupled matrix and tensor

factorization that uses parallel SGD and Tucker decomposition method [41].

A number of studies examined coupled matrix and tensor factorization in Bayesian
formulation. First time, Yilmaz et al [15] introduced a probabilistic framework - Generalised
Coupled Tensor Factorization (GCTF) - for coupled matrix and tensor factorization models
that jointly factorizes data from multiple heterogeneous information sources by extracting
common factors. GCTF is used by latter studies for audio source separation [17] and link
prediction [18]]. Then, similar Bayesian multiple tensor factorization methods are proposed to

decompose multiple cooccurring matrices and tensors into a set of underlying factors that can



be shared between any subset of them [42-45]. Recently, Kaya et al [46] extended distributed
incremental gradient descent method and proposed an incremental, distributed and parallel
algorithm (HAMSI) that incorporates second order information into the to optimization steps
for a faster convergence where the second order information comes from an approximation
to the Hessian of the objective function. Tang et al [47] proposed a variational Bayesian
tensor factorization method for multiway analysis of brain states by processing EEG tensors.
In [48], the authors used coupled tensor factorization to extract and analyze the spatiotemporal
activities of people and use this information to control traffic lights or organize public transport

better. Wu et al [49] used collective tensor factorization for health data analysis.

1.3.2. Bayesian Differential Privacy

In the literature, there are a number of works that address Bayesian approaches to
machine learning under differential privacy. Williams and McSherry [50] use probabilistic
inference to produce a posterior distribution that integrates all available information about
the private and observed datasets. Dimitrikakis et al [51] and Zhang et al [52] introduce
a posterior sampling mechanism and showed that under moderate sensitivity condition on
the log-likelihood, Bayesian posterior sampling provides differential privacy automatically.
Foulds et al [53] proposed a simple Laplace mechanism method for exponential family
distributions that samples from posterior distribution differentially privately. Park et al [54]
provided a general framework for privacy-preserving variational Bayes for a large class of
probabilistic models by perturbation of the expected sufficient statistics. Later, they proposed a
practical algorithm that outputs expectation-maximization (EM) parameter estimates privately
by using moment perturbation [55]. Most recently, Heikkela et al [56] applied the gradient
perturbation mechanism to devise a generic differentially private variational inference method,
which is also applicable to non-conjugate models. Finally, Schein et al [57]] proposed a method
to privatize the Poisson factorization by establishing the objective of Bayesian inference under

local-DP.



1.3.3. Local Differential Privacy

The connection between differential privacy and information theory has been studied
to measure the privacy leakage [58]. In particular, Kairouz et al [59] study the tradeoff
between information theoretic utility functions and local differential privacy. Duchi et al
propose information theoretic bounds for privacy preserving learning [[60] and provide general
techniques to derive bounds under local privacy constraints [61]. In [62], Barber et al establish
a connection between privacy constraints and statistical estimation. Most recently, Schein
et al [57] proposed a locally differentially private approach where the latent variables are
inferred from the privatized data (which is privatized by a randomized response mechanism)
and the posterior distribution is built over the latent variables. In addition, Joseph et al [63]
propose a method to track the timely statistics over time and use this method for frequency

estimation.

1.3.4. Multiparty Differential Privacy

Several differentially-private learning algorithms from multiparty data were proposed,
including secure multiparty computation [64], empirical risk minimization with private
gradient interchange [65], matrix factorization [66] and private Bayesian inference in a
distributed setting which is based on a secure multiparty communication technique [56].
In [[67] and in [68], they propose a global classifier that protects differential privacy by
combining separate classifiers that are trained locally by performing privacy constraints. Most
recently, multiparty settings have been started to be used in deep learning. Shokri et al [69]
introduced a method that enables multiple parties to train a neural network without sharing
the datasets that they own and Papernot et al [[70] proposed a method that combines private
models which are learned locally from independent datasets differentially privately. Besides,
Gupta et al studied a differentially private multitask learning in [71] by utilizing from a
noisy task relation matrix. Lastly, Xie et al [72] propose a differentially private multitask
learning framework to protect the privacy of the distributed data. In this study, they introduced
a privacy-preserving proximal gradient algorithm that solves a general class of multitask

learning formulations with asynchronous updates.
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1.3.5. Differentially Private Matrix and Tensor Factorization

Matrix and tensor factorization models are the key methods for recommender systems
and privacy of the users inherently brings privacy concerns to this area. There is an increasing
number of studies on differentially private matrix factorization approaches in the literature.
Nikolaenko et al [73] used a a cryptographic method which is named as garbled circuits
to provide differential privacy in matrix factorization. In [74], the authors used sketching
techniques and utilizes from the inherent randomness of the data structure to guarantee (¢, )
differential privacy. Friedman et al [75] proposed a private matrix factorization approach that
provides privacy different perturbation methods: the input, gradients of SGD and the output.
Recently, two studies considered differential privacy for tensor decomposition methods.
In [76]], they proposed an online differentially private tensor factorization algorithm that based
on tensor power method framework and Gaussian mechanism to perturb the objective to
provide privacy. Imtiaz and Sarwate [[66] presented a privacy preserving distributed tensor
factorization methods for PCA and OTD that uses an efficient correlated noise to manage the

same noise level as the centralized tensor factorization scenario.

The proposed differentially private coupled tensor factorization algorithm is most closely
related to the works by Liu et al [2] and Hua et al [1]. Hua et al propose a differentially
private SGD algorithm for matrix factorization (MF) where each user is accepted as a party;
so the rows of the user factor are kept as private. Then, the data aggregator (recommender)
uses the item factor to share preferences between users using a Laplace mechanism. The
recommender has access to the intermediate results from all users after each iteration and it
can easily eliminate the noise vectors’ effect. So, the noise vector is needed to be decomposed
and determined after each iteration using a fairly complicated procedure. Liu et al [2] exploit
the fact which is proved in [27] and propose a DP-collaborative filtering approach. They focus
on the single-party setting where no information sharing between data sites is considered. In
this thesis, we propose a simple MCMC algorithm for multiparty prediction systems where
each party can hold data of a different modality. Our method allows information sharing while

preserving both the user-level DP and the site-level DP that will be explained in Chapter [4]
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1.3.6. Differentially Private Deep Learning

There are a number of works that address deep learning under differential privacy.
Recently, Shokri and Shmatikov [69] designed a method that permits multiple parties to train
a neural network model without sharing their datasets. Their key contribution is based on
perturbing the gradients of the SGD by fussy sharing of model parameters during training.
Phan et al. [[77] introduced a different approach towards differentially private deep learning
that focuses on learning autoencoders by perturbing the objective functions of them. Papernot
et al. [70] proposed a method where privacy-preserving models are learned locally from
disjoint datasets and then combined in a privacy-preserving fashion. Most recently, Phan et
al. [[78] developed a method that uses Laplace mechanism to preserve differential privacy in
deep neural networks. Their method doesn’t depend on the number of epochs in the training
phase where the privacy budget is consumed; but it adds more (Laplace) noise into the less
relevant input features with the model output. In [79], Acs ef al. proposed a mixture of
multiple generative DNNs model where the data is divided into N clusters. In this work,
the DNNs are trained collectively to learn the distribution that generates the given data
using a differentially private gradient descent. Most recently, Phan et al. [80] developed a
differentially private convolutional deep belief network that preserves privacy by perturbing
the energy-based objective functions. They basically focus on the healthcare field that have

significant privacy issues.

Our differentially private BNN method is most closely related to the study in [81] where
they developed the moments accountant method, which is closely related to the notion of
concentrated-DP, to sum up the privacy loss that provides a cramped bound for privacy loss
compared to the standard composition methods such as sequential and advanced composition.
By using the moments accountant (MA), Abadi et al propose a differentially private SGD
algorithm to train a neural network by perturbing the gradients of parameters in SGD. The
gradients are perturbed by adding Gaussian distribution noise separately. To protect privacy
in deep learning methods, noise addition is generally used [81,/82]. In this thesis, we focus on
the BNNs and introduce a dropout technique that provides an elegant Bayesian interpretation
to dropout. We show that the intrinsic noise added, with the primary goal of regularization,

can be exploited to achieve a certain amount of differential privacy. In addition, we prove
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that there is a one to one relation between dropout rate and the Gaussian noise, so we say
that dropout preserves (e, 6)-DP in each BNN model for free when we calibrate the dropout
rate carefully. Conversely, the amount of noise computed to provide (e, 9)-DP also finds a
proper dropout rate. We exploit the intrinsic randomized noise of the dropout by using two
connections: 1) Dropout and SGLD and ii) SGLD and DP. Furthermore, we apply the zero
concentrated DP [83,84] (zCDP) to gradient perturbation mechanism. We note that the zZCDP
achieves similar tight bound on privacy budget with the moments accountant but easier to
convert into DP. We also note that the moments accountant requires that the intermediate
computations after each iteration are not revealed. Eventually, we derive similar bounds to
the moments accountant by using zCDP to strengthen the privacy guarantee in Bayesian
DNNs. We will describe the method in detail and make the privacy analysis of the method in
Chapter

1.4. Contributions

In this thesis, we address the problems defined as below:

e Completing missing entries in a relational dataset represented by several matrices and
tensors: We address the completion of missing matrix and tensor entries/parts by data
fusion formulated as simultaneous factorization of several observation tensors where
latent factors are shared among each observation. We study various tensor models and
loss functions for this problem.

e Estimation of the latent factors: In matrix and tensor factorization models, the latent
factors are the crucial variables to reconstruct the matrices and tensors. They are used
for the analysis of observed data and prediction of the missing entries/parts of the
dataset. For this reason, accurate estimation of the latent factors is crucial to the success
of the prediction/completion of the missing dataset.

e Privacy protection of the data that appears in sharing information across matrices
and/or tensors: In modern data processing applications, data is often owned by multiple
data sites. We shall assume that the data instances, which are partitioned between
those sites, are arranged as matrices and/or higher-order tensors. In this setting, the

information is shared between sites via the shared latent factors and privacy protection
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is required in the inference phase.

Privacy protection of neural network training: The datasets that are used to train
neural networks are often collected from individuals and contain sensitive information.
Applying deep learning methods to these records are restricted by privacy requirements
or legislative regulations. Thus, sharing and usage of the data about individuals require
methods that provide precise privacy guarantees while meeting the demands of the

applications.

Our main contributions in this thesis can be summarized as follows:

We address the missing link prediction problem as filling the missing entries in a
relational dataset using joint analysis of heterogeneous data based on different tensor
models, i.e., CP, Tucker and some arbitrary tensor factorization models, as well as
different loss functions, i.e., KL-divergence, IS (Itakura—Saito)- divergence, EUC
distance and various other cost functions based on S-divergences.

We first use the Maximum Likelihood (ML) and Maximum-a-Posteriori (MAP) estima-
tion of the latent variables. We then develop a novel variational Bayesian algorithm for
making inference on coupled matrix and tensor factorization models. In this method,
the exact characterization of the approximating distribution and full conditionals are
observed as a product of multinomial distributions, leading to a richer approximation
distribution than a naive mean field. Finally, we present how the SGLD is used as an
inference method for coupled matrix and tensor factorization models.

In the first part of the thesis, our main application focus will be on link prediction. We
develop several factorization models to demonstrate that coupled tensor factorizations
outperform low-rank approximations of a single tensor and the selection of the tensor
model as well as the loss function is significant. We also handle the cold start problem
that arises when a new entity enters the dataset.

In the second part, we focus on the private estimation of the latent factors in coupled
matrix and tensor factorization. We develop and evaluate a practical mechanism that
ensures the privacy of individuals in a distributed setting, in which N data sites jointly
estimate parameters of a statistical model conditioned on all the data without sharing

their input datasets.
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We describe a provably differentially private treatment of the CMF models for dis-
tributed multi-party setting by using the two notions of privacy: i) centralized differential
privacy and ii) local differential privacy.

We propose the CTF as a method to share information between distrustful parties
with strong theoretical guarantees on the privacy of the released data. We use the
connection between DP and SGLD [27], and propose differentially private coupled
tensor factorization (DP-CTF) model by using two privacy definitions site-level and
user-level.

We claim that sharing the latent structures across the tensors enables transferring
information between them and increases the prediction accuracy. However, in differ-
entially private settings, sharing multiple factors may cause a considerable amount of
noise added. We study under which conditions sharing latent factors helps to increase
prediction accuracy for DP-CTF.

In the final part, we propose an approach that preserves data privacy, represents un-
certainty and performs regularization in deep neural networks. We use the recently
proposed connection between Gaussian dropout and Stochastic Gradient Langevin
Dynamics (SGLD) [85], and then analyze that under which conditions dropout provides
provable privacy guarantee for the training data of Bayesian DNNGs.

For all proposed methods, we analyze the privacy of the algorithm with Advanced
Composition (AC) [26] as a baseline approach. We then use the zCDP composition
which remarkably reduces the amount of noise added and ensures to use the privacy
budget more effective over multiple iterations.

With experiments on coupled tensor factorization problems, we empirically show that
as the number of sites that participate in the framework increases, we can support
differentially private estimates while still preserving good utility and achieving better
prediction performance over learning at a single site.

With experiments on Bayesian neural networks, we empirically show that dropout helps
to regularize network and improves prediction accuracy while providing (e, §)-DP and
zCDP. As our experiments illustrate, dropout with zCDP outperforms both the standard

DP and the state-of- the-art algorithms, especially when the privacy budget is low.
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1.5. Thesis Outline

The content of the thesis is organized as follows. In Chapter[2] we provide the backgroud
information and an overview of the relevant ingredients of the thesis. We formalize the coupled
tensor factorization, provide the notation and describe the inference methods that is used for
the estimation of the latent factors in Chapter 3. In Chapter [, we present our differentially
private coupled matrix (CMF) and tensor (CTF) models. In the first part of this chapter, we
define the user-level and site-level DP and present the CMF models under centralized and
local DP constraints. In the second part, we analyze the privacy of several CTF methods by
using Advanced Composition (AC) and zCDP. Chapter[6 shows the results of the inference
algorithms defined in Chapter [3/ on synthetic and real-world datasets. In Chapter [7, we
demonstrate our differentially private methods presented in Chapter 4 on different models and
datasets. First, we show the results of differentially private CMF models with different privacy
settings. Then, we show the differentially private CTF results on three different models with
different notions of privacy on both synthetic and real world datasets. In Chapter [8, we
evaluate the performance of our differentially private BNNs on several real world datasets.

Finally, we conclude with some open directions in Chapter [9]
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2. BACKGROUND

In this chapter, we provide an overview of the background material on which the ideas
in subsequent chapters are based; namely coupled tensor factorization, differential privacy and

its variants, stochastic gradient Langevin dynamics (SGLD) and Bayesian neural networks.

2.1. Coupled Tensor Factorization

In many applications, data from different sources are available. In these cases, single
factorization models are not sufficient and the data from different sources should be combined
to exploit all the information. The comprehensive modeling of multiple sources is called
coupled tensor factorization and the goal is to jointly decompose numerous observed tensors

that share a set of latent factors.

€1 €2 €3 €4 €3

x(2)
ea x(@)

€4

e (2)
X X 1

(a) (b)

Figure 2.1. Example of two relations among four types of entities on Flickr dataset. The
dataset is represented with bipartite graph in (a) and represented in the form of a matrix X )
and a third-order tensor X in (b). X is the user-item-tag relations and X ® is the
item-feature relations. The indices ey, . . ., ¢4 indicates user, item, tag and feature

respectively; e, 1s the common mode between two relations.

Given a set of V tensors {X(®}V_, that describe the relations between D sets of
entities; the goal of the CTF is to jointly approximate the tensors with low-rank factorization.
Each relation v € {1,...,V} is associated with the ordered set S, of the entity types
involved in relation v, that is S, = (Su1,...,Sys,|) With S,; € {1,...,D}. Let Q, =

{(e1,...,e8,0) : ea € {1,...,nq} ;Vd € {1,...,]S,|} denote the full observation space of
(v)

2

relation v (the set of |.S,|-uplets). For each of these |S,|-uplets, we observe an entry x
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indexed by i, € €),. Typically, |S,|= 1 will refer to vectors, |S,|= 2 will correspond to
matrices and |.S,|= 3 will correspond to third-order tensors. For a simple matrix factorization

model for matrix X, we have V' =1, D =2 and a relation S = (ey, e2) with |S|= 2.

A more complicated model is illustrated in Figure with our notation. We have
two relations (V'=2) and four entity types (D=4) where the indices e, . . ., e4 indicates these
entities. The first relation forms a 3-dimensional tensor X ") and the second relation forms
a matrix X @, The set of relations S is defined as {S1, S} where S; = (e, e, €3), |S1|=3
and Sy = (eq, e4), |S2]= 2.

Our objective is to predict the value of some specific entry ng) of the tensor X ). To

do this, we approximate each tensor by the multilinear product of rank- K factors represented

in the rows of some latent matrices O, = [01(5,1] € RraxK g e{1,...,D}:
K
) o x® . @ ._ /oM (d)
XV X0 = STT 0= (06l
k=1 deS,

where Oy is the factor associated to entity type d, and d is an element of set S,,. This data
representation is very flexible, and we can handle relations of arbitrary number and/or arbitrary

order.

Coupled factorization models simultaneously factorize data from multiple information
sources by extracting common factors. We first consider the following model which is

illustrated in Figure This model is formalized in our notation as follows:

K

X0~ X0 =300 02 6% = (6.6 07 @D
k=1
K

X~ X =3 0 o) - <9§22>, 9§f>> (2.2)
k=1

Given the observed tensor X ") and matrix X, the coupled factorization problem

estimates the factors, i.e., O, where d = {1,2,3,4} by minimizing the total discrepancy
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between the observations and the model output. This problem results in the following
optimization problem:
. L x® xOy+ Lgox® ) x@
(©1.4)" = arg min —dy (X" || XYV) + —do( X || X)) (2.3)
©14) P1 05

where d;(.) and dy(.) are (possibly different) divergences, usually chosen as the Euclidean,
Kullback-Leibler (KL) or the Itakura-Saito (IS) divergences. On the other hand, our framework
is defined for a large family of loss functions called the -divergences, which generalizes

these commonly-used divergences. [3-divergences are defined as [86]:

X2 XXtr o X
- +
(I-p)2-p) 1-p 2-p

dp(X; X) = (2.4)
where p determines the cost function. Note that p = {0, 1, 2} corresponds to EUC, KL, and IS
cost functions, respectively. Besides, the (inverse) weights ¢, and ¢; will be called dispersion
parameters in our context and they are used to balance the information obtained from different

modalities.
2.2. Differential Privacy

Differential privacy (DP) is currently a widely accepted privacy definition [25,26,87-89]
to formalize the privacy protection of algorithms. The key principle of DP is to ensure that
an adversary should be unable to reliably infer whether or not a particular individual is
participating in a database, even with unlimited computational power and access to every

entry except for that particular individual’s data.

Formally, DP prevents inference about specific records by requiring a randomized query
response mechanism that yields similar distributions on responses of similar datasets. For any
two possible input datasets X and Y with the edit distance or Hamming distance d(X,Y"),

and any subset of possible responses R, a randomized algorithm A satisfies (¢, d) differential
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Density

Ratio bounded
by exp(€)

Figure 2.2. An illustration of (¢,0)-DP of an algorithm A on all pairs of neighboring datasets
XandY.

privacy if:

P(A(X) € R) < eP(A(Y) € R) + 6 2.5)

If X and Y are different only for one single data point, then d(X,Y") = 1. For all adjacent X,
Y'; (e, §)-differential privacy ensures that with probability 1 — J (at least), the value of the
privacy loss is bounded by e. Here, ¢ accounts for exceptional cases that might result in high
privacy losses. When 0 = 0, A is called e-differential private. In this formula, ¢ manages the
amount of information gain for an individual, given the output of the algorithm. When the

positive parameter € is smaller, the mechanism provides stronger privacy guarantee [87].

In the literature, differential privacy is examined in two different contexts as illustrated
in Figure [2.3. First is in centralized (global) privacy context, where the data analyst/curator
needs to collect raw data on the server which is required for centralized-DP (CDP). Second is
in local privacy context, where the data is privatized by users before sending it to the server.
In most cases, DP focuses on the case where the users provide data records to a data curator,
and assumes that the data aggregation is reliable. The classical definition of DP is based
on this scenario and formulated in Equation (2.5). In the literature, this is the most widely
used privacy notion and it is also referred as centralized-DP [59,89,90]. In this thesis, we

generally use centralized-DP and call it DP except for Section However, sometimes a
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Users
(data owners)
e Curator
__, Privatization
Mechanism
Privatization
- ! o
Mechanism
Post Private
Privatization processing  Output
— : _
Mechanism
Privatization /
- )
Mechanism

(b) Local Differential Privacy
Figure 2.3. Differential privacy (DP) is examined in two different contexts: a) first is in

centralized (global) privacy context and b) second is in local privacy context.

stronger variant of differential privacy is required when the users do not trust the data curator.
In this case, the users need to apply some privatization mechanism to their records in case

the users’ private information cannot be inferred even by the data curator. Local differential

privacy (LDP) is inspired by randomized response method and classic
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DP definition, but eliminates the trusted curator assumption. In LDP, an untrusted algorithm is
allowed to access a perturbed (or noised) version of a sensitive dataset through a privatization
mechanism and must use this perturbed data to perform some estimation [91]. This definition
naturally adapted to the multiple party setting [|67,68,70] where numerous distinct parties
hold sensitive data from several individuals, and they wish to jointly estimate parameters of a
statistical model conditioned on complete data. The amount of perturbation is controlled by

an e parameter. The explicit definition of local differential privacy is given as:

Definition 2.1. For a given privacy parameter ¢ > 0 and a privatization (randomized
response) mechanism R is e-locally differentially private if for all pairs of observations

z,x’ € X and for all subsets S in the range of R(-):

~—

M <ef (2.6)

where x € X denote a user’s record where X is the data universe. A privatization mechanism
‘R is a stochastic mapping from X to some output domain Z. If an algorithm perceives only

the e-private responses of the observations, then this algorithm satisfies e-LDP.

In Section we will explain our LDP setting in detail.

2.2.1. Gaussian Mechanism

There are several possibilities how to make an algorithm differentially private. Input
perturbation, objective perturbation and output perturbation are some of those possibilities.
For perturbation, one widely used method is using Gaussian mechanism [87] that adds
Gaussian noise to the revealed information. The amount of the Gaussian noise is determined
by the privacy parameters (¢, ) and the sensitivity to changes in the dataset. In this thesis, we

use objective perturbation and Gaussian mechanism as a perturbation method.

Theorem 2.2. (Gaussian Mechanism (GM), Theorem 3.22 in [93]): Let e € (0,1) be

arbitrary. Gaussian Mechanism states that given function f with Ly sensitivity of /s f,

releasing f(X) + Z where Z ~ N(0,0?) is (¢,0)-DP when o > Ny f+/21log(1.25/5) /.
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Definition 2.3. (L.-sensitivity): Given two adjacent datasets D and D', the important

Lo-sensitivity of a function f is defined as:

Dof = sup [ f(D) = f(D) |2

D, D, ||D-D'||=1

In this thesis, this theorem will be our main workhorse. We will recall this theorem in

Chapter 4] and Chapter
2.2.2. Composition Theorems

There are several useful properties of differential privacy that make it practical to design
sophisticated privacy-preserving machine learning algorithms. One of thesel features is
composability that enables to combine multiple differentially private algorithms or repeatedly
use the same data set. Modular design of algorithms and using an algorithm multiple times
on a dataset lower the privacy guarantee because of the information leakage at each time. In
the following, we present the composition theorems that show how the privacy parameters
compose when differentially private modules are combined. Firstly, we give the definition of

the composition rule.

Theorem 2.4. ( Composition rule, Theorem 3.14 in [89] ) If algorithm A, is (¢1,01)-DP, and
Al is (61,(51)-DP, then (Al & Ag) is (€1 + 62,51 + (52)-DP

The composition rule can be applied repeatedly to obtain the basic composition theorem:

sequential composition.

Theorem 2.5. ( Sequential Composition, Theorem 3.16 in [89] ) Suppose a set of privacy
algorithms A = { Ay, ..., Ay} are sequentially performed on a dataset, and each A; provides
(€:,0;) privacy guarantee. Then, A will provide ( Zle ei,Zle d;)-DP.

Currently, the simplest way to analyze the privacy budget consumption of a differentially

private algorithm is the sequential composition theorem. However, some sophisticated
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techniques have been proposed to handle more complicated forms of composition. Advanced
Composition is the most popular composition theorem in the literature that gives slower

growth of ¢, but has a larger total ¢ on the composition.

Theorem 2.6. (Advanced composition, Theorem 3.20 in [89]) For all €0, iter, 0’ >0, the

class of (€ier, Oiter)-DP mechanisms satisfy (€01, O10t)-DP under k-fold adaptive composition

for

€tot — V Qk log(l/(sl)eiter + kfz’ter(eeit” - 1) 6tot - kfsiter + 5, (27)

When the data is iteratively used over many iterations, the advanced composition provides
more strict €,,;. In this thesis, we will use the data iteratively, so using the advanced composi-
tion is important. We will recall this theorem in Chapter 4 and Chapter[S. Now, we briefly

introduce the most recently proposed privacy notion: Concentrated Differential Privacy.
2.2.3. Concentrated Differential Privacy

Concentrated differential privacy [83] is a recent variation of DP that provides high
probability bounds for cumulative privacy loss. It is proposed to make privacy-preserving
iterative algorithms viable to the real world privacy protection scenarios while still providing
strong privacy guarantees. For a certain amount of privacy guarantee, concentrated DP
requires much less additional noise compared to the DP. The concentrated DP framework

treats the privacy loss of an outcome,

L(O)

a)am) = 8 Brpy =gy 2.8)

as a random variable. Two concentrated DP methods are proposed in the literature. The first
one is (i, 7)-mCDP [83] where 1 is the mean of this privacy loss and the second one is 7-zCDP
which is proposed by Bun and Steinke in [84]. The DP mechanisms and applications can be

converted to zCDP mechanisms, since they are conjugates. We will define the prepositions
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and lemmas in the following sections that are used to compute DP in terms of zCDP. However,
DP and mCDP are not conjugates and they cannot be converted to each other. For a fair

comparison with (¢, §)-DP, we will use zCDP as our second privacy definition.

Zero Concentrated Differential Privacy . The relation between the moment generat-
ing function of L (o) and Rényi divergence between A(py and A(p reveals the 7-zCDP [84]).
The Rényi Divergence between the probability distributions P; and P, is defined of order

a € (1,00) as:

1
Do (P ||P2)=a_

The definition of zCDP where D,, is the Rényi Divergence is given as: A randomized

mechanism A is (§,p)-zCDP, if for all z, 2’ € X™ such that || z — 2’ ||[< 1l and all & € (1, 0),

Do (A(x) | A(z") <&+ pa

There is a correspondence between the classical definition of DP and zCDP; where
zCDP satisfies the key basic properties of DP such as composition and postprocessing. Most
importantly, zCDP satisfies the Gaussian mechanism, and we will use this property in the

following Chapters for our privacy analyses.

Moments Accountant . 1In the same way as zCDP, the moments accountant (MA)
method is used to effectively keep track of the cumulative distribution of the privacy loss

random variables by bounding the moments of the privacy loss L(®) where the A moment is
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defined as the log of the moment generating function evaluated at A [81]:
a3 X, X') = log By [ 2.9)

Then the moments accountant is formalized as below:
Definition 2.7. (Moments accountant) The moments accountant with an integer parameter \

on neighboring datasets X and X' is defined as:

_ . /
QA—TQ§(¥QA(A,X,X) (2.10)

The A" moment in Equation @) composes linearly, which yields the composability

theorem which is defined below.

Theorem 2.8. (Composability) Suppose that A consist of a sequence of mechanisms Ay, - - - Ay.
Then for any ), the sum of each upper bound on o, is an upper bound on the total \'"

moment after k compositions:

k
QA()‘) = Z Yy,
=1

Besides, it is possible to convert the A'* moment to the (¢, §)-DP using Markov’s

inequality. For any € > 0, the algorithm A is (¢, §)-DP for:

§= m/\in exp (a4(A) — Ae) (2.11)
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2.2.4. Private Bayesian Inference

Bayesian inference provides a methodology for parameter estimation where inference
refers to the calculation of the posterior distribution of the desired parameters. Unfortunately,
the exact calculation becomes intractable for most useful models. Monte Carlo methods,
which constitute a broad group of Bayesian inference methods, are typically used to solve
intractable integration problems by generating random samples from the posterior distribution,
either exactly or approximately. One of the most popular Monte Carlo methods for Bayesian
inference is Markov chain Monte Carlo (MCMC) [94], where one generates a sequence of
samples from a Markov chain that has the target posterior as its stationary distribution. The
MCMC methods produce random outputs; therefore they are the natural candidates for privacy
preserving methods by their inherent randomness. The connection between MCMC methods

and differential privacy has recently been studied by Wang et al [27].

Let us assume that we want to draw model parameter ¢ differentially privately from
a posterior distribution p(8|X) oc p(A) [, (x:]0) where the data items are X = {z;}¥,
p(z|0) is the probability of data item x and p(#) is the prior distribution of the given model.
The claim in [27] is that sampling from the posterior distribution is intrinsically differentially

private.

Theorem 2.9. (One posterior sample (OPS), Theorem 1 in [27]) If max,cx gco|log p(z]0)|<

B, releasing one sample from the posterior distribution p(0|X ) with any prior is 4B-DP.

The proof is straightforward when we apply the exponential mechanism [95]. First, we
briefly introduce the exponential mechanism that maps input-output pairs to a real valued
scores when the utility function  is given. Formally, the exponential mechanism M (X, u, €)

produces outputs as:

P(M(X, u,€) = R) o exp <%ﬁ>

where Au = maxpg (x,x) || w(X, R) —u(X’, R) || is the sensitivity of v and d(X, X') = 1.
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Now, we can explain the posterior sampling as an instance of the exponential mech-
anism with utility function u(X,6) = logp(f, X). The sensitivity of the OPS method is
Alogp(f, X) that equals to maxy x,x || logp(#, X) —logp(d, X") ||1. The prior is inde-
pendent of the data, so we have Alog p(6, X)) = maxy, . || logp(2’|0) — logp(z|@) ||. This
result gives the privacy cost of posterior sampling. Under exponential mechanism, sampling
0 from the posterior P(6|X) when ¢ = 2Alog p(#, X) is exactly the same with standard

sampling from a posterior distribution. For the detailed proof, see [27].

In this thesis, we use the connection between privacy protection and SGLD and the
locally private Bayesian inference that is proposed to sample from a posterior distribution
under local privacy constraints. So, we introduces the privacy of sampling from a posterior
distribution here and we explain the locally private Bayesian Inference and SGLD in the

following.

Locally Private Bayesian Inference . In this section, we briefly show the objective
of locally private Bayesian inference. In this case the Bayesian posterior is formed with a
generative model, observed data X, latent variables © and a privatization mechanism R that
generates the privatized datasets Z ~ Pr(Z | X, ¢). Eventually we write the posterior as in

the following:
Pr(© | Z,€) = Epyzix.0 [P(O | X)] = /P(@ | X)Pr(X | Z,€)dX (2.12)

The observed data X is treated as a latent variable and it is marginalized over with the
privatization distribution Pgr(X | Z,€). The privatization distribution is also a posterior
that characterizes the uncertainty about X when Z, R and € are given. Here, we first
generate samples from Pr (X | Z, €), then we use them to approximate the expectation in
Equation (2.12) by using an approximation method that is used to sample from the original
posterior P(© | X). In Section4.1.4, we proposed an approach (Gibbs sampling) that is used
to sample from Pr (X | O, Z, €) in order to obtain e-LDP.
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2.3. Stochastic Gradient Langevin Dynamics

In this section, we begin to explain SGLD with the maximum a posteriori (MAP)
estimation of model parameter vector ¢ from the posterior p(6|X). In general, stochastic

optimization method is used to find the MAP estimation of ¢, as follows:

ke [ K
0, = 0,1 + — (E Z Viogp(zy | 6i-1) + Vlogp(et—l))

2
keB:

where B; C {1,..., N}isarandom data subsample that is drawn with or without replacement,
B =| B, | is the number of data points in B; and «; is the step size. For convergence to a local

maximum, the step size should satisfy the following requirements: 1) >, x; = oo and ii)

>y K2 < 00.

As we mention in Section [2.2.4] MCMC techniques are used to capture parameter
uncertainty. Langevin Dynamics [96] is a gradient-based MCMC method that produces
samples from the posterior by taking gradient steps and injecting a Gaussian noise into the

parameter updates:

N
Oy =01+~ (Z Vlogp(z; | 04—1) + VIng(et—1)> + Wy ~ N(07 k) (2.13)
i=1
Here, the mean of the newly proposed @ is in the direction of increasing log posterior by
cause of the gradient. To prevent the samples from collapsing to a single local maximum,
we need some amount of added noise. The amount of the noise can be explained by the
Metropolis-Hastings (MH) algorithm [97,98] that is one of the most generally applicable
MCMC algorithms. In this algorithm, the proposed samples ¢’ are drawn from a proposal
(6'1X)q(6%]6")
distribution ¢(6'|6") at iteration ¢ with acceptance probability min{1, IWZG’W)} where 6'
is the current parameter from the posterior p(6*|X'). When « in Equation [2.13| goes to 0, the
acceptance probability of MH goes to 1 where the Markov chain has p(6|X) as its stationary

distribution [99].

An important attempt for scaling up MCMC techniques was made by [29], where the
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authors combined the ideas from statistical Langevin Dynamics and stochastic optimization,
and developed a scalable MCMC framework called the SGLD. In algorithmic sense, SGLD is
very similar to Stochastic Gradient Descent (SGD); the only difference is that SGLD injects
a Gaussian noise to the gradient at each iteration. SGLD exploits the assumption that the
data samples X = {x,})V_, are i.i.d. and it asymptotically generates a sample §*) from the
posterior distribution p(6 | X') o p(#) p(X | €) by iteratively applying the following update

equation at iteration ¢:

K K
0, = 0p_1 + g (E kz; Vlogp(ay | 6i1) + VIogpw“)) + 4y

where 1); is Gaussian noise: 1); ~ N (rk;l) where | stands for the identity matrix.

We began with an overview of the SGLD algorithm that is relevant to the understanding
of our approach. In the following, we will state the specialized version of the SGLD algorithm
that guarantees differential privacy and present our methods that guarantees differential

privacy for CMF, CTF models in Chapter #]and BNN in Chapter 3]
2.4. Bayesian Neural Networks

In this thesis, we assume that the input data provided to the neural networks is D =
{d;}X, where d; = (z;, y;), with input object/feature z; € R” and output label y; € Y, with
Y being the output discrete label space. A model characterizes the relationship from x to
y with parameters (or weights) 6. Our goal is to tune the parameters 6 of a model p(y|z, )
that predicts y given x and 6. As we show in the previous sections, Bayesian inference in
such a model consists of updating some initial belief over parameters ¢ in the form of a prior
distribution p(0), after observing data D, into an updated belief over these parameters in the
form of the posterior distribution p(#|D). The posterior distribution of a set of N items is

p(0|D)  p(#) p(D|6) where the corresponding data likelihood is p(D|0) = Hf\il p(d;]0).

Computing the posterior is often difficult in practice as it requires the computation

of analytically intractable integrals, so we need to use approximation techniques. For the



30

A e R,

A /\/\/\
/\Aﬁ\f\(\/\ ASA

S~/ TR AT

(a) Standard DNN (b) Bayesian DNN

Figure 2.4. Illustration of standard DNN and Bayesian DNN with two-hidden-layers model.
All weights in DNNs are represented with fixed values in [2.4(a) and all weights are

represented as distributions in [2.4(b)

inference, we leverage the advances in SGLD to train deep neural networks (DNNs). All
weights in Bayesian DNNs are represented as distributions (as shown in Figure [2.4(a)); rather
than having fixed values (as shown in Figure 2.4(b)). The SGLD algorithm learns the weight
uncertainty jointly on all parameters. Our aim is to infer a distribution over parameters ¢ on a
given dataset D by following the Bayesian approach. This distribution encapsulates the prior
belief as to which parameters are likely to be generated before observing any data. Given
weight matrices #, standard Gaussian prior distributions are usually placed over the weight
matrices, p(6) = N(6;0,1). We also need to describe a distribution over the outputs p(y|z, 6)
that captures how likely the function parameters are, given our observed data. The form of
relationships from x to y are parameterized as a composition of a set of nonlinear functions
in Bayesian DNNs. There are several of nonlinear functions such as the sigmoid function
used in logistic regression; but a softmax function is generally used by an M-layer DNN for

multiclass classification:

p(y|z, 0) = softmax(gg,, © ... o gg,()), (2.14)

Here, o denotes the function composition, softmax(z) = €* /(D e™) and gg(z) can be the
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sigmoid function, hyperbolic tangent or the Rectified Linear Unit (ReLU) [100]. In this paper,
we use feed-forward neural networks. In these networks, the feature representations [[101,/102]
are learned by forwarding the data from the bottom layer to the top layer. There are nonlinear
functions between the layers. In the m!" layer, we choose the ReL.U function for gy, in

Equation which is defined as:

gp,, = max(0, 95@)
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3. COUPLED TENSOR FACTORIZATION

As mentioned in Chapter|[I} an effective way of including side information and faithful
representation of multiple attributes without loss of structure is Coupled Tensor Factorization
(CTF) models. The real world datasets that are represented by several tensors/matrices need
custom models and CTF models bring the modeling flexibility which is required. In this
chapter, we describe the inference methods in order to estimate the latent factors for all
possible model topologies and coupled factorization models in compliance with the privacy

requirements of the use case.

3.1. Inference

Most of the methods on matrix and tensor factorization in the literature focus on
obtaining point estimates such as Maximum A-Posteriori Estimations [12,/16,{103-{105].
However, it has been proven that the full-Bayesian approaches are more robust to overfitting,
incorporates confidence intervals and side information easily and allows model selection
inherently [106-108]. Here, starting with the Maximum A-Posteriori Estimation, we develop
full-Bayesian approaches that allows more powerful modeling and inference, such as Vari-
ational Inference that approximates the intractable posterior distribution and Monte Carlo

methods that sample from the intractable posterior.

3.1.1. Maximum Likelihood and A-Posteriori Estimation

The estimation of the shared latent factors ©4, can be achieved via iterative optimization

methods (see [15]) applied to the posterior density given below:

P({@d}dESv

X®) o« P(X®{Oq}aes,) [ P(©a) (3.1)
desS,
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For non-negative data and factors, one can obtain the following compact fixed point equation

where each O, is updated in an alternating fashion fixing the other factors © 4 for d’ # d

3, R0, Mgy (M) 0 (X)) 2 0 X)

@d — @d o =
>y R, A (M) 0 (X)) 1mpe)

(3.2)

where o is the Hadamard (element-wise) product, M (") is a 0-1 mask array with MZ-(:) =1

(Mi(v”) =0)if XZ-(:) is observed (missing) and R is a coupling matrix that is defined as:

d 1 if X and ©, connected
RY = . (3.3)
0 otherwise

In this iteration, the key quantity is the A, function that is defined as follows:

Ago(A) = | AVS T 0 (3.4)

Ty ﬂid k deZSv

where iy = i, —igand A = M® o (X®))1-pv,

Lastly, p, determines the cost function while dispersion parameter ¢, is used for
data driven regularization and weighting in coupled factorization of heterogeneous datasets.
In [17], they tackle learning the dispersion parameters ¢, when p € {0, 1,2, 3} by using a
probabilistic approach, which makes use of the relation between the 3-divergence and the
family of Tweedie distributions and enables to find the dispersion parameters by maximizing

the likelihood.

It is possible to choose different cost functions (different p,) for each observed data in a
coupled model if each X (*) is modeled by a different type of distribution. Here, we solved
update equations under the assumption of each observation tensor is modeled by the same type
of distribution having the same dispersion parameter. This results in the same cost function
(py) for all the observed tensors X () and we can cancel out the dispersion parameters from

the update equations. See Table|3.1| for update rules for different p,, values.
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Table 3.1. Update rules for different p, values.

p, | Cost Function Multiplicative Update Rule

Zv Rv,d¢;1Ad7v(M(v) o X(v))

0 Euclidean O+ 640 -
5, R0, 0, (M) 0 X0)

32, B Ao (MW 0 (X) 71 o X))
2y RO, B (M)

1 | Kullback-Leibler | ©,4 < O, 0

3, B Aga (M 0 (X0)2 0 X19)
3, BT Bga (MO (£0))7)

2 Itakura-Saito B4 6,40

3.1.2. Variational Inference

In this section, we present a variational Bayesian method to make inference on the cou-
pled tensor factorization models (CTF-VB) and to derive update equations for these models
that handles the simultaneous tensor factorizations where multiple observations tensors are
available. Here, we use the Kullback-Leibler (KL) divergence as the cost function which is
equivalent to selecting the Poisson observation model [[109,/110], while our approach can be
extended to other costs where a composite structure is present. The overall probabilistic model

where the symbols refer to Poisson and Gamma distributions respectively is defined at below.
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e, |- ©e;  --16ep
(d) @), 4(d) pd) -
S 0, ~G(0, A, B;) (factor priors)
A= H 01(:) (intensity)
® d
S ~PO(S;A) (components)
Fi .1. Th i 1 of th
igure 3 e generative model of the tensor X, = Z g (observation)
factorization framework as a Bayesian k
network. The directed acyclic graph describes Xi, = Z A (parameter)
k
the dependency structure of the variables: the BN _
PO(s;\) =e = (poisson)
full joint distribution can be written as Z"l—lba
G(0;a,b) =e W —. amma
P(X, 8, 010) = p(XIp(SIO0) [, p(O0).  TO P =) eemmy

In this model, we choose the Gamma prior on the factors in order to preserve conjugacy. The
graphical model that represents a single tensor factorization is depicted in Figure Note that
p(X|S) is a degenerate distribution that is defined as: p(X|S) =[], §(X;, —>_, S). Here,

d(.) is the Kronecker delta function where d(z) = 1 when z = 0 and §(z) = 0 otherwise.

For a Bayesian point of view, a model is associated with a random variable ¢ and
interacts with the observed data X simply as p(®|X) x p(X|®)p(P). The quantity p(X|P)
is called marginal likelihood [111] and it is average over the space of the parameters, in our

case, S and O as [109].

p(X19) = [ d0F plX[3.0.B)p(5.010) (3.5)
S

On the other hand, computation of this integral is itself a difficult task that requires
averaging on several models and parameters. There are several approximation methods
such as sampling or deterministic approximations such as Gaussian approximation. One
other approximation method is to bound the log marginal likelihood by using variational

inference 109,111, 112] where an approximating distribution ¢ is introduced into the log
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marginal likelihood equation:

p(X,S,0]P)
log p(X|®) > /@ 10 als1e) o= o= (3.6)

where the bound attains its maximum and becomes equal to the log marginal likelihood
whenever ¢(S, ©) is set as p(S, O] X, @), that is the exact posterior distribution. However, the
posterior is usually intractable, and rather, inducing the approximating distribution becomes
easier. Here, the approximating distribution ¢ is chosen such that it assumes no coupling
between the hidden variables such that it factorizes into independent distributions as ¢(.S, ©) =
q(S)q(©). As exact computation is intractable, we will resort to standard variational Bayes
approximations [111,112]. The interesting result is that we get a belief propagation algorithm

for marginal intensity fields rather than marginal probabilities.

We present variational Bayesian coupled tensor factorization as an approach to exploit-
ing side information, i.e., each decomposition is coupled by sharing some factor matrices. As
in Section each observed tensor X (*) has a corresponding index set i, and we define the
V' x D coupling matrix R. Additionally, we define another particular configuration for index
set of S will be denoted by U Ryq=1 1q = 1. For the coupled factorization (CTF-VB), we

get the following expression of the cell probabilities P,(r,) here as:

Py(ry) = eXP(ZdﬂOg O4)) _ Hd exp((log ©4)) _ aLd 3.7)
S Y eexp(3o,(log©4)) Y0, [T, exp({log ©4)) (XL)E:)
Then the sufficient statistics (.S, (r,)) turns to
(®) x5
Sv v)] — Xiv Pv v) — + L 3.8
< (T )> v (T ) (XL)E:) 1;[ d ( )

Now we turn to formulating ¢(©). The distribution ge, is obtained similarly as after we
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expand the log and drop irrelevant terms it becomes proportional to

qe, o exp ({logp(S[O) + log p(O]P))4/46,) 3.9)
o log O4(Ag — 1+ 3 R (S, (r,))™)
v k

— o5+ Y re Y [Jen™)

v k di#£d

which is the distribution ¢go, ~ G(Cy4, D) where the shape and scale parameters for go, are

Co=Aq+ > R™Lyo Ag(M®W o XV /(X)) (3.10)

Dy = (Aa/By+ Y  R™A(MW))™! (3.11)

that, in turn, since (©,) is Cy o Dy, the sufficient statistics for ¢(0,) become:

Ag+ 3, RV Ly 0 Ag(M® o X¥) /(X))
B 2, RrIAL(M )

3.1.3. Markov Chain Monte Carlo

In this section we present how to use SGLD as an inference method to develop our
CTF algorithm. Recently Ahn et al [113] proposed a distributed stochastic gradient MCMC
algorithm (SG-MCMC) for the matrix factorization framework that uses the same model in
Bayesian probabilistic matrix factorization (BPMF) [[106]. In this section, we extend the
existing work and propose a generalized approach that can be used for different Bayesian

models and for the inference and estimation of various coupled tensor factorization models.

In the following, we consider the general structure of a probabilistic model to be able to
cover several likelihood functions. In Chapter d we will provide two specific probabilistic

models, namely Poisson-Gamma and Normal-Normal for arbitrary collections of tensors and
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matrices. In MCMC, we are interested in approximating posterior distribution as follows:

T
v)* v 1 v)*
PRGN ~ 1 3 P {04 aes.) (3.13)

t=1

where {@S)} is the ¢*" sample from the posterior distribution: P({O;}4cs,|X ™). We will
now describe how SGLD is used to generate these samples in CTF models. We will consider

the coupled model that is illustrated in Figure

X0~ X0 = (01,0, 6) (3.14)
X0~ X0 = (6 6)) (3.15)

As we mentioned in Section[2.3, SGLD is very similar to the SGD algorithm. There is only
one difference that SGLD adds a Gaussian noise to SGD at each iteration. For CTF models,
the update rules used for estimation of the independent and the shared factors are different. In
each iteration, SGLD applies the update rule given below to get the samples of the private

factors:
ey =0,V +ve," (3.16)
for d = {1, 3,4} and the shared factor:

0y =0, +> " ve," (3.17)

veY

ford = 2and V = {1,2} (Because, the common latent structure O, participates in both X (1)

and X in our specific model). In these equations A, s are computed as:

Cy v _ _
A@d(t) = Rt <§ Z veidk log P(Xi(u) ’ {eidk(t 1)}d65v> + veidk log P(eidk(t 1))> + w(t)
iy€BM®)

(3.18)

where the conditional distribution of the observed dataset X ) (the likelihood term) and the
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prior distributions over O, s are given as: P(X()[{O4}4ecs,) and P(6O,4|7e,) respectively
(Here, 7g, is the set of hyperparameters of the prior distribution). Besides, C,, is the number
of elements in X, 4, is the row indices of X(*), B is the minibatch size, V denotes the
gradients and Béf)) C ny X ... X nyg,| 1s the set of entries that are subsampled from X ) at
iteration ¢. The entries of the noise matrix ¢*) are independently sampled from a Normal

distribution: ¢ ~ N(0, 2x,1). For convergence, the step size x, must satisfy:

oo oo
Kt = 00 and E K7 < 00
t=0 t=0



40

4. DIFFERENTIALLY PRIVATE COUPLED TENSOR
FACTORIZATION

Data matrices are the fundamental structure in several applications, like recommender
systems, text mining and gene expression. Note that, matrices are natural for describing
binary relations (such as user-item) but many data analysis tasks call for more complex
setups where the data is collected from heterogeneous data sources and consists of ternary
or higher order relations (such as user-item-time) and they are represented by a collection
of matrices and/or tensors. In this chapter, we present an approach that allows us making
useful inferences from a distributed dataset organized as a collection of matrices and tensors
without explicitly revealing individual data items. Each matrix/tensor in our dataset represents
a relation between multiple entities. Specifically, we allow parts of each data to be owned by
a different party (for example ratings for the same movie by different users on different sites);
hence data is naturally distributed. In such a distributed scenario, the dataset can be jointly

analyzed by CTF models.

ill 7,11
X(l)

ill

x @)

X (1) xX@

3 (2)
A

X

() (b) (©)

Figure 4.1. Matrix partitioning scenarios: a) row-distributed, b) column-distributed, c)

arbitrarily distributed entries.

For the models presented in this chapter, we consider that the target dataset X" is
partitioned into N subsets as {X ™}V (or N subsets composes X') where the subsets are
located in V distinct data sites. Each data subset X (*) € R™**"isul is approximated as the

outer product of rank-K factors @S’) € R*K vyd € {1,...,]S,]}. Several scenarios can
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appear subject to the distribution of matrix entries across distinct data sites. In the simplest
scenario of a matrix, we can identify three cases that have practical privacy implications: i)
row-distributed, ii) column-distributed and iii) arbitrarily-distributed (possibly overlapping)
as shown in Figure The row-distributed scenario is appropriate for recommender systems
where disjoint sets of users rate a common set of items. The healthcare systems naturally fit
to the column-distributed scenario where medical conditions (test results, symptoms, etc.) of
a patient are distributed among several hospitals and insurance companies. In this case, the
hospitals/companies have common patients’ records on disjoint sets of medical conditions

and they may require to protect the privacy of medical conditions on the records.

Besides, we may have more complex interactions in practice. Some of the items and
users can be common to both sites, but each site may have specific data not shared by the
other peer. In this mixed scenario, we have multiple data partitions from multiple companies,
and can encounter common users and/or items as in the example given by Figure In
case of more complex relational data, we may have tensors with distributed entries. Such
tensor data with a richer relational structure calls for more flexible arrangements in terms of

entity type and particular privacy requirement.

In this chapter, we will propose a flexible method that covers all kinds of entry distri-
butions. However, our main focus is to preserve the users’ privacy; so we design a setting
that the data owners do not inform the other sites about their users’ identities. To clarify, each
user will be assumed to be unique while items can be common at different sites. In the matrix
case, this corresponds to a row-distributed scenario, yet for tensor data we can have other
common entity types. For example, an entire slice of a tensor can have specific information
about a user over several entities, that we assume are private only at a given site, however

other entities are common and known by the other parties.

As we mentioned in Section differential privacy is examined in two different
context: centralized-DP (CDP) and local-DP (LDP). In Section 4.1, we propose a provably
differentially private treatment of CMF models for these two notions of privacy. To provide
the CDP, we use the connection between differential privacy and SGLD. Then, we propose

two different CMF models that provide LDP by using the privatization method introduced
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in [57] and Gibbs sampling [114,/115] for inference in the locally differentially private models.
In Section we propose CTF models that provides CDP with advanced composition (AC)

and composition under zCDP constraints.

In addition to the centralized-DP and the local-DP, the proposed methods allow us to
define two levels of privacy protection: i) user-level and ii) site-level. The user-level DP
provides privacy protection for the user-definite sensitive information for each user in the
data site while using accumulated information for the profit of all users. This privacy notion
protect each user’s privacy against every single user even if they are in the same data site. It
means the individuals don’t feel free to allow their raw data to be used even by their own data
sites, so the local data is not fully accessible to its owner. This is a stronger form of privacy

protection than the site-level privacy.

Besides, the need for site-level privacy appears in distributed setting where each one
of the /V parties holds some private data and desires to jointly process the all data to obtain
some valuable output. The important thing is that each data site respects the privacy of the
others and the site-definite data privacy is provably protected for all data sites. In this setting,
it can be acceptable that each site can use their own data without privacy protection (the
local data is accessible to its owner), but it should release the data by providing e-DP for its
users independently. Thus, for a data site n, user-level DP is not protected in site-n but it is

protected against the other NV — 1 data sites.

We will first develop our differentially private CMF models in Section 4.1|and then we
describe more generalized differentially private CTF models in Section We give specific

names to the methods based on these privacy definitions in the following sections.

4.1. Coupled Matrix Factorization

In this section, we will present a coupled matrix factorization (CMF) model which is a
subset of CTF model in a distributed scenario. We will start with the CMF model in order to
make the model and notation simpler. In this way, the differentially private data sharing model

via matrix and tensor factorization becomes easier to understand. Afterwards, we generalize
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the differentially private algorithms for CMF models to CTF models to cover all possible

model topologies and data sharing settings.

First, we will describe a provably differentially private treatment of several CMF models
for the two notions of privacy: 1) centralized differential privacy (CDP) and ii) local differential
privacy (LDP). Centralized-DP is the classical definition of differential privacy and some
studies refer it as global differential privacy in the literature [59,/89,90]. Throughout this
section, we call it centralized-DP (CDP). To provide the CDP, we use the novel connection
between differential privacy and sampling from the posterior distribution of the parameters
of a statistical model via SGLD [28]. We propose two different CMF models that provide
LDP [57,60,/61], which is a stronger form of privacy compared to the CDP. We use Gibbs

sampling [114,/115] for inference in the locally differentially private models.
4.1.1. Problem Definition and CMF Notation

We first consider the following simple CMF model and, in the next section, we construct
various CTF models based on a more complicated data sharing scenarios. For the models
presented in this section, we consider that the target dataset is represented as an [ X J matrix
X where the rows of X represent one type of entity (generally user) and the columns of X
represent the other type of entity (generally item). In this notation, the element x; ; expresses

the value of the relation between entities 7z and j fort =1,---,land j =1,...,J.

We assume the data matrix X is partitioned into N submatrices, these submatrices
are distributed among N different data sites and each site n for n = 1,..., N has access
to the submatrix X (. Each data subset X(™ & R»*/» (with cardinalities I,, and .J,
forn = 1,...,N) is approximated as: X" ~ U™ V®_ Here, U™ € R™*P and
V() ¢ RP*/n are the rank-D matrices with vectors Ui(:) (that represents user-specific

latent feature vector) and VJT) (that represents the item-specific latent feature vector) where

in=1,...,1,and j, = 1,...,J,. Our objective is to predict the value of some specific entry
x’E:,)]n = 25:1 UZ(:,)d Vd(gi Of the data Site n.

In this section, our main goal is to preserve the users’ privacy; so we design a setting
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that the data owners do not inform the other sites about their users’ identities. Eventually, each
user is accepted unique even if it appears in different data sites while the items can be common
for different sites. Therefore, we use the row-distributed scenario shown in Figure
where the dataset is partitioned based on the users’ data and the item set is common for all the

sites.

@9 @12} @2; @29 () ) v

i . ><\ (% T11 | Z12 | ~ Uq X v1 | v2
- A\ A — B
Z1,1 T12 (2,1 ) \\fif?yQ ) 3,1 2 30 Y N
7 / B ‘ 1 ) X271 | T22 U2
/ [}
/ = ~ v V:
_/ | ) A ~ X 1 2
) N
@19 (u2,2) @2,3 3,1 | 3,2 us
. N _
) x@ U2 v

Figure 4.2. Graphical model and matrix factorization representation of individual learning

without data sharing.

The default situation is no data sharing (that is shown in Figure[4.2)). Here, suppose the users’
ratings on an item set are placed in two distinct data sites where the first data site (site 1) has
access to X (1) and the second data site (site 2) has access to X (%), In this case, each site keeps
its own user factor and item factor in its local; e.g. data site 1 keeps U™, V(1) and data site 2

keeps U 2 V2 Then, the sites decompose their data as follows:

X~ X0 = g O XO ~ X@ = @ y®

On the other hand, protecting privacy permits a pooled analysis. We present a coupled
matrix factorization model that transfers information across the data sites over a shared latent
factor. In our design shown in Figure X® and X@ are collectively decomposed as
XD ~ UMDYV and X@ ~ UV, Here, UV and U® are the user profile factors that are
private to the data sites XM and X respectively. V is a shared item profile factor that
is common between the two data sites, so we do not put a superscript to describe the data

site number. Our main objective is to design a privacy preserving scheme that only privately
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releases the shared factor(s) to public and allows the individual data sites to infer the private
factor(s) locally. Accordingly, once the final item profile matrix V' is learned and published
differentially privately, a data site n infers the user profile matrix U™, Afterwards, the data

site n can further predict its ratings on all the items privately by using U™ and V.

In the privacy-preserving model, the data sites are allowed to inform each other about
the items they have; thus V' contains all the items in the model. As a result of this, each data
site owns a subset of the whole item set and only updates the corresponding subset of V. (In
our experiments, we assume that all the data sites have the complete item set.) On the other
hand, the sites are uninformed about the users’ identities that each other have, and some of
the users may possibly be common for both data sites. (But, the data sites do not know that
they have the same users’ data.) These users are represented by the corresponding rows of
UM in the local of site 1 and with the corresponding rows of U® in the local of site 2. (U

and U® are updated privately.)

xM u®
—
Q
B T11 | T12 | = (U5} X
................................................. V1 V2
| T21 | T22 U2
2 _ ~ x
= =
3,1 | 3,2 us
x® U2

Figure 4.3. CDP model. Graphical model and matrix factorization representation of private
learning by sharing a latent common factor. The common factor V is learned collectively by

X® and X@,

4.1.2. Probabilistic Model

We instantiate the general model by specifying the conditional distribution of the

observed data X () € R’1*/ (the likelihood term) and the prior distribution over () € R/1*P
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and V € RP*/ as:

p(XD U, V) = TP T POGY, | USY)) @D
P(U(U | Opw) = Hﬁ:1 g(Uz'(ll) | ayw, Byw) (4.2)
p(VI6y) = TGV av,by) “-3)

where PO denotes the Poisson distribution and G(- | «, §) denotes the Gamma distribution
with hyperparameters « and 5 which reflect our prior knowledge about the specific problem.
We assume that 0;,0) = (a0, fya)) and 6y = (ay, fy) can be treated as constant during
training. In this model, we chose a Gamma distribution as prior for computational convenience

where Gamma is the conjugate prior of the Poisson distribution.

The likelihood term for X € R%2*/ the priors over U® e R2*P are defined similarly.
Throughout this paper, we will use the same likelihood and the prior distributions. Finally, we

define the posterior distributions P™") and P® for data site 1 and data site 2 as:

PY o p®, V[ XD, 00)=pXD | UD V) pUD | yw) p(V | 6y)  (4.4)
P o p(UP V[ XP,00) = p(X® [ U V) p(U®) | Oy) p(V | Ov) (4.5

where O = (0,0, 0y) and O = (0,2, Oy).

In the following, we propose several approaches to protect privacy in different scenarios
involving information sharing. First, we develop an MCMC method for matrix factorization
based on SGLD that protects CDP [28]] for the model shown in Figure Then, we propose
an alternative approach for the models presented in Figure and Figure 4.5 to guarantee

differential privacy under the local privacy constraints.

4.1.3. Centralized Differential Privacy

In this section, we use the connection between SGLD and differential privacy and

propose the specialized version of the SGLD algorithm of Li ef al [28]] in order to guarantee
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(e, 6)-DP for CMF models. Here, we recall the DP definition for the ease of convenience:

P(A(X) € R) < e‘P(A(Y) € R) + 6 (4.6)

In our approach to CDP, the abstract randomized algorithm A that is defined in Equation
is chosen to be an SGLD sampler. When the SGLD sampler’s parameters (that are used
to determine the stepsize and the noise) are chosen appropriately and the gradient norm is
clipped to satisfy Lipschitz condition, the SGLD sampler can produce multiple samples from
a posterior distribution differentially privately with a fixed privacy budget. In [28], Li et al
propose two theorems, Theorem 4.1 and Theorem [4.2] that restrict the selection of the stepsize
parameter. These theorems imply that one can approximate the posterior mean using SGLD
privately. We first recap these Theorems, then we give Theorem .3 that claims the latent

factors U and V' are updated in each iteration differentially privately.

Theorem 4.1. (Theorem 3 in [28|]): When the stepsize decreases at the rate of O(til/ 3),
there exist positive constants ¢y and ¢y such that given the sampling probability ¢ = B/ S,
number of iterations T, gradient clipping norm G and € < c¢1¢*T?/3, then the SGLD algorithm
updates the model parameter 0 to enable (¢, )-differential privacy as long as stepsize 1,

satisfies:

(1) m < %,

(2) m > 555,

(3) me < Cgcﬂiff,—;)/;w_
Theorem 4.2. (Theorem 4 in [28]): When the stepsize is fixed to 1, = 1 under the same
setting as Theorem {.1, the SGLD algorithm updates the model parameter 6 to enable

(¢, d)-differential privacy as long as n < #ﬁg(l/é)]‘or a constant c.

Li et al theoretically showed that they improved the bound of 7, given by Wang et
al [27] by a factor of T(/3) log(T'/§) at the first iteration. They also empirically compared
the stepsizes when S=50000, T'=10000, G=1, € =0.1 and 6=10"5. For the same privacy
loss, the stepsize is computed as 7, < 0.103 with Theorem 4.1 while Wang et al [27] gives
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n; < 1.54 x 1075, It is obvious that the stepsize obtained by Wang et al is quite small to
be used in practice, so the new method [28] is able to achieve higher accuracy for a certain

amount of privacy.

To provide CDP, we adopt the theorems given above and make a minor modification to
derive a novel differentially private CMF model. In our setting, there are two model parame-
ters U and V. The loss function ¢(X|U, V') corresponds to — 3_7_, Z;} | log p(z; ;Ui V),
the regularizers (U) and (V') correspond to — Zfil log p(U;) and — Z | log p(V;) respec-
tively under the ERM. To ensure DP, the loss function is required to be Lipschitz smooth with
constant L [27,91,/116]. If a function f is Lipschitz smooth with constant L, then its deriva-
tives (in our case the computed gradients of the loss function) are Lipschitz continuous with
constant L. Formally, L-Lipschitz condition is satisfied [[117, 118]] for a function f : R — R

for any z and y if:

|f'(x)] <L and

Vi) =V I <Lllz—yll

In Theorem we claim that U and V' are updated in each iteration differentially privately,

and we prove this theorem in Appendix

Theorem 4.3. Suppose the initial components U, V(©) are chosen independently from the
data and the loss function {(X|U, V) is L-smooth with respect to || - ||z for any X € R/,
U € R™P and V € RP* where the data size S = |I|x|J|. Let ¢, T, G, ¢, ¢y, c; and € be
chosen such that € < c,q*T*®. Then, Algorithm 2| updates the model parameters U and V to
enable (¢, 0 )-differential privacy as long as stepsize 1, satisfies the conditions in Theorem
when the stepsize decreases at the rate of O(t_l/ 3) or in Theorem @ when the stepsize is
fixed.

To ensure the L-Lipschitz condition, we apply gradient norm clipping that is commonly
used to normalize the gradients of a parameter vector when its L, norm exceeds a cer-
tain threshold. When we use a constant value G to clip the gradients, the sensitivity of

> tijyesn V logp(xi,j|Ui(t_1), Vj(t_l)) becomes at most 2G.
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For the proposed matrix factorization models, we will apply the SGLD [29] to derive

the update rules iteratively for the two kinds of factors. We obtain the samples of the private

factors U(™%)s forn = {1,---, N} and the common factor V*) as follows:
N
Ut — nt=1) 4 A7) YO — -1 4 Z AV ()
n=1

where n and ¢ denote the site number and the iteration number respectively. The site-specific
private factors U™"s are computed by using each data site’s own data X ), and the shared
factor V® is computed by all sites that share this common factor. In the following, we show

the detailed computations of the factors.

First, we apply the following update rule in order to obtain the samples of the shared
factor. It must be noted that only the data sites that share a common factor V' need to compute
the gradients; then all these local gradients are summed to update V. In our specific model,
the common latent structure V' participates in all the data partitions for n = {1,---, N}. We
first compute the gradients AV () for each n, then clip the gradient norm to ensure that the

computed gradients satisfy the Lipschitz condition in Theorem 4.3|and finally update V" as

follows:
Ly S™ n) |7 (nt—1) -
AV = 2 YT Wy logp(al UMY V) 4 Wy log p(V 1>)) 4.7)
(in,j)EB:L)
~ AV ()
AV = AV fmax (1, 1AV 1) (48)
N ~
VO =V 43 (mAvnd 4 ) (49)
n=1

where V denotes the gradients, S (n) is the number of elements in X (), 1, and 7 are the row
and column indices of X" respectively. When using a minibatch of size B, B! I, x J
is the set of entries that are subsampled from X (™) at iteration ¢. A privacy-preserving CMF
scheme should guarantee that the execution of the algorithm exposes only the shared factor by
providing (e, 9)-DP. The privacy is protected by adjusting the stepsize 7, and the noise matrix
£ that is of the same size as V and its entries are independently Gaussian distributed. The

Gaussian noise is added into gradients of parameter V' at every update step. We give the
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details how we adjust these parameters in Appendix

Note that the index j that corresponds to the common mode should be the same for all
relations during the computation of the shared factor. In this method, each data site stores
its private factors in its local memory. For the shared factors, there are two options that are
equivalent from a privacy perspective: i) each data site keeps copies of the shared factors and
updates them after collecting the gradients from the other data sites or ii) an independent data
site keeps the shared factors and updates them after collecting the gradients from all the data

sites. We use the second option in our experiments.

Next, we derive the update rules in order to obtain the samples of the private factor
U™ that is specific for the data site n. The update rule differs for site-level and user-level
DP. To protect site-level DP, the algorithm publish the shared factor V' to satisfy (¢, §)-DP
while each private factor U (™" is kept in the local of a data site and is updated without privacy

constraints. The update rule that is used to protect site-level DP is:

S(n)

AU = (2= D Vg logp(al U0 VD)
(in,j)eB(n‘t)
+ V0 log p(U 1)) + 00 (4.10)
Ut = Uittt 4+ Au e (4.11)

Here, the noise matrix 1/® is of the same size as U(™?) and its entries are independently

Gaussian distributed: @/)fi) 4 ~ N(0,2k;). For convergence, the step size x; must satisfy:

Yookt =o00and Y 7 (k)? < o0.

To protect user-level privacy, in addition to the shared factors, all the private factors

U™ should satisfy (e, §)-DP. This means no user can learn private ratings of others even in
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Algorithm 1 Differentially Private SGLD for Coupled Matrix Factorization

1:

10:

11:

12:

13:

14:

15:

16:

17:

18:

19:

20:

21:

Inputs: Number of parties /N, number of iterations I’, minibatch size B, privacy param-

eters € and §, gradient clipping norm G, data matrices: {X Y and initial factors:

{U(n,O) N VO

n=1»

Outputs: {UM0) ... yWOT (VO

fort < 1toT do
for Each datasiten =1.../N do
Set the step size x; and 7

Sample each coord. of ¢*) i.i.d from N (0, 2#,) and £ i.i.d from (0, 02)

c2G2T2/3¢1/3 10g(1/8)

22,2
2 2 _ nyGeng
=52 nlVo; = 7z I

where 02 =
Sample a minibatch B™? from X of size B
for each i, and j in B™ do
if site-level privacy then
Update private factors U™ using Eqn. (4.11)
else if user-level privacy then
Compute (4.12) and clip gradients for private factors U (™!
Update private factors U™ using Eqn. (4.14)
end if
Compute gradients for shared factors using Eqn. (4.7)

Clip gradients for shared factors using Eqn. (4.8])
end for
end for

Update shared factor V®) using Eqn. (4.9)
Return U™ and V) as a posterior sample

end for

the same data site. The following update rule is applied for this purpose.

N n -
AU =2 3 Yy log (UMY V) + Vi log (U ))
(iﬂ ])GB(n R
(4.12)
5 AU ™Y
AT — AU("’t)/maX (1’ %) (4.13)

U, ) = g7, w14 <77t PN +5<n7t>> (4.14)
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Here, the stepsize 7, and the noise matrix (™% is chosen in the same way in the update rule
for shared factors which is given in Equation (4.9). Differentially private CMF method that
ensures CDP is fully described in Algorithm

4.1.4. Local Differential Privacy

Local Differential Privacy (LDP) definition naturally fits our scenario where /V distinct
parties hold sensitive data from several individuals, and they wish to jointly estimate parame-
ters of a statistical model conditioned on all data. Formally, there are N data sites each owning
a dataset X € X where X = {X™}_ and each X is independently sampled from
some distribution P. A randomized response method R maps the original random variables
X ™ € X to the privatized (perturbed) observations Z™ € Z where Z = {Z™1}Y_| and this
process is called privatization. In this way, the algorithm only sees the perturbed observations
and the data remains private for even the algorithm. Our aim is to develop a coupled matrix
factorization (CMF) framework for data sharing under LDP constraints. Most recently, Schein
et al [57] introduced Bayesian inference under LDP. We use the privatization mechanism

introduced in [57] to prove that our framework is locally differentially private.

In our local privacy setting, data matrices { X ™}_, are independently sampled from a
Poisson distribution where each instance z; ; in this data set is an independent Poisson random
variable. Here, we target the Poisson matrix factorization [[109], where X holds the count
data and each element of this matrix z; ; is drawn as follows:

Aij = UiV} i ~ PO(Nij)
At this point, we have to choose a privatizing noise model to generate the perturbed observation
matrices Z™’s from X()’s. In privacy literature, the standard noise adding mechanisms
are Laplace and Gaussian which generate noise from real-valued distributions. However,
they are not natural choices for count values. In [57] they showed that adding noise from
a two-sided Geometric distribution to each of the observations guarantees e-DP [119]. A

two-sided geometric random variable 7 ~ GE(¢) is an integer where 7 € Z. The probability

mass function of the two-sided geometric distribution is: 2GE(T,€) = i—;ze‘ﬂ. Then, each
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observation x; ; is privatized as follows:

Tij ~ 2GE(€) ,  zij =i+ T (4.15)

In this section we define an MCMC algorithm that samples differentially privately
from the distribution P defined in the following based on access to obscured views Z (s
of the original data X (™. We apply the privatization method in [57] to our coupled matrix
factorization models and propose two locally differentially private CMF models: LDP1 and
LDP2.

Local DP Model 1 (LDP1). In this model, information is shared among a common
factor VV between the data sites. To protect e-DP, each site with data X (™) sends a perturbed
version of the data Z(™, via the e-locally differentially privatization mechanism R. Given the
perturbed views {Z(™ 1} all the data sites make inferences based on the induced posterior
distributions. According to this model definition, a data site has to use the privatized view
of its own data to infer the ‘site specific’ private components (U™ is inferred by using Z™

forn =1,---, N). The common component V' that is shared between all of the data sites is

inferred by using the privatized views from all of the data sites, i.e., V' is inferred by using

{ZzWhL
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Figure 4.4. LDP1 model. Graphical model and matrix factorization representation of locally
differentially private learning by sharing a common factor. The common factor V' is learned

collectively by the privatized data Z(") and Z(%.

Figure 4.4 provides an example model for two data sites. Here, site 1 privatizes

X® with the method defined in Equation (4.15) and site 2 privatizes X(? likewise. In
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this case, each data site learns U") and U® by decomposing the perturbed data Z(!) and
7 respectively. However, the common component V' is shared by the both sites and it is
learned by simultaneous decomposition of Z") and Z(?). This gives us the following matrix

factorization model:

70~ My 70 U@y

and the posterior distributions for the given model is written as follows:

PO p(U(l), 1% | X(l)7 @(1)) _ p(Z(l) | U(l)7 V) p(U(l) ’ 9U<1>> p(V | 9V)
P p(U(Z), 174 | X(Q), @(2)) — p(Z(Z) | U(Q), V) p(U(Q) ’ 9U<2>) p(v ’ gv)

where O = (0,1, 0y) and O?) = (0, Oy).

Local DP Model 2 (LDP2) . The prediction accuracy depends on the amount of
information that each data site is willing to share with the system. The first local-DP model,
LDP1, directly follows the definition of local differential privacy where each data site first
privatizes its data; then shares the privatized view with the system. Hence, this model protects

both user-level and site-level privacy for each data site.

Here, we design a more flexible, hybrid model LDP2, which still preserves site-level
e-L.DP for each data site n, however it cannot protect the user-level privacy in data site n. This
model is useful when the local data is fully accessible to its owner and sharing of preferences
between the local users without privacy protection is acceptable. Contrary to LDPI, each data
site 7 factorizes both the original data (X (™) in its own site without privacy protection and the
privatized data views observed from the other sites ({Z™)}¥_, for n’ # n) simultaneously.

We will demonstrate the gain from access to a non-private view of the self-data in Section

An illustrative example is shown in Figure 4.5 for a special case with two data sites.
In this model, site 1 jointly decomposes its own data X (V) and the privatized data Z® to

infer the private component U") and the shared component V(). Here, Z® is used as the
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Figure 4.5. LDP2 model. Graphical model and matrix factorization representation of locally
differentially private learning where each of the data sites factorizes collectively both the
original data X ™) and X () and the privatized data views Z(!) and Z(? that are observed

from the other sites.
auxiliary data, so U @’ is an auxiliary component that is not used to reconstruct X ). (Site 2

learns U® and V? in the same manner.) Finally, we obtain the following model:

X0 ~ g @) X2 ~ @ y©@

70 ~ W @ 7@ ~ @'y
and the posterior distributions for site 1 and site 2 are defined as follows:

PO p(U(l), V(l)7 U(2)’ | X(l)7 Z(2)7 @(1))

P@ p((](?)7 ‘/(2)7 U(l)’ | X(2), Z(l)7 @(2))
where @(1) = (QU(U y 9U(2)/, Hv(l)) and @(2) = (HU(z), QU(l)’a GV@))'

One particularly effective model is Gibbs sampling for Bayesian matrix factorization
models where predictions are averaged over samples from the posterior distribution [106].
In the general case of Gibbs sampling, a sequence of samples of U and V' are drawn from
their conditional posterior densities of the model parameters as given in (4.16) and @.17)
where t = 1, - - -, T" denotes the iteration number. This procedure is the same as in non-private

Poisson factorization and it converges to a sample from the joint posterior.
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USD ~pU | X,VD,0,)  (4.16) VD~ p(V [ X, U9 0y) @17

For LDPI and LDP2, we first construct the privatized dataset Z from the original
observation X. In this step, we assume that we have the privacy mechanism that generates
two-sided geometric noise as given in Equation4.15 so our MCMC algorithm guarantees ¢
-LDP. (In the Appendix D] we will explain two other privatization process.) Then, we generate
samples for the model components that are defined above by using Gibbs sampling. The
proposed model LDP1 preserves e-LDP for each user and LDP2 preserves e- LDP data site in

the system.

Lastly, we summarize our methods presented in this section () in Tabled.T regarding

the privacy definitions they consider.

Table 4.1. Summary of the proposed DP methods in terms of the privacy contexts.

Privacy Definitions

Methods Centralized DP | Local DP | User-level DP | Site-level DP
CDP (site) v v
CDP (user) v v v
LDP1 v v v
LDP2 v v

4.2. Coupled Tensor Factorization

This section considers a coupled tensor factorization setting, including two types of
factors: private and shared. 1f an entity type e, is specific to relation v, it implies that the

corresponding factor ©,4 impacts only the relation X ) and @El”) is described as a private
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factor for relation v. Besides, if more than two relations share an entity type e,, it means
that the factor ©, is shared factor for a group of relations rather than a single relation and
the standard CTF can be obtained to model these multiple relations. Our main objective is
to design a privacy-preserving tensor factorization scheme that only privately releases the
shared factor(s) to public and allows the individual data sites to infer the private factor(s)
locally. The private factors are inferred by two methods: i) to protect site-level privacy and ii)
to protect user-level privacy. After that, each data site can predict its individual data entities

by computing the product of both private and shared factors.

Let us consider the situation shown in Figure 4.2 where the users’ ratings on an item set
are located in IV different data sites. Here, O, is a common item profile factor that is shared
between all data sites (so we do not put a superscript to describe the relation); and the rest

{ @@}{Yzl are the user profile factors that are private to each data site X (*),

?:’ X(l) ~ oM x O2
2 v (N) | lo®) o
2 X ~ eV x 2

Figure 4.6. Example of matrix factorization setup: X ) ~ @ﬁ“’@g forv=1,..., N; mode

ey 1s shared between matrices.

We first consider the protection of site-level privacy, where the local data is accessible
to its owner site. In this scenario, the user’s data site is considered to be trusted and never
disclose users’ privacy. The final item profile matrix O, is published to satisty site-level e-DP,
while each user profile matrix @ﬁ”’ is kept in the local of a data site. To protect user-level
privacy, besides that the user profile vectors are kept private on the data site side, they should
be protected against the other users in the same data site. So long as these item profile vectors
satisfying e-DP, the user profile vector derived from them must satisfy e-DP as well, which
means no user can learn private ratings of others in the same data site. In both settings, once

O, is learned and published privately, a data site v can infer its user profile matrix @§’“) by
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using either method, then with both @5”) and O, it can further predict its ratings on all the

items locally.

Site 1

Site N

X V) o

(b) Model-2

X (N+1) ~ 64 % O,

CI%
~ & O3
2 x(M o
CIY
~ @ (2}
z
2 x () o™
(a) Model-1
O3
~ D O2
° 1 (1)
5| xW o
- 83
z
2 x| e

(c) Model-3

Figure 4.7. Examples of CTF setups: (a) shares one mode e,, (b) shares two modes e5 and ej

and (c) shares two modes e, e3 between tensors { X"} and shares e, with auxiliary

item-feature matrix X

4.2.1. Probabilistic Model

First, we describe the probabilistic model to jointly factorize the multiple relations
represented by tensors. In order to be able to compare our methods with the state-of-the-art
methods by [[1,[2], we consider the following probabilistic model [[106] where the conditional

distribution of the observed dataset X (*) (the likelihood term) and the prior distributions over

N+1)

O2

O,
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Oy s are given as:

p(XW [ {Oalaes,) = N(X"|{Odlaes, ")

p<@d | M@mA@d) = N<@d | /L@dﬂAC:)i)

Here, N denotes the Gaussian distribution with mean g , and precision Ag, where Ag,
is a K-dimensional diagonal matrix whose k-th diagonal element is Ag,,. We choose the
following hyper-prior:  Ag,, ~ G(ao,by) where G(ao, by) denotes the Gamma distribution
with hyperparameters ag and by which reflect our prior knowledge about the specific problem.
We assume that 7,,, ag and by can be treated as constant during training. Then, we define the

posterior distributions for each data site v as P,;:

P, o< p({Od}aes, | X, {7a}aes,) = p(X® | {Oa}aes,) [ »(Ou | 70,)

desS,

Even more general setups with arbitrary collections of tensors and matrices that share some
sets of entities can be modeled easily with proposed method. Some prototypical examples of
CTF are illustrated in Figure 4.7. In these setups, the problem of interest is tag prediction,
that is, to predict tags that users will assign to items. Here, the target tensors { X}V are
constructed by the relation S, = (e1, €9, €3) that indicates that user e; tags item ey with tag ej.
Additionally, auxiliary information is provided by matrix associating the items’ features and
it is stored in a public data site where all other data sites can reach the data without privacy

restrictions.

In the first scenario in Figure the common item factor O, is shared between
the parties while the user and tag factors @§”) and @gj’) are private to each data site v for
v = {1,..., N}. In our method, it is possible to share more than one factor between the
parties in order to increase the prediction quality by sharing more information privately.
Figure [4.7(b) illustrates the model where the parties share both item and tag factors O, and
©3 while user profile factors @Y’) are inferred locally by each party v. Figure m shows
the last scenario: we integrate a public data site that has the item-feature matrix X"+,

The relation Sy 1 = (es, e4) that characterizes items with a 1024-dimension feature vector
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(N+1

constructs X ), and the target tensors are complemented with X (N+1),

4.2.2. Differential Privacy for Coupled Tensor Factorization

Here, we use the connection between the Bayesian posterior sampling and differential
privacy which has been studied in [27]. Wang et al have proved that SGLD [29] is (¢, 9)-
differentially private with no algorithmic changes due to the use of Gaussian noise in the
updates. We begin with an overview of the specialized version of the SGLD algorithm of
Wang et al that guarantees (¢, §)-DP by using the Advanced Composition theorem. Then,
we propose our theorem that guarantees differential privacy for CTF models and we propose
an improved version of DP-SGLD by using the zCDP. In Section [7.2, we compare the

performances of CTF models with these two composition methods.

As in the previous section, we choose the abstract randomized algorithm A that is
defined in Equation as an SGLD sampler and we adjust the stepsize and Gaussian noise
to produce multiple samples from a posterior distribution differentially privately. This time,
we use the Theorem [4.4][27] that restricts the selection of the SGLD parameters to provide (e,
0)-DP. They call the specialization of the SGLD procedure where the parameters are chosen

according to Theorem DP-minibatch SGLD.

Theorem 4.4 (DP-minibatch SGLD). Assume the initial model parameter 8 is chosen

independent of the data, also assume loss function ((X|0) is L-smooth with || - ||o for any

X € X where X C R" for some n > 1. Besides, ¢, 6, B and T should be chosen to

e2C

BB log(2/5) where C' is the data size. Then, the update algorithm for 6 provides

provide T' >

(€, 0)-differential privacy.

This theorem implies that one can approximate the posterior mean using SGLD privately. 0
can be the finite dimensional parameter of a single exponential family model or a collection of
these in a graphical model. We adopt this theorem and make a small modification to derive a

novel differentially private coupled tensor factorization model that protects each site’s privacy
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by guaranteeing to protect every individual’s privacy.

In this setting, we have parameters {©,}7,. The loss function £=3"_ /(X ®|{O4} 4es,)

SETI deS, 91(22) and the regularizer r(©,) cor-

corresponds to —>°V_ 3, log p(Xi(:)
responds to — ) 31, log p(6;,) under the empirical risk minimization. In Theorem lﬁl, we
claim that {©4}2_, are updated in each iteration differentially privately and we prove this

theorem in Appendix

Theorem 4.5. Suppose the initial components {©4}2_, are chosen independently from the
data, and loss function (X | {O4}4es,) is L-smooth in || - || for any X) and O,
Besides, €, 6, B, T' should be chosen to provide T > ﬁ(;()?/é) where the data size is C,,
minibatch size is B and the number of iterations is T. Then we obtain (¢, )-differentially

private Algorithm

For the proposed CTF models, we will apply SGLD [29] to derive the update rules iteratively
for the two kinds of factors: private and shared. We obtain the samples of the private factors

(v).

and the shared factors © 4 as:

Ouaq) = Oup—1) + Z V@dg))
veEV
where v and ¢ denote the site number and iteration number respectively. The site-specific
private factors @dgf))s are computed by using each data site’s own data X ). The shared
factor ©4(;) is computed with data of the all sites that share this common factor where V is the
set of the data sites that O, participates in. In the following section, we show the detailed

computations of the factors.
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Sampling factors using SGLD. First, we derive the SGLD update rule for shared
factors. It must be noted that only data sites that share a common factor O, need to compute
the gradients; then all these local gradients are summed to update ©,. In our specific model,
the common latent structure O, participates in all data partitions, so V = {1,..., N}. We
first compute the gradients A@dgf)) for each v € V, then clip the gradient norm to ensure that
the computed gradients satisfy the Lipschitz condition in Theorem .5/ and finally update O

as follows:

A@dg))) = & 2“638? VGEZL log p(X," | {ez'dkgzl)}deSv)

+ Vo logp(Binly) 1) (4.18)
*d
A\ (v v AO (v) 2
ABY ) = A0, /max (1%) (4.19)
Oty = Biawury + Loew (12650 +€17)) (4.20)

where C,, is the number of elements in X (), 4, is the row indices of X(*), B is the minibatch
size, V denotes the gradients and GG denotes the gradient norm bound. B((f)) Cng X...Xng,
is the set of entries that are subsampled from X () at iteration ¢. A privacy-preserving CTF
scheme should guarantee that the execution of the algorithm exposes only the shared factor by
providing (e, 9)-DP. The privacy is protected by adjusting the noise matrix & ((f)) that is of the
same size as ©, and its entries are independently Gaussian distributed. We give the details

how we adjust the noise in the following section (Section 4.2.2)).

Note that the indices (7,’s) correspond to the common modes should be same for all
relations during the computation of the shared factor. In this method, each data site stores
its private factor in its local memory. For the shared factors, there are two options that are
equivalent from a privacy perspective: i) each data site keeps copies of the shared factors and
updates them after collecting the gradients from the other data sites or ii) an independent data
site keeps the shared factors and updates them after collecting the gradients from all the data

sites. We use the second option in our experiments.

Next, we derive the update rules in order to obtain the samples of the private factor

@dg)) specific for the data site v. The update rule differs for site-level and user-level DP. To
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protect site-level DP, the algorithm publish the shared factor O, to satisfy (e, 0)-DP while
each private factor @dg)) is kept in the local of a data site and is updated without privacy

constraints. The update rule that is used to protect site-level DP is:

A@dE:)) = mt(% ZiveBE:)) VQEZL log p(X, | {eidkgzl)}dGSJ *2D)
+ vf’f’;’;@ 1ng(6idkgf)—1))> + 1/}((:))
(v) _ (v) (v)
Oianry = Oiak(r—1) + 2Oy o

The elements of the noise matrix wgf)) are independently Gaussian distributed: w((f)) ~
N (0, 2r,1). For convergence, the step size ; must satisfy: Y~ k; = co and Y ;o K7 < 0.

If entity type e, is specific to relation v, @Elv)s are computed by Equation (4.22).

To protect user-level privacy, in addition to the shared factors, all the private factors
@d%) should satisfy (¢, )-DP. This means no user can learn private ratings of others even in

the same data site. The following update rule is applied for this purpose.

MGy = G X, ent Vo, 108 P | {011 baes.)

Vi log p(Biify) ) (4.23)

A v la0q() |
A6y = AGf) max (1,50 ) (4.24)
Oty = Oy + (15260 0 +€3)) (4.25)

Here, the noise matrix & ((:)) is chosen in the same way in the update rule for shared factors

(Equation (4.18))).

Privacy Analysis for DP-CTF. Algorithm [2|illustrates the application of SGLD algo-
rithm with DP for CTF. The difference of the DP-CTF algorithm from the original CTF is the
amount of noise added and the gradient norm clipping. In the previous section we explained
that clipping the norm is necessary to satisfy the Lipschitz condition and prevent the gradient

explosion [[120]. It is also a general assumption on loss functions in a DP setting [27,116,/121]
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Algorithm 2 Differentially Private SGLD for CTF (DP-CTF)

1:

2:

3:

4:

5:

10:

11:

12:

13:

14:

15:

16:

17:

18:

19:

20:

21:

Inputs: Number of parties /V, number of iterations 7', minibatch size B, ¢, d, Lipschitz

constant L, gradient clipping norm G, X = {X®) ... XM} g= {@1%, e @D% Ny

Outputs: 6 = {@18’)), . ’GDE:))}t’” where t = {1,...,T}andv ={1,...,N}

fort <+ 1toT do
for Each datasitev=1... N do

Set the step size x; for private factors and 778’)) for shared factors using Eqn. (4.27

Sample each coord. of w((:)) i.i.d from N(0, 2x;) and 5((2’)) i.id. from N'(0,02% V 'r;((:)))

Sample a minibatch BE:)) from X of size B
for each i, in BE:)) do

if site-level privacy then

Update private factors @dgf)) using Eqn. (4.22

else if user-level privacy then

Compute (Eqn. (4.23)) and clip gradients (Eqn. (4.24)) for private factors @dg))

Update private factors QdE:)) using Eqn. (4.25
end if

Compute gradients for shared factors using Eqn. (4.18)
Clip gradients for shared factors using Eqn. (4.19)
end for
end for
Update shared factors ©4(;) using Eqn. (4.20)
Return all ©4;)s as posterior samples

end for

where the output of a target function should not be sensitive to any changes on an arbitrary

data point. Therefore, it is essential to bound the impact of a single data point to that function.

In addition, the convergence rate of the SGLD is not affected by the norm clipping since the

clipping process is equal to choosing an adaptive step size in SGLD [|122].

In this section we first show that Algorithm 2 preserves (¢, §)-DP and under a certain
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condition. Our analysis on the differential privacy of DP-CTF algorithm combines theorems
and lemmas from the differential privacy literature. Since this algorithm is iterative and each
iteration involves adding Gaussian noise, we need the results for the Gaussian mechanism [89]
and a composition of differentially private mechanisms. For the first DP definition, we
examine the Advanced Composition (AC) [26] method. Then, we make use of another
definition of differential privacy, namely zero concentrated differential privacy (zCDP) [[84].
We show that DP-CTF preserves (¢, §)-zCDP with less amount of noise by using the relation
between DP and zCDP.

DP-CTF with Advanced Composition. In order to study the differential privacy of
the DP-CTF algorithm, it is useful to view its iterations as a query that is used as a function to
be applied to a dataset. In iterative approaches, the following queries can be chosen adaptively
based on the observed responses to the previous queries. We need to efficiently model the
composition by considering that our dataset can be used as input to succeeding mechanisms.
In our algorithm, as a result of multiple (say k& in order to be consistent with the literature)
iterations, we obtain a bound for the expected cumulative privacy loss where each iteration
provides €;.,.-DP. We have to decide on a small amount of ¢, to get a much better bound
for the privacy loss in consideration of the composition. We begin with the analysis of the
advanced composition, later we apply the recently proposed zCDP composition analysis.
Here, we recall the Advanced Composition [89] and Gaussian Mechanism [89] that are given

formerly in Chapter

Theorem 4.6. (Advanced composition) For all €;yo,, Oiter, 6’ >0, the class of (€jier, Oiter)-DP

mechanisms satisfy (€1, 0401 )-DP under k-fold adaptive composition for

€tot = V Qk log(l/dl)eiter + kﬁiter(eeiter - 1) 5tot = kéiter + 5/ (426)

Given the desired amount of privacy e, the privacy loss for the current iteration €., is

computed by using the Gaussian mechanism.
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Theorem 4.7. (Gaussian Mechanism (GM) Given a function f with Lo sensitivity of s f,
releasing f(X) + ¢ where ( ~ N(0,0?) is (¢,0)-DP when o > Ay f+/210g(1.25/5) /.

Due to the minibatch setting, we will also make use of the following lemma of privacy for

subsampled data.

Theorem 4.8. (Privacy for subsampled data, Theorem 1 in [123]) Any (€iier, Oiter)-DP
mechanism running on a subsample of any dataset X € X°, where each data point is

uniformly and independently sampled with probability v and where vy > 0.,, guarantees

(lOg(l + PY(eXp(eiter) - 1))) fyditer)'DP-

Note that we will use minibatches with fixed size B in each iteration and the data
instances are included independently with probability v = B/C,. So we perturb the
gradient A@dgf)) at iteration ¢ by adding Gaussian noise 5((:)) ~ N(0,0%) where ¢ >
Nsf \/W /€iter- We use the Theorem IAE, IAE and IAE to compute the amount
of additional noise in each iteration. The computation of the value of o in terms of the

DP-CTF algorithm’s parameters is given in the Appendix

Choice of step size n((:)). In [27], the authors proved that the other way to preserve

(¢,9)-DP is to choose the value of the step size 77((:)) to be small enough to satisfy:

(v) 0662

T = 1281210g(2.5C,T/(B5)) log(2/0)t

(4.27)

Here, the a-phase transition is used to determine the step size: whenever ¢t > aC, T and the
algorithm is run for the last (1 — «)C, T/ B iterations, the approximate posterior samples can
be collected differential privately. As mentioned earlier, the absolute value of the privacy loss
will be bounded by ¢ with probability at least 1 — ¢ [87]. In the experiments, we choose a

small value for § except for zero to maximize the probability while avoiding division by zero.
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DP-CTF with zCDP composition. Recently [84] has demonstrated that zCDP com-
position allows a tighter analysis of the per-iteration privacy budget with the Gaussian
mechanism. This is stated by the following proposition that shows the required amount of

noise for Gaussian mechanism with zCDP.

Proposition 4.9. (Proposition 1.6 in [84]) The Gaussian Mechanism with some noise vari-

ance T and a sensitivity /\ satisfies /\* /(21)-zCDP.

In the following, we cite the crucial relation between zCDP and DP that is needed for the
conversion between them and enables us to have tighter bounds on the DP of each iteration of

DP-CTF algorithm hence less amount of noise added in each step.

Proposition 4.10. (Proposition 1.3 in [84]) If an algorithm A is p-zCDP, then it is (¢, )-DP
for all (e, 0) jointly satisfying 6 > 0 and ¢ = p + 2+/plog(1/9), 6-DP for any p >0.

Our final result on zCDP holds that zCDP admits the following basic composition property.

Lemma 4.11. (Lemma 1.7 in [84]) If two mechanisms A, and A, satisfy p1-zCDP and p--
zCDP respectively, then the composition A(X) = (A1(X), A2(X)) (with the same domain
X)is (p1 + p2)-zCDP.

First we use Proposition 4.9)and Lemma[4.T1|to compute the 7' composition of the Gaussian
mechanism. DP-CTF algorithm with zCDP after T iteration provides T'/A? /(27)-zCDP. Then
we convert the privacy loss in zCDP to DP for the comparison purpose. Using Proposition4.10]
we map 7' A? /(27)-zCDP to (p + 21/plog(1/4), §)-DP where p = T A? /(27). Herein we
have the amount of the total privacy budget both in terms of DP and zCDP. After this step the
per-iteration privacy budget is computed in the same way with the advanced composition case.

(The complete proof is given in Appendix [C). The same amount of privacy e is defined as:

e=TA?/(27) +2v/plog(1/5) where 7 > 2log(1.25/8') A? /€? (4.28)

Here the (€¢/,4’) are defined as intermediate privacy budget. Given that the total privacy

budget (¢, §) and number of iterations 7", Equation [5.6]is solved to compute (¢, '). Lastly,
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the intermediate privacy budget is mapped to the per iteration privacy budget (€, dier) DY

using the Theorem [4.8] and solving the following equation:
€ = log(l + ’y(exp(eiter) - 1)) and 0 = 75%67” (429)
Since the value of €., in this case is bigger than the €., in the advanced composition, the

amount of the added Gaussian noise is smaller. In the following section, the experimental

results demonstrate the difference between DP and zCDP.
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S. DIFFERENTIALLY PRIVATE BAYESIAN NEURAL
NETWORKS

Deep neural networks (DNN) have recently generated significant interest, largely due
to their successes in several important learning applications, including image classification,
language modeling and many more (e.g., [124-126]). The success of neural networks is
directly related to the availability of big and illustrative training datasets. However, most of
the time these datasets are collected from individuals, such as their tastes and behavior as well
as medical health records, and present obvious privacy issues. In these cases, applying deep
learning approaches to the training data are restricted by privacy requirements or legislative
regulations. Therefore, sharing and usage of the data about individuals require methods that

provide precise privacy guarantees while meeting the demands of the applications.

Representing model uncertainty in deep neural networks is another issue of crucial
importance. Recently the deterministic deep learning models have been replaced by Bayesian
models [[127,128] in order to be able to capture parameter uncertainty and its effects over
predictions. It is significant to use uncertainty information in medical applications [129],
life sciences [[130], automated decision making in the autonomous control and self driving
cars [[131]. Bayesian deep learning [132-135] -a field at the intersection between Bayesian
probability theory and deep learning- offers us uncertainty estimates. Bayesian Neural
Networks are DNNs with prior probability distributions placed over their weights. (Figure
in Section |3.1|illustrates the standard DNN and Bayesian DNN models.) They are effectively
used for inferring complex multi-modal posterior distributions. Given observed data, inference
is performed to find what are the apparent and improbable weights to describe the data. For
the deep learning models, two ways are typically used to build uncertainty estimates which are
establishing distributions over model weights and learning a direct alignment to probabilistic

outputs.

One last challenge we handle in this study is the overfitting problem in training deep

neural networks; since DNNs can model highly complex prediction functions using a large
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number of parameters. It is often difficult to optimize these functions due to the potentially
large number of local minimas in the space of parameters, and standard optimization tech-
niques are prone to getting stuck in a local minimum which might be far from the global
optimum. A popular regularization technique to avoid such local minima is dropout [[136-138]
which introduces noise into a model and optimizes loss function. Recently, it was shown
that dropout can be treated as a Bayesian regularization method [[139}/140] and it can be used
to tune each weight’s individual dropout rates. Gal et al [128] has proved that optimization
of any neural network with dropout corresponds to a kind of approximate inference in a
probabilistic interpretation of the model. Further, this implies that if a neural network is
trained with dropout becomes a BNN; and it is able to capture the uncertainty [[140]. Besides
its primary objective of regularization and uncertainty representation, dropout can be used to
hide the details of the training data for achieving privacy. The key purpose of this paper is to
analyze dropout in order to provide a theoretical guarantee for the privacy protection of the
deep neural networks. As a consequence, we propose an approach that represents uncertainty

while providing a solution to overfitting and the privacy problems.

In this chapter, we develop a differentially private algorithm by exploiting the inherent
randomization of the dropout. We study Gaussian dropout in the case we tune individual
dropout rates for each weight of neural network to provide measurable privacy guarantee.
In order to use the privacy budget more efficiently over many iterations, our approach uses
the zCDP composition combined with the privacy amplification effect due to subsampling of
data, which significantly decreases the amount of additive noise for the same expected privacy

guarantee compared to the standard DP analysis.

5.1. Notations and Background

In this section, we first describe the notation that we use throughout this chapter and

briefly explain the dropout in DNNs in order to provide a background for the following

section.
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5.1.1. Notation

Throughout this paper, we show the data with D = {di}f\il where d; = (z;, y;), with
input object/feature x; € RP and output label y; € ) where ) stands for the discrete output
space. The relationship from z to y is defined by a model with parameters (or weights) 6.
Here, the main purpose is to tune the parameters 6 of a model p(y|z, #) that predicts the
output y given the input z and the parameter . Bayesian inference in such a model consists
of updating some initial belief over parameters ¢ in the form of a prior distribution p(#), after
observing data D, into an updated belief over these parameters in the form of the posterior
distribution p(0|D). The posterior distribution of a set of N items is p(0|D) o p(0) p(D|0)
where the corresponding data likelihood is p(D|0) = [[., p(d;i|6).

Computing the posterior is often difficult in practice as it requires the computation
of analytically intractable integrals, so we need to use approximation techniques. One
of such techniques is Stochastic Gradient Langevin dynamics (SGLD) [29] that is used
to scale up Bayesian learning by combining a popular class of methods called stochastic
optimization [141] and Markov chain Monte Carlo (MCMC) [94] that generates a sequence

of samples from a Markov chain.
5.1.2. Dropout

Dropout is one of the most popular regularization techniques for neural networks which
injects multiplicative random noise to the input of each layer during the training procedure.

For a fully connected neural network, the formalization of dropout is denoted as:

hy = w(({o0)h) with &; ~ p(& ;) (5.1)

where h; and hs are the consecutive layers, 6 is the weight matrix for the current layer
and w(+) is the nonlinear function. The ® symbol denotes the elementwise (Hadamard)
product of the input matrix with a matrix of independent noise variables £. The previous
publications [[136}/138}|142] show that the weight parameters 6 are less likely to overfit to the

training data by adding noise to the input or weights during optimization. At first, Hinton et
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al. [[136] proposed the Binary Dropout where the elements of ¢ are drawn from a Bernoulli
distribution with parameter 1 — p. It means each element of the input matrix is equal to
one with probability 1 — p where p is called as dropout rate. Afterwards, the same authors
proposed the Gaussian Dropout using continuous noise &; ; ~ N (1, = ﬁ) with same
relative mean and variance works as well or better [138]].

5.2. Methodology

In this section, we can describe our approach toward differentially private training of
neural networks and introduce the proposed differentially private dropout algorithm. First,
we define the connection between dropout and SGLD by replacing the multiplicative noise
term of dropout with an additive noise term. Afterwards, we present our dropout algorithm
and compute the per-iteration privacy budget for both advanced composition and zCDP

composition.
5.2.1. Connection between dropout and SGLD

Dropout has been proposed to improve model generalization in neural networks by
adding noise to global weights or hidden units during training. In [85], Molchanov et al
proved that the Stochastic Gradient MCMC brings a Bayesian interpretation to dropout [142].
In this interpretation, the SGD updates are combined with Gaussian dropout and the resulting

update rule has the same form as SGLD:

Oro1 = (£00,) + %Veg (5.2)

— 9, + %Vgg +e (5.3)

where ¢’ ~ N(0,7,V) and V' = 2 diag(67). At each step, the gradient Vog = VL(0) is

computed for a random subset of examples as:

N
Vog = Vologp(th) + = > Vologp(ds [6)) (54)

1ESE
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In this way, we replace the multiplicative noise term £ in Eq.(5.2) with an additive
noise term ¢’ in Eq.(5.3) and it corresponds to the additive noise from the Brownian motion
of Langevin dynamics. The injected noise also helps us to propose a dropout algorithm
that satisfies the differential privacy definition by adding independent Gaussian noise to the

updates of each weight.
5.2.2. Differentially Private Dropout (DPD)

Eq.(5.3) is used to learn and regularize the model by adding random noise &’. Our idea
is to tune the noise term to provide privacy protection while keeping an acceptable o (which
is equal to ﬁ where p is the dropout rate) to improve the model. To protect the privacy of
training data, we need to perturb the gradients with a Gaussian noise in each iteration. We use
the existing random noise £’ ~ A(0, 7, V') that is already being used for regularization where
V = &diag(7) and eventually it equals to & ~ N(0, o diag(67)).

In the original method [85], the authors considered the case when there is a single «
for the model and the noise is controlled by it. In our case, at each iteration of the training
scheme, DPD takes a minibatch of data and computes the gradient, clips the L, norm of each
gradient and adds noise to the gradient to protect privacy. The noisy stochastic gradient is
then used to update model parameters 6 via SGLD method by iteratively applying the update
equation (5.3). The algorithm requires several parameters to determine the privacy budget
such as sampling frequency v = S/N for subsampling within the dataset, a total number
of iterations 7" and clipping threshold G. Clipping the gradients using the threshold G will
lead L, sensitivity of gradient sum to be 2GG. We have chosen to perturb parameter updates
with zero mean multivariate normal noise with covariance matrix (2G)?c%l. Parameter o
in noise level determines our total € and the amount of noise is chosen to be equal to the
¢ ~ N(0,4G?c?1). This amount is equal to the £ ~ N(0,a diag(6?)), hence « can be
obtained by using this equality after determining the noise level that preserves e-DP. Here, «

is not fixed for each weight and is controlled by the noise level that protects e-DP.

Algorithm [3 outlines our method for training a model with parameters 6. In the next

subsection, we describe in detail how privacy design parameters are chosen and privacy budget
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is calculated.

Algorithm 3 Differentially Private Dropout (DPD)
1: Inputs: Input data D = {x;, 3} ,, number of data passes 7', minibatch size B, learning

rate 7, noise scale o, gradient norm bound G.
2: Initialize 6, randomly
3: for t < 1to7T" do
4:  Take a random sample B; of size B with probability v = B/N
5:  Compute gradient Vg from (x;,y;) € B;
6:  Clip gradient: Vg = Vyg/max (1, || Vg ||2/G)
7. Compute noise: &' ~ N(0,4G?*c?1)
8:  Update parameter: 0,,1 = 6, + % (Vyg + &)
9: end for

10: Output: 0.

We note that all the parameters are represented by a single parameter 6 of the loss
function L(.) in Algorithm E We consider each layer independently for multi-layer neural
networks. This allows setting different noise scales o or different clipping thresholds G for
each layer. The privacy parameter e of each layer is summed up to compute the total privacy
of the neural network. However, we use constant settings for G and ¢ in the results presented

in Section|8.11

5.2.3. Privacy Analysis for DPD

We encounter the common challange cumulative privacy loss that acuumulates the
privacy loss at each access to the given training data to the neural network. We calculate the
privacy loss by using the zCDP to use the privacy budget of DPD method more effectively.
In this section, we first calculate the per-iteration privacy budget using the key properties of
advanced composition theorem and call this method DPD-AC in the experiments. Then, we
use a relaxed notion of differential privacy, called zCDP [84] that bounds the moments of
the privacy loss random variable and call this method DPD-zCDP. As we mentioned in the

previous section, the moments bound yields a tighter tail bound, and consequently, it allows
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for a higher per-iteration budget than standard DP-methods for a given total privacy budget.

DPD-AC:. In order to study the differential privacy of the DP-AC algorithm, it is
useful to view its iterations as a query that is used as a function to be applied to a dataset. In
iterative approaches, the queries can be chosen adaptively based on the observed responses
to the previous queries. We need to efficiently model the composition by considering that
our dataset can be used as input to succeeding mechanisms. In our algorithm, we obtain a
bound on the expected cumulative privacy loss as a result of a number of (say £ in order to
be consistent with the literature) iterations, each providing €;.,.-DP. We have to decide on
a small amount of d;., to get a much better bound for the privacy loss in consideration of
the composition. We begin with the analysis of the advanced composition, later we apply
the recently proposed zCDP composition analysis. One more time, we use the advanced

composition theorem. Moreover, we present it here to make this section easier to follow.

Theorem 5.1. (Advanced composition) For all €., Oiyer, 0’ >0, the class of (€jer, Oiter)-DP

mechanisms satisfy (€;ot, 010t )-DP under k-fold adaptive composition for

€tot = V 2k 10g<1/5,)6iter + kEiter(eeit” - 1) 6tot = kéiter + 5/ (55)

Remark 5.2. (Remark 1 in [27]): When ¢ = m < 1 for some constant ¢ <
og
log(1/d"), the equation of €' can be simplified into € < 2c by applying the inequality

e — 1< 2e.

The theorem states that with small ¢ and small loss in d;,;, more strict ¢;,; iS obtained
than just summing the e. This is clear by looking at the first order expansion for small e

(Taylor Theorem is used with assumption that € < 1) of ¢;,; = \/2klog(1/d")e + ke,

In this section, we add differential privacy into Gaussian dropout by clipping and
perturbing the gradients. As our method for perturbation, we use Gaussian Mechanism (GM)

where Gaussian noise calibrated to the global sensitivity is added.
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Theorem 5.3. (Gaussian Mechanism (GM): Let € € (0, 1) be arbitrary. Gaussian Mech-

anism states that given function f with Ly sensitivity of Ay f, releasing f(X) + Z where

Z ~ N(0,02) is (¢,0)-DP when o > /Ny f+/210g(1.25/5) /.

Given two adjacent datasets D and D', the important Lo-sensitivity of a function f is

defined as:

Dof = Sup |

D, D, ||D-D'[|=1

f(D) = f(D) Iz

We use a stochastic gradient algorithm that uses minibatches of data while learning.
Due to the minibatch setting, we can make use of the amplifying effect of the subsampling on

privacy. The version of the privacy amplification theorem we use is as follows:

Theorem 5.4. (Privacy for subsampled data: Any (¢;ier, Oiter)-DP mechanism running on a
sampled subset of the data, where each data point is included independently with probability

v, and where v > 0, guarantees (log(1 + v(exp(€jter) — 1)), Vdjter)-DP.

We will assume that the instances are included independently with probability » = B/N; and
for ease of implementation, we will use minibatches with fixed size B in our experiments.
As we mentioned before, parameter ¢ in noise level determines our total € and depends on
the total ¢ in privacy budget. Given the desired amount of privacy e, the privacy loss for the

current iteration €., is computed by using the Gaussian mechanism. We calculate the total

privacy budget €;,; by setting 0 = 1/210g(1.25/d;1¢r)/€iter- Clipping will lead Lo sensitivity
of gradient sum to be 2G, so perturbing each sum with aforementioned noise will lead each
iteration to be (€;ter,0iter)-DP Ww.r.t the subset. Now if we set 0o, = (010t — ') /Tv, where &’
comes from advanced composition, we can provide d,,; as ¢ parameter in total privacy cost.
Using Theorem[5.1 and Theorem [5.3, the ¢ parameter in our total privacy cost for DPD-AC
will be:

€0t = /2T log(1/8") /o’ + T(c')*> where

o' =log (14 v(exp(y/21og(1.25/8er) /o) — 1))
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DPD-zCDP:. For DPD-zCDP algorithm, we calculate the per-iteration budget using
the zCDP composition [|84] that is used for tracking privacy loss of the composite mechanisms.
It permits a tighter analysis of the per-iteration privacy budget with the Gaussian mechanism.
This is stated by the following proposition that shows the required amount of noise for

Gaussian mechanism with zCDP.

Proposition 5.5. (Proposition 1.6 in [84]): The Gaussian mechanism with some noise

variance T and a sensitivity /\ satisfies \*/(27)-zCDP.

In the following, we cite the crucial relation between zCDP and DP that is needed for the
conversion between them and enables us to have tighter bounds on the DP of each iteration of

DP-CTF algorithm hence less amount of noise added in each step.

Proposition 5.6. (Proposition 1.3 in [84]) If an algorithm A is p-zCDP, then it is (€, )-DP
for all (e, 0) jointly satisfying 6 > 0 and ¢ = p + 2+/plog(1/9), 6-DP for any p >0.

Our final result on zCDP holds that zZCDP admits the following basic composition property.

Lemma 5.7. (Lemma 1.7 in [84]) If two mechanisms A, and A, satisfy p1-zCDP and po-
zCDP respectively, then the composition A(X) = (A1(X), Aa(X)) (with the same domain
X)is (p1 + p2)-zCDP.

First we use Proposition [5.5 and Lemma 5.7 to compute the 7' composition of the Gaussian
mechanism. DP-CTF algorithm with zCDP after 7T iteration provides 7' /A? /(27)-zCDP. Then
we convert the privacy loss in zCDP to DP for the comparison purpose. Using Proposition
we map T A? /(27)-zCDP to (p + 21/plog(1/5), 6)-DP where p = T A? /(27). Herein we
have the amount of the total privacy budget both in terms of DP and zCDP. After this step
the per-iteration privacy budget is computed in the same way with the advanced composition

case. The same amount of privacy ¢ is defined as:

e=T A% /(27) +2v/plog(1/6) where 7 > 2log(1.25/8') A2 /€*  (5.6)
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Here the (€¢/,¢’) are defined as intermediate privacy budget. Given that the total privacy
budget (€, §) and number of iterations 7', Equation [5.6]is solved to compute (€', ¢'). Lastly,
the intermediate privacy budget is mapped to the per iteration privacy budget (€er, diter) by

using the Theorem §.8] and solving the following equation:
¢ =log(1+ v(exp(€iter) — 1)) and 0" = Ydjer (5.7)
In the following section, we demonstrate the experimental results that proves the amount of

the Gaussian noise added by DPD-AC is bigger than the amount of noise added by DPD-zCDP

at each iteration.
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6. EXPERIMENTS ON COUPLED TENSOR FACTORIZATION

In this chapter, we will evaluate our estimation methods that are described in Chapter 3]
In the subsequent chapter, we will evaluate the differentially private methods that we have
presented in Chapter 4. Our experiments are conducted on link prediction problem. In
Section [6.1], we will apply our MAP estimation method for learning the latent factors and in
Section [6.2 we will apply the variational Bayesian inference method. We first demonstrate
the advantages of the coupled factorization models in the setting where we assume that the
dispersion parameters are given and compare the loss functions. Then, we will present our
results on link prediction experiments where we evaluate the Varitional Inference on coupled

tensor factorization. We left the evaluation of MCMC based inference to the next chapter.

6.1. Experiments with ML and MAP Estimation

This section reports our experimental study on two real world datasets: UCLAF and
Digg. For both datasets, we first demonstrate that coupled tensor factorizations outperform
low-rank approximations of a single tensor in terms of missing link prediction. Then, within
the context of coupled tensor factorizations, we compare different tensor models and loss
functions and show that selection of the tensor model and loss function is significant in
terms of link prediction performance, especially when the data is sparse. Our experiments
demonstrate that loss functions that have not been studied for link prediction before, such as
IS-divergence, outperform the commonly-used loss functions. For each dataset, we begin with
describing the datasets and the tensor factorization models on these datasets. Then, we present
the results. As evaluation metrics, we use Area Under the Receiver Operating Characteristic
Curve (AUC) and P@K for link prediction results and Root Mean Square Error (RMSE) for

tensor completion results.

RMSE: RMSE is a measure of the “average” error, weighted according to the square of the

error. In our experiments, we use RMSE to measure the tensor reconstruction performance.

AUC: Link prediction datasets are characterized by extreme imbalance, i.e., the number of
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links known to be present is often significantly less than the number of edges known to be
absent. This issue motivates the use of AUC as a performance measure since AUC is viewed

as a robust measure in the presence of imbalance [|143|].

P@K: Precision at k (P@K) measures the precision at a fixed number of retrieved items (i.e.,
top K) of the ordered list r/ and the unordered list  [144]. Assume T'opK and T'opK/ are

the retrieved items of r and r/ respectively, then the P@K is defined as PQK = w

6.1.1. Results on UCLAF Dataset

UCLAF dataset [[145]] is extracted from the GPS data that include information of three
types of entities: user, location and activity (see Figure [6.1 for an illustration of the data).
The relations between user-location-activity triplets are used to construct a three-way tensor
XM In tensor X, an entry indicates the frequency of a user i, visiting location iy and
doing activity ¢3 there; otherwise, it is . Since we address the link prediction problem in this

section, we define the user-location-activity tensor X @) as:

) 1 if user ¢; visits location 75 and performs activity i3 there

Q1,203
0 otherwise

To construct the dataset, raw GPS points were clustered into 168 meaningful locations
and the user comments attached to the GPS data were manually parsed into activity annotations
for the 168 locations. Consequently, the data consists of 164 users, 168 locations and
5 different types of activities, i.e., ‘Food and Drink’, ‘Shopping’, ‘Movies and Shows’,
‘Sports and Exercise’, and ‘Tourism and Amusement’ [[145]. The collected data also includes
additional side information: the user-location preferences from the GPS trajectory data and
the location features from the POI (points of interest) database, represented as the matrix X,
and X3 respectively. Using the location features, we could gain information about location

similarities.
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Figure 6.1. UCLAF dataset represented in the form of a third-order tensor coupled with two

matrices in two different modes.

We have a three-way observation tensor X (1) with elements 0 and 1, where 0 denotes a
known absent link and 1 denotes a known present link, and two auxiliary matrices X ®) and
X ) that provide side information. Our aim is to restore the missing links in X, This is
a difficult link prediction problem since XV contains less than 1% of all possible links or
an entire slice of X) may be missing. In order to fill in the missing links in tensor X,
we form two different coupled models changing in the way tensor X () is factorized using a
CP [34] and Tucker [41] models. For all models, we use KL divergence and Euclidean as cost

functions in our non-negative decomposition problems.

Model 1 (CP): In the first model, we applied the coupled approach to a CP-style tensor
factorization model by analyzing the tensor X () jointly with the additional matrices X ® and
X ®) in order to solve the sparsity problem in X (! effectively. This gives us the following

model:

Xz‘(ll,)iz,ig = Z 014, k024, 1315 & 6.1)
k

Xi(i)u = Z O14, xOuiyk (6.2)
k

Xi(j,)zg = Z O24, 1kO545 k (6.3)
k

Here, we have three observed tensors, that share common factors; therefore, we have a coupled

tensor factorization problem. The coupling matrix R with |v|= 3 and |d|= 5 for this model is
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defined as follows:

11100
R=110010 (6.4)
01001

Model 2 (Tucker): Following the same line of thought, we apply the coupled approach using a

Tucker factorization to form our second model, which is as follows:

Xi(ll,)iQ,i?, = Z @1i17k@2i27l@3i3,m@6k,l,m (6.5)
k,l,m
Xz‘(lz,)u = Z O14, 4Oy k (6.6)
k
Xz‘(j,)u = Z ©24,.195i5 1 (6.7)
!

In this model, once again, the factor ©; is shared by X (1) and X @ while the factor O, is
shared by X (1) and X ®). Here, a latent preference space interpretation is less intuitive but the

model has more freedom to represent the dependence.

We assess the performance of the coupled models, which are defined above, in terms
of tensor completion and/or missing link prediction. By setting different amounts of data to
missing in user-location-activity tensor X%, we compare the proposed models using both
KL-divergence and the Euclidean as cost functions. In all experiments, number of components
k (number of columns in each factor matrix) is set to 2 and the pattern of missing data is

chosen randomly.

Tensor Completion . Table [6.1 shows tensor completion performances of standard
CP and Tucker models, coupled models and PCLAF [145]. PCLAF is a personalized col-
laborative location and activity filtering algorithm, which uses a collective tensor and matrix

factorization. In addition to the data that we have used in our models, PCLAF uses user-user
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and activity-activity similarity matrices in UCLAF dataset. Also, PCLAF uses CP tensor
factorization model and Euclidean distance as cost function. For PCLAF algorithm, they
run the experiments five times, and report the average RMSE scores. Specifically, at each
trial, they randomly split some percentage (30% and 50%) of the existing tensor entries for
training and hold out the other for testing. We also set the same amount of missing entities
randomly and report the average RMSE scores of ten independent runs. Hence, our results are
comparable to PCLAF algorithm’s results. Eventually, we observe that our models outperform
the PCLAF approach, which has outperformed many collaborative filtering methods in [38]],
especially when we use KL divergence which is a lot more natural than a Euclidean cost for
this data.

Table 6.1. RMSE for different models with different percentages of training data.

EUC KL
Model 30% 50% 30% 50%
Cp 0.27F0.03 | 0.2830.04 | 0.24 7 0.03 | 0.23 7 0.03
TUCKER 0.26 70.02 | 0.26 7 0.04 | 0.22F0.02 | 0.22 3 0.02
Coupled(CP) 0.24F0.01 | 0.2350.02 | 0.19F0.02 | 0.18 3 0.02
Coupled(TUCKER) | 0.22 +0.01 | 0.22 7 0.02 | 0.18 7 0.01 | 0.18 7 0.01
PCLAF [145]] 0.30 7 0.01 | 0.29 7 0.01 - -

Link Prediction . In order to demonstrate the power of coupled analysis, we compared
the link prediction performance of standard CP and Tucker models with coupled ones using
EUC and KL cost functions at different amounts, i.e., {40,60,80, 90,95}, of randomly
unobserved elements. For all cases, coupled models outperform the standard models clearly.
We presented the results of this set of experiments in Table First, we compare the CP and
coupled CP models with different cost functions and different amount of missing data. As we

can see, the coupled models that try to use as much additional information as possible to help

alleviate the data sparsity issue perform better than the standard models; in particular, when
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the percentage of missing data is high. When the fraction of missing data was more than 80%,
the standard models could not find a solution. In order to demonstrate the effect of the cost
function modeling the data, we have also carried out experiments on both coupled CP and
Tucker models at different missing data fractions. For all models and missing data fractions,
the KL cost function seems to perform better than EUC. Especially when the fraction of

missing entries is high, KL outperforms EUC with a significant difference. Finally, we focus

Table 6.2. Link prediction results on UCLAF with different experimental settings.

40% 80% 90%

EUC | KL | EUC | KL | EUC | KL

CP 0.920 | 0.946 | 0.808 | 0.867 - -

Tucker 0.943 | 0.960 | 0.896 | 0.917 - -

CP (Coupled) 0.951 | 0.968 | 0.915 | 0.937 | 0.813 | 0.869

Tucker (Coupled) | 0.965 | 0.983 | 0.934 | 0.948 | 0.871 | 0.908

on the comparison of coupled CP and Tucker models in order to indicate the tensor model
which models the data best. Table[6.2 shows that Tucker model outperforms the CP model;
because Tucker model is more flexible due to the full core tensor which is helpful for us to

explore the structural information embedded in the data.

<
Q
;QO

X1

Xo

users

X3

locations activities features

Figure 6.2. Cold-start problem.

Cold Start Problem . We study the case with completely missing slices, which

corresponds to the cold-start problem in our link prediction setting and demonstrate that it is
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Figure 6.3. Link prediction result with missing slices and KL cost.

still possible to predict missing links using the proposed coupled models whereas low-rank
approximations of a single tensor would fail to do so. This problem is particularly important
in link prediction because we may often have new users starting to use an application, e.g., a
location-activity recommender system. Since they are new users, they will have no entry in
XM ie., acompletely missing slice (See Figure |6.2|for illustration of the problem). It is not
possible to reconstruct a missing slice of a tensor using its low-rank approximation. A similar
argument is valid in the case of matrices for completely missing rows/columns [[146]. In
such cases, additional sources of information will be useful [147] to make recommendations
to new users. We observe that our coupled models could predict the links when there is no
information about a user in tensor X (Y, by utilizing the additional sources of information.

We test this case by setting randomly missing slices in X (V.

Figure [6.3]demonstrates the performance of coupled models with KL divergence when
10 users’ data and 50 users’ data are missing. Also note that Tucker is superior to CP as the

amount of missing data increases.
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6.1.2. Results on Digg Dataset

We address link prediction problem also on a large-scale dataset collected from Digg
in order to show the scalability of the proposed approach. Digg is a social news resource
that allows users to submit, digg and comment on news stories. Lin et al. [39] have collected
data from a large set of user actions from Digg. The dataset is a subset of data scrapped from
Digg by Choudhury et al. during January 2009 [148]. It includes stories, users and their
actions (submit, digg, comment and reply) with respect to the stories, as well as the explicit
friendship (contact) relation among these users. It also includes the topics of the stories and
keywords extracted from the titles of stories. There are five types of entities: user, story,
comment, keyword and topic and six relationships among them (see [39] for a comprehensive

illustration of relations).

We will use three relationships in this study: user-story-comment, story-keyword-topic
and user-story. Lin et al. [39] extract tuples with timestamps ranging from August 1 to August
27, 2008, segment the data duration into nine time slots (i.e. every three days), and construct a
sequence of data tensors for each dynamic relation in order to study the data evolution. Except
for the contact relation, all relations in this dataset have timestamps. However, in our work,
since we are not modeling the evolution in time, we integrate the nine segments together and
evaluate missing link prediction tasks on this integrated data. The total number of tuples in
each integrated data tensor per relation is 151.779, 1.157.529 and 94.551 respectively. The
prediction results are compared with the actual diggs and comments as ground truth. Based
on the Digg scenario, we design two prediction tasks on Digg dataset:

(i) comment prediction - what stories a user will comment on,

(i1) digg prediction - what stories a user will digg.

Comment Prediction . For comment prediction, the relation between the user-story-
comment is used to construct tensor X (M) of size I; x I, x I, where the number of users is

I, = 9583, the number of stories is /s = 44005 and the number of comments is /3 = 241800.
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Figure 6.4. Comment and Digg prediction on Digg dataset.

X is defined as:

) 1 if user 7; comments on story i, with comment 3
Xi17i2,i3 =
0 otherwise

Additionally, the data includes the topics of the stories and extracted keywords from
the stories’ titles. We represent this data as the three-way tensor X(?. In our model the
story-keyword-topic tensor has entries X (%) (iy, i4,5) of size Iy x I, x I, where the number
of stories is /o = 44005, the number of keywords is [, = 13714 and the number of topics is
I; =51.

Our aim is to restore the missing links in X (") where X contains less than 0.07% of all
possible links (see Figure for an illustration of the modeled data). We form two coupled
models in order to fill in the missing links in tensor X ") through joint analysis of X" and
X @ For both models, we use Euclidean distance, KL divergence and IS divergence. We also
explore the behaviour of the models using various cost functions, i.e., p € [0, 2], based on

[-divergences.

Model 1 (CP): In the first model, we applied the coupled approach to a CP-style tensor

factorization model by analyzing the tensor X (") jointly with the additional tensor X ® as
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follows:

XZ(11,12,i3 = Z @1i1,k@2i2,k@3i3,k (6.8)
k

Xz(zz)zus - Z O2i £O4i, 1 O5is .k (6.9)
k

Model 2 (Tucker): We also apply the coupled approach using a Tucker factorization as follows:

Xz‘(ll,)iz,ig = Z O141,592i2,193i5mO6k,1,m (6.10)
k,l,m
Xi(3,14,i5 = Z ©2;,,194i,.195:,1 (6.11)
I

In both models, we have two observed tensors X () and X @ that share factor matrix Os.

Digg Prediction . For digg prediction, the relation between users and stories is used to
construct matrix X ) of size I; x I, where the number of users is I; = 9583 and the number

of stories is I, = 44005. The user-story matrix X () is defined as:

1 if user ¢; votes (i.e. digg) on news stories i,

11,12
0 otherwise

Additionally, the data includes the topics of the stories and extracted keywords from
titles of stories. We represent this data as a three-way tensor X ?. In our model the story-

keyword-topic tensor has entries X (@) of size I, x I3 x I, where the number of stories

12,13,14

I, = 44005, the number of keywords is /3 = 13714 and the number of topics is I, = 51 (see
Figure |6.4(b)| for an illustration of the modeled data).

Here, our aim is to restore the missing links in X (1), This is also a difficult link
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prediction problem since X (V) contains less than 0.008% of all possible links. Once again, we
form coupled models based on CP and Tucker models in order to fill in the missing links in
matrix X ). For both models, as cost functions, we use Euclidean distance, KL divergence,

IS divergence as well as various cost functions, i.e., p € [0, 2], based on -divergences.

Model 1 (CP): We applied the coupled approach based on a CP-style tensor model by analyzing

matrix X jointly with tensor X5 as follows:

Xi(ll,)iZ - Z O14, k92, (6.12)
k

Xi(j,)ig,u = Z ©245, k9345 £ O4iy i (6.13)
k

Model 2 (Tucker): We also use a Tucker model for the coupled approach as follows:

Xi(11,)i27i3 = Z ®1i1,k@2i2,k (6.14)
k
Xi(f,)u,iz) - Z 245 10934519414 mO5k 1.m (6.15)
k,l,m

In order to demonstrate the power of coupled analysis, we compared the link prediction
performance of standard CP and Tucker models with coupled ones using EUC, KL and IS
cost functions at different amounts, i.e., {40, 80,90}, of randomly unobserved elements. In
Table we show results of the experiments on both comment and digg prediction tasks.
For all cases, coupled models outperform the standard models clearly. We first discern the
comparison of CP and coupled CP models with different cost functions when 40% and 80% of
the data are missing. As we can see, coupled models perform better than the standard models;
in particular, when the percentage of missing data is high. When the fraction of missing data
was more than 80%, the standard models could not find a solution. In order to demonstrate
the effect of the cost function modeling the data, we have also carried out experiments on
both coupled CP and Tucker models at different missing data fractions. For all cases, the IS

cost function seems to perform better than EUC and KL for both prediction tasks, especially
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when the fraction of missing entries is high. When the missing data rate becomes higher,
the difference between performances of cost functions become clearer. We lastly observe
that CP model outperforms the Tucker model in terms of capturing the structural information

embedded in the data.

Table 6.3. Link prediction results on Digg with different experimental settings in terms of

AUC.

Digg Prediction Comment Prediction

40% 90% 40% 90%

CP | Tucker | CP | Tucker | CP | Tucker | CP | Tucker

EUC | 0.855 | 0.831 | 0.817 | 0.801 | 0.845 | 0.831 | 0.810 | 0.780

KL |0.921 | 0.882 | 0.853 | 0.827 | 0.871 | 0.845 | 0.824 | 0.810

IS 0.939 | 0923 | 0.895 | 0.869 | 0.901 | 0.885 | 0.882 | 0.859

Digg and comment prediction have also been studied in [39] using the MFT (Metafac
factorization with time evolving data) approach. The overall comment and digg prediction
performances of MFT algorithm were obtained as 0.135 + 0.001 and 0.543 £ 0.007 in terms
of P@10, respectively in [39]. While our prediction results are clearly higher than those of
MFT in terms of P@ 10, we cannot directly compare them since we use the integrated Digg
dataset instead of the segmented data and do not deal with the temporal aspect of the data.
However, in Table [6.4) we observe that if we use the loss function and the tensor model used
in MFT, i.e., CP model based on KL-divergence, then it performs worse than modeling the
data using IS-divergence. This clearly shows that GCTF framework is useful in terms of

making use of better loss functions for modeling datasets.

In addition, in order to demonstrate the effect of the cost function modeling the data, we
have also carried out experiments on both coupled CP and Tucker models at different missing
data fractions using different p values. Figure[6.5 illustrates the performance of arbitrary
cost functions (with different p values) for the coupled CP model for both comment and digg

prediction when 90% of the data is unobserved. These results also confirm that IS-divergence,



91

Table 6.4. The average prediction performance for digg and comment prediction, evaluated

by P@10 values. Modeling the data using IS-divergence gives the best results.

Digg Prediction | Comment Prediction

40% 90% 40% 90%

GCTF-EUC | 0.7154 | 0.6615 | 0.3632 0.3241

GCTF-KL | 0.7414 | 0.6865 | 0.3751 0.3383

GCTEF-IS 0.7858 | 0.7479 | 0.4075 0.3846

1e., p = 2, performs better than KL-divergence, i.e., p = 1, which performs better than

Euclidean distance, i.e., p = 0.
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Figure 6.5. Comparison of different cost functions.

6.2. Experiments with Variational Inference

In this section, we demonstrate the use of the proposed variational Bayesian coupled
tensor factorization method (CTF-VB) for missing link prediction problem in order to show
that joint analysis of data from multiple sources via coupled factorization significantly im-
proves the link prediction performance. We evaluate the performance of CTF-VB on the
datasets: UCLAF and Digg. First, we demonstrate that coupled tensor factorizations (CTF-

VB) outperform low-rank approximations of a single tensor (we call it TF-VB), then we
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Figure 6.6. Effect of hyperparameter selection for CP model when R=2 and the missing data

fraction is 80%.

compare the performance of the proposed variational Bayesian approach (CTF-VB) with the
standard approach (we call it CTF-ML in this section) defined in Section in terms of

missing link prediction recovery.

Hyperparameter Selection . 'We observe that hyperparameter adaptation is crucial
for obtaining good prediction performance. In our simulations, results for TF-VB without
hyperparameter adaptation were occasionally poorer than the TF-ML estimates. We set both
shape A and scale B hyperparameters same for all components ©1.3. We tried several number
of different values for hyperparameters to obtain the best prediction results under missing
data case. Figure [6.6 shows the comparison of three different hyperparameter settings;
A=05B =10, A = 10,B = 10 and A = 100, B = 1 in terms of link prediction
performance. As we can see, we obtain best result when initialising the shape hyperparameter
A = 0.5 and scale hyperparameter B = 10 for all settings of missing data. So, we use these
values of hyperparameter A and B for the following experiments. In addition, we obtain that

when we set A < 1 and B > 10, we get better results.
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Link Prediction. 'We compare the performance of ML-MAP estimation and variational
approaches of TF-VB and CTF-VB on both CP and Tucker tensor factorization models at
different amounts of randomly unobserved elements. In these experiments, the incomplete
tensor is factorized using either a CP or a Tucker model and the extracted factor matrices
are used to construct the full tensor and estimate scores for missing links. We use AUC
to measure the link prediction performance. The following results show the average link

prediction performance of 10 independent runs in terms of AUC.

For all cases, variational approach outperforms the standard approach clearly. Table 6.5
shows the time and accuracy performances of TF-ML, TF-VB, CTF-ML and CTF-VB
methods for the CP model, when {60, 80,90} of the data is missing. Based on these results,
we can conclude two results: (i) the variational methods due to implicit self-regularization
effect [[149], perform better than the standard methods; (ii) coupled models outperform the

single models in particular, when the percentage of missing data is high.

Moreover, we study the performance of CTF-ML and CTF-VB in terms of robustness
to model order selection. As model order increases, the prediction performance of CTF-
ML drops. This is as expected since CTF-ML is prone to overfitting and the increase in
model order causes an increase in the number of free parameters that, in turn, enlarges
penalty term in CTF-ML. On the other hand, the prediction performance of the variational
approach is not very sensitive to the model order and is immune to overfitting since Bayesian
approach alleviates over-fitting by integrating out all model parameters [[109]. We compare
the prediction performances of CTF-ML and CTF-VB methods for the CP tensor model when
the component number R is equal to 2 and 20 and for different amounts of missing data, i.e.,
{40, 60, 80} of the data is missing. Figure and Figure [6.7(b) demonstrate that when the
model order increases, the prediction performance of TF-VB approach stays almost same;

however, the prediction performance of TF-ML approach declines as expected.
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Table 6.5. AUC score (by ‘mean £ std’) and time comparison of ML-MAP approaches and

the proposed VB algorithms on various data sets with CP-tensor factorization model and

different proportion of missing data. Results are averaged over 10 runs.

60% missing 80% missing 90% missing
Dataset Algorithm AUC Time(sec) AUC Time(sec) AUC Time(sec)
ML || 0.940 + 0.004 1.69 0.867 4+ 0.005 1.57 0.844 + 0.005 1.43
TF
VB || 0.973 + 0.002 2.12 0.959 + 0.003 2.04 0.917 + 0.003 1.93
UCLAF
ML || 0.917 £ 0.003 5.14 0.892 4+ 0.004 5.08 0.869 + 0.004 4.98
CTF
VB || 0.981 + 0.001 6.19 0.962 + 0.001 6.16 0.939 + 0.002 6.01
ML || 0.848 £0.003 | 582.54 0.829 +0.004 | 326.16 0.813 + 0.004 167.98
Digg - TF
g8 VB || 0917 + 0.002 | 787.94 0.897+ 0.003 460.24 0.879 + 0.003 | 243.75
(Comment
Prediction) ML || 0.856 +0.002 | 1019.78 || 0.837 £0.003 | 598.22 0.824 + 0.003 312.53
CTF
VB || 0.928 £+ 0.001 | 1251.40 | 0.913 +0.002 | 735.47 0.891 £ 0.002 | 452.99
ML || 0.864 +0.005 | 277.11 0.845 + 0.006 159.51 0.829 + 0.006 89.54
Digg - TF
%g VB || 0.935 + 0.003 | 340.20 0.917 + 0.003 | 221.78 0.898 + 0.004 127.35
(Digg
Prediction) ML || 0.892 +0.003 | 473.42 0.870 + 0.004 | 290.34 0.853 £ 0.004 168.51
CTF
VB || 0.961 + 0.001 | 537.54 0.947 + 0.001 | 354.18 0.923 + 0.002 | 211.15
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Figure 6.7. Effect of model order on the performance of a) CTF-ML and b) CTF-VB
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7. EXPERIMENTS ON DIFFERENTIALLY PRIVATE COUPLED
MATRIX AND TENSOR FACTORIZATION

The aim of this chapter is to demonstrate our differentially private methods presented
in Chapter 4 on different models and datasets. In particular, we begin with the differentially
private CMF models with different privacy settings. Then, we show the differentially private
CTF results on three different models with different notions of privacy on both synthetic and

real world datasets.

7.1. Experiments on Differentially Private Coupled Matrix Factorization

In order to evaluate how our proposed methods work in practice, we conducted experi-
ments on both synthetic and real data in two settings: we compare the performances of the

methods i) by varying the DP budget ¢ and ii) by varying the number of data sites N.

In Bayesian estimation, the log-likelihood function can be interpreted as a measure
of how well the parameter values fit the training example [111]. For the synthetic data
experiments, we considered computations using the log-likelihood (LL) (the log of the like-
lihood function given in Equation (4.1)) evaluated at the usual posterior simulations of the

parameters. In our recommendation tasks, we employed Root Mean Square Error (RMSE)

N
n=1°

as our measurement. For each partition { X we randomly chose 80% of the entries
for training and the remaining 20% for testing. We updated the learning rate per round as
K¢ = Ko/t7 where the initial learning rate r is set specific to each dataset by searching over
the set {0.1,0.2,---, 1} that maximizes the LL results on training set in the synthetic data
experiments and the RMSE results on the training set in the real data experiments. We fixed
the decay rate vy to 1 for all datasets, a typical value used in the literature [2,27,29,(150].
The learning rate n((g) that provides the DP for the factor updates was computed under the

constraints of Theorem [4.3] when the stepsize decreases.

Besides, the prediction accuracy depends on a number of factors that must be carefully
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tuned to optimize the performance. For our DP methods, these factors include the number
of latent factors D, the number of data passes 7', the minibatch size B, the gradient clipping
norm G and the privacy parameter §. In order to choose the best parameter combination of the
prediction results, we tried several values for these parameters and reported the results for the
best performing ones. For all experiments, we set the rank D=5, clipping norm G=2 and § =
1073. T and B are chosen differently for each dataset and we will specify these values in the

following. All of the results in this paper are the average of 10 runs of the proposed models.
7.1.1. Synthetic Data

In our first set of experiments, we generated two data matrices X € R'%0%% and
X @) ¢ RI00x50 by ysing the generative model that is described in Section with data
sparsity = 0.2. Once the data is partitioned, we ran our algorithms CDP (site), CDP (user),
LDP1 and LDP2 on this dataset for different e values with mini-batch size B=1. Throughout
the experiments section, for the CDP we will show the results of site-level privacy since it’s
the main proposal of this paper. However, we first compare the site-level privacy with the

user-level privacy in Figure|7.1|to demonstrate the improvement by site-level privacy.

The number of data passes 7' is the most difficult element to determine in the algorithm as it
needs to be sufficient but not too large. We tried several values in the range of [50, 1000] and
observed that we obtained the best results when 7" is between 100 and 300. Figure [7.2|shows
the effect of the number of data passes to the prediction accuracy when € = 0.1. We ran all
the methods in a fixed number of data passes. That is 150 passes for CDP (site) and 120
passes for LDP1 and LDP2 because we observe that the prediction accuracy peaks at these

values.

In order to choose the best hyperparameter combination for the prediction results, we
tried several values and chose the best performing o and 3. We specifically chose o and 3
values over the set {0.01,0.1, 1, 10} and present the comparison results of four sample settings

in Table[7.4] Evidently, we obtain the best result when we set the shape hyperparameter o = 0.1



98

—CDP(site) e =1 — CDP(site) ¢ =0.1
—=CDP(user) e =1 —=CDP(user) e = 0.1

-
p———— |

Log-likelihood
Log-likelihood

100 150 0 50 100 150
Iterations lterations

(@) e=1 (b) e=0.1

-10° :
- CDP(site) ¢ =0.05
—=CDP(user) e = 0.05

Log-likelihood

0 50 100 150
lterations

(c) €=0.05

Figure 7.1. Comparison of CDP (site) and CDP (user) in terms of log-likelihood computed
on XM whena) e=1,b) e =0.1 and ¢) € = 0.05.

and the scale hyperparameter 3 = 0.01; so we use these values in the following experiments.

We observed that the performance is fairly robust to the changes in the hyperparameters.

We learned the estimates X and X® of the original matrices X and X®, then
computed the predictive log-likelihood on the recovery of X (1) and X . Figure E shows
the log-likelihood values of our methods on the recovery of XY, under varying levels of

differential privacy protection and non-private (NP) case.

We draw two conclusions from these results: 1) smaller e values indicate stronger privacy
guarantee, and we obtain lower prediction accuracy in this case. Figure|7.3(a), (7.3(b) and
7.3(c)| clearly show that as the value of ¢ increases so does the prediction accuracy of the

system for each of the three methods. ii) LDP provides a stronger form of privacy than CDP
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Figure 7.2. Predictive log-likelihood results computed for X ") when e = 0.1 for different

number of data passes for (a) CDP, (b) LDP1 and (c) LDP2.

Table 7.1. Log-likelihood scores of the proposed methods for different e values and different

hyperparameter settings when there are 2 data sites.

CDP (site) LDP1
Hyperparameters €=0.05 e=0.1 NP €=0.05 e=0.1 NP
a=0.1,5=0.01 | -5.12 x107° | -3.21 x107° | -5.40 x10~* || -2.30 x10~¢ | -1.33 1076 | -5.40 x10~*
a=10,8=0.01 | -5.18 x107° | -3.25 x107°® | -5.45 x107* || -2.37 x107¢ | -1.38 x1076 | -5.45 x10~*
a=0.1,8=10 |-523 x107° | -3.29 x107° | -5.48 x107* || -2.39 x107¢ | -1.40 x1076 | -5.48 x10~*
a=10,5=10 -5.15 x107° | -3.24 x107° | -5.41 x107* || -2.35 x107® | -1.36 x1076 | -5.41 x10~*

so CDP performs better. However, our second locally private model LDP2 is more flexible

than LDP1. In the LDP2 model, each data site uses the original data on its own site (without
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Figure 7.3. Comparison of the log-likelihood results computed for X ") of a) CDP, b) LDP1

and c) LDP2 on the synthetic data generated with the Poisson-NMF model for

¢ ={0.05,0.1,1}. CDP, LDP1 and LDP2 comparison whend) e=1,e) e=0.1 and f) € =

privacy protection) and the privatized data views from the other sites; then decomposes them

collectively. Hence, LDP2 compensates the performance loss that is based on the definition

of local privacy. Figure[7.3(d), [7.3(e) and [7.3(f) demonstrate our claims. We first treat CDP
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and LDP2 models and see that there is a little performance loss for LDP2, compared to the
CDP model. Then, we compare the performances of two locally differentially private models

LDPI1 and LDP2 and see that LDP2 outperforms LDP1 especially when € is smaller.
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Figure 7.4. Predictive log-likelihood results computed for X ") when € = 0.1 for different
number of data sites N={2, - - -, 10} for (a) CDP, (b) LDP1 and (c) LDP2.

In our second set of experiments, we generated a dataset {X(W}10, ¢ R0 py
using the same generative model, and distributed { X ®}1°, to different data sites. Then, we
observed the predictive log-likelihood value on the recovery of X (1) as the number of data
sites increases from 2 to 10. It means we report the results for one data partition, which is
XM as we increase the number of auxiliary sites for collective factorization. Figure E
demonstrates that when the number of data sites integrated to the system increases, we obtain
higher predictive log-likelihood results for all three methods. The reason for the increase in

the log-likelihood is the increase in the information sharing. When one data site receives more
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information from the other data sites, the prediction accuracy improves.
7.1.2. Real Data

We conducted matrix completion experiments for recommendation on MovieLens
and Netflix datasets . Movielens data contains approximately 1M movie ratings from 3952
movies made by 6040 MovieLens users and the ratings in this dataset are integer scores
ranging from 1 to 5. Netflix data consists of 99M ratings at a scale of 1 to 5 made by ~480K
users for ~18K movies. Both datasets contain less than 1% of all possible entries. In the
real data experiments, data instances, corresponding to the rows of a matrix, were distributed
across different sites. For each experiment in this section, we used B = 100, sy = 0.1 for
Movielens and B = 1000, x = 0.3 for Netflix. We ran the algorithm for 100 passes and the

algorithm took under 60 passes for Movielens and 80 passes for Netflix to converge.

Comparison with existing method . First of all, we compared our proposed algorithm
with the DP-SGLD method proposed in [27] (We call it Wang et al in the experiments). As
we mentioned in Section Li et al increases the upper bound for the stepsize by a factor
of T'/31og(T/§). The practical improvement can be observed in Figure @.

Movielens

4 . .
=== \\ang et al
3l = Algorithm-1 | | 5 : : T T
= Algorithm-1
2f , Hua et al
4+ = Liu et al H
1 ‘ ‘ ‘ ‘
B 0 20 40 60 80 100 LLl
= n
T Netflix S 37
4 T T T T m
== \Wang et al
sl —— Algorithm-1 | | ol ™ i e e
ol ]
10 26 46 66 86 100
1 ‘ ‘ ‘ ‘
0 20 40 60 80 100 .
lterations Iterations

(a) (b)
Figure 7.5. a) DP-SGLD comparison results in terms of RMSE on Movielens and Netflix

datasets when € = 0.1. b) Comparison results of [1] and [2]] with Algorithm-1 (CDP(user)) on

Movielens dataset when € = 0.1.

'www.grouplens.org/ node/73

Zhttps://github.com/BIDData/BIDMach/wiki/Benchmarks
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Then, we compared our method to the most related algorithms proposed by Hua et al [1]]
and Liu et al [2]. Note that these algorithms can only model data in one single data site and
considers user-level privacy, so we use the whole data that is stored in one data site and chose
CDP (user) as our privacy notion to compare. We set B=1, § = 0.01 and ran all the methods
on Movielens dataset with varying €. Figure shows that there is a slight difference
between [1] and [2] when € = 0.1 and Algorithm-1 is noticeably performs better than the
others. The main reason of the difference is the composition methods of the algorithms.
Both [[1] and [2]] use Advanced Composition (Theorem 3.20 in [89]) and we use the moments
accountant based SGLD. In addition to the accuracy, we compared the computation times.
Both our approach and [2] use the SGLD based approach, so each iteration almost takes the
same time: ~30 sec. The algorithm of [1]] is a bit faster than the Bayesian approaches since it

is based on deterministic SGD; it takes ~26 sec per iteration.

Method Comparisons . In the first set of real data experiments, we stored the
Movielens dataset in two matrices as X (1) e R2000x6040 = x(2) ¢ [R1952x6040 459 Netflix
dataset in two matrices as X (1) € R240Kx17770 x'(2) ¢ R240KX17770 Then, we generated the
latent factors by using the generative model described in Section Table [7.2 reports
the performances of the proposed methods CDP (site), LDP1 and LDP2 in terms of RMSE
between the real data (X @, X @) and the estimated data (XY, X ). These results justify
the theoretical claims and the empirical results on synthetic data: when the privacy protection

of the system is increased by decreasing ¢, we obtain lower prediction accuracy.

Furthermore, we can obtain from these results that CDP model outperforms the LDP models
since local DP provides a stronger privacy protection. However, our main goal was to increase
the prediction accuracy; that is why we proposed the LDP2 model. The results given in
Table [/.2|demonstrate that LDP2 displays very close prediction performance to CDP. LDP2
also assures better prediction accuracy than LDP1 while preserving the same amount of
site-level privacy with LDP1. In the non-private (NP) case of the algorithms, CDP and LDP1
methods correspond to the same model since we do not use the privatization mechanism in

NP case in Figure
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Table 7.2. RMSE scores of the proposed methods for different e values when there are 2 data

sites.
Movielens Netflix

€ CDP (user) LDP1 LDP2 CDP (site) LDP1 LDP2
X0 | x@ X0 | x(@ X | x(@ X0 | x@ X0 | x(@ X | x@
NP | 0.831 | 0.719 | 0.831 | 0.719 || 0.861 | 0.717 || 0.775 | 0.802 || 0.775 | 0.802 || 0.799 | 0.827
1 0.930 | 0.737 || 1.032 | 0.914 || 1.026 | 0.882 || 0.902 | 0.933 || 0.945 | 0.973 || 0.950 | 0.985
0.1 1.419 | 1.224 || 1.826 | 1.511 || 1.695 | 1.362 || 1.354 | 1.419 || 1.598 | 1.654 || 1.405 | 1.468
0.05 || 1.866 | 1.631 || 2.164 | 1.992 | 1.992 | 1.831 || 1.683 | 1.812 || 1.905 | 1.972 || 1.751 | 1.835

(a) Movielens

8
Number of data sites N

(b) Netflix

Number of data sites N

Figure 7.6. The performance comparison of CDP (site), LDP1 and LDP2 on a) Movielens b)
Netflix when e=1and N = {2,---,10}.

Effect of number of data sites . As the final set of experiments, we divided the datasets

into 10 partitions: {X®1}Y_ € RA00x6040 " x'(10) ¢ 33526040 for Movielens and { X D}10 €

R24KX1ITTT0_for Netflix; then distributed them to different data sites. We monitored the RMSE

between X and X when we increase the number of data sites N from 2 to 10. Table ﬂ

illustrates the behavior of our methods when we increase the number of data sites in the

system. The performances of all three methods improve, as the number of additional data

sources increases. In this table, bold numbers emphasize that the difference in the prediction

accuracy of LDP1 and LDP2 increases with the number of data sites integrated to the system.

Figure[7.6(a) and|7.6(b)[show this behavior clearly.
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Table 7.3. RMSE scores for X (1) when ¢ = 1 and the number of data sites N in the system is

varied from 2 to 10.

Number of data sites (N)

Method 2 3 4 5 6 7 8 9 10
% CDP (site) | 0.865 | 0.764 | 0.680 | 0.612 | 0.571 | 0.544 | 0.520 | 0.502 | 0.480
'g LDP1 1.075 | 0.952 | 0.856 | 0.774 | 0.729 | 0.686 | 0.648 | 0.611 | 0.574
3 LDP2 1.020 | 0.809 | 0.720 | 0.641 | 0.593 | 0.564 | 0.545 | 0.524 | 0.506
5 CDP (site) | 0.785 | 0.682 | 0.596 | 0.539 | 0.486 | 0.465 | 0.451 | 0.440 | 0.430
E LDP1 1.016 | 0.905 | 0.804 | 0.725 | 0.688 | 0.641 | 0.603 | 0.579 | 0.567
LDP2 0.906 | 0.765 | 0.673 | 0.598 | 0.545 | 0.506 | 0.487 | 0.470 | 0.459
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7.2. Experiments on Differentially Private Coupled Tensor Factorization

This section presents the experiment results on both synthetic and real data in three
settings: we compared the prediction accuracy by altering i) the DP budget e, ii) the number of
data sites NV incorporated to the system and ii) the number of shared factors between data sites.
For the synthetic data experiments, we considered computations using the log-likelihood (LL)
evaluated at the usual posterior simulations of the parameters. In our recommendation tasks,
we employed Root Mean Square Error (RMSE) as our metric. For each partition { X}V |
we used 80% of the entries for training and the 20% for testing. We updated learning rate per
round as k; = Ko/t where the decay rate p € (0.5, 1] and the initial learning rate x, € (0, 1].
The learning rate 7, that provides the DP for the factor updates was computed by Equation
@) and the parameter a was set to 0.9 to determine it. For each dataset, we tried several

values for these parameters and reported the results for the best performing ones. All of the

results are the average of 10 runs of the proposed models.

7.2.1. Synthetic Data

First, we generated two matrices X () € R!09%%0 and X2 ¢ R!90x%0 by ysing the
model described in Section [4.2.1| Then, we ran our algorithm for different e values and
learned the estimates of X and X ? of the original matrices X and X @, then computed
the predictive log-likelihood on the recovery of them. During this section, we use user-level
privacy (for comparison purposes) and zCDP (to obtain better prediction results) as our

baseline DP notion.

We start with the comparison of the composition methods. Figure [7.7 compares the
usage of the advanced composition (AC) and the zCDP composition analysis on synthetic
data and Movielens respectively. This figure shows that when we use the zCDP, we get a
much tighter estimation of the privacy loss. For example, when ¢ = 1, the 0 = 8.14 for AC
and o = 2.87 for zCDP on synthetic data. We can obtain from this figure that we get a much
lower noise by using the zCDP for a fixed the privacy loss €. Therefore, for our CTF models
with a total privacy budget fixed to €, the amount of noise added is smaller for zCDP, and the

prediction accuracy is higher. We have already known that zCDP is supeior in theory, but
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these results demonstrate that it also works well in practice.

Afterwards, we compare performances of our algorithms’ parameters for different
values to choose the best parameter and hyperparameter combinations for CTF-AC and

CTF-zCDP methods.

Effect of the parameters. The prediction accuracy depends on a number of factors
that must be carefully tuned to optimize the performance. For our DP methods, these factors
consist of the latent factor dimension K, the number of data passes 7', the minibatch size
B, the gradient clipping norm G and the privacy parameter J. To select the best parameter
combination of the prediction results, we tried several values for these parameters. We control
a parameter individually by fixing the rest as constant. For the synthetic data experiments, we
set the parameters as follows: K =35, B =100, G =2 and § = 10~ when the privacy budget ¢
is set to 1. As we defined in Section the sampling ratio of each minibatch is v = B/C,.
The number of iterations 7" is equal to F' /v where E is the number of epochs. We choose £

= 6 for the synthetic data experiments. The complete results are presented in Figure

We first monitor the effect of the minibatch size. In DP settings, choosing smaller
minibatch size leads running more epochs, however, the added noise has a smaller relative
effect for a larger minibatch. Figure [7.8(a) shows that relatively larger minibatch sizes give

better results. Empirically, we obtain the best accuracy when B is around 100 (so the v =
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Figure 7.8. The effect of the model parameters on synthetic dataset when € = 1 under

100/500 =

0.02).

user-level DP.

The number of iterations 7" needs to be sufficient, but not too large. The privacy cost
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in zCDP increases in proportion to v/7 and it is more tolerable than DP. For the number of
epochs F, we tried several values in the range of [1, 20] and observed that we obtained the
best results when £ is between 5 and 10. We choose E = 6, so the number of iterations 7T’
becomes equal to 6/0.02 = 300. (For the rest of the experiments, we will directly report the

number of iterations 7'.)

In matrix factorization models, using more latent factors is often preferable and increases
the prediction accuracy of the predictive model. Due to the increase in the sensitivity of the
gradient, more noise is added at each update when we use more latent factors in differentially
private models. However, increasing the number of factors does not always decrease accuracy
since some tensors have many underlying structures and represented by several latent factors.
So we run experiments with various rank values and present the results in Figure[7.8(c). We
can see that accuracy is very close to a latent factor number in the range of [2, 10] and peaks

at 5.

Tuning the gradient clipping threshold depends on the details of the model. When the
threshold is quite small, the clipped gradient could be too different from the correct gradient
and points to a contrasting direction. Besides, when we increase the threshold, we add a
large amount of noise to the gradients. In our experiments, we tried GG values in the range of
{1,6}. Figure shows that our model peaks at G = 2 and tolerable up to G = 4, then the

accuracy decreases marginally.

Moreover, we monitor the accuracy for various ¢ values for a fixed ¢ in Figure
We draw the most accurate result for each § where § = {107°,107%,1072,1072,107'} and
¢ = 1. Figure shows that there is only a slight difference for different 5. However,
different values of ¢ for a fixed 6 may dramatically influence the accuracy (See Figure[7.9(b))).

Finally, we determine the gamma distribution hyperparameters ag and by. We specifi-
cally chose ag and by values over the set {0.01,0.1, 1,10} and present the comparison results
of four sample settings in Table[7.4] Evidently, we obtain the best result when we set the shape
hyperparameter ag = 1 and scale hyperparameter b, = 0.01. We observed that the performance

is fairly robust to the changes in the hyperparameters for all privacy levels.
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Table 7.4. Log-likelihood scores for X () of the proposed method for different e values (for
CTF-zCDP (user-level) method) and different hyperparameter settings when N = 2.

Hyperparameters NP e=10 e=1 e=0.1

ag=1, bg=0.01 | —3.21 x 10° | —5.12 x 10° | —8.92 x 10° | —1.18 x 105

ap = 10, by = 0.01 —3.25 x 10° —5.18 x 10° —9.05 x 10° —1.35 x 10°
ap = 0.1, by = 10 —3.29 x 10° —5.23 x 10° —9.11 x 10° —1.32 x 108
ap = 10, by = 10 —3.24 x 10° —5.15 x 10° —8.97 x 10° —1.24 x 108

Prediction Accuracy. After tuning these parameters to optimize prediction perfor-
mance, we compared the prediction accuracy of various combination of privacy notions
defined in Section[4.2.2. These are the site-level DP with AC and zCDP compositions; and
the user-level DP with AC and zCDP compositions. First, we compare the performances of
our methods in Figure [7.9(a). Then we demonstrate the performance of our baseline method,

CTF-zCDP (user-level) for different level of privacy protection in Figure [7.9(b)

We obtain two outcomes from these experiments: i) as mentioned in Section
zCDP composition provides a compact bound on the differential privacy budget compared to
the AC theorem. Therefore, for our CTF models with a total privacy budget fixed to ¢, the
amount of noise added is smaller for zCDP, and the test accuracy is higher. ii) The smaller ¢
values indicates stronger privacy guarantee and we get lower prediction accuracy in this case.
We can clearly see that when the value of € increases, the prediction accuracy of the system

increases too.

Up to this point, we showed the effect of privacy parameters on accuracy. Now, we
measure the effect of the number of data sites N that is incorporated into the system. So, we
generated a dataset { X (") }10 ¢ R00%50 by ysing the same generative model and distribute
them to different data-sites. We monitored the LL score for the data of site 1 which is X 1)
as the number of data sites increase from 1 to 10 (note that the LL score is measured on a
fixed data for all values of V) and report the results for N = {1,2,5,10}. We illustrate the

results on synthetic dataset for € = 1 in Figure and report the results for all privacy levels
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Figure 7.9. Comparison of the prediction results (in terms of LL) for (a) different privacy
notions for € = 1 and (b) different privacy budgets and non-private (NP) case for CTF-zCDP

(user-level).

in Table[7.5. They demonstrate that when the number of data sites integrated to the system
increases, we obtain higher log-likelihood scores. The reason of the increase in the LL is the
information sharing. When one data site gets more information from the other data sites, the
prediction accuracy improves. The results that are obtained for all privacy levels and all types
of privacy notions are presented in Table [/.5/and they clearly support this claim. These results

also compares the performances of our methods and different privacy levels.
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Figure 7.10. LL scores for X () when the number of data sites for N = {1,2,5,10} and ¢ = 1.

7.2.2. Real Data

We designed tensor completion experiments for recommendation on MovieLens
and UCLAF datasets; and for tag prediction on Flickr dataset. Movielens data contains
approximately 1M movie ratings from 3952 movies made by 6040 MovieLens users and the
ratings in this dataset are integer scores ranging from 1 to 5. UCLAF includes 164 users,
168 locations, 14 location features and 5 types of activities. The scores in user-activity-
location data indicate the frequency of a user ¢, visiting location i, and doing activity i3
there, and ranges from 1 to 5. The collected data also includes locations’ features from
the points of interest database. The third dataset we consider is crawled from Flickr by
using the social network connectors (Flickr API) ﬂ . This dataset consists of 2866 users,

60339 tags, 46733 images and feature vector of 1024 dimensional visual features. The

3www.grouplens.org/node/73
*www.flickr.com/services/api/
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Table 7.5. LL scores for X () when the number of data sites for N = {1,2, 5,10} and
e = {10, 1,0.1} for various privacy notions. (All results in the table are divided to 10° for the

sake of clarity.)

N=1 N=2 N=5 N=10

Method | NP -3.37 -3.21 -3.06 -2.85
CTE-AC e=10 -6.65 -5.62 -4.86 -4.02
(site-level) | e=1 -11.50 -9.81 -8.73 -7.22
e=0.1 -14.42 -12.38 -11.04 9.60

CTE-AC e=10 -7.98 -6.53 -5.74 -4.65
(user-level) | e=1 -12.76 -10.88 9.06 -7.90
e=0.1 -15.31 -13.24 -11.87 -10.13

CTF-2CDP | €=10 -5.37 -4.79 -4.31 -3.62
(site-level) | e=1 -9.06 2791 -7.18 -6.54
€e=0.1 -12.05 -10.48 9.14 -8.30

CTF-2CDP | €=10 -6.13 512 -4.59 -3.95
(user-level) | e=1 -10.32 -8.92 -8.04 -6.83
€e=0.1 -13.25 -11.80 -10.26 -9.09

scores indicate the user-item-tag relations that result in binary tensor. First, we divided
the datasets into 10 partitions: {X(®)}%_, € R#00x6040 X (10) ¢ R352x6040 for Movielens,
{X@}9_ e RI6X168x5 y(10) ¢ R20X168X5 for UCLAF and { X (V110 € R286x60339x46733
Flickr; then distributed them to different data-sites. Moreover, we used an additional data-site
that stores location-feature matrix for UCLAF and location-item matrix for Flickr. We used
this additional matrix X Y for the Model-3. Finally, we generated the latent factors {O,4}%

by using the generative model described in Section

In the first set of experiments, we investigate the influence of privacy loss on accuracy.

To begin with, we determine the number of latent factors /', the number of data passes
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Figure 7.11. Comparison of the prediction results (in terms of RMSE) on (a) Movielens, (b)
UCLAF (Model-2) and (c) Flickr (Model-2) for e = {10,1,0.1} and N = 2.

T, the minibatch size B, the gradient clipping norm G, the privacy parameter ¢ and the
hyperparameters for all datasets to get the best results. The initial learning rates were set

to ko = {0.1,0.3,0.08}, 0 = {1,0.9,0.9}, the latent factors were set to K = {5, 3,5}, the
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minibatch sizes were set to B = {80, 4,40} and the gradient clipping norm is chosen to be
G = {3, 3,2} for Movielens, UCLAF and Flickr respectively. We ran the algorithm for 120
passes for Movielens, 300 passes for UCLAF and 400 passes for Flickr. Finally, we choose
ap =1, by = 0.01 and § = 10~* for all datasets.

Figure[7.11(a),[7.11(b)|and[7.11(c) report the performances of the proposed algorithm

between the original data X ") and the estimated data X in terms of RMSE on all datasets.
These results justify the theoretical claims and the empirical results on synthetic data that
lower prediction accuracy is obtained when the privacy protection is increased by decreasing

€.

Comparison with existing method. We are able to compare our baseline method CTF-
ZCDP (user-level) to the most related algorithms proposed by Hua et al [|1]] and Liu et al [2].
Hua et al propose a differentially private SGD algorithm for matrix factorization (MF) where
each user is accepted as a party; so the rows of the user factor are kept as private. Then, the
data aggregator (recommender) uses the item factor to share preferences between users using
a Laplace mechanism. The recommender has access to the intermediate results from all users
after each iteration and it can easily eliminate the noise vectors’ effect. So, the noise vector
is needed to be decomposed and determined after each iteration using a fairly complicated
procedure. Liu e al exploit the fact which is proved in [27] and propose a DP-collaborative
filtering approach. They focus on the single-party setting where no information sharing
between data sites is considered. Here, we propose a simple MCMC algorithm for multiparty
prediction systems where each party can hold data of a different modality. Our method allows
information sharing while preserving both the user-level DP and the site-level DP. Note that
these algorithms can only model data in one single data site, so we use the whole data that is

stored in one data site. We consider the user-level DP for a fair comparison in same setting.

We set B=1, § = 0.01 and ran all the methods on Movielens and Flickr datasets with
varying €. Figure shows that there is a slight difference between Hua et al 1] and Liu et
al [2]] on Movielens dataset when € = 0.1 and CTF-zCDP (user-level) is noticeably performs

better than the others. Table|7.6/demonstrates that same behaviour is observed for all privacy
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levels on both datasets. The main reason of the difference is the different privacy notions

of the methods. Both [1] and [2] use Advanced Composition. Besides, we compared the

4 ; ,
= CTF-zCDP(user)
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3.5/ = Liu et al
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Figure 7.12. Comparison results of Hua et al [1]] and Liu et al [2]] with CTF-zCDP

(user-level) on Movielens dataset when € = 0.1.

computation times. Both CTF-zCDP and Liu et al [2] use the SGLD based approach, so each
iteration almost takes the same time: ~30 sec. The algorithm of Hua et al [1] is a bit faster
than the Bayesian approaches since it is based on deterministic SGD; it takes ~26 sec per
iteration.

Table 7.6. Comparison of methods in terms of RMSE for ¢ = {10, 1, 0.1} and NP-case.

NP e=10 e=1 e=0.1
% CTF-zCDP (user-level) 0.96 1.05 1.39 1.87
E Hua et al [1] 0.93 1.25 1.48 2.01
Liu et al [2] 0.93 1.18 1.46 2.05
& CTF-zCDP (user-level) 0.37 0.51 0.74 1.02
é Hua et al [1] 0.39 0.55 0.80 1.10
Liu et al [2] 0.37 0.52 0.75 1.02

Finally, we monitored the RMSE between X () and X when we increase the number

of data sites /N from 1 to 10 on real datasets. We first used the matrix factorization model for
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Movielens data that is illustrated in Figure 4.2| where the item factor O, is shared between the
data sites. Figure|/.13(a)|and Figure[7.13(b)|illustrates the prediction performances of our

methods for different number of data sites when € = 1 and € = 0.1 respectively. Moreover,

the results for all privacy levels and methods are reported in terms of RMSE in Table
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Figure 7.13. Comparison of our methods on Movielens for N = {1,2,5,10}.

It is clear that the performance of all methods improves as the quantity of additional
data sources increase. However, when the privacy loss e is small, CTF-zCDP (especially with

the site-level privacy) performs significantly better than the other methods.

Varying the number of shared factors between data sites. We conducted experiments
on modeling relations with several combinations of private and shared factors in order to

answer the question: does sharing more information via the shared factors lead to improved
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Table 7.7. Prediction results for XY when the number of data sites for N = {1,2,5,10} on

Movielens data and € = {10, 1, 0.1} for various privacy notions.

N=1 N=2 N=5 N =10

Method | NP 0.96 0.89 0.81 0.74
CTE-AC e=10 1.11 1.02 0.94 0.88
(site-level) | =1 1.44 1.33 1.22 1.14
e=0.1 2.05 1.90 1.78 1.67

CTE-AC e=10 1.19 1.10 1.01 0.95
(user-level) | e=1 1.62 1.39 1.28 1.20
e=0.1 2.26 2.09 1.93 1.81

CTE-zCDP | €= 10 1.01 0.92 0.83 0.77
(site-level) | e=1 1.30 1.18 1.07 0.98
e=0.1 1.72 1.59 1.46 1.37

CTE2CDP | €=10 1.05 0.96 0.87 0.81
(user-level) | e=1 1.39 1.27 1.15 1.08
e=0.1 1.87 1.72 1.57 1.49

prediction performance? We compared the performances of the models that are visualized

in Figure 4.7(a)|, 4.7(b) and 4.7(c)l on UCLAF and Flickr datasets. In Model-1, only ©,

(location factor for UCLAF and item factor for Flickr) is shared and in Model-2, O3 (activity
factor for UCLAF and rag factor for Flickr) is shared additional to ©, between the data
sites. Model-3 integrates the public item-feature matrix to Model-2 and this matrix provides
auxiliary information to the inference of shared item feature matrix ©,. We use the auxiliary
matrix XY for N = {1,2,5,10} in Model-3 to see the effect of non-private additional
information. In this set of experiments, we choose ¢ = {10, 1, 0.1} and compare the results
with the non-private (NP) case. We give the results for CTF-zCDP (user-level) method and
the number of data sites N = {1,2,5, 10}. The complete results are provided in Table
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Table 7.8. Model comparison results for CTF-zCDP (user-level) when the number of data

sites in the system increases. The results are reported for ¢ = {10,1,0.1} and NP case on

UCLAF and Flickr.
UCLAF Flickr
N=1|N=2|N=5|N=10|| N=1| N=2|N=5|N=10
Model-1 || 0.77 | 0.65 | 0.55 0.47 042 | 036 | 0.31 0.26
% Model-2 | 0.77 | 0.62 | 0.51 0.43 042 | 033 | 0.27 0.23
Model-3 || 0.68 | 0.54 | 0.44 0.37 036 | 029 | 0.23 0.20
- Model-1 || 0.89 | 0.77 | 0.66 0.57 0.54 | 048 | 043 0.38
TJ) Model-2 | 0.89 | 0.72 | 0.60 0.51 0.54 | 045 | 0.38 0.33
Model-3 || 0.80 | 0.64 | 0.53 0.46 046 | 038 | 0.32 0.27
Model-1 || 1.04 | 094 | 0.84 0.75 0.66 | 0.62 | 0.58 0.55
E Model-2 | 1.04 | 0.89 | 0.81 0.73 0.66 | 0.60 | 0.56 0.54
Model-3 || 097 | 0.83 | 0.76 0.70 0.62 | 058 | 0.56 0.54
_ Model-1 || 1.83 1.66 1.52 1.40 098 | 093 | 0.88 0.83
le Model-2 || 1.83 1.74 1.68 1.64 098 | 092 | 0.89 0.88
Model-3 | 1.64 1.60 1.57 1.57 0.91 0.86 | 0.85 0.87

Figure [7.14(a){ and Figure [/.14(b)| compares the Model-1, Model-2 and Model-3 for

different number of data sites when € = 1. Similar to the synthetic data and Movielens results,
the performance of all models improves as the number of additional data sources integrated
into the system increase. When N gets larger, more information is provided to update the
shared factors; so the difference of the performances of Model-1 and Model-2 also becomes
larger. However for NV = 1, there is no data sharing for Model-1 and Model-2, therefore all
models give the same result. It is also clear that the non-private additional information in

Model-3 improves the prediction accuracy.
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Figure 7.14. Prediction results of Model-1, Model-2 and Model-3 when € = 1 for
N ={1,2,5,10} with CTF-zCDP (user-level).

Besides, we compare the performances of the models when /N = 10 for different privacy
levels in Figure and Figure When the number of data sites increase for high
privacy loss (when € < 1), the cumulative noise added to the shared factors reaches to large
values. In these figures, we can see that the prediction quality decreases when the number
of shared factors increases and the ¢ decreases. For NP and ¢ =1, the prediction accuracy is
higher for Model-2 and Model-3. For € = 1 and € = 0.1 Model-1 and Model-2 performs nearly

the same and Model-3 is slightly better because of the non-private additional information.
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8. EXPERIMENTS ON DIFFERENTIALLY PRIVATE BAYESIAN
NEURAL NETWORKS

The aim of this chapter is to evaluate the performance our differentially private Bayesian

neural networks presented in Chapter [5|on real world datasets.

8.1. Experiments of Differentially Private Bayesian Neural Networks

We use two standard benchmarking datasets MNIST [124] and DIGITS [151] to evaluate
our method. MNIST dataset contains 70K 28 x 28 handwritten digits (60K for training and
10K for testing) and DIGITS dataset consists of 1797 8 x 8 grayscale images (1439 for training
and 360 for testing) of handwritten digits. We generate and use a single layer feed-forward
neural network for the experiments in this section. We use rectifier linear units (ReLU) as the
activation function and softmax operation for the classification of MNIST and DIGITS where
both have 10 classes. We choose the non-private (NP) model as our baseline. For MNIST, we
use the minibatch of size S = 600 with 1000 hidden units and reach an accuracy of 98.20% in
about 200 epochs. For DIGITS, we use the minibatch of size S = 100 with 500 hidden units
and reach an accuracy of 95.50% in about 100 epochs. All of the results are implemented in

Theano [[152]] and are the average of 10 runs.

8.1.1. Differentially private models

We use the architecture that is defined above for the differentially private version as
well. We applied gradient clipping to the hidden layer of the network in order to limit the
sensitivity and compute the amount of noise to be added to protect the privacy. We choose
the gradient clipping norm G = 3 for MNIST and G = 2 for DIGITS. For three different
noise levels, e = {10, 1,0.5}, we run the experiments and report the results. For any fixed e,
§ is varied between 1072 and 10~°. There is a slight difference with different § values (less
than 1072), but still we choose the best performing § = 10~* for both datasets. We set the

initial learning rate 7o = 0.1 for MNIST and ry = 0.05 for DIGITS and update it per round
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Figure 8.1. Comparison of the test accuracies for ¢ = {10, 1,0.5} and the NP case for (a) AC,
b) zCDP compositions on MNIST and (c) AC, d) zCDP compositions on DIGITS.

as 1, = 1o /t”. We fixed the decay rate v to 1 for both of the datasets.

In the first set of experiments, we investigate the influence of privacy loss on accu-
racy. The mini-batch sizes were set to S = 600 and S = 100 for MNIST and DIGITS
respectively. We ran the algorithm for 200 passes for MNIST and 100 passes for DIGITS.
Figure report the performance of the DPD-AC method and Figure
report the performance of the DPD-zCDP method for different noise levels. These results
justify the theoretical claims that lower prediction accuracy is obtained when the privacy
protection is increased by decreasing . One more deduction from these results is that dropout
with the zCDP composition (DPD-zCDP method) can reach an accuracy very close to the

non-private level especially under reasonably strong privacy guarantees (when € > 0.5).
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Then, we compare the classification accuracy of models learned using two variants of
our algorithm: DPD-AC and DPD-zCDP. As mentioned in Section zCDP composition
provides a compact bound on the differential privacy budget compared to the AC theorem.
In order to test it empirically, we run experiments with concrete e values. The noise level
can be computed from the overall privacy loss €, the sampling ratio of each minibatch v =
S/N and the number of epochs £ (where the number of iterations is computed as 7' = FE /v).
For our MNIST and DIGITS experiments, we set v = 0.01, £ =200 and v = 0.05, £ = 100,
respectively. Then, we compute the value of o. For example, when € = 0.5, the o values are
10.88 for DPD-AC and 3.23 for DPD-zCDP on MNIST. We can see from Figure and
Figure[8.2(b) that we get a much lower noise by using the zCDP for a fixed the privacy loss .

Therefore, for our models with a total privacy budget fixed to ¢, the amount of noise
added is smaller for zCDP, and the test accuracy is higher. Figure and Figure
show the comparison results of DPD-AC and DPD-zCDP methods when € = 0.5 with NP
model. Both results clearly show that using the zZCDP composition further helps in obtaining

even more accurate results at a comparable level of privacy.

Lastly, we compare our methods to the most related algorithm proposed by Abadi et
al. [81] and the case when no dropout is used. For the algorithm with no dropout, we use
SGLD to update the weights of the neural network. We ran all the methods on MNIST and
DIGITS with varying e. Table [8.1 reports the test accuracies of all methods. The previous
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Figure 8.3. (a) and (b) are the test accuracy results of DPD-AC and DPD-zCDP for € = 0.5 on
MNIST and DIGITS datasets.

Table 8.1. Comparison of the methods for e = {10, 1,0.5}. Bold values indicate the best

results.
MNIST DIGITS
e=10 | e=1 €e=05| e=10| e=1 | e=05
DPD-AC 0.9526 | 0.9187 | 0.8658 || 0.9341 | 0.9089 | 0.8521
DPD-zCDP 0.9718 | 0.9470 | 0.9205 || 0.9518 | 0.9367 | 0.9125
SGLD-zCDP (no dropout) | 0.9581 | 0.9216 | 0.8952 || 0.9403 | 0.9187 | 0.8821
Abadi et al. [81] 0.9720 | 0.9305 | 0.8965 || 0.9480 | 0.9265 | 0.9003

experiments have already demonstrated that DPD-zCDP significantly improves the prediction
accuracy. These results also support it and show that dropout improves the prediction accuracy

especially when the privacy budget is low.

8.1.2. Effect of the parameters

The accuracy in neural networks depends on a number of factors and parameters that
are needed to be tuned to optimize the performance. For our DP methods, these factors consist
the number of hidden units, the number of epochs/iterations, the gradient clipping threshold,

the minibatch size and the noise level. In the previous section, we compared the effect of
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Figure 8.4. The effect of the model parameters on MNIST dataset.

different noise levels to the classification accuracy. Here, we demonstrate the effects of the
remaining parameters. We control a parameter individually by fixing the rest as constant. For
MNIST experiments, we set the parameters as follows: 1000 hidden units, minibatch size
of 600, gradient clipping norm of 3, initial learning rate of 0.1, 200 epochs and the privacy
budget € to 1. The results are presented in Figure

In non-private neural networks, using more hidden units is often preferable and increases
the prediction accuracy of the trained model. For differentially private training, using more
hidden units may lead too much additional noise due to the increase in the sensitivity of the
gradient. However, this doesn’t mean that when the number of hidden units increases, the
accuracy will decrease. The large networks are tolerant to noise, so the optimum number of
hidden units should be tuned. Figure shows that accuracy is very close for a hidden
unit number in the range of [500, 2000] and peaks at 1000.
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The number of iterations 7" (that can be computed as 7" = F'/v) needs to be sufficient but
not too large. The privacy cost in zZCDP increases in proportion to 1/7" and it is more tolerable
than DP. We tried several values in the range of [50,400] and observed that we obtained the
best results when £ is between 100 and 200 for MNIST.

Tuning the gradient clipping threshold depends on the details of the model. When the
threshold is quite small, the clipped gradient could be too different from the correct gradient
and points to a contrasting direction. Besides, when we increase the threshold, we add a large
amount of noise to the gradients. Abadi et al. [81] proposed that a good way to choose a value
for C' is taking the median of the norms of the unclipped gradients. In our experiments, we
tried G values in the range of [1,6]. Figure shows that our model is tolerable to the

noise up to GG = 4, then the accuracy decreases marginally.

Finally, we monitor the effect of the minibatch size. In DP settings, choosing smaller
minibatch size leads running more epochs, however, the amount of the noise added has a
less effect comparatively for a larger minibatch. Figure shows that relatively larger
minibatch sizes give better results. Empirically, we obtain the best accuracy when .S is around
600 (so v = S/N = 0.01). The behavior of the results on MNIST and DIGITS are quite

similar, so we only demonstrate the results on MNIST data.

Multi-layer BNNs: . In the multi-layer neural networks, each layer can be analyzed
independently. This feature of the neural networks grants us to set different gradient norm
bounds G or use different privacy budgets € (that ends up with different noise scales o) for each
layer. Here, we demonstrate the results of our experiments with multi-layer neural networks.
Throughout this chapter, we designed experiments with single layer neural networks. Because,
the multi-layer neural networks accumulates the privacy loss at each hidden layer and the
amount of the added noise can become very large. The result in Figure [8.5 shows that the
single layer network performs best on the MNIST data. Here, we didn’t optimize the other
network parameters (number of hidden units, iteration, clipping norm, mini-batch size) per
layer. We fixed them to the same values for each layer and these values are equal to the

choosen values for MNIST experiments.
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Figure 8.5. The effect of the number of hidden layers on MNIST dataset.

Connection between dropout rate and the privacy budget: . As we show in Sec-
tion we perturb parameter updates with a multivariate normal noise £’ ~ N'(0,4G?c?l).
Here, o determines the total privacy budget € and this amount is equal to the £’ ~ N(0, a diag(6?)).
Here, « is not fixed for each weight and is controlled by the noise level that protects e-DP. We
cannot directly compute the value of o because it depends on the value of the §. However,we
run an experiment to give an intuition about the connection between total privacy budget e

and a.

12

10+

0.5 1 10
€

Figure 8.6. € vs & on MNIST dataset.

We observe from Figure 8.6/that o = % is getting smaller (it means p is getting larger) when
the privacy budget € is relatively large. We may conclude that smaller privacy budget causes
more sparse neural networks. However, the value of the network parameter 6 is an important
factor here and the connection between #-a and 0-¢ are also needed to be examined. We will

work on these connections in detail in the future.
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9. CONCLUSION AND FUTURE WORK

This dissertation addressed two major problems: i) data fusion and ii) privacy protection.
We evaluated the privacy protection problem in two parts as: privacy protection in coupled
tensor factorization and privacy protection of deep neural networks. For the data fusion
problem, we proposed coupled matrix and tensor factorization models that can handle the
heterogeneous data jointly which is collected from different sources and stored in the form
of matrices and higher-order tensors. We particularly studied the link prediction problem
by formulating it as simultaneous factorization of matrices/tensors and extracting common
latent factors from the shared modes. While most existing studies on coupled analysis have
been developed to fit a specific type of a tensor model using a particular loss function, we
have developed coupled models for joint analysis of multiple datasets in a compact way using
various tensor models and cost functions. In our coupled analysis for the link prediction
problem, in addition to the commonly used KL-divergence and EUC distance based loss
functions, we have also studied various other cost functions based on -divergences. Through
extensive experiments on real datasets, we assessed the performance of various alternative
tensor models and loss functions. Numerical experiments clearly demonstrate that not only
joint analysis of data from multiple sources via coupled factorization improves the link
prediction performance but also the selection of right loss function and tensor model is crucial

for accurately predicting missing links.

Furthermore, we developed a variational Bayesian inference for coupled tensor fac-
torization with KL cost from a full Bayesian perspective that also handles the missing data
naturally. This method provided a practical way without incurring much additional computa-
tional cost to EM approach for computing the approximation distribution and full conditionals.
Our experiments demonstrate that the variational approach alleviates the overfitting better

than the standard tensor factorization approaches and leads to the improved performance.

Sharing information across matrices and/or tensors brings the privacy protection require-
ment. For the privacy protection in coupled tensor factorization, we proposed a privacy-aware

protocol to extract profitable knowledge from broad and distributed data sources via proba-
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bilistic modeling. Our model complies to the restrictions and constraints that are caused by
the data ownership or privacy issues on the models that are to be shared. We optimize our
approach to make effective use of the efficient privacy techniques to leak little information.
We initially developed the coupled matrix factorization algorithms to learn privacy preserving
shared representations, which fuse data sources from different providers and extract actionable
information for estimation. We then extended our method for coupled tensor factorization
models. For these methods, we used several composition methods and privacy notions; also
proposed novel definitions of privacy and analyzed the privacy theoretically on the basis of
the differential privacy which is our privacy metric. In conclusion, we empirically showed
that the performance of our methods significantly increases when more data providers are
integrated into the system. Empirical results also suggested that our algorithms are robust and

work very well in practice.

Finally, we introduced differentially private dropout (DPD) for the privacy protection in
coupled tensor factorization deep neural networks. DPD outputs privatized results in BNNs
with accuracy close to the non-private model learning results, especially under reasonably
strong privacy guarantees. To make effective use of the privacy budget over multiple iterations,
we proposed to calculate the cumulative privacy cost by using zCDP. Then, we showed how
to perform DPD in private neural network training settings and illustrated the effectiveness of

our algorithm on several benchmark datasets for DNNs.

There are several open leads for future directions, especially for the privacy protection
problem. We can tackle this directions in two categories: i) theoretical directions and ii)
application-based directions. For the first category, a useful and interesting future step is
providing a formal utility guarantee for the proposed approaches, since the privacy-utility
tradeoff for both tensor factorization and neural network training is still an open problem.
In addition to the utility analysis, using novel privacy protection mechanisms and analyze
the privacy with them is an important future direction. Most recently, Balle and Wang [153]]
proposed an improved Gaussian mechanism that significantly increases the accuracy of
standard Gaussian mechanism especially for high-dimensional datasets. Once again, Balle
et al [154] introduced a novel privacy amplification approach by using subsampling. This

approach leads to the tighter analysis of differential privacy and makes the design of new
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differentially private algorithms easier. We are planning to use these two techniques to
improve the utility of our proposed algorithms. One substantial next step is to extend the CMF
and CTF approaches to a fully distributed scenario where a public dataset can be improved by
additional information provided by the analyses of other datasets in a differentially private
way. In that setting, we assume /V sites that hold private data and M sites that hold public data
that has no privacy constraints. Besides, each data site may have a set of two types of users:
public and private. The public users are the people who are volunteers to share their data, such
as their scores in recommender systems, openly. On the other hand the private users demands
brutal privacy guarantees, so their data is required to be protected. We aim to develop a
mechanism for every participant to control the desired level of privacy when participating
in the system. As a last theoretical direction, we approach the Bayesian Neural Networks
(BNNs). We presented a method for differentially private training of a single BNN. However,
the sensitive data that is used for the training of the neural networks are generally distributed
across different parties. Besides, knowledge aggregation and transfer in deep learning recently
become very popular and they increases the requirement of privacy protection of the data.
For these reasons, we consider to work on a differentially private training of distributed deep

neural networks and differentially private transfer learning.

Besides, we can increase the number of applications for our differentially private
algorithms. First of all, we can extend the approach to more sophisticated stochastic gradient
algorithms [155}|156] in place of SGLD to further improve the mixing rate and then apply our
proposed generic algorithm to any latent factor model. For example, we left its application to
other probabilistic models such as logistic regression and Latent Dirichlet Allocation (LDA)
to future work. Finally, the DPD algorithm proposed in this thesis are generic and it can
be applied to any neural network model. We left its application to other variants of neural

networks such as convolutional and recurrent neural networks for future work.
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APPENDIX A: Gradient Computation for Exponential Familiy

Distributions

For all differentially private coupled matrix and tensor factorization methods that we
use SGLD, we have to derive the gradient of the log likelihood w.r.t. ©,. We give the update
equations in Section as:

Ouly) = O4l;) ) + VO
9d<t> = Ougen) + ) VOu(,)

veVY
for private and shared factors respectively. In this section, we will derive the gradients for
DP-CTF in detail. Before deriving the equations w.r.t. ©,, we will write down the general

form the derivative of the S-divergence that is described in Equation [2.4| with respect to X as

follows:

Ody(X; X) _ X4 Rl X-X
X Xr

In our case X is the tensor, and the derivative of the 3-divergence d,,, (X; X )) w.rt. an
element of the model output tensor X® similarly becomes:
8dpv (X(U) ) X('U)>>

—~ ! — _X(v) X(U) —Pv X('U) 1—py — _ A.l
HX® T X (A1

We can obtain the partial derivatives by using Equation as follows:

od,, X(” X(” )) 0X®)
a@d Z g; 964 “.2)
(v)
=2 | e D | (A3)
ioig X R k d¢s,

where £ is the loss function that corresponds to — 3", ° i ea, log p(X f:) > Tl S, Gz(j,)c)
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Finally, we can rewrite the equation above in the following form:

Do L= Y[R, Mgy (X))

-3 [R”’dgzﬁ;lAd,U(()A((”))(_p“) o X(”))]

where Ay, (A) = [Zz‘vmid AE:) > [ags, 02(5,)6} as we mentioned in Section[3.1.1

Here, we compute the gradients under the assumption of each observation tensor is
modeled by the same type of distribution having the same dispersion parameter. This results
in the same cost function (p,) for all the observed tensors X (") and we can cancel out the
dispersion parameters from the update equations. To compute the gradients for DP-CMF
model (the Poisson-Gamma model) we described in Section 4.1.2 we take p,=1 and for the
DP-CTF model (the Normal-Normal model) that is described in Section we take p,=0.
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APPENDIX B: Noise Computation for DP-CMF

We begin with the definitions of the relevant ingredients than compute the amount of

noise that is needed for each iteration of Algorithm

Using the moments accountant features given in Section [2.2.3] Abadi et al [81]] proved

the following lemma.

Lemma B.1. Suppose that f : X — RP with || f(-) ||< 1. Let 0 > 1 and B is a minibatch
sample with sampling probability q, i.e., ¢ = B/S with minibatch size of B. If ¢ < 16%T,for
any positive integer A\ < o2 log qig, the mechanism A(Y') = 3. g f(z;) + N(0, 0?1) satisfies:

AN+ 1)

1= )2 +0(¢°N*/o?)

as(N) <

Li et al [28] used Lemma [B.|for their privacy analysis. We make use of their analysis to
prove Theorem[4.3] There are two options that are needed to be satisfied to prove this theorem.
We can use a decreasing or fixed stepsize and we will show that (¢, §)-DP is guaranteed in

both cases.

Proof when the stepsize decreases . We first prove that if the variance of £ is set

to o2 = CgGQTWZlS/; log(1/9) n?, Algorithm satisfies (e, §)-DP.

Since Algorithm [2 sequentially updates the model parameters U (could be multiple
U™ for each site n) and V, each iteration corresponds to a randomized mechanism A; that is

defined in Theorem So, the first step is to derive moments accountant for each update.

o The only data access in each iteration is 3=, o AU and D i ) eBD AVt

Thus, we focus on the interaction between noise & () and the gradients. Given that the



135

updates of U and V" are similar, we focus on the interaction between | (im,f)EBD AV (1)
- y B
thatis 2 32 e pmo AV 4 ¢l where g = 225
2.2
To simplify the notation, we let 77> = %, and the variance of (™" can be rewritten
t

F2G2n241/3
as o7 = =_;—1I. Then we have:

ToS™ Ay e =N AT A0, 07 /92

(inJ)eB("’t) (inJ)eB(n,t)
G[1 -
=X G > AVEI L N(0, )
¢ (in,5)€B(D

We can apply Lemma|[B.1 to compute the upper bound for the log moment of privacy
loss random variable. When we set f(z;) = LAV ™% and 02 = 7jt'/, the upper bound

for the " iteration:

When Lemma [B.1|is satisfied, 7*t'/3 > 1 and ¢ < By Theorem@ the log

1
1671 /6"

moment of the privacy loss random variable over 7" iterations is bounded by:
T
a()\) < Z t*1/3q2)\2/ﬁ2
t=1

Since S, t71/3 = O(T??), when ¢ = ¢,¢*T%? and 7} = cgq—w the condi-
tions (2) and (3) of Theorem[ﬂ is satisfied. When we plug in 7 and ¢, we obtain the
required o} that proves Algorithm is (¢, 0)-DP.

In addition to conditions (2) and (3), condition (1) also needs to be satisfied. In practice
it is easy to satisfy that n, < % and most of the time it is satisfied. In all our experiments
this condition is satisfied. In the worst case scenario, S = 7500 and G = 2, and 7 is

much smaller than 1875. (J
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Proof when the stepsize is fixed: . The difference for the fixed stepsize is the variance

of £ which is set to 0 = T%fﬁl. Then we apply composability theorem and Lemma [B.1

to show Algorithm satisfies (e, 0)-DP:

Tq* N /g < Ae/2
exp(—Ae/2) < ng log(1/qmo)
We can find constants c3 and ¢4 using the properties defined in the previous section. All the
q+/1og(1/6)

and compare it to <, we see that Algorithmis (e,6)-DP. I

above conditions are hold when € = ¢3¢*T and 1y = ¢4 . When we plug in ¢ and 7,
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APPENDIX C: Noise Computation for DP-CTF

We first provide the proof for Theorem[d.5|to demonstrate that the Algorithm 2]preserves
(¢,0) -DP. Then, we compute the amount of noise that is needed to be added at each iteration
for AC and zCDP cases. We begin with the definitions of the relevant ingredients that are
used for the proof of Theorem

Lipschitz continuity:. A function f(z) : R — R is Lipschitz continuous (L-Lipschitz),

if for all pairs (1, 22) we have | f(z1) — f(z2)|< L|xy — 23]

Lipschitz smoothness: . 1f a function f(x) is differentiable, with | f'(z)|< L for all z,
then f(x) is also Lipschitz smooth (L-smooth) [[117.{118].

In many DP studies [[116,/117,/121]], the boundedness of the loss-function is a typical assump-
tion. When the parameter space is unbounded, the loss function is generally unbounded too.
And, if the loss function is unbounded, the algorithm does not meet (¢, 0)-DP in general. In
this study, the loss function is the log-likelihood and under the boundedness assumption of

the loss function, we get

log p(), | {0;0 }aes,) — og p(as, @ | {0 Yaes,) < L || ) — 2, @ |,

<2L

When X () = Zszl [Lscs, ©a is bounded, the Lipschitz constant L is usually small
for continuous distributions [27]. L will be a bound on log p(:r;l(:) | {61 Yaes, ) and will be
a small constant unless p(:cgfj) | {6;,:"Vaes, ) increase or decrease exponentially fast at any

point. We use gradient clipping to satisfy the constraint of Lipschitz continuity. Here is the
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simple prrof that how gradient clipping supports the Lipschitz conditions:

L Af() | = Ll w1 = w2 [|Z] f(z2) = fla1) [Z] (Af(21), Af (22)) |
=l Af(z) |I”

Finally, we will show a remark that is used for our noise computation:

Remark C.1. (Remark 1 in [27]) Given target privacy parameters €,o, 0101 > 0, to ensure
(€tot, kO + 010r) cumulative privacy loss over k mechanisms, it suffices that each mechanism is
(€iters 5iter)'DR where

c

Citer = <1 (Cl)
2k log(l/(stot)

for some constant ¢ < \/log(1/d,4). Equation @) (Advanced Composition Theorem) can
be simplified into €;,; < 2c by applying the inequality e“*r — 1 < 2€;¢,. (Taylor’s Theorem
is used for the proof.)

Now, we continue with the noise computation that is needed to calculate the privacy
loss of the iterative approaches. In DP methods, a query is a function to be applied to a dataset.
An iterative approach permits the data analyst to use queries adaptively, deciding which query
to pose next based on the observed responses to previous queries. Here, we aim to model the
composition to formalize the privacy of our algorithm. We need the composition because
each party or each iteration may adaptively influence the data. In our algorithm, as a result of
multiple (say 7') iterations, we obtain a bound for the expected cumulative privacy loss where
each iteration provides €;.,.-DP. We can trade off a small amount of ¢ to get a much better
bound for the privacy loss due to the composition. The privacy loss for the current iteration
is computed by using Privacy for subsampled data, Gaussian Mechanism and Advanced

Composition that are described in Section By the Gaussian Mechanism, the privacy
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loss for the current iteration is in fact bounded from above by:

€iter = Nof1/210g(1.25/044r) /0’ (C.2)

In Algorithm E, we set o to \/128222712 log (225212 ]0g(2/6) (778’)))2. The gradient of the
log-likelihood (e.g. >, _nw Vo, log p(Xi(:)H@d(t)}desv)) is multiplied by the learning rate

77((:)) and the number of minibatches ng = C,/B. So, we divide the standard deviation o by

(n((:))n p) to obtain the required amount of noise that is added to

>ies® Vo, logp(Xi(:)H@d(t)}deSv) and obtain ¢’ in Equation (C.2):

/1280512 e log (250,57 6)2108(2/6) (1))
o =

77((:)) np

_ L+\/256T Blog(2.5n5T/6)log(2/5)
— wer

After computing o/, we compute €., where 04, = ﬁ by Advanced Composition:

Do f/2108(1.25/0er)  2L+/210g(2.5n5T/6) e3/C,
Fiter = o’  L\/256TBlog(2.5n5T/5)log(2/9)

IR

/32 TBlog(2/5)

By privacy for subsampled data, the privacy loss for the current iteration is:

ev Oy 2B €/2

V/32BT1og(2/6) Co  \/2(C,T/B)log(2/9)

Verify that we can indeed do that as ——C 1 from the assumption on 7'. Note that
32BT log(2/5)

to get 1" data passes with minibatch size B, we need to go through at most |nT'| iterations.

Apply the advanced composition theorem, we get an upper bound of the total privacy loss €

)

and failure probability 6 = % + 5o

npT accordingly.[]
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We compute the amount of noise for Advanced composition. This noise can be converted
to zCDP noise by using the Proposition Proposition and Lemma given in
Section For the conversion from DP to zCDP, we first convert the epsilon used for AC

case to a value which is used for zCDP case as:

excpp = p+2x+/plog(1/0)

Then, for A = 1, B = 2,/—log(d) and C' = —e we solve the following differential equation:

p=((-B+/BZ—dxAxC)/(2% A))’

Finally, we compute the new o value based on the new e.
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APPENDIX D: Local Differential Privacy: CMF

We reserve this appendix to prove that the proposed methods LDP1 and LDP2 are
locally e-differentially private. Following the definition of local differential privacy provided

in [[60], we prove that the privatization mechanism R used in our methods preserves e-DP.

As we explained in Section and Section we chose a privatization method R
that allows us to form the marginal likelihood Pr(2; j|\; ;, €) and sample from Pg (z; ;|2 ;, Ai j€).
We added noise from a two-sided Geometric distribution to each of the observations in order
to guarantee e-local-DP. In [57] they explained and proved that there are three ways to produce
the perturbed data. First we show how two-sided Geometric random variable can be generated
in a different way:

€ €

1_6), t2NEXP(1—€

ty ~ EXP( ), 7 ~ Skellam(t1, t5)
where the Skellam distribution is defined [[157] as the marginal distribution over the difference

T = g1 — g2 of two independent Poisson random variables g; ~ PO(p;) and gy ~ PO(p2).
Then, we show the three methods in Table

Method 1 shows that our algorithm guarantees privacy, because two-sided geometric noise
is an existing privacy mechanism. We used this method in our experiments. Method 2
represents the two-sided geometric noise in terms of a pair of Poisson random variables with
exponentially distributed rates. Method 3 marginalizes out all three Poisson random variables

including z; ;. In so doing, z; ; is directly drawn from Skellam distribution.
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Table D.1. Randomized privatization mechanisms .

Tij ™~ 2GE(e)
Method 1 | o, . ~ PO(\;) where ) ;=UV,

Zij = TigtTij

tijm ~ EXP(;=) for ne€{l,2}

Gijn ~ PO(t,) for ne{l 2}

Method 2

zij  ~ PO(Aiy)

Zij = Tijt+ Gij1— 9ij2

tijm ~ EXP(:=) for ne{l,2}
Method 3

Zz',j = Skellam(ti,j,l + )\i,ja ti’j’g)
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APPENDIX E: Noise Computation for DPD

In this section, we compute the noise for DPD algorithm by using both AC and ZCDP.
For the DP-CTF (AC), we use Advanced Composition (Theorem §.6), Gaussian Mechanism
(Theorem and Privacy for subsampled data (Theorem to compute the noise for each
step for DP-CTF (and DP-CMF) algorithms. However, we need to solve e, = (00t —0") /T

in order to use ;. in the following equations.

ot = /2T log(1/8") /o’ + T(o')? (Advanced composition)
o' =log (1 + v(exp(y/210g(1.25/8ier) /) — 1)) (Privacy for subsampled data)

Eiter = \/2108(1.25/044er) |0 (Gaussian mechanism)

We can compute the amount of noise/privacy budget per iteration in three steps:

e Compute ¢’ by setting A = 27, B = \/W , C = —e and solving the equation
o = (B + VBT—TAC)/(2A);

e Compute €. = log(((exp(c’) — 1)/v) +1);

e Compute 0 = \/2 log(1.25/8ter) / €iter-

For the DP-CTF (zCDP) we also use the Proposition4.9] Proposition and Lemma}4.11
to convert DP noise to zCDP. First we need to convert the ¢,,; of DP to new total amount

of noise for zCDP case by applying the Equation The same amount of privacy €., 18

defined as €,,; = T'/(27) 4+ 2+/T/(27) log(1/6) and &' equals to v/;;,,. Now, we can compute

the amount of noise/privacy budget per iteration in these three steps:

e Compute ¢ = (—B-++v/B2 — 4AC)/(2A) from given €;,; where A = T'/(41og(1.25/4")),
B = \/m/log(l.%/é’), C = —€1r and &' = Vjser;

e Compute €, = log(((exp(€e’) — 1)/v) + 1);

e Compute 0 = \/2 log(1.25/8ster) / €iter-

Eventually, the Gaussian noise £’ is computed as & ~ N(0,4G?021).
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