AUTHENTICATED QUALITY OF SERVICE AWARE ROUTING IN SOFTWARE
DEFINED NETWORKS

by
Samet Aytag
B.S., Computer Engineering, Middle East Technical University, 2016

Submitted to the Institute for Graduate Studies in
Science and Engineering in partial fulfillment of
the requirements for the degree of

Master of Science

Graduate Program in Computer Engineering
Bogazi¢i University

2019



1l

ACKNOWLEDGEMENTS

I would like express special appreciation and thanks to my supervisor Prof. Fatih
Alagoz for all his support, kindness and patience. With his guidance, thesis process be-
came extremely productive. I also would like to express my deepest gratitude to Prof. Ufuk

Caglayan. I have always felt his support in my academic life and my personal life.

I would like to express my sincere gratitude to members of my thesis jury, Prof. Tuna

Tugcu and Assist. Prof. Serif Bahtiyar for their feedbacks and constructive comments.

I would like to thank Dr. Orhan Ermis for his guidance during my masters studies.
This thesis would not be possible without him. I also would like to thank Prof. Cem Ersoy
for all his support. In addition, I would like to thank all members of SATLAB, NETLAB

and TETAM for peaceful and friendly environment.

Last, but not the least, I would like to express my gratitude to my family for their

support and love.



I\

ABSTRACT

AUTHENTICATED QUALITY OF SERVICE AWARE ROUTING IN
SOFTWARE DEFINED NETWORKS

Quality of Service (QoS) aware routing is an ongoing and major problem for tradi-
tional networks since they are not able to manage network traffic for an immense variety of
users due to their inflexible and static architectures. Software Defined Networking (SDN)
has emerged to remove these limitations by separating the control plane and the data plane to
provide centralized control with the help of programmable controllers. Such improvements
also make SDN more flexible than traditional networks in terms of achieving QoS-aware
routing. However, providing QoS-aware routing in SDN without using any security mech-
anism may become a challenging issue. For instance, malicious users in the network may
escalate their privileges to monopolize resource utilization. The provision of an authentica-
tion mechanism that jointly works with QoS-aware routing is expected to solve the issue.
In this thesis, we propose an Authenticated QoS-Aware Routing (AQoSAR) for Software
Defined Networks to determine routing paths of a single user and a group of users in an
authenticated manner. AQoSAR consists of the authentication application and the routing
application. In the authentication application, we employ Ciphertext Policy Attribute Based
Encryption since it easily operates with a huge variety of users by defining attributes such
as QoS-aware routing metrics. In the routing application, we propose a routing approach
based on a metric list rather than a single metric for determining the QoS level of users. To
show the applicability of AQoSAR, the security analysis and the performance analysis are

presented.



OZET

KIMLIK DOGRULAMA TABANLI HiZMET KALITESI FARKINDA
YONLENDIRME

Geleneksel aglar i¢in hizmet kalitesi farkinda yonlendirme giiniimiizde dahi ¢6zii-
lemeyen bir sorun olarak karsimiza ¢ikmaktadir. Bunun baglica sebebi geleneksel ag mimar-
ilerinin yeterince esnek olmayisidir. Yazilim tabanli aglar programlanabilir merkezi kon-
trol birimi kullanarak esnek bir mimari saglamaktadirlar. Bu nedenle, yazilim tabanli aglar
hizmet kalitesi farkinda yonlendirme uygulamalari i¢in en uygun ag mimarisidir. Fakat agda
olusabilecek herhangi bir giivenlik a¢1g1 kullanicilarin hizmet kalitesini olumsuz yonde et-
kileyebilir. Bu nedenle, hizmet kalitesi farkinda yonlendirme uygulamalar1 kimlik dogrula-
ma mekanizmasina ihtiya¢ duyar. Bu tezde, Kimlik Dogrulama Tabanli Hizmet Kalitesi
Farkinda Yo6nlendirme sistemini 6neriyoruz. Onerilen sistem, kimlik dogrulama uygulamasi
ve yonlendirme uygulamasi adinda iki uygulamadan olugsmaktadir. Kimlik dogrulama uygu-
lamasi kullanicilarin 6zelliklerine bagh olarak kullanicilarin kimliklerini dogrular. Yonlendir-
me uygulamasi ise kimligi dogrulanmis kullanicilarin yiiksek kalite yonlendirme hizmeti al-
masini saglar. Bu tezde, ayrica, Onerilen sistemin uygulanabilirligini gostermek i¢in giivenlik

ve performans analizleri de sunulmustur.
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1. INTRODUCTION

Software Defined Networks (SDN) has emerged to remove limitations of traditional
networks such as inflexible and static architectures by separating the control plane and the
data plane with the help of programmable devices, namely controllers and switches. Since
SDN is able to serve different variety of users with different expectations, it provides better
performance in terms of achieving Quality of Service (QoS) aware routing rather than tra-
ditional networks. However, providing QoS-aware routing is still an open issue for SDN.
There have been many studies to solve QoS-aware routing issues in literature such as [2-5].
OpenQoS in [2] provides QoS-aware routing for multimedia streaming. In [3], OpenQoS is
extended for the distributed SDN environment. Dijkstra’s shortest path algorithm with switch
utilization was proposed [4]. Another study on QoS-aware routing is [5], in which users are
isolated by network virtualization mechanism and routing is performed by considering such
users. In this thesis, we propose QoS-aware routing for SDN enhanced by enabling extended

authentication mechanism for groups of users and individual users.

One of the important characteristics of QoS-aware routing systems is the ability to
classify users by considering their privileges. These classifications are necessary to share
resources such as bandwidth capacity, latency in the communication, reliability of commu-
nications, etc. For instance, high privileged users may request high bandwidth capacity and
low latency in communications if they transfer mission critical information for an organi-
zation. On the other hand, low or medium privileged users may request high reliability for
communications. However, the existence of malicious users may degrade the QoS level by
using security vulnerabilities of controllers. Such users may impersonate themselves as high
privileged users to monopolize resources of network even if they are low privileged users.
Then, controllers become impotent of determining the correct QoS level for users. Thus, an
extra layer should be added for the routing application of controllers to provide a verification
mechanism for identities and corresponding privileges of users and groups. This verification
mechanism can be accomplished by using an authenticated QoS-aware routing, which is our
main motivation for the thesis. In order to address authenticated QoS-aware routing prob-

lem in SDN, variants of Attribute Based Encryption (ABE) schemes [6] can be used since



they easily operate with huge variety of users by defining different attributes for QoS-aware

routing metrics.

ABE is a variant of public-key encryption that employs public-private key pairs to-
gether with user attributes in a form of well-defined access policy to encrypt/decrypt plain-
texts/ciphertexts. Since user attributes are used rather than user identities in ABE schemes, it
can provide fine-grained access control on the encrypted data. ABE schemes are classified as
Key Policy Attribute Based Encryption (KP-ABE) [7] and Ciphertext Policy Attribute Based
Encryption (CP-ABE) [8]. In KP-ABE, the ciphertext is labeled with a set of attributes and
secret keys of entities are associated with access structures. In CP-ABE, the ciphertext is
associated with an access structure and secret keys of entities. In this thesis, we prefer to use
CP-ABE rather than KP-ABE to avoid the key distribution problem among entities in the

network.

Our contributions for the thesis are as follows:

* We propose an Authenticated Quality of Service Aware Routing (AQoSAR) to securely
determine routing paths of a single user and a group of users in the network.

* To provide authentication for huge variety of users with different expectations, we
employ CP-ABE as an authentication mechanism.

* We propose to use metric list rather than using a single metric for the QoS-aware
routing to meet different expectations of users.

* Moreover, we provide detailed analysis for the security of the proposed approach
against impersonation, collision, eavesdropping and replay attacks.

* Furthermore, we have presented numerical evaluations by using simulations to show

the applicability of AQoSAR.

The rest of the thesis is organized as follows. We present related works in Chapter 2.
Then, in Chapter 3, we propose AQoSAR. In Chapter 4 and 5, we present security analysis
and performance analysis for the proposed approach. Finally, the thesis is concluded in

Chapter 6.



2. LITERATURE OVERVIEW

To provide further understanding about the thesis, we present a detailed literature
overview in this chapter. First, we give basics of Software Defined Networking (SDN),
Quality of Service (QoS) aware routing issues in SDN and authentication mechanisms in
SDN. Then, we overview Attribute Based Encryption (ABE) and its use as an authentication

mechanism.

2.1. Overview of Software Defined Networks

In this section, we start with an overview of SDN architecture. Then, we present QoS-

aware routing methods in SDN. Finally, we examine authentication mechanisms in SDN.

2.1.1. SDN Architecture

SDN architecture provides decoupled data plane and control plane. This architecture
provides more information about the state of the entire network from controller to applica-
tions. In addition, having a centralized control plane simplifies the configuration and the

management of the network. SDN architecture has three main components [9]:

* Data Plane: This plane consists of simple switches which are only capable of forward-
ing. Data plane elements are not involved in any decisive action.

 Controller Plane: This plane consists of an entity named controller, which is a logical
entity that receives instructions or requirements from the SDN application plane and
sends them to the networking components. The controller also collects network infor-
mation from data plane and sends them to application plane. In this way, application
plane can perform logical operations with the network information.

* Application Plane: This plane consists of applications for the basic functions in the
network such as load balancing, intrusion detection, etc. SDN applications are pro-
grams that control network through the controller. Applications communicate with

SDN controller by an Application Programming Interface (API). In addition, to real-



ize networking functions, applications can build an abstracted view of the network by

collecting information from the controller for routing decisions.

== SDN Controller ' Middlebox (e.g. Firewall)
E Forwarding device with 8 Forwarding device with
decoupled control x embedded control ng:arle
ontro

Traditional Network Software-Defined Network
(with distributed control and middleboxes) (with decoupled control)

Figure 2.1. Traditional Network Infrastructure vs SDN Infrastructure [1]

In SDN architecture, communication between planes is realized by northbound and
southbound interfaces. The northbound interface is defined as a connection between the
controller and applications, whereas the southbound interface is the connection between the
controller and switches. Because SDN is a virtualized architecture, controller and switches

do not have to be physically located in the same place.

Infrastructural differences between SDN and traditional networks are as shown in Fig.
2.1. As shown in the figure, traditional networks need middleboxes to realize networking
functions. Moreover, control logic is distributed to routers in traditional network architec-
ture. Despite traditional networks, SDN architecture collects all network functionalities and
control logic into programmable controller. More abstract differences between two architec-

tures [10] are examined in Table 2.1.



Table 2.1. SDN vs Traditional Networks

Software Defined Traditional
Networks Networks
. Less complex Complex architecture
Complexity . .. .
architecture. due to vertical integration.
. Automated configuration with Manual configuration
Configuration . )
centralized controller. per device.
Manaseabilit Dynamic centralized control with | Limited network information
g y abstract view of the network. and distributed control logic.
Neth)rk Controller applications. Middleboxes.
Functions
Scalability High §ca1ab111ty . Low scalability du§ to
due to agile controller. static and complex architecture.
Policy Performed only Needs to be performed
Enforcement on controller. on all devices separately.

Routing mechanism of SDN is also different from traditional networks. SDN separates
the control logic from switches and places it in centralized controller. Switches which does
not have control logic are used as a forwarding device. The routing operation is performed
based on a set of rules which are declared to switches by the controller. Every SDN switch
has a flow table. When a new flow arrives to a switch, the switch controls if there is a
matching rule in the flow table. If the switch finds a matching rule, it applies the rule to
the flow. If there is no match, switch sends the first packet of the flow to the controller.
Controller analyses the packet and creates a rule for the flow. Then, controller sends the rule

to the switch. The switch keeps that new rule in the flow table and applies it to the flow.
2.1.2. QoS-Aware Routing in SDN

Routing applications in SDN can perform more powerful routing methods with the
abstract view of the network and real time statistics that are collected from switches. In
[2], a network virtualization algorithm to isolate tenants and perform a QoS-aware routing
algorithm on these isolated tenants was proposed. Application area of the algorithm selected
as cloud computing and data centers since most of the cloud computing and data center
applications use multi-tenancy architectures. In [11], users specify their bandwidth capacity
expectations for each service. While system provides the bandwidth capacity to the user, it

also optimizes utilization of a switch. Thus, QoS-aware routing for tenants is provided.



SCOR [12] Northbound API is introduced as a platform for QoS-aware routing appli-
cation. SCOR platform takes QoS constraints of routing application as an input and outputs
suitable paths to the applications. In addition, several QoS-aware routing applications were

implemented to show applicability of SCOR.

Statistics of switches are also important for routing in SDN. In [3], an extended version
of Dijkstra’s shortest path algorithm was proposed. The proposed approach uses switch
utilization as the weight of a node in order to compute the shortest path. In [4], NSV-Guard
was proposed to construct paths in a secure manner. NSV-Guard computes trust values of
switches by using switch statistics such as number of successfully delivered packets and the
probability of successfully relaying packets. Then, NSV-Guard utilizes the path with the

highest trust score.

A QoS-aware routing mechanism, namely OpenQoS, was proposed in [13] for achiev-
ing QoS in multimedia streaming. OpenQoS provides QoS by only considering multimedia
flows. Then, paths of multimedia flows are computed by minimizing the delay for a constant
jitter. An extended version of OpenQoS was proposed in [5] to operate on the distributed

SDN environment for providing QoS-aware routing in multimedia streaming.

Since QoS metrics are prone to change frequently, a QoS-aware routing system should
update routes periodically. To achieve seamless routing updates, [14] uses a multicast based
scheme. According to the scheme, during the update, both new route and old route is pre-
served until the copies of the same package arrive to a switch. Then, the old route is perma-
nently removed. The scheme is improved in [15]. The study compares the update process
for all the possible alternative routes with Virtual Network Function (NFV) and chooses an

optimal new route.

Even QoS-aware routing applications exist in the literature, these applications do not
operate according to QoS requirements of users. These applications perform the same rout-
ing procedure for different types of users. To address that problem, AQoSAR performs

routing according to QoS metric lists of users.



2.1.3. Authentication Mechanisms for SDN

Use of authentication mechanism is a pervasive approach for software defined net-
works. For instance, in [16], a lightweight authentication mechanism that operates between
controller and switches was proposed. The mechanism confirms the authenticity of switches
to controller. Another example usage of authentication mechanism in SDN is the authenti-
cation between switches and users in the network. Mechanisms in [17, 18] are example for
such usage of authentication in SDN. In both mechanisms, user authentication is performed
by using a trusted third party to regulate authentication in the network. Once the user is
authenticated, its access to resources is controlled with respect to the user policy definitions

in the authentication server. In this way, access control in network is achieved.

The provision of an authentication mechanism is also provided solutions for existing
attack models for traditional networks such as the DNS flood attack. Such attacks are a
type of Distributed Denial of Service (DDoS) attacks that endanger the availability of DNS
servers. In [19], CAuth was proposed as a countermeasure by using IP spoofing to distinguish
authenticated DNS queries in DNS requests while discarding unauthenticated ones. In [20],
CAuth is improved and become compatible with existing DNS application and OpenFlow
protocol. In [21], the model provides automated initialization for IPSec configurations in
order to authenticate OpenFlow switches. In [22], FreeSurf is presented as a wireless access
application in SDN. FreeSurf allows any service provider to authenticate their clients in a
public network. Also, service providers can determine an access policy for their clients

through Freesurf.

Since SDN switches are simple and capable to process excessive number of packets
in limited time, SDN is suitable for high speed optical networks. Nevertheless, authenti-
cation issues of SDN are open for optical networks. In [23], authentication schemes are
presented to provide mutual authentication and fine grained access control for SDN over op-
tical networks. Since proposed schemes were based on only hash function, they promise a

lightweight authentication mechanism.



Authentication is also important for verifying the identities of controllers when they
communicate with each other as defined in [24, 25]. In [24], an authentication model that
employs computation trust for the security of controller was proposed. The model provides
authentication between two controllers without a trusted third party entity. In [25], authenti-
cation handover mechanism over SDN controllers was proposed. The mechanism automat-
ically transfers authentication information of mobile users while they are moving from one

network to another.

Authentication is an open problem for SDN as far as the QoS-aware routing is con-
cerned. The existence of programmable devices may cause security vulnerabilities such
as malicious users may take control of the programmable entities to monopolize resource
utilization in the network. To address that problem, AQoSAR provides single and group

authentication mechanisms.

2.2. Overview of Attribute Based Encryption

In this section, we start the with definition of Attribute Based Encryption (ABE).
Then, we present applications of ABE. Finally, we introduce Attribute Based Authentica-

tion (ABA) and its applications.

2.2.1. Definition of Attribute Based Encryption

ABE is based on public-key cryptography. In conventional public-key cryptography,
a message is encrypted for a specific receiver by using the public-key of receiver. In ABE,
a message is encrypted for a set of predefined attributes. Participants who satisfy the pre-
defined attributes can decrypt the message. ABE schemes can be divided as Key Policy
Attribute Based Encryption (KP-ABE) and Ciphertext Policy Attribute Based Encryption
(CP-ABE).

In KP-ABE, the ciphertext is labeled with a set of attributes and secret keys of entities
are associated with access structures. [7]. An entity who has the correct access structure can
decrypt the ciphertext. The basic flow of KP-ABE is as shown in Fig. 2.2. KP-ABE scheme

consists of four algorithms.
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Figure 2.2. Basics of KP-ABE

» Setup: Master key MK and public parameters PK are generated.

* Encrypt: The algorithm takes a message M, a set of attributes y and public parameters
PK as input. It generates ciphertext CP.

* Key Generation: The algorithm takes access structure A, public parameters PK and
master key MK as input. It generates private key of user SK.

* Decrypt: The algorithm takes ciphertext CP that was encrypted under the set of at-
tributes v, private key SK for access control structure A and public parameters PK. If y

satisfies A, the algorithm decrypts the ciphertext and outputs message MS.

For attribute set

CB._E u X, AlX)=1

Encrypted x
Data B

™
Y, A(Y)=0
File encrypted under ‘l.

access structure A

For attribute set

Figure 2.3. Basics of CP-ABE
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The concept of CP-ABE is very similar to KP-ABE. However, in CP-ABE, the cipher-
text is associated with an access structure and secret keys of entities [8]. An entity who has
the correct set of attributes can decrypt the ciphertext. The basic flow of KP-ABE is as shown

in Fig. 2.3. The scheme consists of four algorithms.

» Setup: MK and PK are generated.

* Encrypt: This algorithm takes a message M, an access structure A and PK as input. It
generates ciphertext CP.

* Key Generation: This algorithm takes a set of attributes Y and master key MK as an
input. In generates private key of user SK.

* Decrypt: This algorithm takes ciphertext CP that contains access structure A, private
key SK for set of attributes y and public parameters PK. If y satisfies A, algorithm

decrypts the ciphertext and outputs message MS.

2.2.2. Applications of Attribute Based Encryption

ABE has many different application areas. One of the most popular application areas
for ABE is Information Centric Networking (ICN). In ICN, data owner has no control after
data is published. Therefore, as an access control mechanism, ABE is utilized for several
ICN implementations. In [26], ABE is used to solve confidentiality issue of ICN. The proto-
col proposes to use attribute based routing to ensure confidentiality. Attribute based routing
allows defining attributes for naming of content and performs access control based on the
attributes. In [27], a modified version of ABE for ICN was proposed. The approach uses
different attribute sets for content search and data access. Therefore, the content name is
protected and privacy of the access policy is preserved. In [28,29], ABE is implemented in
sensor devices which have limited battery and computational power. These studies show that
it is possible to use ABE for sensors who have limited battery and computational power. [30]
uses ABE for both confidentiality and cache management in ICN. Attributes, which are used

for defining access control of content, are also used for cache management of content.

In [31], CP-ABE is used for providing security management of personal health records.

Since personal health records should be accessible for predefined users (e.g. doctors, physi-
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cians), CP-ABE is suitable for the use case. In this study, personal records are encrypted

according to attributes of predefined users. Thus, patient privacy is achieved with CP-ABE.

In [32], a model to provide attribute updates in CP-ABE was proposed. Normally, in
CP-ABE, whenever an attribute changes, the entire private key of user should be changed.
To solve the problem, [32] proposes a fading function which allows users to update each
attribute separately. In [33], an approach that can recrypt data after policy change was pro-
posed. The approach defines attribute duration for every entity. The authority generates and
distributes secret keys based on attribute duration. When a new time period starts, entities
switch secret keys which belongs to the new time period. In this way, an entity who does not

has a valid secret key for the time period cannot decrypt data.

2.2.3. Attribute Based Authentication

In general, ABE schemes are used for providing the fine-grained access control on the
encrypted content. Another use of ABE variant is to verify users with respect to the attributes
assigned to them. Such usage is called as Attribute Based Authentication (ABA) [34-37].
The scheme in [34] is one of the example usages for ABA schemes. The proposed scheme
uses group signature in order to provide group authentication. In [35], a hierarchical ABA
scheme for cloud systems was proposed. The approach provides user based and attribute
based hierarchical ABA for two scenarios. In [36, 37], privacy preserving ABA systems
were proposed for health systems. In both frameworks, different privacy levels are used for
entities in the network. All entities in the system are categorized with privacy levels. Then,

these levels are used in order to authenticate users.

Another usage of ABA framework is the use for resource constrained devices as pro-
posed in [38]. In the proposed framework, verification of identities is realized in a proxy
server rather than the device itself due to the excessive computational cost of verification.
Further examples for the use of ABA schemes together with proxy server are given in [39]

and [40] to provide proxy signature for the privacy of secret keys of sender entities.
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To preserve an access control mechanism for IoT environments, ABA is used in [41—
43]. In [41], an ABA demo for IoT home environments is presented. Authentication of
Things (AoT) is presented as a holistic authentication mechanism throughout the IoT device
life-cycle in [42]. AoT provides access control and authentication for known IoT devices.
In addition, AoT ensures interoperability for guest devices in a seamless manner. In [43],
privacy of IoT devices is preserved by ABA. The approach uses attributes instead of identity

of users to ensure unlinkability of device transactions.

ABA is used with other authentication mechanisms in [44,45]. In [44] ABE and loca-
tion information are used for authenticating users. In the scheme, Bluetooth beacons broad-
cast an encrypted message with an access policy. Users that are in the range of beacons and
have correct attributes are able to decrypt the message and to login the system. In [45], bio-
metric and attribute based encryption are jointly worked for providing a robust authentication

mechanism.

Studies which are presented in the section show that CP-ABE is applicable when users
have predefined attributes. In this thesis, we proposed an approach where all users in the sys-
tem have predefined QoS attributes. Thus, CP-ABE is the best candidate as an authentication

mechanism for our approach.
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3. AQoSAR: AUTHENTICATED QOS AWARE ROUTING

In this chapter, we introduce Authenticated QoS Aware Routing (AQoSAR) for SDN.
AQoSAR is a novel approach to achieve both QoS and authentication while determining
routing paths of a user and a group of users in the network. As shown in Fig. 3.1, AQoSAR
consists of two applications, namely the authentication application and the routing applica-
tion. The authentication application is responsible for verifying identities of users and group
of users by considering their privileges. During the authentication process, QoS require-
ments of users are recorded to QoS metric list. Each user has a QoS metric list which defines
QoS requirements of the user. The authentication process can be realized by using the cer-
tificate authority and the authentication application in the controller. The certificate authority
is responsible for the distribution of certificates to users with respect to their privileges. The
authentication application is a computer program that runs on the controller to verify cer-
tificates of users. When the certificates of users are verified, the list of authenticated users
is transmitted to the routing application ((1) in Fig. 3.1). Later, the routing application de-
termines paths for authenticated users by considering the metric list of each user. As a part
of the routing application, statistics of switches and links are collected by controller ((2) in
Fig. 3.1). Controller transmits network statistics to the routing application ((3) in Fig. 3.1).
With the metric lists of users and the network statistics, routing application constructs an

appropriate path for each user or group.

QoS of users depends on limited resources of a network. If all users can access all of
the resources in network, then bottlenecks occur in the network. These bottlenecks prevent
the system to provide QoS to users. Therefore, to ensure QoS of users, a mechanism which
controls access of users to limited resources is needed. Such access control has two main
functionalities. The first functionality is to prevent system resources against the attempts
of malicious users to monopolize resources. If any malicious user in network manages to
reserve a high amount of resource for itself, it will directly decrease QoS of other users. The
second functionality is to separate users based on their privileges. In this way, AQoSAR

prioritizes to serve high privileged users.
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Figure 3.1. Overview of AQoSAR

Another important goal of AQoSAR is to enable each user to personalize their QoS
requirements. With the pervasive use of communication technologies, device variety and
number of devices have been increased. Increase of device variety results as a user diversity.
As a consequence of user diversity, users become to have different QoS expectations. For
instance, a health monitor sensor and a smart TV can be found in the same hospital network.
Main QoS requirements of smart TV are high bandwidth and low latency. In contrast to
smart TV, a health monitor sensor can operate with low bandwidth. However, high reliability
is vital for a health monitor system. In addition, people can use the same type of device for
different purposes. Therefore, using the same QoS metric for all users does not ensure QoS.
As a solution to the problem, routing module of AQoSAR performs QoS-aware routing based

QoS metric lists of users.
3.1. Authentication Application
Authentication application of AQoSAR is used for increasing the security of QoS-

aware routing. The application prevents malicious users from accessing routing benefits of

privileged users. Authentication operation is performed by considering user privileges with
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respect to their QoS metric list. Authentication application consists of two protocols, namely
single user authentication protocol and group authentication protocol. The application uses
El-Gamal encryption algorithm [46], Schnorr signature [47] and CP-ABE algorithm [8] for
confidentiality, authentication among entities and authentication for QoS-aware routing, re-

spectively. Notations for the authentication application are as given in Table 3.1.

Table 3.1. Notations for the Authentication Application

Symbol Definition Symbol Definition
CA Certificate Authority ME, n'"* Member of Group
C Controller MA Group Manager
e Entity MS, n'" Message

Attribute Based Encryption
EaBey for metric list y n Randomly Generated Nonce

Ey Encryption with Key k PK, Public Key of Entity e

G Group SK, Secret Key of Entity e

h() Hash Function SKage,. | Secret ABE Key of Entity e
ID, ID of Entity e t Timestamp

U User Ye Metric List of Entity e

Before introducing single user authentication and group authentication protocols, first,
we present definitions of ElGamal encryption algorithm, Schnorr signature and CP-ABE in

Definitions 1-3.

Definition 1. El-Gamal is an asymmetric key encryption scheme for public-key cryptography
[46]. We use El-Gamal to provide confidentiality of messages among entities. El-Gamal

scheme operates as shown in Fig. 3.2.

Definition 2. We prefer to use Schnorr signature scheme [47] as a signature scheme for

messages. The scheme operates as given in Fig. 3.3.
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Let G be a cyclic group of prime order ¢ and g be a generator of G.

KeyGeneration : Key generation algorithm chooses PK <—¢ {—1,0,...,¢ — 1} and com-
putes SK = g"’K_ The private key is SK and the public key is PK.

Encrypt(m,PK) : Encrypt algorithm takes message m and public key PK as input. The
algorithm chooses random a <—¢ {—1,0,...,¢g — 1}, compute ¢; = g%, s = PK“ and maps
message m on to m’ <—g G. Then, computes ¢; = m’.s . The ciphertext is (cy,¢7).

Decrypt(SK, (c1,c2)) : Decrypt algorithm takes ciphertext (cy,cz) and private key SK as

input. The algorithm computes s = ch and m’ = c,.s~!. Then, the algorithm converts m’

to m.

Figure 3.2. El-Gamal Encryption Scheme

Let G be a cyclic group of prime order g and g be a generator of G. Let H : {0,1}* xG — Z,
be a hash function.
KeyGeneration : Key generation algorithm chooses PK <—¢ Z\{0}, and computes PK =
g5K. The private key is PK and the public key is SK.
Sign(m, SK) : Sign algorithm takes message m and private key SK as input. The algorithm
chooses random a <—¢ Z, compute r = g%, ¢ = H(m,r) and s = a+c-SK mod g. The
signature is (s,c).
Verify(m,PK, (s,c)) : Verify algorithm takes message m, public key PK and signature
(s,c) as input. The algorithm computes r = g*- PK~¢ and verifies ¢ = H(m,r).

Figure 3.3. Schnorr Signature Scheme

Definition 3. CP-ABE scheme is a variant of ABE which provides fine-grained access control
for the encrypted text by using attributes of users [8]. In CP-ABE, the ciphertext is associated
with an access structure and secret keys of entities are labeled with the set of attributes. Only
users, who have the correct set of attributes are able to decrypt the encrypted text. We use
CP-ABE for authentication of messages while defining QoS-aware routing privileges. CP-
ABE algorithm for AQoSAR operates as defined in Fig. 3.4.

3.1.1. Single User Authentication

As the first functionality of the authentication module, AQoSAR provides single user
authentication to users. A legitimate user who wants to use privileges of itself can send

an authentication request to certificate authority. Certificate authority produces a certificate
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Let U be user, yy is metric list of user, CA is certificate authority and C is controller.
Setup : CA generates public parameters PP and a master key MK.
KeyGeneration(MK, yy) : CA generates secret key SKapg ¢ for user U by using master
key MK and metric list of user U Yy .
Encrypt(PP,n,yy) : C encrypts nonce n for user U by using public parameters PK and
metric list of user U Yy and outputs ciphertext CT.
Decrypt(PP,CT,SKagg u) : U decrypts ciphertext CT by using public parameters PP
and it’s secret key SKsgg y. The algorithm outputs nonce n.

Figure 3.4. CP-ABE Scheme

for a user if certificate authority confirms that the user has an authority to perform single
user authentication. User can use the certificate for authenticating itself to authentication
application. Sequence diagram of the single user authentication protocol is as shown in Fig.
3.5. Authentication of a user is realized in two steps. In the first step, a certificate that is
produced by certificate authority is used. In the second step, a nonce which is encrypted

with CP-ABE is used.
User Certificate Authority Authentication App.
MS;: Epko,(IDy|w|Sult)

MSy: Epk,(PKe|SKapry | Epko(PKy || Sca)|t)

MS; : Epk,(PKy ‘ w|Scalt)
MSs: Epk,(Earyy(n)|t)

MS; : Ep;\"‘(/l(njlf)

Figure 3.5. Sequence Diagram of Single User Authentication

Let U be the user, SKy is secret key of user U, PKy is public key of user U, Yy is metric
list of user U and SKspg  is CP-ABE key of user U. In addition, CA denotes Certificate
Authority and C denotes controller. Single user authentication protocol for a user U operates

as given in Fig. 3.6.
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1.1: U signs Yy, IDy and ¢t with SKy, en-
crypts them with PKc4 and sends it to
CA.

MS; : EPKCA (IDU "YU ‘ Su |l)

2.1: CA decrypts M S with SKc4, then veri-
fies Sy with PKy;.

2.2: CA generates SKxpr y based on Yy .

2.3: CA signs PKy and Yy with SK¢y, then
encrypts them with PK¢.

2.4: CA encrypts

(PKC | SKABE,U ’EPKC (IDU |YU | SCA) and
t with PKy, then sends it to U.

MSZ :
Epg, (PKc |SKape.u | Epk.(PKu | Yu|Sca) |1)

3.1: U decrypts M S, with SKy and redirects
Epkc(Eske, (PKulu)lt) to C.

MS3: Epk.(PKy|vu|Scalt)

4.1: C decrypts MS3 with SK¢, then verifies
Sca with PKcy.

4.2: C generates a nonce and encypts it with
EABE vy

4.3: C encrypts Expgy, (n) and ¢t with Epg;,
and sends it to U.

MS4:  Epk, (Eae,y, (n))

5.1: U first decrypts MS4 with SKy;, then de-

crypts EABE,YU (n) with SKABE,U-
5.2: U take hash of n with h(), encrypts h(n)
and t with PK¢ and sends it to C.

MSs: Epg.(h(n)t)

6.1: C decrypts MSs with SKc.
6.2: if h(n) is correct then

6.2.1: Authentication of U is completed.
6.3: else

6.3.1: Authentication of U is failed.
6.3.1: end if

Figure 3.6. Details of Single User Authentication

3.1.2. Group Authentication

To provide authentication for a group of users, AQoSAR offers a dynamic group au-

thentication mechanism. A predefined group of users can use group authentication to have

the same QoS privileges. Group authentication protocol consists of three operations, namely

group creation, join and leave. Presence of join and leave operation is increasing the appli-

cability of AQoSAR into real world scenarios. If any modification on the group is needed,

group manager can perform these operations instead of forming a new group.

In group authentication, we use the extended version of the single user authentication

protocol. First, users, who form the group, are delegated as group managers. Group man-
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agers are responsible for determining the metric list for the QoS-aware routing. Moreover,
group manager also needs to specify a member list. After the metric list and member list are
determined, group manager transmits them to certificate authority. Then, certificate author-
ity distributes certificates to group members. Users can authenticate themselves to controller
with the certificates. After a group is formed, modification on group can be performed with

dynamic group operations. The dynamic group operations are realized by group manager.

In addition to use single user authentication and group authentication protocols apart,
these protocols can be used together for determining multi-level QoS-aware routing for user.
For instance, some users may have high privileges when they are communicating as a group
member and they may have low privileges when communicating as a single user. As a con-
sequence, it is possible to assign different QoS levels for users by considering their member-

ships for group in the network.

Membern | | Member1 | | Manager Certificate Authority | | Authentication App.

MSs : Epgo (1D

(IDyg, || 1Dy, )

e Sualt)

MSy : Epgy,,(PKc |IDg| Epko(IDg| PKya|Sca) 1)

MSs : Epiy, (PKe | SKappair, | Epxo (1D

[Dyg,

P KM E

Sea)|t)

PKyg, 5c4) 1)

A‘V
G

MSg: Epkye, (PKc|SK e,

Epk([Dg

[Dyg,

6

MSy: Epk.(v6| PKyg, |Scalt)

MS10: Epkys, (EaBEac(n)|t)
MSi1: Epg,(hin) 1)

Figure 3.7. Sequence Diagram of Create Operation

3.1.2.1. Create Operation. Create operation is the first operation of the group authentica-
tion. To perform create authentication, a user who is authorized as a group manager is

needed. As a first step of the create operation, the manager sends a group creation request
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1.1: MA signs IDya, Yo, IDMEly----’IDME,,
and t with SKj4.
1.2: MA encrypts

(IDma |YG | (IDyE, | .- | IDyME,) | Sma | t)
with PKc4 and send it to CA.

MS6 .
Epke,(IDya | Y6 | (IDyE, | ---- [ IDyE,) | Sma |t)

2.1: CA decrypts MSe with PKcy, then
verifies Sysa with PKyy4.

2.2: CA signs (IDg|PKya) with SKcyq and
encrypts it with PKc.

2.3: CA encrypts EPKC (IDG ‘ PKyra | SCA),PKc,

ID¢ and r with PKj;4 and sends it to MA.

MS7 :
EPKMA (PKC | IDG | EPKC (IDG | PKya | SCA) |t)

3.1: CA generates SKapr mg based on Y.

3.2: for each ME in (IDyg,|....|IDuE,) do

3.2.1: CA signs PKyr and Y with SKc4.

3.2.2: CA encrypts (Yo|PKuEe|Sca) with Kc.

3.2.3: CA encrypts EPKC (YG|PKME|SCA) R
PKc, SKABE,ME and r with PKyg

and sends it to ME.
3.2.4: end for

MSsg :EPKMEl (PKC’SKABE,MEl ’
Epk.(Y6|PKmE, |Sca)lt)

4.1: ME, decrypts MSg with SKyg, and
redirects EPKC (’YG ‘ PKyE, |SCA|Z‘) to C.

MSy :Epk.. (Yo | PKuk, |Sca|t)

5.1: C first decrypts MSg with SK¢, then ver-
ifies Sca with PKcy.

5.2: C generates a nonce and encypts it with
EABE y-

53: C encrypts Eappy;(n) and t with
EPKMEI and sends it to ME].

MS10:  Epkye, (EaBE v (n)]t)

6.1: ME, first decrypts MSyp with
SKwyE,, then decrypts Eapg y;(n) with
SKABE ME, -

6.2: ME take hash of n with A(), encrypts
h(n) and t with PK¢ and sends it to C.

MSH : EPKC (h(l’l) |t)

7.1: C decrypts MS11 with SKc.

7.2: if h(n) is correct then

7.2.1: Authentication of ME| is
completed.

7.3: else

7.3.1: Authentication of ME] is failed.

7.3.1: end if

Figure 3.8. Details of Create Operation

to the certificate authority. The request includes metric list and member list. If the request
of the manager is approved by the certificate authority, group certificates are distributed to
group members. Then, group members can proceed authentication with their certificates.

Sequence diagram of create operation is shown in Fig. 3.7.
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Let G be the privileged group, MA be manager of the group G and ME,, denotes n'"
member of group. SKj4 is secret key of manager MA, PKy;4 is public key of manager MA,
Sma 1s signature of manager MA. SKyg, is secret key of member ME,,, PKyg, is public key
of member ME,,, SKape mE, 1s CP-ABE key of member ME,. V¢ is metric list of group G.
In addition, CA denotes certificate authority and C denotes controller. Create operation for

group G operates as shown in Fig. 3.8.

3.1.2.2. Join Operation. When a new member wants to join a group, join operation is per-

formed. To perform the join operation, consent of the group manager is needed. As the first
step of join operation, group manager sends a request which includes list of new members
and group ID to certificate authority. If certificate authority approves the request, it produces
and distributes certificates to new members. Then, new members can proceed authentication

with their certificates. Sequence diagram of join operation is shown in Fig. 3.9.

New Memberk | | New Member 1 Manager Certificate Authority

MS1a: Epk,,(IDya| IDG | IDnew, || IDnews, | Spra [t)

M813 . EPK PKC | SKABE.neuq

EPKCUDG ‘ ]Dnewl )¢ ‘ PKnem ‘SCA) | t)

newj (

MSIS :EPK PKC ‘ SKABE.newk ‘EPKC (IDG ‘ [Dnewk MG | PKnewk ‘SCA) ’t)

VIC’“)A. (

Figure 3.9. Sequence Diagram of Join Operation

Let G be the privileged group, MA be manager of the group G and new, denotes n'"
new member of group. SKjy4 is secret key of manager MA, PKj;4 is public key of manager
MA, Sya is signature of manager MA. SK.,, is secret key of new member new,,, PKe,,, 1s
public key of new member new,,, SKagg new, 1S CP-ABE key of member new,. Y is metric
list of group G. In addition, CA denotes certificate authority and C denotes controller. Join

operation for group G operates as shown in Fig. 3.10.
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1.1: MA signs IDya|IDG|(IDpew, |...-|IDpew,) 2.2: CA generates SKapg new based on yg.

with SKy4. 2.3: for each ME in (IDpey,|....|IDpew, ) do
1.2: MA encrypts 2.3.1: CA signs PK,,,, and Y with SKcy.

(IDMA |IDG | IDner |-~--|1Dnewk |SMA |l) 2.3.2: CA encrypts (’YGlPKnew|SCA) with K¢.

with Epg,., and sends it to CA. 2.3.3: CA encrypts Epg.(Y6|PKnew|Sca)

PKc, SKABE,new and r with PK,,, and
sends it to ME.
MSy, 2.3.4: end for
EPKCA (IDMA |IDG | IDner ‘----‘IDnewk ‘ Sma ’l‘)

MS13 :Epk,,,, (PKc|SKaBE new, |

2.1: CA decrypts M S, with PKcy4, then
Epk(IDGIDnew, |YG|PKnew, |Sca)lt)

verifies Sys4 with PKyy4.

Figure 3.10. Details of Join Operation

3.1.2.3. Leave Operation. When a member should be expelled from group, leave operation

is performed. As the first step of leave operation, group manager sends a request which
includes list of expelled members and manager certificate to the authentication application
directly. If the authentication application approves the request, it puts expelled members to
the blacklist of the group. As expelled members are in the blacklist, they cannot use routing

privileges of the group. Sequence diagram of leave operation is shown in Fig. 3.11.

Manager Authentication App.

MS14: Epk ([ Doty | | DData; | Epic,(IDg

PEy4|Sc4)| Sualt)

Figure 3.11. Sequence Diagram of Leave Operation

Let G be the privileged group, MA be manager of the group G and old, denotes n'"
old member who left the group. SKj4 is secret key of manager MA, PKjy4 is public key
of manager MA, Sy is signature of manager MA. CA denotes certificate authority and C

denotes controller. Leave operation for group G operates as shown in Fig. 3.12.
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1.1: MA signs (IDyq, |....|IDyyq) and 2.1: C decrypts MSy with SKc, then verifies
EPKC<IDG|PKMA ’SCA) with SKjz4, en- Srra with PKya.
crypts it with PK¢ and sends it to C. 2.2: Cdecrypts Epg,.(IDG | PKya | Sca) with
SKc, then verifies Scq with PKc4.
2.3: Cadds (IDyq, | ... |ID4,) to the black-
MS14 :Epk.(I1Doid, |----IDo1a, | list of group G.

Epk.(IDG|PKumalSca)|Smalt)

Figure 3.12. Details of Leave Operation

3.2. Routing Application

The routing application performs routing operations based on QoS metric list of users
and groups. The application analyzes incoming packets with respect to privileges of their
owners. Then, the application determines the most suitable path for the packets by consider-
ing the network statistics collected from switches. QoS level for each user and group can be

determined by using the combination of the following metrics:

Availability: This metric defines availability expectation of a user. Availability of a

switch is determined by using the packet drop ratio of a switch.

* Reliability: This metric defines reliability expectation of a user. Reliability of a switch
is determined by the up-time of a switch.

* Cost: This metric defines the node weight for calculating the shortest path. Cost has
nominal values, where C = {utilization,delay, min-hop}.

* Bandwidth Capacity: This metric defines bandwidth capacity expectation of a user.

* Criticality: The metric is used for defining criticality of packets to be transmitted for

each user. Criticality can only have 41 or —1 values.

As an example use case scenario, to meet the reliability and the availability expecta-
tions of users, the routing application defines reliability and availability levels for each switch
by considering the packet drop ratio and the up-time of a switch. Then, routing application
detects and isolates switches with low reliability and low availability for high privileged users

that request more secure communication.
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QoS-aware routing problem in SDN is defined as a constraint shortest path problem in
[13]. Since we have multiple metrics for QoS-aware routing, we define our routing problem
as a multi-constraint shortest path (MCSP) problem. We prefer to use the cost metric of a user
as a weight of MCSP problem. For other constraints of MCSP problem, we use availability,
reliability and bandwidth capacity metrics of users. In our formulation, (i, j) pair represents
link between node i and node j. Let P(source,destination) be the set of all paths from source

node to destination node, For any path p € P(source,destination), we define cost function

fe(p) as:

fep) ="} ci (3.1)

where c;; is cost of (i, j) link. If cost metric of user is utilization, ¢;; denotes utilization of
(i,]), if the metric is delay, c;; denotes delay on (i, j) and if the metric is min-hop, ¢;; is 1.

We define our availability constraint for path p as follows:

1, Vsep,a;>a,
fa(p) = (3.2)

0, otherwise

where s denotes a switch, ag; denotes the availability level of the switch s and a, denotes

availability metric of user u. We define our reliability constraint for path p as follows:

1, Vsep,ry>r,
fr(p) = (3.3)

0, otherwise
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where r; denotes reliability level of a switch s and r,, denotes reliability metric of user u. We

define our bandwidth capacity constraint for path p as follows:

17 v(i7j)€p7bi,' Zbu
fo(p) = ) (3.4)

0, otherwise

where b; ; denotes bandwidth capacity of (i, j) link and b, denotes bandwidth metric of user

u. Then, we can formalize our MCSP problem as:

p" = argmin{fc(p) | p € P(s,d),
P (3.5)

fa(p)=1,1(p) =1, fo(p) =1}

When a new flow arrives to a switch, it forwards the first packet of the flow to the
controller. If source node or destination node of the flow is authenticated user, path of the
flow is constructed based on the path construction procedure. If both source and destination

nodes are unauthenticated users, default routing procedure on the controller is performed.

The path construction procedure of routing application is as shown in Fig. 3.13. The
procedure is a modified version of Dijkstra’s shortest path algorithm which calculates the
shortest path based on the cost metric of the authenticated user. In addition, the procedure
eliminates nodes and links which do not satisfy availability, reliability and bandwidth capac-
ity constraints of a user. If there is no path which satisfies QoS constraints of an authenticated
user, criticality metric of the user is used for determining the next step. If the criticality metric
of a user is +1, packets of the user are identified as critical packets. Therefore, all packets
that come from the user are dropped. If the metric is —1, QoS constraints of the user are

discarded and the path which offers lower cost is used.

QoS metrics, which are used in the routing application, are prone to change frequently.

Therefore, paths should be recalculated periodically. As a solution, the routing application
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assigns a lifetime to each path. After lifetime of a path expires, the path will be deleted
from flow tables of switches. Hence, AQoSAR ensures that QoS expectations of users are

fulfilled.

Input:

Graph: Network Topology

source: Source Node

destination: Destination Node

U: Authenticated User

{ry,ay,cy, by }: reliability, availability, cost and metrics of user U

1: procedure PATHCONSTRUCTOR

2: dist[source] < 0
3: prev[source] <— Undefined
4 Q < Empty
5 for each node n in Graph do
6: if n # source then
7 dist[n] < oo
8 prev[n] <— undefined
9: addnto Q
10: end if
11: end for
12: while Q is not empty do
13: p < node in Q with min dist[p]
14: remove p from Q
15: if p == destination then
16: return dist[p], prev(p]
17: end if
18: for each neighbor r of p do
19: if (rr <ry || ar <ay || b(p,r) <b, ) then
20: remove 1 from Q
21: else
22: calculate ¢(,, ) based on ¢,
23: if dist[p] + C(p,r) <dist[r] then
24: dist[r] < dist[p] + C(p,r)
25: prev[r] < p
26: end if
27: end if
28: end for

29: end while
30: return dist[p], prev[p]
31: end procedure

Figure 3.13. Path Construction Procedure
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3.3. Use Case Scenario For AQoSAR: A University Department

To have a further understanding about applicability of AQoSAR, we provide a use case
scenario. Due to the nature of a university department, there are different types of users in
the department. For our use case scenario, we divide these users into four categories. These
categories are professors, heads of research labs, research lab members and undergrad stu-
dents. Each of these categories corresponds to an authentication level. We explain behaviors

of AQoSAR for four different authorization levels.

____________________________

{ Head Of Research Labs |
| : Manager of an
i zzg i Authenticated Group
! "Professors i
| 000 000 000 | Authenticated User
| W SN SaW |
Research Lab Members i Member of an
! i Authenticated G
::a. ... .. :&: za: ; uthenticated Group
| Undergrad Students _ Default Routing
i .. ... ... ... ... .&: :&: | Procedure

Figure 3.14. Authentication Levels of the University Department

As a first authentication level, we examine authorities of professors. Since QoS of a
professor can be considered as more important than other users in network, AQoSAR allows
professors to choose their QoS parameters. In other words, professors are allowed to perform
single user authentication in the system. In this way, AQoSAR ensures that highly prioritized

users - in our case, professors - have high QoS.

Heads of research labs are our second authentication level. In a department, there are
different research labs each of which has different research interests. Therefore, expectation
of users differs. For instance, the lab that studies network security may need high reliability
and the lab that studies computer vision may need high bandwidth capacity due to the amount

of data transferred at a time. In our scenario, each lab has a group manager in order to set
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necessary metrics for the group authentication. Head of each research lab can select suitable
QoS parameters for their lab members. Moreover, the head of a lab can select lab members.
When a new member joins the lab or a member leaves the lab, head of the lab can use

join/leave functionalities of group authentication to arrange lab members dynamically.

Research lab members are the third authentication level in our use case scenario. Lab
members are people who spend lots of time in departments and needs a certain level of
QoS. Therefore, the head of each lab can form own group metrics accordingly and execute
group authentication protocol. If a lab member is declared as a group member by the head
of the lab, he/she can perform group authentication and use QoS parameters of the group.

Nevertheless, lab members are not authorized to perform single user authentication.

In the department scenario, there are also users who do not belong to any authentication
level such as undergraduate students or visitors. This type of users cannot perform any
authentication method of AQoSAR. The department either has a default QoS policy for this

type of users or directly permit these users if network resources are very limited.

In this section, we provide a use scenario for exploring possible usage areas of AQoSAR.
Our use case scenario includes users and group of users who have different priority level.
The use case scenario demonstrates that AQoSAR is able to serve users who have different

priority level and different QoS requirements.
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4. SECURITY OF AQoSAR

In this chapter, we analyze the security of AQoSAR. Impersonation attack, replay at-
tack and eavesdropping are the most popular attacks which are performed to an authentica-
tion mechanism [48]. An authentication mechanism should provide absolute security against
these types of attacks. In addition, collision attacks are one of the most important security
threats for ABE variants [49]. Since the authentication mechanism of AQoSAR relies on
CP-ABE, the security of AQoSAR should be examined against collision attacks. Thus, we
analyze the security of AQoSAR against four different attack types, namely impersonation

attack, replay attack, collision attack and eavesdropping.

Impersonation attack is a type of active attacks that an adversary impersonate identity
of one of the legitimate entities. AQoSAR should be secured against impersonation attack
in order to prevent access of malicious user to network resources. Theorem 4.1, 4.2, 4.3 and
4.4 indicates that both single authentication and group authentication of AQoSAR are secure

against impersonation attack.

Theorem 4.1. Under the difficulty of discrete logarithm problem, single user authentication

is secure against impersonation attacks.

Proof. To access routing privileges of legitimate users in the single user authentication, ad-

versary should impersonate messages MSy, MS3, MSs of legitimate users.

MSy: Epkes(IDy |Yu|Sult)

In MSy, an adversary tries to impersonate itself as a legitimate user. As defined in MSj,
user signs the message by using Schnorr signature. Since Schnorr signature is secure against

impersonation attacks as proposed in [47], adversary should have SKy; to impersonate M.S;.
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Without obtaining SKy, the adversary cannot impersonate itself as a legitimate user.

MSs3: EPKC(PKU "YU ‘SCA ’Z‘)

In MS3, an adversary can impersonate itself as a legitimate user and tries to generate MS3
which is signed by CA. Since Schnorr signature is secure against impersonation attacks, the

adversary is not able to obtain SKc4 from MS3.

MSs: Epk.(h(n)t)

To impersonate MSs, adversary need to have the nonce in MS4. MS4 is encrypted with both
PKy and Eapgy,. Even adversary obtains MSy, he/she should have SKy and SKagg y to
decrypt the message, which is as hard as the discrete logarithm problem. Therefore, it is
not possible for the adversary to impersonate a legitimate user. Thus, by considering the
security of messages MS1, MS3, MSs, the single authentication protocol is secure against the

impersonation attacks. ]

Theorem 4.2. Under the difficulty of discrete logarithm problem, create operation of group

authentication provides resistance against impersonation attacks.

Proof. To access routing privileges of legitimate users in the group authentication, adversary

should impersonate messages MSg, MSo, M Sy from legitimate users.

MS6 : EPKCA (IDMA |’YG | (IDME1 ’ ’IDME,Z) |SMA ‘l‘)

In MS¢, adversary can impersonate itself as a group manager. As defined in MSg, manager
signs Yg and member list. Since Schnorr signature is secure against impersonation attacks as
proposed in [47], adversary should have SKjy;4 to impersonate MSg. As adversary does not

have SKjz4, he/she cannot impersonate M Sg.
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MSo:  Epk. (Y| PKuEe|Scalt)

In MSy, adversary can impersonate itself as a group member. As defined in MSg, CA signs
(Yo,IDyE). Since Schnorr signature is secure against impersonation attacks as proposed
in [47], adversary should have SKc4 to impersonate MSg. As adversary does not have SKcq,

he/she cannot impersonate MSo.

MSq; : EPKC (h(n) ‘l‘)

To impersonate MS1;, adversary needs to have the nonce in MS19. MSio is encrypted
with both PKyg and Espgy,. Even adversary obtains MSyo, he/she should have SKyg
and SKsgg G to decrypt the message, which is as hard as the discrete logarithm problem.
Therefore, it is not possible for the adversary to impersonate a legitimate user. Thus, by
considering the security of messages MSq, MSo, MS|;, create operation is secure against

impersonation attacks. ]

Theorem 4.3. Under the difficulty of discrete logarithm problem, join operation of group

authentication provides resistance against impersonation attacks.

Proof. To perform impersonation attack to join operation, adversary should impersonate the

message MS1, from group manager.

MSIZ : EPKCA(IDMA |IDG |IDneW1 |----|1Dnewk |SMA |t)

In MS,, adversary can impersonate itself as a group manager. As defined in M S|, manager
signs (IDpya | IDG | IDyeyw,|---.| IDpew, ). Since Schnorr signature is secure against imperson-

ation attacks as proposed in [47], adversary should have SKj;4 to impersonate MSi>. As
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adversary does not have SKjs4, he/she cannot impersonate MSy>. Thus, join operation is

secure against impersonation attacks. [

Theorem 4.4. Under the difficulty of discrete logarithm problem, leave operation of group

authentication provides resistance against impersonation attacks.

Proof. To perform impersonation attack to leave operation, adversary should impersonate

the message MS14 from group manager.

MSq4: EPKC (IDold1 ‘----‘IDoldl |EPKC (]DG’PKMA|SCA) ‘SMA|I)

In MS4, adversary can impersonate itself as a group manager. As defined in MS14, manager
signs (IDojd,|...-|IDoiq,|Epk-(IDG|PKma|Sca)). Since Schnorr signature is secure against
impersonation attacks as proposed in [47], adversary should have SKj;4 to impersonate
MSj,. In addition, MSi4 includes a certificate Epg,.(IDG|PKpma|Sca) which is signed by
CA. As adversary does not have SKcy4, he/she cannot impersonate the certificate. Thus,

leave operation is secure against impersonation attacks. 0

Collision attacks are one of the most important security threats for ABE variants. In
this attack model, a group of adversaries try to use the aggregated set of their attributes to
obtain the plaintext from ciphertext that is encrypted by using CP-ABE. Let a; and a; be
adversaries that try to collude their SK4pg to escalate their routing privileges. For instance,
let a; has y; = {m;,m4} and a, has y, = {myp,m3}. a; and a, can perform collision attack to
attain Y, = {my,my,m3,ms}. A nonce is encrypted with metric list in both protocols (MSy,
MSg) by secret CP-ABE key. As defined in [8], secret keys are randomized and cannot be

combined in CP-ABE. Therefore, AQoSAR is secure against collision attacks.

Replay attack is a type of active attacks that messages of entities are repeated mali-
ciously. One of the most efficient countermeasures of replay attack is to attach a timestamp
to all messages [50]. Thus, AQoSAR attaches a timestamp value in each messages between

MS; and MS14. Therefore, AQoSAR is secure against replay attack.
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Eavesdropping is a passive attack that adversary captures messages between entities
and extracts information from captured messages. One of the most efficient countermeasures
of eavesdropping attack is to encrypt messages between entities [51]. Thus, messages of
both authentication protocols (MS1 —MS14) are encrypted with the public key of the receiver
entity. Since El-Gamal encryption scheme is indistinguishable under the chosen-plaintext at-
tack (IND-CPA) [52], it is not possible to extract secret key of receiver entity from ciphertext.

Therefore, AQoSAR is secure against eavesdropping attack.

Security of AQoSAR against impersonation attack, replay attack, collision attack and
eavesdropping is examined in the chapter. AQoSAR uses Schnorr signature scheme to pro-
vide security against impersonation attacks. Moreover, as defined in [8], secret keys are
randomized and cannot be combined in CP-ABE. Thus, AQoSAR is secure against collision
attacks. As a countermeasure to replay attacks, AQoSAR attaches a timestamp to messages.

Finally, AQoSAR uses El-Gamal encryption scheme to avoid eavesdropping.
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5. PERFORMANCE OF AQoSAR

In this chapter, we present the performance analysis of AQoSAR. First, we give nu-
merical evaluations for the performance of AQoSAR by using simulations. Then, we analyze
the performance of AQoSAR by using asymptotic analysis. Finally, we investigate the per-
formance of the routing application by using queueing theory. All simulations were carried
out by using FloodLight [53] controller, Openv [54] switch and Mininet [55] environment
on Intel 17-6700 HQ processor and 12 GB RAM memory. We run our simulations 100 times

for each simulation.

We investigate the time required to execute authentication application with respect to
changes in the number of attributes used for CP-ABE for a group of five users as shown
in Fig. 5.1. Since CP-ABE execution time depends on the number of attributes used for
generating secret key, the time required to establish authentication proportionally increases

with the number of attributes.
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Figure 5.1. Time Required to Execute Authentication Application with Respect to Change
in the Number of Attributes

We also investigate effects of changes in the number of users on the time required to
execute authentication application as shown in Fig. 5.2. For the experiment, we select five
as a number of attributes. Simulation results show that the total time required to execute the

authentication application for a group of ten users and ten single users take the same amount
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Figure 5.2. Time Required to Execute Authentication Application with Respect to Change
in the Number of Users

of time. On the other hand, when the number of users is greater than ten, group authentication
performs better than single user authentication as shown in Fig. 5.2. Moreover, numerical
evaluations also show that the total execution time for the group authentication application
for 50 users is approximately 13 seconds, which shows the applicability of AQoSAR for

medium-sized groups.

In addition, we present analysis for the authentication application with respect to the
computation cost and the communication cost. Let m be the number of participants, k be the
number of joining participants, / be the number of leaving participants and Tgxp be the time
required to compute modular exponentiation operations (since it is the most time consum-
ing operations for executing CP-ABE, Schnorr Signature and El Gamal), the communication
cost and computation cost analysis results are as shown in Table 5.1. Communication cost
is used for representing the total number of messages exchanged to perform authentication.
Single user authentication is performed with five messages per user as given in Table 5.1.
Communication costs of create operation and join operation depend on the number of partic-
ipants in the group. Since leave operation is performed with one message, it is independent of
the number of leaving participants. For the computation cost, single user authentication and
leave operation are realized in constant time. However, create operation and join operation

depend on the number of participants.
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Table 5.1. Computation and Performance Costs of Authentication Protocols

Operation Communication Communic:fltion Computation Computat‘ion
Cost Complexity Cost Complexity
Aiitrﬁiiig;gzn > o) 17- Texe o(1)
Ogéf:tti?)n 244-m O(m) (8+13m) - Texp O(m)
Op{:(r)eilrtlion I+4-k O(k) (4+13k) - Texp O(k)
O;:rizfon I o(1) 4-Texp o(1)

For the performance analysis of routing application, we assume that the controller is

a single server in the network, arrival rate of users determined by a Poisson process and job

service times have an exponential distribution. Therefore, M /M /1 queue is used. Expected

service time (E[S]) of routing application can be formalized as follows:

(5.1)

where z denotes number of switch in the network, b,,,, denotes maximum bandwidth capac-
ity in the network, b , @ , 7 denotes average bandwidth capacity metric, average availability
metric and average reliability metric of users in system, respectively. Then, service rate (u)

is:

(5.2)
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The average number of users in system, denoted as Lg, is calculated by using the fol-

lowing equation:

Ly= % where p = % Then,

A
Ly = Py For our system, (5.3)
A-2% - (b+ bpax - (@+7))
bmax — 7L'Zz . (B+bmax' (E—FI_’))

Ls =

where A denotes arrival rate of users and p denotes utilization ratio of system. We calculate

the average time that each user spends in the system by using the following equation:

2.5 (47
W=k T (bHbua(@t7)) (5.4)
A by — A2 (D+byax- (@+T))
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Figure 5.3. Average Time a User Spends in the System with respect to Arrival Rate of Users
We also present simulations for the average time a user spends in the system with
respect to the arrival rate of users as shown in Fig. 5.3. For these simulations, we assume
that the network consists of 20 switches and E/ bmax, a, 7 values are equal to 0.5. As a result,

the routing application operates efficiently for the arrival rate of users up to 80/min.

In this chapter, we have presented the performance analysis of AQoSAR. As a first

step, we use simulations for investigating authentication module. Results of simulations
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show that group authentication method performs better than single user authentication when
the number of users is more than 10. Simulations also show that both single user authen-
tication and group authentication execution times are highly correlated with the number of
attributes. Moreover, we analyze the performance of AQoSAR by using asymptotic analysis.
The analysis shows that while single user authentication and leave operation take constant
time, execution time of join operation and leave operation proportion to the number of users.
Finally, we use queuing theory to analyze performance of the routing application. Analy-
sis show that execution time of routing application depends on QoS metrics of the user, the

number of users in system and the number of switches in the network.
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6. CONCLUSION

In this thesis, we have investigated QoS-aware routing problem in SDN. The flexible
architecture of SDN is more suitable than traditional networks in terms of achieving QoS.
However, malicious users who try to monopolize resource utilization are serious threats for
QoS. Thus, a security mechanism which identifies malicious users is needed to achieve QoS.
In order to address the problem, we use an authentication mechanism that jointly works with

QoS-aware routing protocol.

Our contributions for the thesis are as follows:

* We have proposed an Authenticated Quality of Service Aware Routing (AQoSAR) to
securely determine routing paths of a single user and a group of users in the network.

* To provide authentication for single users and group of users, we have employed CP-
ABE as an authentication mechanism.

* We have proposed to use metric list rather than using a single metric for the QoS-aware
routing to meet different expectations of users.

* Moreover, our security analysis shows that AQoSAR is secure against impersonation
attack, collision attack, replay attack and eavesdropping.

* Furthermore, we have presented a performance analysis of AQoSAR that includes re-

sults of simulations, asymptotic analysis and results of queuing theory methods.

We developed AQoSAR in a simulation environment for the thesis. As future work,
we want to implement AQoSAR in a real network system. Thus, we want to observe the
performance of AQoSAR for real-time network traffic. In addition, we used five different
QoS metrics for the routing application. We are planning to increase number of QoS metrics

in the future. Moreover, adapting AQoSAR to P4 architecture [56] is left as future work.
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