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ABSTRACT

TRUST ENHANCED SECURE ROUTING IN SDN

The presence of programmable entities, namely controllers and switches, in Soft-
ware Defined Networks (SDNs) provides a hierarchical architecture to achieve dynamic
and manageable networks for easily utilizing high bandwidth communications. How-
ever, such architecture may cause unsubstantiated packet dropping and incorrect packet
forwarding due to the inability of current networking protocols in SDN. For instance,
the detection of a compromised switch, which can be used for manipulating the data
plane operation, is not possible with OpenFlow. One of the potential candidates to
overcome such vulnerabilities is to use an approach to reflect subjective behaviors of
entities for detecting the compromised ones. The provision of computational trust
based solution for evaluating subjective behaviors is expected to help determine com-
promised switches. Therefore, in this thesis, we propose a Trust Enhanced Secure
Routing (TESR) for switches to be used in secure routing. The proposed model pro-
vides three different trust computations in order to find the most suitable trust level for
different states of a network. To show the applicability of the proposed approach, we
demonstrate a set of simulations for the detection of compromised switches. Simula-
tion results show that TESR operates effectively to detect and eliminate compromised

nodes while selecting secure paths.



OZET

YAZILIM TABANLI AGLARDA GUVEN ILE
IYILESTIRILMIS GUVENLI YONLENDIRME

Yazilim tabanh aglarda programlanabilir varliklarin yani denetleyici ve anahtar-
layicilarin varhigi, yiiksek bant geniglikli iletigimi kolayca kullanimi i¢in dinamik ve
yonetilebilir aglar i¢in hiyerarsik bir yap1 saglar. Bununla birlikte, yazilim tabanlh
aglardaki mevcut protokollerin yetersizlikleri nedeniyle bu tiir yapilar dogrulanmamais
paket diismeleri ve yanhs paket yonlendirmeleri gibi ataklara neden olabilir. Ornegin,
veri diizleminin caligmasini manipiile etmek igin bir anahtarlayicinin ele gegirildiginin
tespiti OpenFlow ile miimkiin degildir. Bu tiir giivenlik agiklarinin iistesinden gelmek
icin kullanilabilecek potansiyel adaylardan birisi ele gecirilmis olan anahtarlayicilar:
tespit etmek igin varliklarin 6znel davraniglarini yansitacak bir yaklasim kullanmaktir.
Kisisel davraniglar: degerlendirmek igin hesaplamali giiven temelli ¢coziimiin saglanmast,
tehlikeye giren anahtarlayicilarin belirlenmesine yardimei olacaktir. Bu nedenle, bu
tezde, gitvenli yonlendirmede kullanilacak anahtarlayicilar icin bir Giiven ile Iyilestirilmis
Giivenli Yonlendirme'’yi Oneriyoruz. Onerilen model, bir agin farkli durumlar igin
en uygun giiven diizeyini bulmak icin ii¢ farkl giiven hesaplamasi sunar. Onerilen
yaklagimin uygulanabilirligini gostermek i¢in, ele gecirilen anahtarlayicilarin tespiti i¢in
bir dizi simiilasyon gosteriyoruz. Simiilasyon sonuclar1 Giiven ile Iyilestirilmis Giivenli
Yonlendirme'nin giivenli yollar1 secerken risk altindaki digiimleri tespit etmek ve or-

tadan kaldirmak igin etkin bir gsekilde caligtigini gostermektedir.
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1. INTRODUCTION

Traditional networks are complex and very hard to manage. The control logic and
the forwarding logic are bundled in each networking device that reduces flexibility and
slows down the innovation. Moreover, it is needed to configure thousands of network
devices and protocols individually in order to add new functionalities to the network.
Software Defined Networks (SDN) has emerged to solve suhc drawbacks of traditional

networks such as configuration challenges, the lack of agility and the scalability.

SDN provides programmable networks which refer to the ability of control, change,
and manage network behavior dynamically by using software programs. An underly-
ing idea is to decouple controlling and forwarding functions from each other. Such
decoupling enables centralized control of forwarding elements, global visibility, pro-
grammability as well as a dynamic and flexible network management. Also, SDN
enables more flexible resource allocation by adding or removing devices on the fly. The
global knowledge of the centralized controller simplifies the development of networking
functions and services. These functions and services are dynamically managed by the
centralized entity called the controller. Moreover, SDN architecture enables more flex-
ible routing approaches than traditional networks. For instance, a controller directs
data plane entities to forward network traffic through the certain nodes depending on
the need. Therefore, SDN promises simplified and utilized network management and
improved performance. However, the standardization of SDN is still incomplete. Such
incompleteness makes SDN open to some security vulnerabilities by introducing new

attack surfaces due to separation of control and data plane.

There have been many studies regarding the security of SDN [4-6]. In general,
attackers use vulnerabilities of switches to compromise nodes in the data plane. When
some of switches are compromised in the network, constructing correct forwarding
paths becomes a challenging task. Attackers target data plane by using these switches

to manipulate data plane operations. Accordingly, compromised switches follow com-



mands given by the attacker and cause security attacks such as incorrect forwarding
attack or dropping packets attack. One of the In incorrect packet forwarding attack,
commands given by the controller may not be executed correctly [4]. For instance, an
attacker instructs a switch to duplicate packet rather than applying forwarding rules
commanded by the controller [4-6]. It is possible to redirect sensitive data to untrusted
parties or attackers. In addition, some packets can be duplicated and redirected by
using more than one ports of a switch. Although the original packet may arrive at the
specified destination as instructed, the duplicated packet can be redirected to unautho-
rized and untrusted third parties. Detection of incorrect packet forwarding attacks is
not possible through OpenFlow stats because a compromised node may give deceptive
information that seems node behaves correctly. The compromised node may flood the
packet, manipulate the packet content or send the packet to the wrong destination port.
In packet dropping attack, the compromised switch may drop packets passing through
it. Such attacks cause performance degradation and suspension of communication [5,6]

due to the re-transmission cost of the communication.

Existing mechanisms for compromised switch detection in the literature either
consider only simple threads as in [5] or more complex as in [7—10]. The main security
specification for the security of SDN communications between control and data plane
is to use SSL/TLS protocol. However, this approach is only used for providing the
confidentiality and authentication for communications not for providing the availability
of a network itself. In addition, SDN standards such as OpenFlow also suffer from
detecting compromised switches in the network. Accordingly, attackers may retrieve
necessary information by using such compromised switches. Moreover, such switches
may pursue leaking information without being detected as defined in incorrect packet
forwarding and dropping packet attacks. Therefore, there is a need for an additional
mechanism to analyze and identify switch behaviors by observations, which is our main
motivation for this study. Using computational trust is one of the most appropriate
candidates to subjectively analyze switch behavior in the network by considering the
communication of a switch with other switches in its neighborhood. The study in

[11] uses packet forwarding statistics to detect security attacks. However, to best



of our knowledge, using only such statistics are not only enough to detect attacks.
Additional information such as initial security precautions of a switch and detailed
probing analysis have to be considered to correctly detect the compromised switches,

which is our another motivation for the study.

One of the potential candidates to overcome security vulnerabilities in SDN is
to use an approach to reflect behaviors of entities in the network. For this reason,
Using computational trust is one of the most appropriate candidates to subjectively
analyze switch behavior in the network by considering the communication of a switch
with other switches in its neighborhood. In general, computational trust is defined as a
trustor trusts a trustee to perform a specific action or provide a specific service. In this
study, we define trust as a measure of how confident switch about to deliver a packet
to its instructed next hop. The study in [11] uses packet forwarding statistics to detect
security attacks. However, to the best of our knowledge, using only such statistics are
not only enough for correctly detecting compromised switches. Additional information
such as the initial security precautions of a switch and detailed probing analysis have

to be considered for the detection, which is our another motivation for the thesis.

Our main contributions are as follows:

e We propose Trust Enhanced Secure Routing (TESR) for SDN, which provides
a computational trust model to detect compromised switches in the data plane.
The proposed three dimensional trust model evaluates switches based on the
initial configuration, forwarding behavior and packet forwarding statistics.

e TESR has an initial trust index assignment algorithm to evaluate the trustwor-
thiness of switches at the initial state of the network. We check an initial security
precautions of every switch by considering the use of access control mechanisms,
current firmware version, etc. Thus, we provide initial trust index for the nodes.

e In addition, TESR provides two different detection algorithm for incorrect packet
forwarding and packet dropping attacks. In the first one, the algorithm polls

switches to evaluate their forwarding behavior by sending probe packets to the



network. In the latter one, collected switch statistics such as port statistics are
used for evaluating the node.

TESR provides a path construction algorithm. This algorithm uses trust in-
dexes of nodes to determine the correct routing path, namely initial trust index,
probing-based index and statistics-based index. By using this indexing approach,
it is also possible to determine adaptive routing for different applications with
different trust expectations.

We provide simulations for TESR in order to evaluate the applicability. Moreover,
we show the detection performance of TESR comparing with the models used in

literature.

The organization of the thesis is as follows:

In Chapter 2, we present a comprehensive overview on SDN, computational trust.

In Chapter 3, we introduce TESR. In addition, we provide a discussion for the

performance of TESR with respect to the computational complexity of the proposed

algorithms and their detection rates.

In Chapter 4, we present numerical evaluations for the performance and the

efficiency of TESR by using simulations on an example scenario. Then, by considering

the simulation results, we give a discussion on the practicality and applicability.

Finally, in Chapter 5, our conclusions and future research directions are drawn.



2. LITERATURE REVIEW

In this chapter, we review the literature with respect to software-defined network-
ing and trust approach. First, we explain the basic concepts related to SDNs together
with security issues in SDN. Then, we give basic definitions and a brief review of the

trust mechanisms in different environments.

2.1. An Overview of Software Defined Networks

Nowadays, the Internet becomes an essential tool for our daily life. However, it
was not designed to meet the requirements of current traffic. In other words, handling
with increasing number of users and huge growth in data traffic become a significant
problem for traditional networks. Therefore, there exist several researches about the
future Internet architectures to provide better performance, security, and scalability.
Software-defined networking is proposed as a candidate for the next generation of the

Internet.

Figure 2.1. Traditional Networks

SDN is a solution to problems that could not be handled by traditional networks.
SDN differs from traditional networks by the control logic. The control and data planes
are embedded in the same networking devices in traditional networks while they are

separated in SDN architecture as shown in Figure 2.1 and Figure 2.2 respectively.
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Figure 2.2. Software Defined Networks

Ethernet switch in traditional networks is build up multiple ports and a control
logic. Control logic operates based on the forwarding table which contains a list of MAC
addresses and associated ports. When a packet comes to the switch, the destination
address is searched in the forwarding table. If the address is found, the packet is
forwarded from the associated port. Otherwise, the packet is flooded to all ports. This

means that control logic is completely based on the predefined static configuration.

Such decentralized and static structure in traditional networks was considered as
an optimum way to make the network resilient [12]. However, traditional networks are
not able to meet the current market requirements. Limitations of traditional networks

are listed as follows:

e Configuration challenges: In traditional networks, the configuration of network
devices is done manually by using Command Line Interface (CLI). Such a process
is very slow and time-consuming even with the use of network automation tools.

To bring new functionality to the network, it is needed to configure individual



devices and wait for vendor releases. Therefore, the network configuration should
be automated and independent from the vendor.

Multi-vendor devices: Organization of the multi-vendor environment is a difficult
task and requires experience. An administrator should have a knowledge of all
device types to manage the network properly.

Slow deployment: Introducing new services takes a long time in traditional net-
works. The changes needed to be tested and re-tested again. Also, it is important
to implement new services without interrupting the system connectivity.
Virtualization challenges: Currently, applications are distributed across multiple
virtual machines (VMs), which provides several services without knowing the
physical location of the hosts. Therefore, traditional networks should be adapted
to support such virtualized architectures.

Inability of agility and flexibility: Managing and controlling devices according to
the needs of the businesses is a significant task. The system should be flexible
to respond to these requirements on time by monitoring load and changes in the
network. Also, such architectures should be capable of reacting faults in real
time.

Lack of optimization: In order to respond requirements of the network, applica-
tions should be able to directly program the network so that the network param-

eters are optimized for any network condition.

As mentioned above, traditional approaches are not able to meet the current

requirements of the market. Therefore, it is needed to find new approaches to han-

dle those requests. SDN is a promising solution which is proposed to overcome the

drawbacks of traditional networks. Based on the white paper from Open Networking

Foundation (ONF) [3], the main benefits of SDN are as follows:

(i) Decoupled control and data planes: Control logic moves from forwarding entities

to the entity called controller. Therefore, control functions operate at this layer.

(ii) Logically centralized architecture: Controller plane is considered as a network

intelligence with global network view. The controller aware of the topology and



configures switches to meet the dynamic requirements of the network.
(iii) Abstraction of underlying network infrastructure: Such an abstraction enables

controllers to automatically react and adopt network to changing business needs.

SDN is a new networking approach that handles the complex nature of the tra-
ditional networks. Data plane is very similar to the traditional networks by including
a set of networking equipment which is used as forwarding elements. The difference
from the traditional networks is that the embedded control is shifted to the logically

centralized control plane.

The forwarding plane entities inform the controller about topology changes and
traffic statistics. With the help of updated network states, switches can be reconfigured
by the controller to meet the dynamic requirements of the network. Moreover, such
architecture supports the diversity of the network elements by allowing the network
administrator to use equipment from different vendors. Global network view and the

software-based structure of the control plane makes easy to manage the network.

An architecture of SDN composed of three layers as follows:

e Data/Forwarding Plane: Data plane consists of several forwarding devices which
can carry out some specific operations that are defined in the instruction set. For-
warding entities take an action on the incoming packet based on their forwarding
table. These actions may be drop packet, forward packet to some specific ports,
forward to the controller or rewrite some part of the header. The connection
between these devices may be wireless through the radio channel or wired.
Communication between a controller and data plane carry out through the South-
bound Interface (SI). First and probably most well-known southbound interface
is OpenFlow, which was developed by ONF. Forwarding entities will inform con-
troller through the SI about the current state such as statistics, resources. Then,
the controller can make changes dynamically according to real-time demands and

needs by installing the necessary instructions in forwarding devices.



e Control Plane: A controller is seen as a network intelligence and can program
the forwarding devices depending on its own logic. While the controller can
communicate with a data plane through the southbound interface, it also com-
municates with the management plane through Northbound Interface (NI). It
helps to abstract low-level instruction sets as in the southbound interface. An
SDN controller operates as a broker between the applications and the forwarding
elements. Some specific functions can be requested through the application layer
and the controller can carry out that functions by instructing forwarding elements
if it is necessary.

e Application/Management Plane: Application plane includes several applications
with different functions such as network virtualization, intrusion detection and
prevention, network monitoring, and flow balancing. Fach application may re-
quest different functions from the network. Such requirements are transformed
to the low-level instructions by the controller to program the behavior of the

forwarding devices [12].

2.1.1. OpenFlow Protocol

OpenFlow is a well-known communication protocol to manage an OpenFlow
switch from a remote controller in SDN [13]. It is responsible for the communica-
tion of forwarding elements with the controller by specifying the form of exchanged

messages.

A typical OpenFlow switch has at least one flow table and a group table as shown
in Figure 2.3. An OpenFlow switch can communicate with a controller through the
OpenFlow channel. A controller uses OpenFlow channel to program the behavior of

data plane by adding/deleting or modifying the entries in the flow tables.

An OpenFlow switch process packets based on OpenFlow pipeline to take an
appropriate action. The OpenFlow pipeline contains a set of linked flow tables as

shown in Figure 2.4. Each flow table has several flow entries that contain match and
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Figure 2.4. Overview of Operations in OpenFlow Switch [1]

The pipeline is triggered with an incoming packet to the switch. The process
starts from Table 0 by searching lookup key which is generated from header fields in
the table. In case of the key exists in the table, a corresponding action is performed
by the switch. Such an action may be a modification of packet or update the action
set. Then, the packet is directed to another table. This procedure repeats with the
remaining tables depending on the specified action in the previous table. In case of
matching flow entry does not direct packets to another flow table, pipeline processing
stops at that table. The packet is processed with its associated action set and the

process is over. The flowchart of the packet flow through an OpenFlow switch is shown
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in Figure 2.5.
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Figure 2.5. Flowchart Detailing Packet Through an OpenFlow Switch [1]

If a packet does not match with any entry in a flow table, the switch may drop
the packet, pass the packet to another table or asks controller what to do with the
packet. The controller runs its own logic and responds to the switch as ”Send packet
out of port x”. Then, the switch will perform that request. The behavior of the switch

in case of miss-match depends on the configuration.

2.1.2. Applications of SDN

SDN can be deployed on several different environments such as home and en-
terprise networks, data centers. SDN architecture provides an opportunity to add
some additional functionalities to applications such as adaptive energy preservation
and security mechanisms. Dynamicity and programmability enable adjusting network
according to the environmental changes. By considering all features that come with

SDN, we can say that SDN has a wide array of applications. SDN applications are



12

grouped into five categories as following [12]:

e Traffic Engineering: There exist several traffic engineering studies for minimizing
power consumption, increasing the network utilization and balancing the server
load. Such applications are useful for large-scale organizations for avoiding bot-
tlenecks and optimizing the performance.

e Mobility and Wireless: Management of limited wireless spectrum and radio re-
sources is critical issue in communication networks. SDN-based approaches pro-
vide more optimal solutions with dynamic and flexible operations and fine-grained
logically centralized decisions.

e Measurement and Monitoring: Measurements from the network can be useful for
deploying new services as well as improve the existing ones. For instance, collec-
tion of data plane statistics in SDN helps controller to estimate the loads in the
data plane. There exist different sampling and estimation studies to reduce the
load of the statistics collection process and increase the estimation performance.

e Data Center Networking: SDN provides solutions for problems of large-scale
organizations such as QoS-based applications, management difficulties of large-
scale networks, resource constraints. Dynamic and flexible nature of SDN helps
data center networks in several cases such as improving the efficiency of the
system, live network mitigation, intelligent resource utilization and fast reactions
to failures.

e Security and Dependability: There exist two main issues for SDN and security.
First issue is the use of SDN to improve the security of current networks. It is
easier to detect the problems in the network and mitigate the attack of an attack
by using programmable SDN approach. Second issue is improving the security of
SDN itself. As stated before SDN is a new paradigm and brings several facilities
but it is not a silver bullet. It has several vulnerabilities and there is a long way

to go in deploying secure SDN implementations.
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2.1.3. Security in SDN

Security has become very significant for any network with the evaluation of the
Internet. Ensuring the protection and the prevention of the data and system from unau-
thorized access and/or manipulation become essential for each network. Even though
SDN brings several powerful managing and monitoring facilities, there are some chal-
lenges should be considered. One of the challenges in the current SDN implementations
is the standardization procedure that has not been completed yet. Standards provide
compatibility and improve the interoperability by enabling deployment of equipment
from different vendors. Coordination and cooperation between different entities be-
come a problem for networks that have diversity in the equipment such as SDNs. Lack

of standardization may cause security vulnerabilities in the network.

2.1.3.1. Threat Vectors in SDN. Centralization of control logic in SDN leads to new

security threats and an increases attack surfaces [14]. Such attacks may target the
planes or the interfaces of the SDN. The threat vectors are shown in Figure 2.6 including

both control and data plane are as following;:

< 5 Management connection Vs
(e.g., SSH ) (

€ » SDN control protocol -
(e.g., OpenFlow ) j t

Data plane
physical / logical
connections

SDN
device

device device

pata plane

Figure 2.6. Threat Vectors of SDN [2]
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Threat Vector 1: Generation of fake traffic flows

Such threats are not SDN specific, they are also a problem in traditional network
approach. Generating fake traffic flows may causes a Denial of Service attacks
(DoS) by filling the TCAM capacity of the switch.

Threat Vector 2: Attacks by using switch vulnerabilities

Attacks that derived from data plane vulnerabilities may affect on the whole
network even though the entities are not in the control plane. There should be
an attack detection mechanism to overcome such problems derived from attacked
data plane entities.

Threat Vector 3: Control plane communication

Attacks targeting the control plane communication aims to exploit the packet
transmission between the control plane and data plane. There exist some cryptography-
based approaches to avoid such attacks.

Threat Vector 4: Attacks by using controller vulnerabilities

In SDN, compromising the controller means that compromising the network
therefore, such attacks may critical for the SDN environment. Replication, diver-
sity and recovery mechanisms will be used for avoiding controller vulnerabilities.
Threat Vector 5: Trust between controller and management applications

There may exist malicious applications that deployed on the controllers. In order
to ensure the trust between controller and management applications, there should
be additional mechanisms to measure how much the application is trusted.
Threat Vector 6: Attacks by using admin station vulnerabilities

Admin stations may also be malicious due to human factor. Such vulnerability
can be used by an adversary to attack the controller and compromise the network.
Therefore, authentication and authorization mechanisms should be deployed to
handle such attacks.

Threat Vector 7: Lack of trusted recovery mechanisms

In case of any fault, there should be fast and trusted recovery mechanisms to
report and diagnose the problem. Collecting reliable information from the system

is significant for correct detection and fast recovery.
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2.1.3.2. Literature Research for SDN security. There exist several studies in the lit-

erature about the SDN security. Such studies can be examined into two category as
control plane and data plane. While control plane security focuses on the interactions
with both upper and the lower planes, data plane security focuses on the reliability of

the forwarding entities and their interactions with the controller.

Control plane is the brain of the network therefore, it is very significant to prevent
controller from the attacks. As addressed in Threat Vectors 4-7, such attacks can be
derived from the controller and admin station vulnerabilities, lack of trusted recovery
mechanisms and communication between controller and application layer. In [15],
policy checking framework is proposed to check the validity of the policies instructed
by the applications. The proposed model operates as an intrusion detection system
and aims to detect malicious policies. Thus, it is assured that all policies in the
system are verified properly. To improve the network performance multiple controller
scenario may be deployed. However, such an architecture provides opportunity for
attackers to use controller vulnerabilities. The framework proposed in [16] deploys
network hypervisor-based approach by adding an intermediary layer between control
layer and network equipment named Trust Oriented Controller Proxy (ToCP). Such a
proxy is used for compare the instructions from different controllers and determine the
consistency. Then, ToCP installs rule on forwarding devices if rules are validated as

consistent and trusted enough.

There exist several works in the literature that expose security vulnerabilities of
SDN referring to Threat Vectors 1-3. Addressing Threat Vector 1, there exist attacks
targeting the availability of the system. The reactive flow installation could be used
by an attacker to create massive table-miss traffic. For instance, an attacker may send
huge number of unique packets to its target switch. Then, the switch installs a great
number of flow rules and the flow tables of the switch overloads with the installation of
useless flow rules. The switch may ignore the new flow entries or remove the last one
in the tables depending on the policy [17]. That type of attacks causes an decrease in
the throughput of the packet forwarding and packet processing [18].
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There are also some studies focuses on the security of the communication be-
tween the controller and the data plane elements as given in Threat Vector 3. The
current implementation of OpenFlow does not work with Transport Layer Security
(TLS). Due to the need of multiple certifications in TLS, vendors do not prefer to use
it. Certification-based solutions authenticates the owners’ identity but they do not
guarantee the trustworthiness of the key owner. Therefore there should be additional
mechanism to deal with that problem [19]. In [20], cryptography-based model is pro-
posed to avoid impersonation attack that distorts the controllers’ global network view
by impersonating network elements. The model verifies the integrity of the switches
and uses short time flow specific keys to establish a protected channel for the commu-

nication.

Even if the communication channel between the controller and the switch is se-
cured, there exist still some issues derived from switch vulnerabilities [21,22]. Referring
to Threat Vector 2, there exist different attacks aims to insert malicious entries into the
switches. In [11] an identity-based rule source authentication is proposed by dynamic
trust evaluation mechanism with the help of network security vitalization. In [23],
they aimed to avoid attacks derived from the installation of low priority rules in a way
that bypasses the high priority administrator rule. The study proposes a new switch
entry mechanism which describes hosts with their positions in the topology aiming to
overcome that type of attacks. In [24], a mechanism including symmetric-key cryp-
tography is used for ensuring the integrity of the forwarding rules at switches. The
studies [15, 16, 25] for ensuring the integrity, trustworthiness, and consistency of the

inserted rules in the switches.

An attacker can use vulnerabilities of data plane to compromise the switch. Such
nodes follow commands given by the attacker and cause security attacks such as in-
correct forwarding attack or dropping packets attack. In incorrect packet forwarding
attack, commands given by the controller may not be executed correctly [4]. Then, it is
possible to redirect sensitive data to untrusted parties or attackers. In addition, some

packets can be duplicated and redirected by using more than one ports of a switch.
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In such case, the original packet may arrive to the specified destination as instructed
however the duplicated packet can be redirected to unauthorized and untrusted third

parties.

There exist several studies that use probing approaches to detect incorrect for-
warding by tracing the forwarding path. Service Function Chain (SFC) path tracer [26],
uses a probing mechanism that checks the path taken by the SFC to identify problems
in SFC configuration. However, the mechanism requires that packets sent for probing
should not be dropped or IP header should not be modified. In literature, different
probing mechanisms are proposed to overcome that problem [27,28]. SDN tracer-
oute [29] is another tool that shows the traversed path by the packet using probing
mechanism. The proposed method sends a probe packet to the controller after each
hop which brings significant latency overhead to the network. Netography [30] uses
a troubleshooting approach that injects probe packets into network and then, collects
and analyzes copies to find out root causes of the problem. In [4], probing is used
for verifying the forwarding behavior of switches by testing entries in the flow table.
However, node collaboration to manipulate the decision of a controller has not been

taken into account.

In addition to the probing approaches, there exist also cryptography-based ap-
proaches. For instance, we can avoid tampering of routing information through these
methods with additional cryptographic operations. However, implementation of such
mechanisms highlights the trade-off between security and performance for the most of
cases. ShortMAC [10], requires every node on the forwarding path adds an authenti-
cator to each packet. In [24], a signature is embedded in packets and packet is checked
by the nodes on the forwarding path to see whether it has been correctly forwarded.
In [31], the path validation mechanism requires that each forwarding entity verifies
cryptographic markings in the packet. There are other studies [7,8] focus on the detec-
tion and mitigation of attacks targeting the data plane entities. However, scalability
of such approaches is limited due to cryptographic operations per packet and increased

packet size.
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Packet dropping attacks can be divided as black hole attack, selective forwarding
attack and ONOFF attack as given in [32]. In the black hole attack, a node drops
all packets received from its neighbor. Selective forwarding attack occurs when a
node forwards the received packet to next hop with a certain probability. In the
ONOFF attack, a node initially forwards all packets until it gets high trust value then,
periodically it forwards data (attacker is OFF) and drops packets (attacker is ON).

It is challenging to distinguish whether packet drops arise from an attack or a
congestion in the network [33]. There exist approaches that collect switch statistics
via OpenFlow for detection of packet dropping attacks. FlowMon [5], aims to detect
malicious activities such as packet dropping or packet swapping using statistics reports.
In [6], both active probing and statistics checking is used for fault localization and

packet obfuscation for fault mitigation in the data plane.

As a consequence, SDN is prone to several attacks due to lack of standardization
and inability of current networking protocols. Therefore, it is a huge research field for

academy and industry partners.

2.2. An Overview of Trust

Trust has always been a part of the human’s life by social interactions. It is
originated from the interactions between people in the society. In current relationships,
trust mainly depends on the face to face meetings and recommendations, especially in
business context. However, it is needed to make specific definition and model the trust
to support same services without including human interactions. There should be an
abstract way of specifying and managing trust for any kind of platform or application
field. Formal trust specification is required several fields such as medical systems, e-
commerce, mobile computing platforms, telecommuting and content selection for web

documents.
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2.2.1. Defining Trust

Trust is a multi disciplinary term that has been studied by several number of
disciplines from different perspectives such as marketing, management, psychology and
philosophy [34]. It is important to define trust but it is hard to make a certain definition
about it because it is an abstract and complex quantity that has diverge meanings and
properties depending on the context. In other words, there is no consensus definition
of the trust in the literature. In [35], trust is defined as believing someone is good and
honest and will not harm you, or that something safe and reliable. Another definition
in [36]defines trust as an assured reliance on the character, ability, strength, or truth
of someone or something. In [37], trust refers to the subjective probability of an entity
that evaluates a future action of another entity. In [38,39], trust has been defined as
a subjective quantity between two agents that one’s actions affect the other agent’s

decisions.

As a consequence, trust is a multi-dimensional term and the definition is highly
dependent on the concept. Common to those definitions are the notions of confidence,
belief, faith, hope, expectation, dependence, and reliance on the goodness, strength,

reliability, ability, or character of an entity.

2.2.2. Trust Models in Computer Science

Definitions are as diverse as sociology, psychology, economics, philosophy, politics,
and now computer science. With the development of the Internet-based applications,
information systems become distributed instead of central. Distributed nature of the
systems requires subjective quantity to be used for decision-making process for any
circumstances. Despite of that trust is significantly important for modern systems,

there is no accepted technique or tool for specification.

Due to the lack of consensus definition, authorization and authentication are used

interchangeably to define the trust in computer science. Authorization can be defined
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as an assignment of access control rights for a subject to perform specific actions under
predefined constraints while authentication is defined as a verification of an identity of
an entity by several features. Starting from this point of view, Grandison and Sloman

define trust for Internet applications [19] as:

“The firm belief in the competence of an entity to act dependably, securely, and

reliably within a specified context.”

In [40], trust includes identification and reliability of business partners, the confi-
dentiality of sensitive information, the integrity of valuable information, the prevention
of unauthorized copying and use of information, the guaranteed quality of digital goods,
the availability of critical information, the management of risks to critical information,

and the dependability of computer services and systems.

There should be support for different trust relationships and different type of
security policies. Moreover, entities in trust relationship are distributed and there is
no direct knowledge of each other. As a result, there is a need for a mechanism that
establish trust relationship between entities. Also, trust decisions are hard-coded in

many case which makes the trust mechanism in-scalable and in-flexible.

There exist several implementations of trust such as by reputation, subjective
logic, fuzzy logic based models and game theory based models. Bayesian theory is
frequently used for trust management and applied broadly. The mechanism based on
the statistical analysis of the data recorded from the object’s behaviors. While there
exist different versions of different distributions such as Dirichlet distribution and max
entropy, Beta Distribution is the most common distribution function. It is used for
representing and deriving the reputation score which is calculated as an expectation

value of beta probability density function.

In subjective logic based trust models, subjective beliefs about the truth are

expressed by subjective opinions with the degree of uncertainty. In [41], subjective
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logic is be used for calculative analysis of trust networks. Let x be the proposition and

A is the belief owner, the subjective opinion can be formulated as follows:

W = (b,d,u,a) (2.1)

where b is a belief that the specified proposition is true, d is the belief that the spec-
ified proposition is false, u is the amount of uncommitted belief and «a is the a priori

probability in the absence of evidence.

Fuzzy logic based trust models are widely used since such models can handle
uncertainty and more suitable for imprecise data inputs like linguistics terms rather
than numerical values [42,43]. Such models use a series of IF-ELSE rules instead of

modeling the system mathematically.

Game theory based models are proposed for capturing the behavior of the node
mathematically but it is not an exact predictive tool, it gives suggestions about how
participants ought to behave in the future. In [44,45] game theory based model is
used for selecting useful nodes and eliminate the uncooperative ones. The critical
prerequisite is that this model is used for bidirectional behavior which is not suitable

for one-way transmission.

2.2.3. Trust Mechanisms for Routing

Traditional security mechanisms such as cryptography and authentication provide
data confidentiality and identification of the owner. However, such mechanisms cannot
detect compromised nodes in the system. Trust can be seen as an additional mechanism
to enhance the security of a system. Nodes are evaluated by trust model and trusted
nodes are involved in the routing process. There are several trust mechanisms deployed
in different networks such as Mobile Ad-Hoc Networks (MANETS) and wireless sensor
networks (WSNs).
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2.2.3.1. Trust based routing in Mobile Ad-Hoc Networks. Mobile Ad-Hoc Networks

are highly challenging environment with decentralized architecture, dynamically chang-
ing topology, no infrastructure, and high mobility. Combination of such factors makes
MANETS vulnerable to various malicious attacks. Therefore, trust is an efficient mech-

anism to enhance the security of the MANETS.

In literature, there exist several trust-based mechanisms to evaluate the behav-
ior of the nodes by observing the network. Most of the studies modify the current
routing protocol, named Adhoc On-demand Distance Vector Routing (AODV) proto-
col to enhance the security. In [46,47], the proposed trust model uses control packets
received /forwarded, data packets received/forwarded, route/streams established, and
data forwarded /received as events collected from the network to be used for trust cal-
culation. After trust calculation of nodes, route trust calculation process starts with
the modified version of the AODV by adding a simple ACK mechanism and a new field
to the routing table.

There are several works which use the modified version of the update mechanism
of the Beta trust model for trusted routing operation. In Beta trust model, trust index

of node 7 is computed as follows:

Tij—f—l
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(2.2)
where the number of successfully forwarded packets from node i to node jis represented
with s;; and the number of failed packets is f;;. Then after a certain time parameters
will be updated with the use of an aging parameter 3 as following:
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where 8 € [0, 1] In [48], the update mechanism is modified considering consecutive drop
cases as following:

i = Byt + s (2.5)

ij P
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where 5 € [0,0.4].

In addition to trust computation, different punishment mechanisms are consid-
ered as a supplementary process for trusted routing [49,50]. Before the punishment
phase, malicious nodes are determined with a certain threshold. The malicious ones
are isolated from the system for a certain time. After a certain time, the trust of
the node is set to the threshold and the node is included in the system again. In [33],
nodes are classified as forwarding node (FN) or non-forwarding node (NEFN). Then, the
modified Beta trust model is used. Moreover, a punishment mechanism for consecutive
drop cases is proposed. The trust value of the node increases slowly for consecutive
success while decreases fast in case of consecutive failures. Such mechanisms give an
opportunity to a node to prove itself. In other words, the trust of the node increases
when the node behaves correctly. In case of detection of malicious activity, the node

is marked as a malicious again and insulated for another term of the isolated time.

Packet forwarding statistics are widely used as an input for the trust calculation.
In [51], both direct and indirect trust components are used for calculating node trust.
Direct trust is computed by using the number of successfully forwarded and the number
of dropped packets. Indirect trust is computed by taking opinions of the neighbors.
Then, the final trust of the node is computed as the weighted sum of both components.
In [52], the proposed model uses only the packet forwarding ratio to compute history-
based trust value of the node. Also, time decay mechanism is used for weighting the

interactions differently. Node’s current trust is calculated with the help of fuzzy logic
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rules prediction method together with the social control theory. They describe two
factors affected on current trust as node capability level including information about

the CPU cycle, bandwidth, etc. and the historical trust level of the node.

Most of the studies use packet forwarding ratio as a metric for trust calculation
but it is possible to use different metrics as well. In [53], new probability-based trust
metrics to be used in ad hoc networks based on transit time variation, link failures,
dropped packets, packet losses, congestion, and delays in the path are proposed. It is
stated that the traffic patterns will be used for detecting the alteration of the commu-
nication status. Thus, there are several traffic parameters to observe the behaviors of
the nodes. The parameters can be the probability of link or path failure, the proba-
bility of transit time variation, intermediate node congestion probability and end-node
delay, the probability of delays at intermediate nodes, the probability of lost, inserted
and multiplied packets, and the probability of normal traffic. Selection of appropriate

metrics depends on the environment and the definition of trust.

2.2.3.2. Trust based routing in Wireless Sensor Networks. In recent years, the trust

becomes important for wireless sensor networks so as to increase reliability among the
nodes. Due to the resource constraint environment, the complexity of the operations
has a significant importance. Such conditions require to deploy simple and practical
mechanisms which cause several security vulnerabilities. Even if some cryptographic
mechanisms are already implemented, they do not solve the entire problem. However,

trust is considered as an efficient mechanism for the sensor environment.

In [33], Bayesian-based trust model is proposed to calculate the trustworthiness
of the nodes. Then, the model is extended to cover all layers in the network protocol
stack aiming to support several applications. Each node observes the neighbors in
terms of location information, cryptographic correctness, communication parameters,
energy usage, data forwarding ratio and the number of recommendation packets sent

or received [32].
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In [54], both the energy consumption of the sensor node and data forwarding
statistics are used for node trust calculation. The model uses historical behaviors
in direct trust component by using nodes forwarding statistics and current behaviors
in indirect trust component by using neighbors recommendations. According to the
Bayesian beta distribution family based model, the overall trust of node i on node j

can be computed as follows:

Ri;(D) + Ri;(ID)
1+ Zk R

R, = (2.7)

where j is the index of routing node, k is the index of neighbor of both i and j, R;;(ID)
is indirect and R;;(D) is direct trust component, and Ry is the general trust assessment
of node ion node k. The energy constraint due to the environmental conditions become

a parameter in decision criteria as following:

Decision value = Rij-Wtrust + Eresidual-Wenergy (28)

2.2.3.3. Trust based routing in other networks. Trust based routing mechanisms have

a wide variety of applications in several networks. In [49], Beta trust model is modified

for cognitive radio networks. The parameters update process is modified as follows:
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keQ

B ALY 134 S I() (2.10)
keQ

where €2 represents the set of all neighboring nodes of node j. In the above equations,
the first component represents the weighted version of the old records and the second
component represents the new value obtained after the time period At¢. The third

component is the indirect trust component. However, the indirect trust values are
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obtained from the third party nodes which may cause false evaluations. Therefore,
the update mechanism uses a combination of three components to get more accurate

results.

In [55], a context-aware uncertainty trust model which is composed of the com-
bination of the Bayesian approach with the cloud model is proposed. Cloud-based
models are good for representing uncertain trust values but they are lack of the ability
of context-aware trust calculation and dynamic update mechanism. Thus, the Bayesian
approach is used for avoiding vulnerabilities in the cloud. The model has two important

value that uncertainty and context information which is used explicitly in the trust.

There are also several works that use machine learning as an additional mecha-
nism in the trust calculation procedure. In [56], generic machine learning based trust
model which uses behavior history of the agents is proposed. Such models validates
the potential transaction as successful or unsuccessful based on the similarities with
the previous transactions. All of the past behaviors and the current collective infor-
mation about the agents are used for forming a feature vector for an agent and then,
the trust calculation engine selects the suitable machine learning algorithm and gives
the likelihood of generating a successful/unsuccessful outcome. They also propose a
mechanism named Local Knowledge Sharing Overlay Network (LKSON) in case of in-
experienced agents in the evaluation of the potential transaction aiming to exchange

of local information of the agents.

In [57,58] a computational trust model has been proposed based on stereotypes
similar to the real world. The model uses historical information about the agents.
The agent, groups other agents using feature vectors of the agents by using entropy as
decision criteria and then use these groups to estimate new agent’s trust when it faces
with a new agent by using the beta distribution based trust model. They also propose
a d-Stereotype model for the cases that agents behave differently from the group. In
order to handle that case, they modify the stereotype model with a dichotomy-based

approach. Briefly, the d-stereotype model divides each group into two subgroups as
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honest and dishonest ones. The only difference comes from the group trust calculations

because of the subgroups.

Due to the inability of traditional mechanisms trust is widely used for different
networks such as WSNs and MANETS to provide reliable routing. Thus, trust can be
considered as a candidate solution for the problem of secure routing in software-defined

networks.

In this chapter, we have reviewed concepts related to software-defined networking
and trust as a background for the concepts proposed in the thesis. First, we have
presented background information about software-defined networking architecture and
applications. Then, we addressed the security vulnerabilities of the SDNs. Finally,
we provide a brief literature overview about trust based secure routing approaches in

different environments.
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3. TRUST ENHANCED SECURE ROUTING IN
SOFTWARE DEFINED NETWORKS

Lack of standardized security mechanisms and an inability of current protocols
causes serious security vulnerabilities in SDN. Thus, switches are prone to several at-
tacks and such vulnerabilities can be used by adversaries to target forwarding behavior
of data plane. Therefore, adversary target data plane by using such switches to ma-
nipulate data plane operations. Then, compromised switches follow commands given
by the adversary and cause security attacks such as incorrect forwarding attack or
dropping packets attack. Moreover, constructing a certain forwarding path is a chal-
lenging task if some of the switches are compromised. Therefore, identifying malicious
nodes and constructing secure routing path including trusted nodes are significantly

important for SDN.

ST TR
< oo

Internet

Figure 3.1. Security Approach in Traditional Networks

In traditional networks which as shown in Figure 3.1, the network traffic passes
through the security device such as firewall and intrusion detection system before going
to the Internet. Such a routing policy will be enforced by the security policy in the
system. Passing through security device enables controlling and verifying the traffic.
Therefore, malicious attacks can be detected and mitigated before introducing the

network.
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However, routing mechanism becomes different in SDN. As shown in Figure 3.2,
traffic is forwarded based on the instructions given by the controller. A security policy
may enforce flow to pass through the firewall if the flow seems suspicious. However,
if S1 does not forward flow as instructed, flow could not be verified. In such a case,
flow may forwarded through the red line and packet is delivered to receiver without
being detected. Therefore, ensuring correct data plane operations is critical for SDN

environment.
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Figure 3.2. Security Approach in Software Defined Networks

The organization of the chapter is as follows. In the next section, we introduce a
trust based model for SDN, namely Trust Enhanced Secure Routing (TESR) to evaluate
the forwarding behavior of switches in data plane. In Section 3.2 and 3.3, we explain
main modules of TESR, namely Trust Computation Module and Path Construction
Module respectively. Finally, performance analysis and concluding remarks are given

in Section 3.4.
3.1. TESR Overall View

An overall view of TESR is as shown in Figure 3.3. Data plane entities com-
municates with an Floodlight SDN controller through OpenFLow protocol. Let § =
{S1,S9,...,5s} be the set of OpenFlow enabled switches in the data plane and U =
{U1,Us,...,Uss} be the set of users in the network. Switches in S are programmed by
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SDN controller to route the traffic generated by the users in U. We propose a trust
based routing model which enables controller to construct secure communication path

considering the requirements of an application.

Trust Computation Module Path Construction Module
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Figure 3.3. Detailed Block Diagram of TESR

TESR introduces two modules namely, Trust Computation Module and Path
Construction Module. The Trust Computation Module interacts with the data plane to
compute the trust indexes of data plane which are given by tg, 1, tg, 2, ts, 3. The module
is responsible from obtaining initial configuration parameters, sending/receiving probe
packets and collecting switch statistics from the nodes in S. Let Ts be the set of trust
indexes of the switches in S, node trust computation block combines node trust indexes
for all nodes in S and generates a set Ts. Then, the Path Construction Module uses
Ts to evaluate communication paths according to their trust values. The path trust
computation block finds k possible paths between given source and destination and
computes path trust values using Ts. Let Tpr be the set of trust indexes of the k paths,
path construction block finds the best path which satisfies the path requirements.

Routing module uses the best path to route the packets. In the following sections, we
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give the details of Trust Computation and Path Construction modules.

3.2. Trust Computation Module

The Trust Computation Module, which is the combination of Initial Index As-
signment, Probing-based Index Computation, and Statistics-based Index Computation
sub-modules, is used for computing the trustworthiness of each switch in the network
by monitoring the forwarding behavior of the data plane. Description of sub-modules

are as follows:

e Initial Index Assignment Sub-module: We assume that there is no data plane
statistics at the initial state of the network. Therefore, the module is used as a
cold start approach for assigning initial trust indexes to switches.

e Probing-based Index Computation Sub-module: The module computes forward-
ing behavior of the data plane by sending probe packets to the network and
verifies the forwarding path.

e Statistics-based Index Computation Sub-module: The module uses packet for-
warding statistics of switches to estimate how a controller can trust a switch to

accomplish packet forwarding successfully.

3.2.1. Initial Index Computation Sub-module:

In Initial Index Assignment sub-module, we check network level and node level
parameters which are given in Table 3.1 and Table 3.2 respectively for assigning ini-
tial trust indexes to the switches. We determine the trustworthiness of the network
by network level parameters. We also use node level parameters to determine the

trustworthiness of the nodes.

The algorithm of the initial index assignment sub-module is given in Figure 3.4.
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Table 3.1. Network Level Initial Index Assignment Criteria

Network Level Parameters

System security

architecture

Tools such as firewall and intrusion detection systems (IDS) can
be used for monitoring network activities to detect malicious
actions [59]. Therefore, such tools are important for networks so

that, some of the attacks may be avoided before it happens.

Critical informa-
tion storage pro-

tection

There may exist some critical information about the system that
should be kept secure in order to avoid unauthorized use at-
tempts [60]. For example, History DataBase (HDB) is critical
for Trust Computation Module in TESR. Therefore, it is impor-
tant to deploy a protection considering the physical and virtual

access to the database.

Input: N: number of switches
S = 51...5y set of switches in data plane
Output: itcScore : set of initial indexes for all switches
1: for all S; € N do
2:  check network and node level parameters for S;

3:  update itcScoreli]

4: end for

5. return itcScore

Figure 3.4. Initial Index Assignment Algorithm
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Table 3.2. Node Level Initial Index Assignment Criteria

Node Level Parameters

Physical access | Switches in the network may be located in different places there-

control fore, access control becomes important [61]. Only authorized
people are allowed to access these places.

802.1x port- | 802.1x protocol can be used for configuring role-based access

based authenti-

control so that only authenticated users through RADIUS server

cation gain access. There may exist user-specific access and resource
allocation policies for authenticated users [62,63].
MAC-based Port security feature in switches can be used for restricting a

access control

port’s ingress traffic by limiting the MAC addresses that are
allowed to send traffic into the port [64].

Use of trusted
computing mod-

ule

Such platforms include hardware-based identity provisioning
with public key cryptography, tampering detection, and response
mechanisms. Therefore, they are useful for cases that software-

only solutions fail to handle [65].

Patch level

Security patch includes few changes to correct the weakness de-
scribed by a vulnerability. Therefore, it is important to be up-to-
date. Even the operating system (OS) version is updated there
may be some vulnerabilities which are required to be corrected

by the new patch [59].

Firmware version

The firmware is a program to control the operation and the
functionality of the switch. Therefore, upgrading the firmware
improves the performance and brings enhanced features to de-

vice.
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3.2.2. Probing-based Index Computation Sub-module:

In Probing-based Index Computation sub-module, we send probing packets to
the network to validate whether the packet is forwarded to the right destination or
not. The module starts with the selection of the switch and the flow to be tested.
Some nodes in the system are more important than others because of their locations
in the network [66]. We use such importance factor as a decision criterion for assigning
probing period for switches. Therefore, critical nodes are identified and more attention
is paid to these nodes before attacks. Polling important switches more frequently than

the others is a very useful approach so that, system reliability can be improved.

A D

Coa——

A B C é é

B c
(@) (b)

Figure 3.5. An example of Betweenness Centrality

An illustration of an example topology is given in Figure 3.5. In the first case, B
has significant importance for the communication between A and C. There is no any
node that enables such communication without using B. The betweenness centrality
index is computed as 1. On the other hand, in the second case, B or D can be used
for communication between A and C. The betweenness centrality index is computed
as 0.5. Thus, betweenness centrality can identify critical critical nodes considering the

communication paths.
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We use betweenness centrality to determine the importance of the node in the

topology [67]. The betweenness centrality index is given as follows [68]:

BC, = Y. 73#(vi) (3.1)

0_.
GkeNj#E - IF

where BC, is the betweenness centrality of node i, N is the number of nodes in the
topology, 0 is the number of shortest paths between all pairs and o4 (v;) is the number

of shortest paths passes through node i to connect node j and node k.

Input: S;..: switch to be tested
K :set of neighbors of the Sy
Output: P;: a result of the k th iteration probing
1: poll Si.s for flow stats and select random flow fic
2: set match M and action A as the same as in fi.q
3: generate random VLAN_ID and set VID
4: build a match field M;.,; as the union of the M and VID
5. for all S; € K do
6:  insert flow rule f; whose match field is M,.,; and action is controller
7: end for
8: create probe packet p as a packet out whose match field is M;.s, the action is
TABLE and payload data is randomly generated nonce
9: inject p into the NW
10: if collected copies come from the right switches as given in A and the payload

data is not modified then

11: P.=1
12: else

13:  P,=0
14: end if

15: return P,

Figure 3.6. Probing-based Index Computation Algorithm
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The algorithm of the probing-based index computation sub-module is given in
Figure 3.6. Switches are polled with different frequencies depending on their loca-
tions in the network. After switch selection, random test flow is chosen and probing
procedure is followed. If the controller verifies the probe packet is correctly handled,

probing-based index is increased.

3.2.3. Statistics-based Index Computation Sub-module:

In Statistics-based Index Computation sub-module, we use Beta trust model
which is applicable for both centralized and distributed settings [33, 48, 54]. We fol-
low centralized approach that trusted controller determines the trust values of every
switch in the data plane using statistics. The model basis on statistical derivations by
using Beta probability density function [69]. Considering a process with two possible
outcomes as z,7, let r be the observed number of outcome x and s be the observed
number of outcome T. Then, the probability density function of observing x as an

outcome in the future given using past observations as follows:

r+1

Elp) = ——
(p) T+ s+ 2

(3.2)

We use the same binary approach by defining that r is the number of successfully
forwarded packets to the next hop and s is the number of failed packets. We obtain
r and s by polling the switches periodically. After k** iteration, » and s values are

updated as follows:

Tnew = Told T Tk (33)

Snew = Sold + Sk (34)
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There exist several statistics which is specified in OpenFlow v1.3 specification as
given in Table 3.4. We use such counters to obtain r and s by polling the switches
periodically. The network wide statistics are collected in real time. Therefore, TESR
can aware of the topology and react changes dynamically. In case that a switch is
powered off or inaccessible for some time, TESR keeps the last statistics and mark
that node as passive. When the switch becomes active, it is marked as active and

started to be polled periodically.

The algorithm of the statistics-based index computation sub-module is given in
Figure 3.7. Port statistics are requested from switches by statistics request messages

and trust index is updated based on the new statistics values.

Input: S = 5,...Sy where N is the number of switches
tp: polling interval of switches
Output: T :a set of § trust indexes for all switches computed for each k seconds
1: while 1 do
2:  for S, in S do

3: poll Sy for port stats

4: update r; and s; based on current stats
. . rp+l

5 Tk - ’I”k-‘y]fsk-i-Q

6: end for

=1

sleep(t,)
8: end while

Figure 3.7. Statistics-based Index Computation Algorithm

Our trust model, TESR, combines three trust indexes as a vector to determine
the trustworthiness of a switch. Let ¢ be the index of a switch, trustworthiness of

switch i is given as follows:

Tsl. =< tSi,l tshg tS¢,3 > (35)



Table 3.4. List of OpenFlow Counters [3]

Counter Bits
Per Flow Table
Reference count (active entries) | 32 Required
Packet Lookups 64 Optional
Packet Matches 64 Optional
Per Flow Entry
Received Packets 64 Optional
Received Bytes 64 Optional
Duration (seconds) 32 Required
Duration (nanoseconds) 32 Optional
Per Port
Received Packets 64 Required
Transmitted Packets 64 Required
Received Bytes 64 Optional
Transmitted Bytes 64 Optional
Receive Drops 64 Optional
Transmit Drops 64 Optional
Receive Errors 64 Optional
Transmit Errors 64 Optional
Receive Frame Alignment Errors | 64 Optional
Receive Overrun Errors 64 Optional
Receive CRC Errors 64 Optional
Collisions 64 Optional
Duration (seconds) 32 Required
Duration (nanoseconds) 32 Optional

38
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where ?;; stands for initial index, ¢; » stands for probing-based index, ¢; 3 stands

for statistics-based index, and t; ; € [0,1] where ¢ € {1,.., N} and j € {1,2,3}.

In this section, we showed how the proposed module accomplishes the trust com-
putation for a switch. The module communicates with the data plane to collect data
from the switches and the collected data is processed into the sub-modules to generate
trust index for the switch. In the next section, we explain how computed trust indexes

are used for constructing secure routing path that satisfies the required trust level.

3.3. Path Construction Module

We use Path Construction Module to determine the route that satisfies the
requirements of an application. Let 7. be the minimum required trust level and
a =< ap, a9, a3 > be a set of weights for the initial, probing and statistics-based in-
dexes respectively. Then, the given application security requirements are represented

as follows:

SRC = [a17052aa37TC] (36)

The algorithm of the path construction module is given in Figure 3.8. The mod-
ule starts finding possible routes from given source to destination using k shortest
path algorithm. Then, path trust indexes are computed by using the switch trust in-
dexes. The module returns with the maximum trusted path that satisfies the security

requirements of the application, SR..

Let t54; be the network saturation time which is highly correlated with the density
of the network traffic. When there is a heavy traffic, t,,; becomes smaller. TESR uses
only initial indexes until ¢ = t,,; to compute node trust. After t = t,, it includes
weighted probing and statistics based indexes in trust computation procedure. Such

an approach provides a secure communication even there is no switch statistics by using
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Input: a: source switch
b :destination switch
Ts=1Ts,..Ts,: a set of trust indexes of switches
teqr: network saturation time
SR. = [y, ag, g, Tt] security requirement of client
Output: P, : best path of all paths from a to b for time t.yrent
1: Compute possible paths P,uns = P, ..., P, from a to b using k-shortest path
algorithm
2: for P, in P,ups do

3: if tcurrent < tsat then

4: Tp, = s, es,...55 (ts,.3)

5.  else

6: Tp, = Zi:l an s, es,.. .5y (tsmn)
7. end if

8: end for

9: Find and return min(||P; — T.||) , VP; € Ppaths

Figure 3.8. Path Computation Algorithm

the initial index assignment. Also, it guarantees that a switch cannot be fully trusted

if some basic security features are not enabled.

3.4. Comments on the Performance of TESR

In this section, we discuss the time complexity of the proposed algorithms. Then,

we evaluate the detection probability.

e Let N be the number of switches in the data plane, the initial index assignment
algorithm runs in regular periods to check the existence of critical parameters
with the O(N) time complexity.

e Let k be the number of neighbors of the tested switch, the time complexity of

the incorrect forwarding detection algorithm for one iteration is O(k).
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e The packet dropping attack detection algorithm which polls data plane in certain
periods runs in O(N) time.

e The time complexity of the path construction algorithm mostly depends on the
k-shortest path approach which is implemented with Yen’s algorithm [70]. Let
AD.J be the adjacency matrix of switches in S and ¢ be the number of edges in

ADJ, the algorithm runs in O(kN(c+ NlogN)) time.

The proposed algorithms do not cause performance overhead since all of the

algorithms run with polynomial time.

3.4.1. Detection Probability Analysis

An incorrect forwarding attack occurs when an attacker compromises a switch
and alters flows in the compromised switch maliciously. Malicious behavior can be
the modification of either the match fields or action fields of an entry. Therefore, the
detection performance of such attacks depends on both selecting compromised switch

and selecting maliciously altered flow entry.

We evaluate the attack detection probability of probing approach and show an
effect of the parameters on the detection performance. Let N is the number of Open-
Flow switches in data plane and h is the number of flow entries in each switch. Suppose
that an attacker compromises m switches and maliciously alters f flow entries in each
switch. Let [ be the number of selected switches where [<m, the probability of selecting

one compromised switch is given as follows:

CrCP "+ CPCry + ... + Oy
cr

Py = (3.7)

n—m
Oljl

Z J—i—l
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Then, the probability of selecting maliciously altered flow entry given as follows:

el orf orf el orf

Pa=(1— Cf)+2( o )(1 C{‘)+"'+l( o - Cf) (3.9)

-1 Ch—f ) Ch_f

=) oIt (1;? ) (1 - (1;{1 ) (3.10)
7=0
-1 h—f. . h—f

=2 U+ D=1 -—=) (3.11)
j=0

The probability of detecting an incorrect attack depends on both selecting compromised
switch and selecting the maliciously altered flow entry from the selected switch. By

combining Equation 3.8 and 3.11, attack detection probability is calculated as follows:

-1 _
Craarr h—f.. h —
P=Puba=Y 2R Gy D )
j=0 :

Then, the detection probability in case that selecting one switch is given as follows as

expected.

S|3
>~

(3.13)

As a consequence, attack detection probability is highly correlated with the num-
ber of compromised switches, the number of switches in the data plane, the number
of maliciously altered flow entries and the number of flow entries in each switch. Se-
lecting multiple switches and multiple flow entries for testing improves the detection

probability.
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3.4.2. Beta Trust Model Performance Analysis

In SDN network, we model packet forwarding statistics of the nodes as feedbacks
which can take values 0 or 1. In Figure 3.9, we show how the trust index evolves as a

function of accumulated feedback with varying feedback values.
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Figure 3.9. Trust Index as a Function of n with Varying Feedback v

However, in our simulation, feedbacks take binary values which shows successful
transmission or failure as 1 or 0. Let a node provides n identical feedback values v.

Mathematically, the r and s values can be expressed as following:

r=nv (3.14)

s=mn(l—-v) (3.15)
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Then, the trust index is computed as following:

r+1 nv+1
T, = = 3.16
r+s+2 n -+ 2 ( )

As shown in Figure 3.9, trust index approaches to 1 when v = 1 and approaches
to 0 when v = 0 as expected. Consecutive successful transmissions (v = 1) increases

trust gradually.

In this chapter, we proposed a trust based routing model for SDN, called TESR.
The proposed model uses data plane observations to detect compromised nodes by
evaluating the forwarding behavior of the switches. We explained the modules in
TESR named, Trust Computation Module and Path Construction module in detail.
Then, we discuss the performance of TESR in terms of the computational complexity

and efficiency of the proposed algorithms.
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4. SIMULATIONS ON THE APPLICABILITY OF TRUST
ENHANCED SECURE ROUTING

In this chapter, we illustrate the simulation of our proposed model on different
scenarios. Then, we evaluate the performance of TESR and show its behavior under
different test cases. Finally, we discuss the practicality of TESR in terms of capturing

real switch state, performance overhead and resource overhead.

4.1. Simulation of TESR on an Example Scenario

We simulated TESR in an emulated network using Mininet. Our prototype runs
in Floodlight controller which is an open source SDN controller written in Java pro-
gramming language by Big Switch Networks organization [71]. The current version
of the Floodlight supports OpenFlow protocol version 1.3. It is also possible to use
the Web GUI (Graphic User Interface) of Floodlight, that is an easy way to see what
is going on the network and debugging purposes. In order to simulate the real SDN
environment, we use Scapy as a traffic generator for the evaluation of our model. We
configured the simple scenario shown in Figure 4.1, with a Floodlight controller and

seven OpenFlow enabled switches.

In the initial state of the network, the Initial Index Assignment sub-module ini-
tializes trust indexes for the nodes by checking the parameters given in Table 3.1 and
3.2. For instance, S1 satisfies all network level parameters but MAC-based access con-
trol feature is not supported. Then, the initial trust index for S1 is set as 0.88 since

we have eight parameters and each has an equal contribution to the computed index.

Trust indexes assigned by the Initial Index Assignment sub-module is used until
the network saturation time, t,,;. After t = t,,, probing and statistics based indexes

are started to compute.
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Figure 4.1. An Illustration of Example Scenario

In our scenario, the Probing-based Index Computation sub-module selects S2 to

test, its operation steps are as follows:

(i) Random flow from S2 is selected to test.

(ii) New flow rule is inserted into S1 and S5 to trap the probe packet comes from S2.

(iii) Controller creates a probe packet by using VLAN_ID header field to differentiate
the packet from the regular network traffic whose VLAN_ID is 0. Match fields are
set as specified in the algorithm (Figure 3.6). The action field is set as TABLE to
treat packet as any packet received from an input port. Then, the probe packet
is sent as a packet-out message to S2.

(iv) The received packet is processed by S2 and forwarded to its next hop, S5.

(v) Since we configure neighbors to listen to probe packet comes from S2; S5 traps

that packet and send to the controller.

Controller checks received packets to find out where the original probe packet is

forwarded. Therefore, we can detect two incorrect forwarding behaviors as follows:
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e If S2 floods the packet, S1 also sends the trapped probe packet to the controller.
Therefore, we can detect whether the packet is flooded to the network or not.
e If controller gets a response from S1 rather than S5 means that packet is forwarded

to the wrong destination. Therefore, we can detect incorrect forwarding behavior

of S2.

The proposed probing approach against replay attacks and compromised switch
collaboration. In case of a malicious node collaboration, a tested switch may disturb the
packet content, incorrectly forward the packet or drop. If S2 and S5 are both malicious,
S5 may pretend as it received the packet from S2 to manipulate the controller decision.
We use random nonce as a payload data and random VLAN_ID for probe packets to

avoid such attacks.

The Statistics-based Index Computation sub-module polls switches with regular
periods. For instance, the controller polls S3, S3 replies back using STATISTICS REPLY
message including its port statistics. Then, the forwarding counters are updated and

related trust index is computed.

Trust computation module monitors the data plane continuously and updates
related trust indexes. The path construction module is triggered when the controller
receives a packet with the given source and destination nodes. For instance, if a packet
source is S1 and the destination is S7, the packet reaches to the network. Then, the
path construction process starts with finding k shortest routes. There are four possible
paths between S1 and S7 as illustrated in Table 4.1. According to the specified path
requirements, we compute path trust indexes and the most trusted path is chosen as

P2.

4.2. Performance Evaluation of TESR

We have tested our model over randomly generated topologies including 50 switches.

We evaluate the attack detection performance of TESR in terms of both malicious rate



Table 4.1. Path Trust Computation Example
Path Path Trust
Path
Trust Vector | (¢=<0.2 0.3 0.5>)
P1:S1-S4-S6-S7 | <0.37 0.39 0.65> 0.52
P2:S1-S2-S5-S7 | <0.44 0.48 0.67> 0.57
P3:S1-S3-S5-S7 | <0.44 0.58 0.45> 0.49
P4:S1-S3-S6-S7 | <0.31 0.20 0.43> 0.34
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in the network and the number of iterations. Detection performances of the betweennes

centrality based polling and random polling are shown in Figure 4.2 and 4.3 respec-

tively.

Attack detection rate(%)
s 8 8 &8 & 8

o
i

1000

Number of iterations

400

30

20
Malicious rate(%)

70

Figure 4.2. Attack Detection Performance of Betweennes Centrality Based Polling

Approach
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Results shows that betweennes centrality based polling performs better than the
random polling approach. While betweennes centrality based polling approach gets its
highest value 67.83%, the highest value of random polling approach is 34.05%.

Attack detection rate (%)
a6 & 3 & 8

o

>l
1000

70

400

30
20

Number of iterations 0 o Malicious rate (%)

Figure 4.3. Attack Detection Performance of Random Polling Approach

Increasing number of iterations and malicious rate increase the attack detection
rate as expected. However, detection rate is not affected from the increasing malicious

rate below 200 iterations.

In Figure 4.4, the x-axes represent the number of iterations that simulation runs
and y-axes represent the attack detection rate. We set the malicious rate to 65%.
We have tested our approach against the random selection approach for both densely
compromised and sparsely compromised cases namely, type 1 and type 2. Simulation
results show that the idea of sampling important switches more frequently improves

the detection of malicious behavior.
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Figure 4.4. Detection Probability vs. Number of Iterations in the Densely/Sparsely

Compromised Case

We also investigate the attack detection performance by increasing malicious
rate as shown in Figure 4.5. We set the number of iterations at 900 and we run our
prototype to see how the attack detection rate changes with the network maliciousity
of the network. As shown in the simulation results, our model is able to detect most

of the attacks even if the network is sparsely compromised.

In Figure 4.6, we compare the behaviors of Beta trust model and probability-
based trust model. We use Equation 3.2 for the Beta trust model while we are using

Equation 4.1 for the probability-based trust model.

(4.1)
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Figure 4.5. Detection Probability vs. Malicious Rate

where r is the number of successfully forwarded packets to next hop and s is
the number of failed packets for node 7. As shown in simulation results, Beta trust
model and the probability-based model both converge to 1 when number of successfully
transmitted packets increases. However, Beta trust model provides fine-grained trust

index for the initial state of the network.

In order to show the behaviors of the models, we simulate a simple scenario as
shown in Figure 4.7. The packet drop rate is constant during the simulation. The
only exception occurs in case that the total number of transmitted packets is between
50 and 80. In such interval drop rate is fixed to 0. Therefore, trust indexes are both
increasing. Both models behaves similar but the Beta trust model enables fine-grained

index especially for low drop cases.
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Figure 4.6. Comparison of Beta Trust Model vs Probability Based Trust Model

4.3. Applicability and Practicality of TESR

Comments for evaluating the applicability and the practicality of TESR are as

follows:

e Performance Overhead and Resource Overhead: TESR is practical and efficient
in terms of performance overhead and resource overhead. First, TESR requires
adding one flow rule to the neighbors to trap the probe packets. It is extremely
less than the TCAM capacity of switches. Second, TESR monitors and evaluates
the forwarding behavior in an effective manner. An alternative to TESR would
be continuous monitoring of the data plane. However, such mechanisms cause too
much resource overhead and decrease the performance. Instead, we use the be-
tweenness centrality based sampling approach to determine the polling frequency

of switches. TESR supports dynamic topology changes, therefore, changes in the
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Figure 4.7. Comparison of Beta Trust Model vs Probability Based Trust Model

topology trigger TESR to recalculate polling frequencies.

e Capturing real switch state: Switches have limited TCAM space which prevents
installing several predefined static rules. Therefore, the most of the SDN con-
trollers install flow rules reactively into switches. Instead of creating artificial
flows, we get flow samples actively from the switches to evaluate the forwarding
behavior of the switch. Therefore, we are able to analyze switches with more
realistic test cases. Additionally, TESR runs in real time, therefore, it reflects

switch behaviors better than offline approaches.

As shown in the simulation results, TESR is an effective attack detection approach
for SDN. Our model uses computational trust model for evaluating switches by regular

monitoring of the data plane.
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In this thesis, we use OpenFLow protocol for the communication between the con-
troller and data plane entities. There exist other tools such as Programming Protocol-
independent Packet Processors (P4) [72]. Unlike OpenFlow, P4 enables advanced
packet processing and more fine-grained matching capabilities [73]. However, as far

as we know P4 is not supported by the Floodlight controller.

In this chapter, we simulate TESR on an example scenario and we show the
interaction of the modules with data plane. Then, we run several experiments to
evaluate the performance and accuracy of our detection approach. Finally, we give a

brief discussion about the practicality and applicability of our model.
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5. CONCLUSION AND FUTURE WORKS

In this thesis, we investigate the problem of compromised switch detection in
SDN. We propose Trust Enhanced Secure Routing by observing the forwarding behav-
ior of the data plane. Observations are used for determining the trustworthiness of
the switches in the data plane by computing the trust indexes. Then, the computed
indexes are used for constructing secure routing path that satisfies requirements of an
application. Our model helps controller to ensure correct data plane operations such
as forwarding packet to the intended destination without modification. In addition,
our model is able to detect compromised nodes successfully even if the network is
sparsely compromised. Therefore, a controller is able to isolate compromised nodes
from the network and offers special routing services depending on the requirements
of an application. Moreover, simulation results show that we increase the detection
rate of compromised switches by using adaptive sampling approach by polling impor-
tant switches that involve in more communications than others increases the detection
rate of compromised switches. Furthermore, as shown in simulation results, Beta trust

model provides finer-grained indexes for TESR to increase the detection rate.

Future directions to improve TESR are as follows:

e We addressed two malicious actions as packet dropping and incorrect packet
forwarding attacks in this thesis. Analysis and implementation for detecting
different attacks rather than incorrect packet forwarding and packet dropping is
left as a future work.

e We select a random flow per switch in each iteration, therefore, detection of
compromised ones may take several iterations. TESR can be extended to make
such selection in an efficient way so as to early detection of compromised switches.

e We determine the polling period of a switch by betweenness centrality. We plan to
add different parameters to decide more efficient polling period for the switches.

Therefore, the detection mechanism spends more time on significant switches



which increases the detection rate.
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