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ABSTRACT

MONEY LAUNDERING DETECTION IN
CRYPTOCURRENCY NETWORKS

This study aims to develop scalable methods to detect suspicious wallets using
historical transaction data in cryptocurrency networks such as Ethereum and Bitcoin.
Different transaction networks are generated for each wallet data set using the illicit
wallets dispersed around the internet. Egonet-dependent and independent features are
used with a range of machine learning techniques, including logistic regression (LR),
random forest (RF'), and XGBoost (XGB), to predict illicit wallets. Firstly, we analyze
performance of models to detect suspicious wallets in the two datasets that include
suspicious bitcoin mixer services wallets such as Bitcoinfog and Helix. The area under
the ROC curve value (AUC) is over 99% for XGB models. We observe that models
perform better on Helix wallets than BitcoinFog wallets in terms of precision, recall, f1
score, and AUC. Secondly, we notice that egonet dependent features do not significantly
improve the models’ performances. Hence, best-performing models have only egonet
independent features. Thirdly, on Bitcoin datasets that do not use any mixer services,
we obtain over 99% AUC. Although the performance of the models is similar in these
three datasets, dominant features in terms of feature importance measure are different
between the datasets including wallets using mixer services (Helix, Bitcoinfog) and the
other (Bitcoin). Lastly, utilizing the same feature set as we do on Bitcoin, Bitcoinfog
and Helix datasets, we train the same machine learning models on the Ethereum dataset
and obtain 96% AUC. We repeated the tests with varying degrees of class imbalance
to simulate real-life situations. We observe a decline in AUC up to 0.10 together with

the increasing severity of the class imbalance.



OZET

KRIPTOPARA AGLARINDA KARA PARA AKLAMA
FAALIYETLERININ TESPITI

Bu ¢aligma, Ethereum ve Bitcoin gibi kripto para aglarinda ge¢mis iglem verilerini
kullanarak siipheli clizdanlar1 tespit etmek icin 6lgeklenebilir yontemler geligtirmeyi
amaclamaktadir. Internete yayilmis yasa dig ctizdanlar kullanilarak her bir ciizdan veri
seti icin farkl iglem aglari olusturulur. Egonet’e bagh ve bagimsiz 6zellikler, yasadisi
ciizdanlar1 tahmin etmek igin lojistik regresyon (LR), rastgele orman (RF) ve XG-
Boost (XGB) dahil olmak tizere bir dizi makine dgrenme teknigiyle birlikte kullanilir.
Ik olarak, Bitcoinfog ve Helix gibi siipheli bitcoin mikser hizmetleri ciizdanlarini igeren
iki veri setindeki glipheli ciizdanlar:1 tespit etmek i¢in modellerin performansini analiz
ediyoruz. ROC egrisi degerinin (AUC) altindaki alan, XGB modelleri igin %99un
tizerindedir. Modellerin Helix cilizdanlarinda, kesinlik, duyarlilik, f1 puan ve AUC
agisindan BitcoinFog ciizdanlarindan daha iyi performans gosterdigini gozlemliyoruz.
Ikinci olarak, egonet bagimh dzelliklerin modellerin performanslarim énemli Sl¢iide iy-
ilegtirmedigini fark ettik. Bu nedenle, en iyi performans gosteren modeller yalnizca
egonetten bagimsiz ozelliklere sahiptir. Ugiinciisii, herhangi bir mikser hizmeti kul-
lanmayan Bitcoin veri setlerinde %99 AUC elde ediyoruz. Modellerin performansi bu
ti¢ veri setinde benzer olsa da, mikser hizmetlerini kullanan clizdanlar (Helix, Bitcoin-
fog) ve diger (Bitcoin) igeren veri setleri arasinda 6zellik 6nem 6l¢iisii agisindan baskin
ozellikler farklhidir. Son olarak, Bitcoin, Bitcoinfog ve Helix veri setlerinde kullandigimiz
ayni Ozellik setini kullanarak, ayn1 makine 6grenme modellerini Ethereum veri setinde
egitiyor ve %96 AUC elde ediyoruz. Gercek yasam durumlarim simiile etmek icin
testleri degigen derecelerde sinif dengesizligi ile tekrarladik. Sinif dengesizliginin artan

siddeti ile birlikte AUC’de 0,10’a kadar bir diiglis gozlemliyoruz.
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1. INTRODUCTION

Cryptocurrency is defined as a digital currency in which transactions are verified
and records are kept by a decentralized system using cryptography rather than a central
authority [1]. A digital currency using cryptography was first proposed by Chaum in
1983 [2]. Satoshi Nakamoto proposed Bitcoin in 2008, which is the first decentralized
virtual currency [3]. Today, there are more than 10,000 cryptocurrencies like Bitcoin,
Ethereum, Ripple, Litecoin, NEO, and so on. Among them, Bitcoin and Ethereum

have the highest trading volumes.

It is considered that 2 billion dollars are laundered throughout the world each
year. However, only 2% of it can be detected by regulators and law enforcement [4].
After emerging cryptocurrency, criminals have begun to exploit it for money laundering
activities. Liberty Reserve is one example of them [5]. It laundered approximately 6
billion dollars by utilizing the anonymous and untraceable characteristics of digital
currency. Besides, a considerable number of drug dealers in Costa Rica used Liberty

Reserve for illegal activities for many years.

Financial institutions such as banks, brokerage firms, and investment dealers are
responsible for the security of the transactions. Buyers and sellers give extensive au-
thority to financial institutions to protect themselves from malicious activities. Thus,
one cannot make transaction without their permission. If a financial institution wit-
nesses a malicious or illicit activity, it can reverse the transaction to prevent it. On the
other hand, cryptocurrencies do not have a third-party regulator due to their decen-
tralized nature. Individuals can have more chances to hide in the network and make a

transaction without being tracked.

The decentralized nature of cryptocurrencies offers people full control over their
privacy. However, money launderers make use of this golden opportunity to hide

their identities. Yet, illicit activities in cryptocurrency can still be detected since



transaction networks are publicly available via blockchain since a certain degree of user
anonymity is available in cryptocurrency. First, the transaction flow may be clearly
seen by anybody on the blockchain, which increases the likelihood of a deanonymization
assault by grouping linked addresses into a single wallet [6-10]. Second, Know Your
Customer (KYC) policies are commonplace across exchanges. Lastly, it is possible to
deanonymize individuals by leveraging publicly accessible information in blockchain
networks [9,11,12]. Besides, Bitcoin transactions may include simple connections that
are easy to track. In order to increase anonymity, the Bitcoin ecosystem has developed
mixer services. Multiple Bitcoin transactions are mixed together in a mixer so that
the connections between the transactions are concealed. Mixing services mix the funds
provided by parties and distribute them to different wallets to hide illicit activities
by severing the links between wallets. When there are several input-output wallets,
the mixer combines them so that the link of input and output wallets are lost. As a
result of this, new links between the input-output wallets are generated [9]. In Section
2.1.1.1, we explained Bitcoin mixer services detailed. The number of wallets using
mixing services has increased recently. According to Crystal Blockchain End of Year
Report 2020, in 2020, mixers received a total of $1.4 billion in bitcoin, compared to
$0.9 billion in 2019. This means that throughout the course of a year, the amount
received by the mixers grew by 0.5 billion dollars [13].

If a mixing service uses a central mixing server to conduct the mixing, it is referred
to as a centralized mixing service. However, there is no assurance that service providers
would transmit mixed currencies to user-specified addresses. Also, they can keep track
of the initial connection between user inputs and outcomes [14]. Therefore, applying
for a mixer service includes risks. The first mixing services platform, BitcoinFog, has
dedicated servers that are manually set up. The service is only accessible via Tor. A
qualified workforce keeps up the mixing services to prevent the huge mixing pool from
hazardous assaults [15]. Nevertheless, money launderers apply for mixers to cover their

tracks.



Recently, studies on the anonymity of Bitcoin transactions using Blockchain tech-
nology have been expanded [16]. In the Bitcoin network, a single transaction contains
numerous money transfers that are made between different wallets. As a result of
this, the Ethereum network has been started to highlight in recent studies [17,18].
Despite the fact that Ethereum blocks include many transactions, each transaction
only comprises a receiver and a sender. As a consequence, determining which wal-
lets performed the transaction is explicit in the Ethereum network. All these recent
developments make it crucial to have more powerful and adaptive methods to detect

suspicious cryptocurrency transactions. The study has a variety of goals:

> Developing a model that predicts suspicious bitcoin mixer wallets in accordance
with current bitcoin mixer activity. This might be used to discover unknown
illicit mixer wallets on the bitcoin network.

> (Comparison of the effects of independent and dependent egonet features on mod-
els.

> Comparing models that detect illegal wallets using Bitcoin mixer services such as
BitcoinFog and Helix.

> Developing a model to detect suspicious Bitcoin wallets and evaluating the results
using the previous model.

> Developing a model that detects illicit Ethereum wallets, detecting similar wallets,
comparing the outcomes of this model to the two previous ones, and identifying
significant features.

> Experimenting with various illicit/licit wallet ratios and evaluating outcomes

across all models.

In the following sections, detailed information on cryptocurrencies, including bit-
coin, Ethereum, and bitcoin mixer services, is provided in Section 2. This section
also gives brief information on the basic areas where machine learning and artificial
intelligence are used in crypto money networks. Additionally, studies on money laun-
dering detection in cryptocurrency research are detailed in Section 2. The methods

for gathering transaction networks of licit and illicit wallets are explored in Section



3 while feature extraction is covered in Section 4. Subsequently, the implementation
of our experimental design is covered beginning in Section 5.1, and the outcomes are
presented in Section 5.2. In Section 5.2, we begin with our evaluation metrics in results
before reporting the findings of each experiment, which are then further addressed in
Section 5.2.3. Finally, in Section 6, we summarize our key results, the major problems
we encountered, and the prospects for future study in money laundering detection in

crytocurrency networks.



2. RELATED WORK

In this section, the most recent research on anti-money laundering practices in
Bitcoin networks is given. Along with information on money laundering operations,
there is also information on cryptocurrencies like Bitcoin, Ethereum, and Bitcoin mixer
services. This section also includes references to earlier theoretical and applied works

similar to our study.

2.1. Cryptocurrency

A decentralized system utilizing cryptography, as opposed to a centralized one,
is used to verify transactions and maintain records in a digital currency known as
cryptocurrency [1]. The concept for a digital money based on cryptography was first
proposed by Chaum in 1983 [2]. After that, he designed the eCash digital money
system. The fact that eCash was centralized through banks is one of the most key
differentiators between cryptocurrencies and the digital money system envisioned by
Chaum [19]. While leveraging cryptography technology, cryptocurrency is generated
with the use of blockchain technology.

A blockchain is a sort of Digital Ledger Technology (DLT) that is made up of
an expanding list of data, known as blocks, that are safely connected to one another
using encryption [20]. Satoshi Nakamoto, the person who created Bitcoin, is credited
with inventing the blockchain. According to Nakamoto, Bitcoin needed a reliable third
party in order to work as a cash without applying for traditional financial systems such
as banks. Therefore, Bitcoin must avoid various errors, including transferring money
to the wrong account and preventing double spending by the same user. Blockchain
take the position of the reliable third party. Blockchain, a database that records every
bitcoin transaction, gives evidence of who is in charge of what at any one time [21].
In cryptocurrencies, different amounts of validated transactions constitute each block.

Each cryptocurrency system has a predetermined and capped maximum block size [19].



In cryptocurrency’s world, transactions must be verified before being added to
the public ledgers, which is the responsibility of miners. Since a user could attempt
to verify an invalid transaction, each new transaction is examined by the miner to
determine if it includes any questionable activities such as using same currency more
than once [19]. The two cryptocurrencies with the highest trading volume today are

Bitcoin and Ethereum.

2.1.1. Bitcoin

As we mentioned above, the first decentralized virtual money, Bitcoin, was sug-
gested by Satoshi Nakamoto in 2008 [3]. There was initially merely 50 Bitcoin in
circulation. The whole amount was almost equal to one US dollar [22]. As the pop-
ularity of the use of Bitcoin increases, the value of Bitcoin increases, too. The price
at the time this thesis was written was 19,740.61 in US dollars [23]. One of the key
aspects of Bitcoin, like other types of currency is scarcity [24]. As a result, Bitcoin’s

value tends to rise over time.

According to Fauzi et al., there are three advantages for using Bitcoin: security,
transaction cost and high return. First, since Bitcoin utilize blockchain technology;,
it removes the need for intermediary organizations. Besides, confidential information
can be safeguarded with this way. Therefore, Bitcoin is more secure than traditional
money. Second, in terms of transaction cost, the cost of Bitcoin transaction is lower
compared to other normal currencies. Additionally, through the Internet, people can
conduct transactions without time constraints and pay a low fee. Third, having a
high return increases the popularity of Bitcoin since some investors may benefit by

purchasing it at a discount and then selling it at a high [22].

2.1.1.1. Bitcoin Mixer Services. As it is mentioned in the introduction, although Bit-

coin offers its users transaction privacy, there are specific circumstances in which this
anonymity may be violated. This is so because the transaction flow can be seen by

anybody using the blockchain, and most exchange services adhere to their KYC poli-



cies. We cannot conclusively claim that a user of bitcoin mixer services has performed
a suspicious transaction. Hence, users may prefer mixer services to hide the flow of
bitcoin transactions. However, a number of studies have revealed that mixing services
are regularly misused for illicit activities [9]. As previously said, mixer services make it
harder to discover the link between input-output pairs in the Bitcoin network. Figure
2.1 depicts a basic bitcoin transaction. The relationship between addresses is explicit
in this transaction. A, B, and C send 20, 15, and 5 bitcoins to X, Y, and Z respectively.
When the mixer algorithm is implemented, user-A would normally transmit 20 bitcoins
to user-X, but user-X would receive the 20 bitcoins in batches from B and user-C rather

than straight from user-A to conceal the relationship (see in Figure 2.2).
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Figure 2.2. The Bitcoin network after mixer service.



In this thesis, we use BitcoinFog and Helix mixer services wallets. BitcoinFog and
Helix is centralised mixer services. In December 2013, a portion of the 96,000 BTC
from the Sheep Marketplace fraud was cleaned up using BitcoinFog. Moreover, 7,170
bitcoins total were taken from the Chinese exchange Bter.com in February 2015. The
theft was linked to some mixer services such as Bitcoinfog. Federal agents from the
United States arrested Bitcoinfog’s founder in April 2021. It was claimed that during
the course of its ten years of existence, Bitcoinfog allegedly laundered over 1.2 million
Bitcoin worth about 335 million dollars [25]. The US Federal Bureau of Investigation
(FBI) claims that Helix transferred over 350,000 bitcoins on behalf of clients. Darknet

markets accounted for the majority of trade volume [26].

2.1.2. Ethereum

The creator of Ethereum is Vitalik Buterin in 2014 [27]. The main difference

reveals how the two cryptocurrencies’ blockchain systems differ from one another [28].

2.2. Machine Learning and Artifical Intelligence Implementions in

Cryptocurrency Networks

In this part, we looked into the applications of machine learning in cryptocurrency

world.

2.2.1. Price Prediction

One of the most important issues for digital currencies which utilize machine
learning models is price prediction. Chen has presented a Deep Neural Network (DNN)
technique for predicting the price of Bitcoin [29]. The suggested technique produced
valuable results in terms of accuracy (53.4%) and correct prediction (MSE 1.02). An-
other research conducted by Alessandretti et al. is also about cryptocurrency price

prediction [30]. All currencies with a history of more than 50 days from their first



appearance and a volume of more than 100000 dollars are included in this study. They
focused on three supervised approaches for short-term price forecasting. They are XG-
Boost with one single regression model, long short-term memory networks (LSTM),
and XGBoost with multiple regression models. Moreover, Akyildirim et al. presented
a study about the prediction of returns [31]. They concluded that the trend of returns
in cryptocurrency markets can be forecasted over daily or minute timeframes. The
average accuracy result of all models they used is around 55-60%. They have twelve
cryptocurrencies that dominate the marketplace 79.8% of the overall cryptocurrency
market to examine. These are Bitcoin, Cash (BCH), Bitcoin (BTC), Dash (DSH),
EOS (EOS), Ethereum Classic (ETC), Ethereum (ETH), Iota (IoT), Litecoin (LTC),
OmiseGO (OMG), Monero (XMR), Ripple (XRP), and Zcash (ZEC).

2.2.2. Trading

Koker et al. conducted a model using the reinforcement model to obtain a prof-
itable buy-and-hold approach [32]. They tested the model on five main cryptocurren-
cies in circulation. At the end of the tests, they demonstrate how their active trading
approach may improve investors’ risk-adjusted returns over time and if the model is

properly trained even lower portfolio downside risk.

According to Attanasio et al., multi-coin trading greatly enhances total profits
compared to trading only Bitcoin [33]. They also emphasized that there are limited
studies about trading algorithms using other digital money except for Bitcoin. They
utilize machine learning model to forecast the price of different cryptocurrencies the
next day. They use price prediction models intead of classification techniques. Besides,

they studied an eight-year dataset for their work.

Sattarov et al. use a deep reinforcement learning model to increase profits from
bitcoin transactions [34]. According to the Bitcoin trial, the investor made 14.4% net
earnings in just one month. The results of testing on Litecoin and Ethereum were

likewise successful, with profits of 74% and 41%, respectively.
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2.2.3. Money Laundering Detection

Today, cryptocurrencies drive the attention of many researchers to detect illicit
activities in decentralized cryptocurrency systems. Aziz, Baluch, Patel, and Ganie used
the Light Gradient Boosting Machine (LGBM) technique to detect Ethereum illegal
transactions and they evaluate the performance of several machine learning models
in their research. They use the data set which is compiled using Ethereum Classic

available on the Kaggle website [35].

There are several studies proposing methods to find illegal activities in cryptocur-
rency networks. Suranga et al. collected data over three years. They included many
wallets for regular and Bitcoin mixing services [36]. All transactions connected to these
wallets were gathered. They labeled the Bitcoin mixing services data based on existing
literature, news articles, and wallet tags from trusted online resources. In the feature
engineering phase, they used in-degree/out-degree ratio, sum, mean, standard deviation
of output values, several weakly connected components, and the size of the subgraph a
transaction belongs to. As a feature importance method, they preferred the Adaptive
Boost (Adaboost) techniques. They tried Neighbourhood, Deepwalk, Node2vec, “OR”
ensemble, “AND” ensemble ML techniques to detect suspicious transactions. After

some experimental runs, they obtained more accurate results from the Node2vec.

Vassallo et al. worked with Elliptic Data Public which is found in Kaggle, and
Ethereum Illicit wallets data flagged by the Ethereum community [18]. They identified
three primary areas which require further exploration: which ensemble is most effective
in detecting illicit activities on cryptocurrency networks, data sampling techniques, and
handling of concept drift in cryptocurrency transactional data. They proposed an inno-
vative adaptation of XGBoost, coined as Adaptive Stacked Extreme Gradient Boosting
(ASXGB) to improve the handling of concept drift. To detect money laundering at
a transactional level, they used XGBoost due to its efficiency, scalability, and ability
to reduce training time by utilizing the GPU. Also, they provided a categorization of

machine learning techniques used in the literature.
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Li et al. first gathered a sizable dataset of illegal wallets in order to identify the
criminal wallets in the Bitcoin network [37]. The illegal wallets primarily originate
from a few particular websites, and public forums. Then, they analyzed the features
using a variety of machine learning methods (RF, SVM, XGB, ANN), which shows
that the suggested features are robust and discriminative. The study also covers the

issue of class imbalance.

Lee et al. extracted 80 attributes relating to bitcoin wallets [38]. As classification
models, they utilized the random forest and ANN algorithms. The accuracy of the
random forest algorithm was much greater than that of the ANN algorithm. In addition

to that, they used temporal features by integrating LSTM into the auto-encoder.

Chen et al. studied hackers who try to steal Bitcoin wallet keys to transfer Bit-
coin from compromised users [39]. In this work, supervised learning techniques are
utilized to find and issue warnings about Bitcoin theft incidents in order to wallet
the security concern of Bitcoin theft. They used many algorithms such as k-nearest
neighbor (KNN), support vector machine (SVM), random forest (RF), adaptive boost-
ing (AdaBoost), multi-layer perceptron (MLP) techniques, and multiple unsupervised
methods. At the end of the study, the RF algorithm was identified as the most effective

of these algorithms,

Another study which was proposed by Camino et al. was about two different
case studies: money laundering on bank transactions, and Ripple which is another
cryptocurrency [40]. They examined three different methods: Isolation Forest (IF),
One-Class SVM (OCSVM), and Gaussian Mixture Models (GMM). After getting the

anomaly score of each method, they calculated their average to find the suspect list.

There are also other studies which used ML techniques to identify suspicious

activites in cryptocurrency network [36,41-46].
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A different research project plans to detect anomalies within graph-based data.
Before the model conduction, the authors clustered Bitcoin transactions into pre-
defined particular segments. Segments are exchange, gambling, hosted wallet, mer-
chant services, mining pool, mixing, ransomware, scam, tor market, or other [47]. The
authors worked with Chainalysis, a business that specializes in blockchain analysis. Af-
ter gathering data from Chainalysis, they tested several machine learning methods such
as random forests, extremely randomized trees, and adaptive and gradient boosting.
At the end of the study, they obtained an average cross-validation accuracy of 80.42
percent by using the gradient boosting method with default parameters [47]. Jung
et al. proposed an approach to detect Ponzi schemes in Ethereum transactions [48].
They gathered 172 Ponzi scheme wallets which are found at [1]. 0-day features and
behavior-based features are the two types of features that are used in the study to
improve the model. The bytecode and the size of the smart contract are examples of
the 0-day features whereas paying the early investors from the payments later investors
make is an example of behavior-based features. They tested three classification models

such as Random Forest, J48, and Stochastic Gradient Descent.

There are statistical challenges such as different data distributions and data
amounts among participants. Therefore, the data is not homogenous. At the conclu-
sion of the training procedure, the model accuracy could be poor since the distribution
of the data has a significant influence on the model’s accuracy [49]. It can be sought
to examine methods used in financial transaction networks, such as clustering sub-
graphs [50], finding sub-graphs similar to suspicious sub-graphs [51], and identifying

suspicious sub-graphs in the networks [52].

Although there are many methods in the literature, there are also state-of-the-art
money laundering methods in fast-developing crypto networks. Thus, methods that
detect money laundering activities previously found in the literature may be insufficient
since Bitmixing services such as Bitcoinfog develop increasingly advanced methods to
complicate their transactions. Besides that, in the majority of research in the literature,

suspicious wallets that are found on the internet are often employed throughout the
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model’s training phase. Therefore, the wallets dispersed over the internet may not be
helpful for identifying the bit mixing services’ new strategies since their underlying
algorithms have changed. Thus, it is valuable to develop ML models trained on the

most recent data.

In our thesis, we examined the Ethereum and Bitcoin transaction networks to
detect illegal cryptocurrency transactions utilizing machine learning models such as
logistic regression, random forest, and XGBoost. We generated features depending on
the egonet networks and being independent of the networks. Additionally, we separated
bitcoin wallets into two groups: ones that belong to Bitcoin mixing services and ones
that do not belong to a specific illegal group such as Ponzi, gambling, or Bitcoin mixing

services.
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3. DATA COLLECTION AND TAGGING

We collected Bitcoin wallets from different resources such as bitcoinabuse.com,
and walletexplorer.com. bitcoinabuse.com has revealed more than 200.000 illicit wal-
lets, most of which are used for blackmail and fraud. Approximately 4000 new wallets
are added to the list each month. In addition to wallets using Bitcoinfog and Helix
services from walletexplorer.com, we also extracted wallets using legitimate KYC ex-
change services from this website. We utilized the Ethereum licit—illicit wallets dataset
which was studied by Farrugia et al. [17]. After collecting all data, we used the following
labeling rule while classifying Bitcoin data (Ethereum is already labeled.).

> [f a wallet uses the known illegal Bitcoin mixing services such as BitcoinFog, and
Helix, or it belongs to the list pulled by bitcoinabuse.com, then we tag it as an
illicit wallet.

> If a wallet uses trustful cryptocurrency services using the Know-Your-Customer

policy such as Binance, then we tag it as a licit wallet.

We defined five wallet datasets based on the previously mentioned rule: Bitcoin
[licit Wallets Dataset (B-Illicit), Bitcoin Licit Wallets Dataset (B-Licit), Helix Illicit
Wallets Dataset (H-Illicit), BitcoinFog Illicit Wallets Dataset (BFog-Illicit), Ethereum
Licit—illicit Wallets Dataset (Eth-Licit—illicit). As previously indicated, we retrieved
the Ethereum data from the Farrugia et al. study [17]. The Ethereum community has
identified this dataset as both licit and illicit. This dataset has 4681 wallets in total.
2502 of these wallets are legitimate, while 2179 are illegal. 3329 out of 4681 wallets’
transactions were pulled in this study. Of the 3329 wallets, 1414 are illegal, while the
remaining 1915 are legal. More than 70% of the wallets in these five wallet datasets
started making their first transactions between 2017 and 2021 when initial transaction
dates for the wallets are taken into account. These datasets are explained below in

Table 3.1.
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Table 3.1. Dataset Description.

Dataset Name Source Wallet Count
Blllicit bitcoinabuse.com 5499
BlLicit KYC exchange services-walletexplorer.com 10000
HIllicit Helix mixing service-walletexplorer.com 38704

BFoglllicit BitFog mixing service-walletexplorer.com 10000

Eth-Licit—illicit found on Kaggle 3329

Each historical transaction data was pulled using the Python blockchain API. In
the data extraction process, we pulled the available historical transactions related to
suspicious wallets. We created transaction networks by extracting the information of
all the transactions of the suspicious wallets and the information of the other wallets
that the suspicious have transacted. A hash is a mathematical function that converts
an input of arbitrary length into an encrypted output of a fixed length [53]. As the
input data changes, the outcome of the hash function changes too. In cryptocurrency
terminology, a transaction is a set of transfers that have more than one input/output
wallets. With each transaction, a unique hash is generated. In each Bitcoin transaction,
1-1, 1-N, N-1, and N-N relationships can be seen between input and output wallets.
Also, each Bitcoin transaction can have the same input wallet or the same output wallet
more than once. For Ethereum transactions, there is only one kind of relationship which
is 1-1 (see in Figure 1). Therefore, the structure of the Ethereum network is simpler

than the Bitcoin network.

Figure 3.1. Ethereum transaction x with 1 input wallet and 1 output wallet.
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After pulling historical transactions of wallets, we defined the Bitcoin and Ether-
eum transaction network graph as follows. In Bitcoin transactions where we have N-N
relationships (IV > 1), it is not always possible to determine how much cryptocurrency
is sent from which input wallet to which output wallet easily. Therefore, we define two
types of nodes in our network: hashes and wallets. If wallet - 1 is an input wallet for
Hash x and wallet - 2 is an output wallet for Hash x, then we add an arc from wallet - 1
to Hash x and another arc from Hash x to wallet - 2. Each arc is weighted by the values
of the corresponding input or output amount. An example of a network corresponding
to a network that includes 3 different transactions can be seen in Figure-2. In this
figure, we can see that a wallet can be found as input more than one. Also, an output

wallet can be an input wallet for another transaction.

Table 3.2. Transaction Network Information.

Dataset Name | Number Of Nodes | Number Of Edges
BLicit 1065638 7310260
HlIllicit 554266 2080662

BFoglllicit 432805 4001332

Address — 8 Address -9

Address — 3
Address — 1 Address — 6

‘ 4.

Figure 3.2. A Bitcoin network with 3 different transactions.
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4. FEATURE EXTRACTION

In this part, we defined two different feature sets: egonet dependent features

(EDF) and egonet idependent features (EDF).
4.1. Egonet Dependent Features Selection

We first tried to create graph-related features such as density, number of nodes
and edges, average shortest path length, diameter, transitivity, average clustering co-
efficient, and number of triangles. We calculated these parameters for each compo-
nents. Ego networks implies that each subgraph generated comprises of the n — step —
neighborhood as well as the connections between the central node’s neighbors, which
is referred as the central node’s ego network. In general, the ego network of the "
node is described as the subgraph covered by all of the i® node’s neighbors [54]. The
set of 1 — step — neitghbors of a node ¢ is made up of all nodes j that have a directed
edge from 7 to j or a directed edge from j to ¢. In this study, we assumed n = 2 while
generating the egonets of the wallets. As a result, the radius of the ego network is
increased by one such that the neighbors of 1 — step — neitghbors who are not in direct
interaction with the center node are included in the node set. This is because while
the first neighbor of the wallet gives us the hashes its transactions contain, the second
neighbor of a wallet also brings the information of other wallets in that transaction.

These are commonly used egonet dependent network features (EDF):

e Density: The density calculates the degree of connectivity in a graph by dividing
the number of edges by the number of all possible edges [55]. Assuming V is the
total number of nodes and E is the total number of edges in a graph, the formula

for calculating the density D of a directed graph is

2F
V(V-1)
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Number of Nodes: The basic measure for a subgraph’s volume is the sum of its
member nodes. Each subgraph definitely has its own peculiarity.

Number of Edges: The total number of edges in a subgraph represents the total
number of transactions that occurred inside the subgraph. It is known as network
size in short.

Average Shortest Path Length: The geodesic distance, also known as the shortest
path length between two nodes u and v, is the smallest distance value among all
walks connecting u and v [56].

Diameter: In networks, diameter is categorized among the distance and path
measurements [55]. It is also known as the longest geodesic or the maximum
eccentricity of a network, where eccentricity of a node u is defined as the greatest
distance between v and any other node v in the network such that v € V. When
all feasible pairs are investigated, diameter represents the largest distance between
two nodes.

Average Clustering coefficient: Clustering coefficient is a structural metric that
assesses the likelihood of nodes in a network to cluster together. In other words,
it illustrates how near a node’s neighbors are to constructing a complete network
with unit density [57]. Let |e,| be the number of edges having both ends in node
n’s 1 — step — neighborhood, and k, its degree [58]. The clustering coefficient
CC, of anode n is

2len|
kn(kn — 1)

As a result, the average clustering coefficient C'C' of a network is determined by
averaging the clustering coefficients of all nodes in the network, where V' is the

set of nodes

1
i > G,
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e Number of Triangles: This feature, as the name implies, is the number of triangles
present in the subgraph where all three nodes and edges are members of the same
subgraph.

e Transitivity: The ratio of all potential triangles in a network equals transitivity.
This characteristic has a similar logic to density measure; we describe it as the
triangle realization ratio. Essentially, the number of triangles in the candidate
subgraphs is divided by the maximum number of triangles, i. e. all feasible con-
figurations comprising three nodes. This function, as the name suggests, displays

network transmittance capacity.

Egonet structures, are made up of two different kinds of nodes: hash and wallets.
There is no direct arc connecting two wallets since each transaction includes a hash
in the middle. Due to the structure of the transaction graph, transitivity, average
clustering coefficient, and the value of the number of triangles do not add any value to
our model. On the other hand, density, number of nodes and edges in egonet graph,

average shortest path length, and diameter are calculated.

4.2. Egonet Independent Features Selection

We generated other features in addition to egonet-dependent features. We are
inspired by Li et al.’s study to generate some of these features [37]. The following
list is showing an explanation of features that are independent from egonet networks
(EIF). Each feature is calculated separately for the cases where an address is output
and input. For instance, activity days, which is in the first place in the list below, is
calculated separately for transactions where a wallet is an sender and for cases where

1t 1s an receiver.

e Activity Days: Number of transaction days for a wallet.
e Average Frequency Of Transaction Days: Average days between two consecutive
transactions of a wallet on different days.

e Daily Maximum Transaction Count: The maximum number of transactions made



20

by a wallet as an input wallet in a day.

Daily Minimum Transaction Count: The minimum number of transactions made
by a wallet as an input wallet in a day.

Total Transaction Count: Total number of transactions where a wallet is an input
wallet.

Minimum Frequency Of Transaction Days: Minimum day difference between two
consecutive transactions of a wallet on different days.

Maximum Input Wallet Count: Maximum number of other input wallets in trans-
actions where one wallet is the input wallet.

Maximum Input Value: The maximum cryptocurrency value a wallet sends in all
transactions it is in.

Maximum Output Wallet Count: Maximum number of other output wallets in
transactions where one wallet is the output wallet.

Maximum Output Value: The maximum cryptocurrency value a wallet receives
in all transactions it is in.

Minimum Input Wallet Count : Minimum number of other input wallets in trans-
actions where one wallet is the input wallet.

Minimum Input Value: The minimum cryptocurrency value a wallet sends in all
transactions it is in.

Minimum Output Wallet Count: Minimum number of other output wallets in
transactions where one wallet is the output wallet.

Minimum Output Value: The minimum cryptocurrency value a wallet receives in
all transactions it is in.

Sum Input Value: The total cryptocurrency value sent by a wallet in all transac-
tions it is in.

Sum Output Value: The total cryptocurrency value receive by a wallet in all
transactions it is in.

Average Input Value: The average cryptocurrency value sent by a wallet in all
transactions it is in.

Average Input Wallet Count : Average number of other input wallets in transac-

tions where one wallet is the input wallet.
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e Average Output Value: The average cryptocurrency value receive by a wallet in
all transactions it is in.
e Average Output Wallet Count : Average number of other output wallets in trans-

actions where one wallet is the output wallet.
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5. EXPERIMENTAL RESULTS

5.1. Machine Learning

The topic of identifying illicit wallets in a cryptocurrency network is defined as a
supervised binary classification problem, with positive observations representing illicit
wallets and negative observations representing licit wallets. Classification models are
primarily meant to generate probabilities for each observation about their membership
to each class, and then allocate those probabilities to discrete classes in relation to a
given threshold [59]. For our binary classification problems, we recommend using three

methods: Random Forest, XGBoost, and Logistic Regression.

Random forest is a classification algorithm that consists of many independent
decision trees with branches based on feature and function values in the leaf nodes.
These many distinct decision trees perform together as an ensemble. The random for-
est’s various trees each spit out a class prediction, and the class that receives the most
votes becomes the prediction made by the model. The main principle of random forest
is the wisdom of crowds since there are numerous uncorrelated models (trees) working
as a committee. The most important factor is the low correlation between models.
Using two techniques, random forest makes sure that the behavior of each individual
tree is not overly connected. These methods are bagging (bootstrap aggregation) and
feature randomness. The use of bagging in random forest is made possible by allowing
each tree to randomly sample from the dataset with replacement, resulting in diverse
trees. A random forest can only select one random subset of features per tree due to
feature randomization. When splitting a node in a typical decision tree, we analyze all
potential features and choose the one that results in the greatest gap between the ob-
servations in the left node and those in the right node. We carried out hyperparameter
tinkering to optimize the random forest classifier throughout a parameter space using
a b-fold cross-validation method. Three parameters have been chosen for tuning: max-

imum depth of three, minimum sample split, and maximum leaf nodes. The maximum
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depth of a tree in Random Forest is the longest path from the root node to the leaf
node. In a random forest, the decision tree is instructed by the function min sample
split to split any node that has less observations than necessary. Max leaf nodes limits
the growth of the tree by imposing a restriction on the splitting of the nodes in the

tree.

Gradient boosted decision trees are implemented in a high-performance manner
by the open source package known as XGBoost. A single model is trained on the
dataset and used for prediction with a typical machine learning model, like a decision
tree. The data can be expanded or the parameters modified, but only one model is
used in the end. Even if an ensemble is produced, each model is trained separately
and used on the data. Contrarily, boosting employs a more iterative methodology.
Models are gradually introduced till no more advancements are possible. This iterative
technique has the advantage that new models added focus on resolving errors caused
by older models. Models trained individually in a conventional ensemble technique
may all commit the same errors. To fine-tune the parameters in XGboost, we used
b-fold stratified cross-validation, just like in Random forest. Learning rate and max
depth are tuned. An optimization algorithm’s learning rate controls the step size at

each iteration as it advances toward the least loss function.

A predictive analytic algorithm based on the idea of probability, logistic regression
is a machine learning approach that is used for categorization problems. The cost
function employed in logistic regression is more sophisticated and is referred to as the
sigmoid function. The sigmoid function is used to match the predicted values to the
probability. The sigmoid function is usually restricted to the range of 0 and 1 according
to the logistic regression hypothesis. newton-cg Solver is used. There are no necessary

hyperparameters to adjust in logistic regression.
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5.2. Model Setup

We have 5 fundamental datasets for each wallet datesets as indicated in Table 5.1.
We have one licit wallet dataset and three illicit datasets for Bitcoin. At the end of the
feature selection, we obtained four feature datasets for each dataset indicated in Table
5.1 by utilizing their transaction network pulled by Python API. While generating
feature datasets, we merged the Blicit wallets’ feature dataset and other Bitcoin illicit

wallet feature datasets. After doing that, we defined 4 datasets for training models.

Table 5.1. Feature Datasets Combination.

Dataset Name Alias

Blllicit—BLicit Bitcoin
HIllicit—BLicit Helix

BFoglllicit—BLicit | Bitcoinfog

Eth-Licit—illicit Ethereum

We accumulated 31 features for Bitcoin, Helix and Bitcoinfog datasets and 26
features for the Ethereum dataset to detect suspicious wallets using machinel learn-
ing models such as logistic regression(LR), random forest(RF), and XGBoost(XGB).
Egonet-dependent features are only calculated for the Bitcoin network. Due to Ethereum
transaction nature, egonet dependent features are proportional to some egonet inde-
pendent features. For instance, density, the number of nodes, and the number of edges
are proportional to the total hash count. However, other features that are not included

in the egonet features are common for both Ethereum and Bitcoin networks.

5.2.1. Hyperparameter Tuning

Supervised binary classification models are used to detect suspicious financial
behaviors in cryptocurrency transaction networks. First of all, we divided the datasets
using an 80:20 split ratio. In other words, 80% of the wallets in the datasets are

used as the training set, while 20% of them are used as the testing set. For each
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dataset, we trained three classifiers with three different combinations of feature sets.
Furthermore, we performed 5 stratified folds cross-validation on the training set to
tune the parameters of classifiers. We tested our proposed system with four different
datasets and two different binary classifiers: random forest(RF), and XGBoost(XGB).
We used a laptop with Intel Core i7 - 7500U CPU and 8GB of memory. Tested
parameters for random forest max depth: (4,8), min samples leaf :(2,4), min samples
split: (2,10), n estimators: (1000) and for XGBoost max depth:(4,8), learning rate:
(0.1,0.2), n estimators: (1000). While comparing the performance of different models,
we used AUC values. The results of our cross-validations are reported in Appendix A.
The best performing classifiers with hyperparameters and feature sets are presented in
Table 5.2. The dataset column in this table shows from which datasets illicit and licit
wallets were drawn. EIF indicates that the classifier above the name of the classifier

works only with egonet-independent features.

Table 5.2. Best-performing model settings.

Dataset | ML Model | learning rate | max_depth | AUC
Bitcoinfog | XGBEY 0.2 4 0,999993
Helix XGBEYF 0.1 4 0.999999
Bitcoin XGBEF 0.1 4 0.999991
Ethereum | XGB®YF 0.1 4 0.956237
5.3. Results

5.3.1. Evaluation Metrics

We assess classifiers’ performance using standard machine learning metrics like
recall, precision, the area under the receiver operating characteristic curve (AUC), and
f2 score. Recall, also named for sensitivity is the percentage of true positives that

the machine learning model properly detects. Only the classification of the positive
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instances is significant to the recall [60]. The documentation of the confusion matrix
contains the definitions of true positive and false negative used in the formulation
below. The documentation states that when both the actual classification and the
predicted classification are positive, it is known as a true positive (TP) result since
the classifier successfully detected the positive sample. On the other hand, a false
negative (FN) result is produced when the actual classification is positive but the
predicted classification is negative. This occurs when the classifier misclassifies the

positive sample as being negative [61]. Recall is

TP
TP+ FN

Precision means that the ratio of properly diagnosed positive samples to all samples
that were classified as positive is used to calculate the precision (either correctly or
incorrectly). In the Precision formula, a false positive (FP) result is one in which the
predicted classification is positive but the actual classification is negative. This occurs

when the classifier wrongly classifies the negative sample as positive [61]. Precision is

TP
TP+ FP

Huang et al. suggest that since AUC is a more accurate metric, it should take the role of
accuracy when evaluating and comparing classifiers [62]. Therefore, the area under the
receiver operating characteristic curve (ROC) is often used as an important evaluation
statistic for classifier problems. On the Y and X axes of a ROC graph, respectively,
true positive rates (TPR) and false positive rates (FPR) are shown. The true positive
rate is equal to the recall. On the other hand, the ratio between outcomes where the
model mistakenly predicts the negative class and all actual negatives is known as the
false positive rate. Each classifier in the ROC space is represented by a point (FPR,
TPR) on the ROC curve. TPR and FPR may vary (0 and 1) as the output threshold for
a model that produces output continuously varies between its endpoints. ROC curve
is the name of the resulting curve. The abbreviation “Area under the ROC Curve” is

AUC. In other words, AUC measures the complete two-dimensional region beneath the
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entire ROC curve from (0,0) to (1,1) [62]. The harmonic mean of recall and precision

is used to get the Fl-score [63]. F1l-score is

2 x Precision x Recall

Precision + Recall

5.3.2. Experimental Results

We used the hyperparameters indicated in Table 5.2 to evaluate performance of
our models on the test data. The outcomes for the best performing models employing
all datasets are shown in Table 5.3. Since logistic regression does not have any hyper-
parameter, we could not evaluate its performance in cross-validation process. Instead,
we trained a logistic regression model on the train dataset and tested its performance
on the test dataset. The results of the logistic regression models are also displayed in

this table together with the best-performing models in Table 5.3.

Table 5.3. Performances on test set.

Exp. | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoinfog | XGB®Y 0.999248 | 0.999252 | 0.999249 | 0.999987
2 Helix XGB®F 0.999935 | 0.999754 | 0.999844 | 0.999999
3 Bitcoin XGB®F 0.997894 | 0.998547 | 0.998219 | 0.999986
4 Ethereum XGBEF 0.892071 | 0.895582 | 0.893651 | 0.962910
5 Bitcoinfog LRFY 0.968038 | 0.967714 | 0.967742 | 0.990970
6 Helix LREFY 0.993998 | 0.990468 | 0.992221 | 0.999183
7 Bitcoin LRFY 0.954656 | 0.941948 | 0.947712 | 0.972486
8 Ethereum LREY 0.708722 | 0.691764 | 0.695328 | 0.813703
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5.3.3. Class Imbalance Challenges in Real-life Application

There are several viewpoints regarding the ratio of licit to illicit wallets in real life.
Although there is a consensus on the imbalance of illicit/licit wallets in real life, there
is no agreement on the imbalance ratio. In 2021, 0.15% of transactions were deemed
suspicious by Chainanalysis, an American blockchain analysis company founded in
2014 that sells tools to assist clients with blockchain analysis. Sean Foley questioned
Chainanalysis in an essay titled Sex, Drugs, and Bitcoin that was published in Review
of Financial Studies in 2019 and said that while 0.46% of transactions are suspicious,
only 25% of bitcoin users are. The Financial Action Task Force, the international
organization responsible for advancing money laundering norms for traditional finance
and the crypto industry, reports that suspicious transaction rates, given between 0.1%
and 15.4%, are extremely low. According to Coindesk’s research, estimates of the size
of online crime range from less than 1% to around 50% of all crypto activity [64]. As

a result, we repeated our studies with different ratios.

Table 5.4. Performances on Bitcoinfog test set with different illicit wallet ratio.

Ratio | Dataset | ML Model | Precision | Recall | F1 score | AUC
0,01 | Bitcoinfog | XGBEY 0,966167 | 0,937250 | 0,951238 | 0,997738
0,02 | Bitcoinfog | XGBEY 0,987844 | 0,987844 | 0,987844 | 0,999976
0,10 | Bitcoinfog | XGBEY 0,999504 | 0,994505 | 0,996989 | 0,999991
0,50 | Bitcoinfog | XGBEY 0.999248 | 0.999252 | 0.999249 | 0.999987




Table 5.5. Performances on Helix test set with different illicit/licit wallet ratio.

Ratio | Dataset | ML Model | Precision | Recall | F1 score | AUC
0,01 Helix XGBYY 0.970588 | 0.999750 | 0.984723 | 0.999578
0,02 Helix XGBEY 0.987844 | 0.987844 | 0.987844 | 0.999976
0,10 Helix XGBEY 0.999752 | 0.997252 | 0.998498 | 0.999624
0,60 Helix XGBYY 0.999935 | 0.999754 | 0.999844 | 0.999999

Table 5.6. Performances on Bitcoin test set with different illicit/licit wallet ratio.
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Ratio | Dataset | ML Model | Precision | Recall | F1 score | AUC
0,01 | Bitcoin XGBYY 0.966167 | 0.937250 | 0.951238 | 0.999875
0,02 | Bitcoin XGBYY 0.974 0.951880 | 0.962664 | 0.999761
0,10 | Bitcoin XGBYY 0.999752 | 0.997252 | 0.998498 | 0.999997
0,35 | Bitcoin XGBYY 0.997894 | 0.998547 | 0.998219 | 0.999986

Table 5.7. Performances on Ethereum test set with different illicit/licit wallet ratio.
Ratio | Dataset | ML Model | Precision | Recall | F1 score | AUC

0,02 | Ethereum | XGBEY 0.881035 | 0.766585 | 0.812918 | 0.860398

0,05 | Ethereum | XGBEY 0.910751 | 0.799603 | 0.845004 | 0.928476

0,15 | Ethereum | XGBEY 0.849510 | 0.838343 | 0.843769 | 0.951044

0,40 | Ethereum | XGBEY 0.892071 | 0.895582 | 0.893651 | 0.962910
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5.3.4. Result Discussion

XGBoost outperformed random forest and logistic regression on all datasets.
Judging from the cross-validation results, we conclude that the performance of models
on Bitcoin datasets is less sensitive to hyperparameter selections. However, this is not
true for the Ethereum dataset. Also, when we adjust the test datasets so that there
are different degrees of class imbalances; the performance of XGB on Bitcoin datasets
did not degrade but on the Ethereum dataset we experienced a significant decrease.
One potential root cause of the sensitivity of models trained on the Ethereum dataset
is that class labels are more accurate than that of Bitcoin datasets due to the fact
that there are no specific rules for gathering licit wallets. We assumed that addresses
using know-your-customer exchange services are licit which may lead to some degree of
mislabelling. Egonet dependent features do not significantly improve models. Hence,

we have used egonet independent features considering computational complexity.

5.3.4.1. Detecting Suspicious Bitcoin Mixer Wallets. In this section, we examined the

results of the models which use BFoglllicit—Licit dataset based on Table 5.3. The AUC

of experiment-3 is 99.99%. The illicit ratio of this experiment is 50%.

On the other hand, we see that models using Hlllicit—Licit dataset outperform
models using BFoglllicit—Licit dataset in terms of precision, recall, f1 score and AUC
in Table 5.2. Therefore, HIllicit—Licit dataset makes it simpler to distinguish between
licit and illicit activity than BFoglllicit—Licit. The illicit ratio of this experiment is
60%.

5.3.4.2. Detecting Suspicious Bitcoin Wallets. Based on what we previously stated,

we continue using the models with the EIF feature set in this part due to both the
inadequate improvement and the computational complexity. Table 5.3 shows that
the model utilizing LR yields the worst outcomes in accordance with the evaluation

criterias. XGB performs better in terms of precision, recall, and f1 score. Although we
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have obtained results close to Hlllicit—Licit and BFoglllicit—Licit, there is a difference
in features that affect the performance of the models. The illicit ratio of this experiment

is 60%.

5.3.4.3. Detecting Suspicious Ethereum Wallets. As we mentioned before, there is just

one type of connection for Ethereum transactions, and that is a 1-1 relationship (see
in Figure 1). As a result, the Ethereum network’s structure is less complex than the
Bitcoin network’s. Besides, despite the fact that there are instances in which a wallet
is exclusively utilized as a receiver in Bitcoin transactions, we did not come across any

examples of this case in Ethereum transactions.

We also observed that the estimated features of illegal and legal wallets are similar
to each other in the Ethereum dataset. Thus, the EIF feature set is not as sufficient
for Ethereum as it is for the Bitcoin dataset to distinguish between licit and illicit
wallets. As a result, the results in Table 5.3 are less promising than those obtained
with models that used datasets containing Bitcoin wallets. AUC is over 99% for models
using Bitcoin datasets whereas AUC is 96% for Ethereum dataset. The illicit ratio of
this experiment is 38%. In conclusion, we cannot use the same feature set for models
using Ethereum to obtain the same performance in models using Bitcoin since the data

structures for Ethereum and Bitcoin are different.

5.3.4.4. Feature Importance Analysis. Feature importance is extracted for the best

models presented in Table 5.3. As described in Section 4.2, in each dataset during fea-
ture engineering, two types of features regarding transactions a specific wallet involved
are defined. One is when a wallet is the receiver and the other is when a wallet is
the sender. In Figure 5.1, 5.2 and 5.3, x represents the features generated regarding
transactions in which a specific wallet is the sender, and _y represents otherwise. In
Appendix B, histograms of important features through illicit and licit wallets for all
datasets are provided. Note that in the histograms bins are stacked i.e. bins of illicit

wallets are stacked on top of the bins of licit wallets.
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We see that the min_input_value feature is the most important feature for Bit-
coinfog and Helix dataset (see Figure 5.1 and 5.2). THe histogram of this feature
on aforementioned datasets visually indicates how the distribution varies between in-
stances of different classes i.e. illicit and licit wallets (see in Figure B.1 and B.2). The
fact that only one feature has meaningful importance address that the class mislabelling

issue in Section 5.3.4.

sum_output_value
daily_max_transaction_count_y
avg_frequency_of_transactions_days_x
max_output_address_count
min_input_address_count
avg_output_value

min_output_value

max_output_value
avg_input_address_count
sum_input_value
max_input_address_count
avg_frequency_of_transactions_days_y
otal_hash_count_x
activify_days_avg_y
total_hash_count_y

avg_input_value
avg_output_address_count
max_inpuf_value m
min_output_address_count m
min_input_value

00 02 04 06 08 1.0

Figure 5.1. Feature importance - BFoglllicit—Licit.

daily_max_transaction_count_x
daily_min_transaction_count_y
daily_max_transaction_count_y
avg_output_value

max_output_value
avg_frequency_of_transactions_days_x
min_output_value
avg_frequency_of_transactions_days_y
sum_output_value
max_output_address_count
tal_hash_count_y
min_output_address_count
max_input_value
avg_input_address_count
min_input_address_count
sum_input_value

avg_input_value
max_input_address_count
avg_output_address_count
min_input_value

00 02 04 06 08 1.0

Figure 5.2. Feature importance - Hlllicit—Licit.

Important features for Bitcoin dataset is different from Bitcoinfog and Helix
datasets (see Figure 5.3). There are more output wallets in a typical licit Bitcoin
transactions than that of a typical illicit Bitcoin transactions. Furthermore, illicit

wallets often send smaller amounts of bitcoin than licit wallets do through lifetime.
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Moreover, min_output_address_count denotes the minimum number of receiver wallet
count among all transactions a particular wallet has involved, and approximately 85%
of illicit Bitcoin wallets have less than 10 min_output_address_count, which is extremely

distinctive (see in Figure B.3 and B.4).
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Figure 5.3. Feature importance - Blllicit—Licit.

When comparing important features of Ethereum dataset with those of other
three datasets, we notice several differences. These also validate that Ethereum data
structure differs from the rest. Illicit wallets make more transactions in a day and
receive less ethereum than licit wallets on average and at minimum. We observe that

the wallets having relatively long lifespan are licit.

min_frequency_of_transactions_days_y
avg_input_address_count
daily_max_transaction_count_x
total_hash_count_x
daily_min_transaction_count_y
daily_min_transaction_count_x
fotal_hash_count_y
avg_frequency_of_transactions_days_x
max_output_value

avg_input_value

sum_output_value

max_input_value

activity_days_avg_x

sum_input_value

min_input_value
avg_frequency_of_transactions_days_vy
daily_max_transaction_count_y
activity_days_avg_y

min_output_value

avg_output_wvalue

0.

=]

0 0.05 0.10 0.15 0.20 0.25 0.30 0.35
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6. CONCLUSION

At the end of the study, we tested several models to detect suspicious wallets
in different Ethereum and Bitcoin datasets described in Table 3.1. XGB outperfomed

other classifiers on all of the datasets.

To begin with, we observed that suspicious wallets of datasets in which mixer
services are utilized, are easier to detect. However, this situation might have arised

due to the fact that these datasets might be suffering from mislabelling issue.

Furthermore, models’ performance did not benefit sufficiently from egonet depen-
dent features, and these features have a high computational complexity. Despite the

fact that the computational power required to extract these features are not negligible.

Moreover, the performance of the models were not as promising as the models
trained on Bitcoin datasets when we attempted to detect suspicious Ethereum wallets
using the same egonet independent features. This is because Ethereum has a different

transaction structure than Bitcoin.

Despite the fact that high AUC values appear too good to be true, it can be
observed that these high values are also obtained in related researches in the literature
[17,18,35,42]. It should be kept in mind that when different levels of class imbalances

are introduced to the datasets, the performances deteriorated.

The predicted suspicion probability of these models can be utilized to assign
suspicion score to wallets. As a future scenario, when financial institutes such as
banks ask their customers to share their cryptocurrency wallet, they will have another

indicator to fight against money laundering.
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Table A.1. RF-Bitcoinfog (max_depth:4, min_samples_split:2, min_samples_leaf:2),

EIF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoinfog RFEIE 0,998438 | 0,998438 | 0,998437 | 0,999969
2 | Bitcoinfog RFEIE 0,997503 | 0,997499 | 0,997499 | 0,999929
3 | Bitcoinfog RFEIE 0,998439 | 0,998436 | 0,998437 | 0,999941
4 | Bitcoinfog RFEIF 0,995943 | 0,995936 | 0,995937 | 0,999836
5 | Bitcoinfog RFFEIF 0,998438 | 0,998437 | 0,998437 | 0,999980
Avg | Bitcoinfog RFEIF 0,997752 | 0,997749 | 0,997749 | 0,999931

Table A.2. RF-Bitcoinfog (max_depth:8, min_samples_split:2, min_samples_leaf:2),

EIF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoinfog RFEIF 0,999374 | 0,999374 | 0,999374 | 0,999994
2 Bitcoinfog RFEIF 0,998128 | 0,998124 | 0,998124 | 0,999982
3 Bitcoinfog RFEE 0,998753 | 0,998749 | 0,998749 | 0,999995
4 Bitcoinfog REFIF 0,996888 | 0,996873 | 0,996874 | 0,999961
5 Bitcoinfog REFFIF 0,999374 | 0,999374 | 0,999374 | 0,999995
Avg | Bitcoinfog R 0,998504 | 0,998499 | 0,998499 | 0,999985
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Table A.3. RF-Bitcoinfog (max_depth:4, min_samples_split:10, min_samples_leaf:2),

EIF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoinfog R 0,998127 | 0,998125 | 0,998124 | 0,999969
2 Bitcoinfog REFEIF 0,997503 | 0,997499 | 0,997499 | 0,999928
3 Bitcoinfog REFF®IF 0,998439 | 0,998436 | 0,998437 | 0,999941
4 Bitcoinfog REF®IF 0,995943 | 0,995936 | 0,995937 | 0,999837
5 Bitcoinfog REF®IF 0,998438 | 0,998437 | 0,998437 | 0,999979
Avg | Bitcoinfog RFF®IF 0,997690 | 0,997687 | 0,997687 | 0,999931

Table A.4. RF-Bitcoinfog (max_depth:8, min_samples_split:10, min_samples_leaf:2),

EIF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoinfog RFEIE 0,999374 | 0,999374 | 0,999374 | 0,999993
2 | Bitcoinfog RFEIF 0,998128 | 0,998124 | 0,998124 | 0,999982
3 | Bitcoinfog RFFIF 0,998439 | 0,998436 | 0,998437 | 0,999994
4 | Bitcoinfog RFFIF 0,996888 | 0,996873 | 0,996874 | 0,999956
5 | Bitcoinfog RFEIF 0,998749 | 0,998749 | 0,998749 | 0,999996
Avg | Bitcoinfog RFFIF 0,998316 | 0,998311 | 0,998312 | 0,999984
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Table A.5. RF-Bitcoinfog (max_depth:4, min_samples_split:2, min_samples_leaf:4),

EIF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoinfog R 0,998438 | 0,998438 | 0,998437 | 0,999970
2 Bitcoinfog REFEIF 0,997503 | 0,997499 | 0,997499 | 0,999930
3 Bitcoinfog REFF®IF 0,998128 | 0,998124 | 0,998124 | 0,999941
4 Bitcoinfog REF®IF 0,995943 | 0,995936 | 0,995937 | 0,999830
5 Bitcoinfog REF®IF 0,998438 | 0,998437 | 0,998437 | 0,999979
Avg | Bitcoinfog RFF®IF 0,997690 | 0,997687 | 0,997687 | 0,999930

Table A.6. RF-Bitcoinfog (max_depth:8, min_samples_split:2, min_samples_leaf:4),

EIF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoinfog RFEIE 0,998438 | 0,998438 | 0,998437 | 0,999970
2 | Bitcoinfog RFEIF 0,997503 | 0,997499 | 0,997499 | 0,999930
3 | Bitcoinfog RFFIF 0,998128 | 0,998124 | 0,998124 | 0,999941
4 | Bitcoinfog RFFIF 0,995943 | 0,995936 | 0,995937 | 0,999830
5 | Bitcoinfog RFEIF 0,998438 | 0,998437 | 0,998437 | 0,999979
Avg | Bitcoinfog RFFIF 0,997690 | 0,997687 | 0,997687 | 0,999930
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Table A.7. RF-Bitcoinfog (max_depth:4, min_samples_split:10, min_samples_leaf:4),

EIF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoinfog R 0,998127 | 0,998125 | 0,998124 | 0,999969
2 Bitcoinfog REFEIF 0,997503 | 0,997499 | 0,997499 | 0,999930
3 Bitcoinfog REFF®IF 0,998128 | 0,998124 | 0,998124 | 0,999939
4 Bitcoinfog REF®IF 0,995943 | 0,995936 | 0,995937 | 0,999833
5 Bitcoinfog REF®IF 0,998124 | 0,998124 | 0,998124 | 0,999979
Avg | Bitcoinfog RFF®IF 0,997565 | 0,997562 | 0,997562 | 0,999930

Table A.8. RF-Bitcoinfog (max_depth:8, min_samples_split:10, min_samples_leaf:4),

EIF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoinfog RFEIE 0,999374 | 0,999374 | 0,999374 | 0,999993
2 | Bitcoinfog RFEIF 0,997814 | 0,997811 | 0,997812 | 0,999982
3 | Bitcoinfog RFFIF 0,998439 | 0,998436 | 0,998437 | 0,999992
4 | Bitcoinfog RFFIF 0,996888 | 0,996873 | 0,996874 | 0,999951
5 | Bitcoinfog RFEIF 0,998749 | 0,998749 | 0,998749 | 0,999995
Avg | Bitcoinfog RFFIF 0,998253 | 0,998249 | 0,998249 | 0,999983
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Table A.9. RF model results Using Bitcoinfog (max_depth:4, min_samples_split:2,
min_samples_leaf:2), EDF EIF.

Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoinfog | RFEPFEIF- | (0996563 | 0,996563 | 0,996562 | 0,999939
2 Bitcoinfog | RFEPFEIF- | (0996258 | 0,996248 | 0,996249 | 0,999882
3 Bitcoinfog | RFEPFEIF- | (0997198 | 0,997186 | 0,997187 | 0,999918
4 Bitcoinfog | RFFPVEIF- | (0995314 | 0,995311 | 0,995312 | 0,999756
5 Bitcoinfog | RFEPVEF- | (0996565 | 0,996561 | 0,996562 | 0,999947

Avg | Bitcoinfog | RFEPFEIF- | (996380 | 0,996374 | 0,996374 | 0,999888

Table A.10. RF-Bitcoinfog (max_depth:8, min_samples_split:2, min_samples_leaf:2),

EDF EIF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoinfog | REFEPEEF- | (0999062 | 0,999062 | 0,999062 | 0,999991
2 Bitcoinfog | RFEPFEF- | (0998128 | 0,998124 | 0,998124 | 0,999976
3 Bitcoinfog | RFEPFEF- | (0998439 | 0,998436 | 0,998437 | 0,999990
4 Bitcoinfog | RFEPFEIF- | (0997198 | 0,997186 | 0,997187 | 0,999929
5 Bitcoinfog | RFEPFEIF- | (0998749 | 0,998749 | 0,998749 | 0,999992
Avg | Bitcoinfog | RFEPFEIF- 1 (998315 | 0,998311 | 0,998312 | 0,999976
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Table A.11. RF-Bitcoinfog (max_depth:4, min_samples_split:10, min_samples_leaf:2),

EDF EIF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoinfog | RFEPFEF- | 0996563 | 0,996563 | 0,996562 | 0,999938
2 Bitcoinfog | RFEPFEF- | (0996258 | 0,996248 | 0,996249 | 0,999885
3 Bitcoinfog | RFEPFEF- | (0996888 | 0,996873 | 0,996874 | 0,999913
4 Bitcoinfog | RFEPFEIF- | (0995314 | 0,995311 | 0,995312 | 0,999752
5 Bitcoinfog | RFEPFEF- | (0996565 | 0,996561 | 0,996562 | 0,999946
Avg | Bitcoinfog | RFEPFEIF | (996318 | 0,996311 | 0,996312 | 0,999887

Table A.12. RF-Bitcoinfog (max_depth:8, min_samples_split:10, min_samples_leaf:2),

EDF EIF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoinfog | RFEPFEF- | (0998749 | 0,998749 | 0,998749 | 0,999989
2 Bitcoinfog | RFEPEEF- | 0997818 | 0,997811 | 0,997812 | 0,999973
3 Bitcoinfog | REFEPEEE- | (0998439 | 0,998436 | 0,998437 | 0,999987
4 Bitcoinfog | REFEPEEF- | (0997198 | 0,997186 | 0,997187 | 0,999924
5 Bitcoinfog | RFEPEEF- | (0998749 | 0,998749 | 0,998749 | 0,999992
Avg | Bitcoinfog | RFEPFEIF- | (998191 | 0,998186 | 0,998187 | 0,999973
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Table A.13. RF-Bitcoinfog (max_depth:4, min_samples_split:2, min_samples_leaf:2),

EDF EIF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoinfog | RFEPFEF- | 0996563 | 0,996563 | 0,996562 | 0,999940
2 Bitcoinfog | RFEPFEF- | (0996258 | 0,996248 | 0,996249 | 0,999885
3 Bitcoinfog | RFEPFEIF- | (0996888 | 0,996873 | 0,996874 | 0,999912
4 Bitcoinfog | RFEPFEIF- | (0995314 | 0,995311 | 0,995312 | 0,999756
5 Bitcoinfog | RFEPFEF- | (0996565 | 0,996561 | 0,996562 | 0,999945
Avg | Bitcoinfog | RFEPFEIF 1 (996318 | 0,996311 | 0,996312 | 0,999888

Table A.14. RF-Bitcoinfog (max_depth:8, min_samples_split:2, min_samples_leaf:4),

EDF EIF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoinfog | REFEPEEF- | 0999062 | 0,999062 | 0,999062 | 0,999991
2 Bitcoinfog | RFEPEEF- | 0997503 | 0,997499 | 0,997499 | 0,999973
3 Bitcoinfog | RFEPFEF- | (0998439 | 0,998436 | 0,998437 | 0,999985
4 Bitcoinfog | REFEPEEF- | (0997198 | 0,997186 | 0,997187 | 0,999921
5 Bitcoinfog | RFEPEEF- | (0998749 | 0,998749 | 0,998749 | 0,999992
Avg | Bitcoinfog | RFEPFEIF- 1 (998190 | 0,998186 | 0,998187 | 0,999972
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Table A.15. RF-Bitcoinfog (max_depth:4, min_samples_split:10, min_samples_leaf:4),

EDF EIF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoinfog | RFEPEEF- | 0996563 | 0,996563 | 0,996562 | 0,999939
2 Bitcoinfog | RFEPFEF- | (0996258 | 0,996248 | 0,996249 | 0,999885
3 Bitcoinfog | RFEPFEIF- | (0996888 | 0,996873 | 0,996874 | 0,999912
4 Bitcoinfog | RFEPFEIF- | (0995314 | 0,995311 | 0,995312 | 0,999752
5 Bitcoinfog | RFEPF-EF- | (0996565 | 0,996561 | 0,996562 | 0,999944
Avg | Bitcoinfog | RFEPFEIF 1 (996318 | 0,996311 | 0,996312 | 0,999886

Table A.16. RF-Bitcoinfog (max_depth:8, min_samples_split:10, min_samples_leaf:4),

EDF EIF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoinfog | REFEPEEF- | 0999062 | 0,999062 | 0,999062 | 0,999991
2 Bitcoinfog | REFEPEEF- | 0997503 | 0,997499 | 0,997499 | 0,999974
3 Bitcoinfog | RFEPFEF- | (0998439 | 0,998436 | 0,998437 | 0,999985
4 Bitcoinfog | RFEPFEF- | 0997198 | 0,997186 | 0,997187 | 0,999909
5 Bitcoinfog | REFEPEEF- | (0998749 | 0,998749 | 0,998749 | 0,999991
Avg | Bitcoinfog | RFEPFEIF- 1 (998190 | 0,998186 | 0,998187 | 0,999970
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Table A.17. RF-Bitcoinfog (max_depth:4, min_samples_split:2 min_samples_leaf:2),

EDF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoinfog RFEPE 0,943026 | 0,941890 | 0,941838 | 0,985026
2 Bitcoinfog RFEPE 0,947008 | 0,945331 | 0,945262 | 0,984474
3 Bitcoinfog RFEDE 0,946271 | 0,944084 | 0,943995 | 0,985496
4 Bitcoinfog RFEDE 0,936883 | 0,934087 | 0,933958 | 0,982917
5 Bitcoinfog RFEDE 0,936698 | 0,935347 | 0,935264 | 0,982046
Avg | Bitcoinfog RFEDE 0,941977 | 0,940148 | 0,940063 | 0,983992

Table A.18. RF-Bitcoinfog (max_depth:8, min_samples_split:2 min_samples_leaf:2),

EDF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoinfog RFEDE 0,956103 | 0,955943 | 0,955933 | 0,989630
2 | Bitcoinfog RFEDT 0,962023 | 0,961572 | 0,961553 | 0,989033
3 | Bitcoinfog RFEDE 0,961105 | 0,960943 | 0,960934 | 0,989044
4 | Bitcoinfog RFEDY: 0,954963 | 0,954386 | 0,954361 | 0,989111
5 | Bitcoinfog RFEDE 0,955171 | 0,955012 | 0,954996 | 0,990048
Avg | Bitcoinfog RFEDPE 0,957873 | 0,957571 | 0,957555 | 0,989373
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Table A.19. RF-Bitcoinfog (max_depth:4, min_samples_split:10 min_samples_leaf:2),

EDF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoinfog RFEPE 0,943026 | 0,941890 | 0,941838 | 0,985003
2 Bitcoinfog RFEPE 0,947008 | 0,945331 | 0,945262 | 0,984532
3 Bitcoinfog RFEDE 0,946271 | 0,944084 | 0,943995 | 0,985470
4 Bitcoinfog RFEDE 0,936883 | 0,934087 | 0,933958 | 0,982917
5 Bitcoinfog RFEDE 0,936698 | 0,935347 | 0,935264 | 0,982010
Avg | Bitcoinfog RFEDE 0,941977 | 0,940148 | 0,940063 | 0,983986

Table A.20. RF-Bitcoinfog (max_depth:8, min_samples_split:10 min_samples_leaf:2),

EDF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoinfog RFEDE 0,957262 | 0,957191 | 0,957185 | 0,989548
2 | Bitcoinfog RFEDT 0,960281 | 0,960007 | 0,959994 | 0,989166
3 | Bitcoinfog RFEDE 0,962011 | 0,961880 | 0,961872 | 0,988916
4 | Bitcoinfog RFEDE 0,955256 | 0,954698 | 0,954674 | 0,989159
5 | Bitcoinfog RFEDE 0,954486 | 0,954385 | 0,954372 | 0,989884
Avg | Bitcoinfog RFEDPE 0,957859 | 0,957632 | 0,957619 | 0,989335
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Table A.21. RF-Bitcoinfog (max_depth:4, min_samples_split:2 min_samples_leaf:4),

EDF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoinfog RFEPE 0,943026 | 0,941890 | 0,941838 | 0,985019
2 Bitcoinfog RFEPE 0,947008 | 0,945331 | 0,945262 | 0,984486
3 Bitcoinfog RFEDE 0,945996 | 0,943772 | 0,943681 | 0,985450
4 Bitcoinfog RFEDE 0,936883 | 0,934087 | 0,933958 | 0,982929
5 Bitcoinfog RFEDE 0,936416 | 0,935035 | 0,934950 | 0,981997
Avg | Bitcoinfog RFEDE 0,941866 | 0,940023 | 0,939938 | 0,983976

Table A.22. RF-Bitcoinfog (max_depth:8, min_samples_split:2 min_samples_leaf:4),

EDF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoinfog RFEDE 0,956637 | 0,956566 | 0,956560 | 0,989460
2 | Bitcoinfog RFEDT 0,961561 | 0,961258 | 0,961243 | 0,989265
3 | Bitcoinfog RFEDE 0,962011 | 0,961880 | 0,961872 | 0,988904
4 | Bitcoinfog RFEDY: 0,954630 | 0,954073 | 0,954048 | 0,989100
5 | Bitcoinfog RFEDE 0,952347 | 0,952199 | 0,952184 | 0,989862
Avg | Bitcoinfog RFEDPE 0,957437 | 0,957195 | 0,957182 | 0,989318
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Table A.23. RF-Bitcoinfog (max_depth:4, min_samples_split:10 min_samples_leaf:4),

EDF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoinfog RFEPE 0,943026 | 0,941890 | 0,941838 | 0,985000
2 Bitcoinfog RFEPE 0,947008 | 0,945331 | 0,945262 | 0,984497
3 Bitcoinfog RFEDE 0,946271 | 0,944084 | 0,943995 | 0,985448
4 Bitcoinfog RFEDE 0,936883 | 0,934087 | 0,933958 | 0,982927
5 Bitcoinfog RFEDE 0,936416 | 0,935035 | 0,934950 | 0,981955
Avg | Bitcoinfog RFEDE 0,941921 | 0,940086 | 0,940001 | 0,983965

Table A.24. RF-Bitcoinfog (max_depth:8, min_samples_split:10 min_samples_leaf:4),

EDF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoinfog RFEDE 0,955998 | 0,955941 | 0,955936 | 0,989512
2 | Bitcoinfog RFEDT 0,960638 | 0,960320 | 0,960305 | 0,989174
3 | Bitcoinfog RFEDE 0,961084 | 0,960943 | 0,960934 | 0,988917
4 | Bitcoinfog RFEDY: 0,954630 | 0,954073 | 0,954048 | 0,989087
5 | Bitcoinfog RFEDE 0,952932 | 0,952822 | 0,952810 | 0,989831
Avg | Bitcoinfog RFEDPE 0,957056 | 0,956820 | 0,956807 | 0,989304




Table A.25. XGB-Bitcoinfog (max_depth:4, learning rate:0.1), EIF.
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Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoinfog | XGB! 0,999687 | 0,999687 | 0,999687 | 0,999998
2 Bitcoinfog | XGB! 0,999687 | 0,999687 | 0,999687 | 0,999990
3 Bitcoinfog | XGBFY: 0,999376 | 0,999374 | 0,999374 | 0,999965
4 | Bitcoinfog | XGBEY 0,999064 | 0,999061 | 0,999062 | 0,999990
5 Bitcoinfog | XGB! 0,999062 | 0,999062 | 0,999062 | 0,999997

Avg | Bitcoinfog | XGB®Y: 0,999375 | 0,999374 | 0,999374 | 0,999988

Table A.26. XGB-Bitcoinfog (max_depth:8, learning rate:0.1), EIF.

Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoinfog | XGB®Y: 0,997193 | 0,997186 | 0,997187 | 0,999961
2 Bitcoinfog | XGB®Y: 0,997513 | 0,997498 | 0,997499 | 0,999957
3 Bitcoinfog | XGB®Y: 0,998125 | 0,998125 | 0,998124 | 0,999987
4 | Bitcoinfog | XGBEY 0,996562 | 0,996562 | 0,996562 | 0,999520
5 Bitcoinfog | XGB®Y: 0,997187 | 0,997187 | 0,997187 | 0,999959

Avg | Bitcoinfog | XGB®! 0,997316 | 0,997312 | 0,997312 | 0,999877




Table A.27. XGB-Bitcoinfog (max_depth:4, learning rate:0.2), EIF.
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Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoinfog | XGBFY: 0,999374 | 0,999374 | 0,999374 | 0,999998
2 Bitcoinfog | XGB! 0,999687 | 0,999687 | 0,999687 | 0,999990
3 Bitcoinfog | XGBFY: 0,999376 | 0,999374 | 0,999374 | 0,999990
4 | Bitcoinfog | XGBEY 0,999064 | 0,999061 | 0,999062 | 0,999990
5 Bitcoinfog | XGB! 0,998437 | 0,998437 | 0,998437 | 0,999996

Avg | Bitcoinfog | XGB®Y: 0,999188 | 0,999187 | 0,999187 | 0,999993

Table A.28. XGB-Bitcoinfog (max_depth:8, learning rate:0.2), EIF.

Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoinfog | XGB®Y: 0,996878 | 0,996874 | 0,996874 | 0,999949
2 Bitcoinfog | XGB®Y: 0,997508 | 0,997498 | 0,997499 | 0,999957
3 Bitcoinfog | XGB®Y: 0,998125 | 0,998125 | 0,998124 | 0,999977
4 | Bitcoinfog | XGBEY 0,996562 | 0,996562 | 0,996562 | 0,999513
5 Bitcoinfog | XGB®Y: 0,997187 | 0,997187 | 0,997187 | 0,999967

Avg | Bitcoinfog | XGB®! 0,997252 | 0,997249 | 0,997249 | 0,999873




Table A.29. XGB-Bitcoinfog (max_depth:4, learning rate:0.1), EDF EIF.
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Fold | Dataset ML Model | Precision | Recall | F1 score | AUC
1 Bitcoinfog | X GBEPFEIE- | (999687 | 0,999687 | 0,999687 | 0,999998
2 | Bitcoinfog | XGBEPFEIE- | (999687 | 0,999687 | 0,999687 | 0,999987
3 | Bitcoinfog | XGBEPFEIF- | (0999376 | 0,999374 | 0,999374 | 0,999985
4 | Bitcoinfog | XGBEPHEE | (0999376 | 0,999374 | 0,999374 | 0,999986
5 | Bitcoinfog | XGBEPFEIE- | (998749 | 0,998749 | 0,998749 | 0,999996

Avg | Bitcoinfog | XGBEPEEE | (0999375 | 0,999374 | 0,999374 | 0,999990

Table A.30. XGB-Bitcoinfog (max_depth:8, learning rate:0.1), EDF EIF.

Fold | Dataset ML Model | Precision | Recall | F1 score | AUC
1 Bitcoinfog | XGBEPFHEIE- | (0997503 | 0,997499 | 0,997499 | 0,999967
2 Bitcoinfog | XGBEPHEIE- | (997823 | 0,997811 | 0,997812 | 0,999967
3 Bitcoinfog | XGBPEEE- | (0998124 | 0,998124 | 0,998124 | 0,999985
4 Bitcoinfog | XGBEPFEIE- | (996562 | 0,996562 | 0,996562 | 0,999010
5 Bitcoinfog | XGBEPHEIE- | (996874 | 0,996874 | 0,996874 | 0,999962

Avg | Bitcoinfog | XGBFPEEE | (0997378 | 0,997374 | 0,997374 | 0,999778




Table A.31. XGB-Bitcoinfog (max_depth:4, learning rate:0.2), EDF EIF.
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Fold | Dataset ML Model | Precision | Recall | F1 score | AUC
1 Bitcoinfog | X GBEPFEIE- | (999687 | 0,999687 | 0,999687 | 0,999999
2 | Bitcoinfog | XGBEPFEIE- | (999687 | 0,999687 | 0,999687 | 0,999978
3 | Bitcoinfog | XGBEPFEIF- | (0999376 | 0,999374 | 0,999374 | 0,999982
4 | Bitcoinfog | XGBEPHEE- | (0999376 | 0,999374 | 0,999374 | 0,999983
5 | Bitcoinfog | XGBEPFEIE- | (998749 | 0,998749 | 0,998749 | 0,999996
Avg | Bitcoinfog | XGBEPFEE- 0999375 | 0,999374 | 0,999374 | 0,999987

Table A.32. XGB-Bitcoinfog (max_depth:8, learning rate:0.2), EDF EIF.

Fold | Dataset ML Model | Precision | Recall | F1 score | AUC
1 Bitcoinfog | XGBEPFHEIE- | (996878 | 0,996874 | 0,996874 | 0,999962
2 Bitcoinfog | XGBEPFEIE- | (0997193 | 0,997186 | 0,997187 | 0,999948
3 Bitcoinfog | XGBFPEEE- | (0998124 | 0,998124 | 0,998124 | 0,999983
4 Bitcoinfog | XGBEPHEIE | (996562 | 0,996562 | 0,996562 | 0,999485
5 Bitcoinfog | XGBEPFHEIE- | (997812 | 0,997812 | 0,997812 | 0,999966

Avg | Bitcoinfog | XGBPFEF- | (997314 | 0,997312 | 0,997312 | 0,999869




Table A.33. XGB-Bitcoinfog (max_depth:4, learning rate:0.1), EDF.
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Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoinfog | XGBFPY 0,962825 | 0,962814 | 0,962812 | 0,990135
2 Bitcoinfog | XGBFPY 0,960852 | 0,960632 | 0,960620 | 0,989810
3 Bitcoinfog | XGBFPY 0,962314 | 0,962192 | 0,962185 | 0,990031
4 | Bitcoinfog | XGBFPF 0,959628 | 0,959382 | 0,959369 | 0,988171
5 Bitcoinfog | XGBFPH 0,958815 | 0,958757 | 0,958748 | 0,991372

Avg | Bitcoinfog | XGBFPF 0,960887 | 0,960755 | 0,960747 | 0,989904

Table A.34. XGB-Bitcoinfog (max_depth:8, learning_rate:0.1), EDF.

Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoinfog | XGBFPY 0,959082 | 0,959064 | 0,959062 | 0,989528
2 Bitcoinfog | XGBFPY 0,962378 | 0,962193 | 0,962183 | 0,988260
3 Bitcoinfog | XGBFPY 0,958793 | 0,958753 | 0,958749 | 0,989004
4 | Bitcoinfog | XGBFPY 0,955472 | 0,955010 | 0,954989 | 0,987457
5 Bitcoinfog | XGBFPH 0,958237 | 0,958135 | 0,958123 | 0,990187

Avg | Bitcoinfog | XGBFPF 0,958792 | 0,958631 | 0,958621 | 0,988887




Table A.35. XGB-Bitcoinfog (max_depth:4, learning rate:0.2), EDF.

60

Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoinfog | XGBEPY: 0,959398 | 0,959377 | 0,959374 | 0,989641
2 | Bitcoinfog | XGBFPF: 0,959813 | 0,959692 | 0,959685 | 0,987543
3 | Bitcoinfog | XGBEPF: 0,957262 | 0,957191 | 0,957185 | 0,987668
4 | Bitcoinfog | XGBFPF 0,956751 | 0,956568 | 0,956558 | 0,987369
5 | Bitcoinfog | XGB®PF: 0,957579 | 0,957508 | 0,957498 | 0,989565

Avg | Bitcoinfog | XGBFPF 0,958161 | 0,958067 | 0,958060 | 0,988357

Table A.36. RF-Helix (max_depth:4, min_samples_split:2, min_samples_leaf:2), EIF.

Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Helix RFF®IF 0,999686 | 0,999919 | 0,999802 | 0,999999
2 Helix RFF®IF 0,999373 | 0,999838 | 0,999605 | 0,999999
3 Helix RFF®IF 0,999210 | 0,999210 | 0,999210 | 0,999999
4 Helix RFFEIY 0,998666 | 0,999363 | 0,999014 | 0,999998
4 Helix RFFEIF 0,999524 | 0,999291 | 0,999408 | 0,999999

Avg | Helix RFFEIF 0,999292 | 0,999524 | 0,999408 | 0,999999
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Table A.37. RF-Helix (max_depth:8, min_samples_split:2, min_samples_leaf:2), EIF.

Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Helix RFEF 0,999686 | 0,999919 | 0,999802 1
2 Helix REFIF 0,999686 | 0,999919 | 0,999802 | 0,999999
3 Helix REFIF 0,999443 | 0,998977 | 0,999210 | 0,999999
4 Helix REFIF 0,999291 | 0,999524 | 0,999408 | 0,999998
5 Helix RFEIE 0,999838 | 0,999372 | 0,999605 | 0,999999
Avg | Helix RFF®IF 0,999589 | 0,999542 | 0,999565 | 0,999999

Table A.38. RF-Helix (max_depth:4, min_samples_split:10, min_samples_leaf:2), EIF.

Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Helix RFF®IF 0,999686 | 0,999919 | 0,999802 | 0,999999
2 Helix RFF®IF 0,999373 | 0,999838 | 0,999605 | 0,999999
3 Helix RFF®IF 0,999210 | 0,999210 | 0,999210 | 0,999999
4 Helix RFFEIY 0,998666 | 0,999363 | 0,999014 | 0,999998
5 Helix RFFEIF 0,999524 | 0,999291 | 0,999408 | 0,999999

Avg | Helix RFFEIF 0,999292 | 0,999524 | 0,999408 | 0,999999
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Table A.39. RF-Helix (max_depth:8, min_samples_split:10, min_samples_leaf:2), EIF.

Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Helix RFEF 0,999686 | 0,999919 | 0,999802 | 0,999999
2 Helix REFIF 0,999686 | 0,999919 | 0,999802 | 0,999999
3 Helix REFIF 0,999524 | 0,999291 | 0,999408 | 0,999999
4 Helix REFIF 0,999291 | 0,999524 | 0,999408 | 0,999998
5 Helix RFEIE 0,999838 | 0,999372 | 0,999605 | 0,999999

Avg | Helix RFF®IF 0,999605 | 0,999605 | 0,999605 | 0,999999

Table A.40. RF-Helix (max_depth:4, min_samples_split:2, min_samples_leaf:2), EIF.

Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Helix RFF®IF 0,999686 | 0,999919 | 0,999802 | 0,999999
2 Helix RFF®IF 0,999060 | 0,999758 | 0,999408 | 0,999999
3 Helix RFF®IF 0,999210 | 0,999210 | 0,999210 | 0,999999
4 Helix RFFEIY 0,998666 | 0,999363 | 0,999014 | 0,999998
5 Helix RFFEIF 0,999524 | 0,999291 | 0,999408 | 0,999999

Avg | Helix RFFEIF 0,999229 | 0,999508 | 0,999368 | 0,999999
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Table A.41. RF-Helix (max_depth:8, min_samples_split:2, min_samples_leaf:4), EIF.

Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Helix RFEF 0,999686 | 0,999919 | 0,999802 | 0,999999
2 Helix REFIF 0,999686 | 0,999919 | 0,999802 | 0,999999
3 Helix REFIF 0,999524 | 0,999291 | 0,999408 | 0,999999
4 Helix REFIF 0,999291 | 0,999524 | 0,999408 | 0,999998
5 Helix RFEIE 0,999838 | 0,999372 | 0,999605 1

Avg | Helix RFF®IF 0,999605 | 0,999605 | 0,999605 | 0,999999

Table A.42. RF-Helix (max_depth:4, min_samples_split:10, min_samples_leaf:4), EIF.

Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Helix RFF®IF 0,999686 | 0,999919 | 0,999802 | 0,999999
2 Helix RFF®IF 0,999060 | 0,999758 | 0,999408 | 0,999999
3 Helix RFF®IF 0,999210 | 0,999210 | 0,999210 | 0,999999
4 Helix RFFEIY 0,998666 | 0,999363 | 0,999014 | 0,999998
5 Helix RFFEIF 0,999524 | 0,999291 | 0,999408 | 0,999999

Avg | Helix RFFEIF 0,999229 | 0,999508 | 0,999368 | 0,999999
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Table A.43. RF-Helix (max_depth:8, min_samples_split:10, min_samples_leaf:4), EIF.

Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Helix RFEF 0,999686 | 0,999919 | 0,999802 | 0,999999
2 Helix REFIF 0,999686 | 0,999919 | 0,999802 | 0,999999
3 Helix REFIF 0,999524 | 0,999291 | 0,999408 | 0,999999
4 Helix REFIF 0,999291 | 0,999524 | 0,999408 | 0,999998
5 Helix RFEIE 0,999838 | 0,999372 | 0,999605 1
Avg | Helix RFEDE 0,999605 | 0,999605 | 0,999605 | 0,999999
Table A.44. XGB-Helix (max_depth:4, learning_ rate:0.1), EIF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Helix X GBI 1 1 1 1
2 Helix XGBEY: 0,999838 | 0,999372 | 0,999605 1
3 Helix XGBEY: 0,999686 | 0,999919 | 0,999802 1
4 Helix XGBEY: 0,999291 | 0,999524 | 0,999408 | 0,999999
5 Helix XGBEY: 0,999524 | 0,999291 | 0,999408 | 0,999999
Avg | Helix XGBEY: 0,999668 | 0,999621 | 0,999644 | 0,999999




Table A.45. XGB-Helix (max_depth:8, learning rate:0.1), EIF.

Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Helix XGBFY 0,999291 | 0,999524 | 0,999408 | 0,999992
2 Helix XGBFY 0,999524 | 0,999291 | 0,999408 | 0,999999
3 Helix XGBEY: 0,999060 | 0,999758 | 0,999408 | 0,999996
4 Helix XGBFY 0,999291 | 0,999524 | 0,999408 | 0,999989
5 Helix XGBEY 0,998340 | 0,998108 | 0,998224 | 0,999994
Avg | Helix XGBEY 0,999101 | 0,999241 | 0,999171 | 0,999994
Table A.46. XGB-Helix (max_depth:4, learning_rate:0.2), EIF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Helix X GBI 1 1 1 1
2 Helix XGBEY: 0,999838 | 0,999372 | 0,999605 1
3 Helix XGBEY: 0,999686 | 0,999919 | 0,999802 1
4 Helix XGBEY: 0,999291 | 0,999524 | 0,999408 | 0,999999
5 Helix XGBEY: 0,999919 | 0,999686 | 0,999802 | 0,999999
Avg | Helix XGBEY: 0,999747 | 0,999700 | 0,999723 | 0,999999
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Table A.47. XGB-Helix (max_depth:8, learning rate:0.2), EIF.

Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Helix XGBFY 0,999291 | 0,999524 | 0,999408 | 0,999994
2 Helix XGBFY 0,999524 | 0,999291 | 0,999408 | 0,999999
3 Helix XGBEY: 0,999060 | 0,999758 | 0,999408 | 0,999993
4 Helix XGBFY 0,999291 | 0,999524 | 0,999408 | 0,999994
5 Helix XGBEY 0,998340 | 0,998108 | 0,998224 | 0,999994

Avg | Helix XGBEY 0,999101 | 0,999241 | 0,999171 | 0,999995

Table A.48. RF-Helix (max_depth:4, min_samples_split:2, min_samples_leaf:2),

EDF EIF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Helix RFEPEEIF. (999686 | 0,999919 | 0,999802 | 0,999999
2 Helix RFEPEEIE (999373 | 0,999838 | 0,999605 | 0,999999
3 Helix RFEPEEIE- (999210 | 0,999210 | 0,999210 | 0,999999
4 Helix RFEPEEIF- (998666 | 0,999363 | 0,999014 | 0,999998
5 Helix RFEPEEIF- (0999605 | 0,999605 | 0,999605 | 0,999999
Avg | Helix RFEPEEIF- (999308 | 0,999587 | 0,999447 | 0,999999
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Table A.49. RF-Helix (max_depth:8, min_samples_split:2, min_samples_leaf:2),

EDF EIF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Helix RFEPEEIF. (/999686 | 0,999919 | 0,999802 1
2 Helix RFEPEEIF- (/999686 | 0,999919 | 0,999802 | 0,999999
3 Helix RFEPEEIF. (999524 | 0,999291 | 0,999408 | 0,999999
4 Helix RFEPEEIF. (999291 | 0,999524 | 0,999408 | 0,999998
5 Helix RFEPEEIF. (999838 | 0,999372 | 0,999605 | 0,999999
Avg | Helix RFEPEEIF. (/999605 | 0,999605 | 0,999605 | 0,999999

Table A.50. RF-Helix (max_depth:4, min_samples_split:10, min_samples_leaf:2),

EDF EIF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Helix RFEPEEIE- (/999686 | 0,999919 | 0,999802 | 0,999999
2 Helix RFEPEEIF- (999373 | 0,999838 | 0,999605 | 0,999999
3 Helix RFEPEEIF- (999210 | 0,999210 | 0,999210 | 0,999999
4 Helix RFEPEEIF. (998666 | 0,999363 | 0,999014 | 0,999998
5 Helix RFEPEEIF- (/999605 | 0,999605 | 0,999605 | 0,999999
Avg | Helix RFEPEEIF- (/999308 | 0,999587 | 0,999447 | 0,999999
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Table A.51. RF-Helix (max_depth:8, min_samples_split:10, min_samples_leaf:2),

EDF EIF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Helix RFEPEEIF. (999686 | 0,999919 | 0,999802 | 0,999999
2 Helix RFEPEEIF- (/999686 | 0,999919 | 0,999802 | 0,999999
3 Helix RFEPEEIF. (999524 | 0,999291 | 0,999408 | 0,999999
4 Helix RFEPEEIF. (999291 | 0,999524 | 0,999408 | 0,999998
5 Helix RFEPEEIF. (999838 | 0,999372 | 0,999605 | 0,999999
Avg | Helix RFEPEEIF. (/999605 | 0,999605 | 0,999605 | 0,999999

Table A.52. RF-Helix (max_depth:4, min_samples_split:2, min_samples_leaf:4),

EDF EIF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Helix RFEPEEIE- (/999686 | 0,999919 | 0,999802 | 0,999999
2 Helix RFEPEEIF- (999373 | 0,999838 | 0,999605 | 0,999999
3 Helix RFEPEEIF- (999210 | 0,999210 | 0,999210 | 0,999999
4 Helix RFEPEEIF. (998353 | 0,999282 | 0,998817 | 0,999998
5 Helix RFEPEEIF- (/999605 | 0,999605 | 0,999605 | 0,999999
Avg | Helix RFEPEEIF- (999245 | 0,999571 | 0,999408 | 0,999999
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Table A.53. RF-Helix (max_depth:8, min_samples_split:2, min_samples_leaf:4),

EDF EIF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Helix RFEPEEIF. (999686 | 0,999919 | 0,999802 | 0,999999
2 Helix RFEPEEIF- (/999686 | 0,999919 | 0,999802 | 0,999999
3 Helix RFEPEEIF. (999524 | 0,999291 | 0,999408 | 0,999999
4 Helix RFEPEEIF. (999291 | 0,999524 | 0,999408 | 0,999998
5 Helix RFEPEEIF. (999838 | 0,999372 | 0,999605 1
Avg | Helix RFEPEEIF. (/999605 | 0,999605 | 0,999605 | 0,999999

Table A.54. RF-Helix (max_depth:4, min_samples_split:10, min_samples_leaf:4),

EDF EIF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Helix RFEPEEIE- (/999686 | 0,999919 | 0,999802 | 0,999999
2 Helix RFEPEEIE- (/999060 | 0,999758 | 0,999408 | 0,999999
3 Helix RFEPEEIF- (999210 | 0,999210 | 0,999210 | 0,999999
4 Helix RFEPEEIF. (998353 | 0,999282 | 0,998817 | 0,999998
5 Helix RFEPEEIF- (/999686 | 0,999919 | 0,999802 | 0,999999
Avg | Helix RFEPEEIF- (999199 | 0,999618 | 0,999408 | 0,999999
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Table A.55. RF-Helix (max_depth:4, min_samples_split:8, min_samples_leaf:4),

EDF EIF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Helix RFEPEEIF. (999686 | 0,999919 | 0,999802 | 0,999999
2 Helix RFEPEEIF- (/999686 | 0,999919 | 0,999802 | 0,999999
3 Helix RFEPEEIF. (999524 | 0,999291 | 0,999408 | 0,999999
4 Helix RFEPEEIF. (999291 | 0,999524 | 0,999408 | 0,999998
5 Helix RFEPEEIF. (999838 | 0,999372 | 0,999605 1
Avg | Helix RFEPEEIF. (/999605 | 0,999605 | 0,999605 | 0,999999

Table A.56. XGB-Helix (max_depth:4, learning rate:0.1), EDF EIF.

Fold | Dataset | ML Model | Precision | Recall | F1 score AUC
1 Helix | XGBFPFEIF. 1 1 1 1
2 Helix | XGBFPREF- 1 (999838 | 0,999372 | 0,999605 1
3 Helix | XGBFPEEF- 10999686 | 0,999919 | 0,999802 1
4 Helix | XGBFPFEIF- | (0999291 | 0,999524 | 0,999408 | 0,999999
5 Helix | XGBFPFEIF- | (0.999605 | 0,999605 | 0,999605 | 0,999999
Avg Helix | XGBFPFEIF- | (0999684 | 0,999684 | 0,999684 | 0,999999
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Table A.57. XGB-Helix (max_depth:8, learning rate:0.1), EDF EIF.

Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Helix | XGBEPFEIF- | (999291 | 0,999524 | 0,999408 | 0,999992
2 Helix | XGBEPFEIE- | (999524 | 0,999291 | 0,999408 | 0,999999
3 Helix | XGBEPEEIE- 1 (0999060 | 0,999758 | 0,999408 | 0,999996
4 Helix | XGBEPFEIE 1 (999291 | 0,999524 | 0,999408 | 0,999989
5 Helix | XGBEPEEIE | (998340 | 0,998108 | 0,998224 | 0,999994

Avg | Helix | XGBFPFEIF- | 0999101 | 0,999241 | 0,999171 | 0,999994

Table A.58. XGB-Helix (max_depth:4, learning_rate:0.2), EDF EIF.

Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Helix | XGBEPFELE. 1 1 1 1
2 Helix | XGBEPFEIF- 1 (999919 | 0,999686 | 0,999802 1
3 Helix | XGBEPFEIF- 1 (999686 | 0,999919 | 0,999802 1
4 Helix | XGBEPEEIE- | (998978 | 0,999444 | 0,999211 | 0,999999
5 Helix | XGBEPFEIF- 1 (999919 | 0,999686 | 0,999802 1
Avg | Helix | XGBEPREIE- 1 (999700 | 0,999747 | 0,999723 | 0,999999
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Table A.59. XGB-Helix (max_depth:8, learning rate:0.2), EDF EIF.

Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Helix | XGBEPFEIF- | (999291 | 0,999524 | 0,999408 | 0,999994
2 Helix | XGBEPFEIE- | (999524 | 0,999291 | 0,999408 | 0,999999
3 Helix | XGBEPFEE- 1 (0999060 | 0,999758 | 0,999408 | 0,999993
4 Helix | XGBEPFEIE | (998978 | 0,999444 | 0,999211 | 0,999991
5 Helix | XGBEPEEIE | (998340 | 0,998108 | 0,998224 | 0,999994

Avg | Helix | XGBEPEEIE- 1 (999039 | 0,999225 | 0,999132 | 0,999994
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Table A.60. RF-Helix (max_depth:4, min_samples_split:2, min_samples_leaf:2), EDF.

Fold | Dataset | ML Model | Precision | Recall | F1 score AUC
1 Helix RFEDF. 0,922479 | 0,958558 | 0,938948 | 0,990624
2 Helix RFEDF. 0,913240 | 0,954319 | 0,931680 | 0,991289
3 Helix RFEDF. 0,912420 | 0,956185 | 0,931909 | 0,992389
4 Helix RFEDF. 0,915780 | 0,960592 | 0,935702 | 0,992367
5 Helix RFEDF. 0,911470 | 0,952889 | 0,930032 | 0,991748

Avg Helix RFEDY. 0,915078 | 0,956509 | 0,933654 | 0,991683
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Table A.61. RF-Helix (max_depth:8, min_samples_split:2, min_samples_leaf:2), EDF.

Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Helix RFEDE 0,944719 | 0,966202 | 0,954942 | 0,994604
2 Helix RFEDFE 0,945104 | 0,969960 | 0,956838 | 0,994709
3 Helix RFEDE 0,941540 | 0,969692 | 0,954715 | 0,995503
4 Helix RFEDE 0,945437 | 0,970899 | 0,957440 | 0,995030
5 Helix RFEPE 0,943347 | 0,968299 | 0,955120 | 0,995443

Avg | Helix RFEDE 0,944029 | 0,969010 | 0,955811 | 0,995058

Table A.62. RF-Helix (max_depth:4,

min_samples_split:10, min_samples_leaf:2), EDF.

Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Helix RFEDE: 0,921039 | 0,958074 | 0,937894 | 0,990631
2 Helix RFEDE. 0,913240 | 0,954319 | 0,931680 | 0,991279
3 Helix RFEDE. 0,911963 | 0,956023 | 0,931564 | 0,992374
4 Helix RFEDE 0,915780 | 0,960592 | 0,935702 | 0,992369
5 Helix RFEDE 0,911470 | 0,952889 | 0,930032 | 0,991777

Avg | Helix RFEPE: 0,914698 | 0,956380 | 0,933374 | 0,991686
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Table A.63. RF-Helix (max_depth:8, min_samples_split:10, min_samples_leaf:2), EDF.

Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Helix RFEDE 0,944830 | 0,966516 | 0,955144 | 0,994587
2 Helix RFEDFE 0,946157 | 0,970282 | 0,957568 | 0,994821
3 Helix RFEDE 0,941026 | 0,969530 | 0,954353 | 0,995531
4 Helix RFEDE 0,945437 | 0,970899 | 0,957440 | 0,995046
5 Helix RFEDE 0,943459 | 0,968613 | 0,955321 | 0,995411
Avg | Helix RFEDE 0,944181 | 0,969168 | 0,955965 | 0,995079

Table A.64. RF-Helix (max_depth:4, min_samples_split:10, min_samples_leaf:2), EDF.

Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Helix RFEDE: 0,944830 | 0,966516 | 0,955144 | 0,994587
2 Helix RFEDE. 0,946157 | 0,970282 | 0,957568 | 0,994821
3 Helix RFEDE. 0,941026 | 0,969530 | 0,954353 | 0,995531
4 Helix RFEDE 0,945437 | 0,970899 | 0,957440 | 0,995046
5 Helix RFEDE 0,943459 | 0,968613 | 0,955321 | 0,995411

Avg | Helix RFEPE: 0,944181 | 0,969168 | 0,955965 | 0,995079
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Table A.65. RF-Helix (max_depth:8, min_samples_split:2, min_samples_leaf:4), EDF.

Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Helix RFEDPE 0,945095 | 0,966596 | 0,955327 | 0,994503
2 Helix RFEDFE 0,946046 | 0,969968 | 0,957366 | 0,994779
3 Helix RFEDE 0,941685 | 0,969458 | 0,954696 | 0,995425
4 Helix RFEDE 0,945699 | 0,970980 | 0,957622 | 0,994980
5 Helix RFEPE 0,943720 | 0,968693 | 0,955503 | 0,995386

Avg | Helix RFEDE 0,944449 | 0,969139 | 0,956103 | 0,995015

Table A.66. RF-Helix (max_depth:4, min_samples_split:10, min_samples_leaf:4), EDF.

Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Helix RFEDE: 0,921039 | 0,958074 | 0,937894 | 0,990626
2 Helix RFEDE. 0,913240 | 0,954319 | 0,931680 | 0,991360
3 Helix RFEDE. 0,911963 | 0,956023 | 0,931564 | 0,992370
4 Helix RFEDE 0,915780 | 0,960592 | 0,935702 | 0,992377
5 Helix RFEDE 0,911470 | 0,952889 | 0,930032 | 0,991770

Avg | Helix RFEPE: 0,914698 | 0,956380 | 0,933374 | 0,991701
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Table A.67. RF-Helix (max_depth:8, min_samples_split:10, min_samples_leaf:4), EDF.

Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Helix RFEDE 0,944830 | 0,966516 | 0,955144 | 0,994540
2 Helix RFEDFE 0,945782 | 0,969888 | 0,957184 | 0,994762
3 Helix RFEDE 0,941396 | 0,969925 | 0,954735 | 0,995457
4 Helix RFEDE 0,945548 | 0,971213 | 0,957641 | 0,994993
5 Helix RFEPE 0,943049 | 0,968765 | 0,955159 | 0,995379

Avg | Helix RFEDE 0,944121 | 0,969261 | 0,955973 | 0,995026

Table A.68. XGB-Helix (max_depth:4, learning_rate:0.1), EDF.

Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Helix X G BEPF 0,953621 | 0,963464 | 0,958437 | 0,990650
2 Helix X G BEPF 0,953743 | 0,970585 | 0,961854 | 0,992115
3 Helix X G BEPF 0,954609 | 0,971688 | 0,962830 | 0,993460
4 Helix X G BEPY 0,957269 | 0,972179 | 0,964483 | 0,993574
5 Helix X G BEPY: 0,953487 | 0,974180 | 0,963364 | 0,995503

Avg | Helix X G BEPY 0,954546 | 0,970419 | 0,962194 | 0,993060




Table A.69. XGB-Helix (max_depth:8, learning rate:0.1), EDF.

Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Helix X G BEPF 0,960684 | 0,966027 | 0,963325 | 0,991265
2 Helix X G BEPF 0,958970 | 0,970395 | 0,964542 | 0,994951
3 Helix X G BEPF 0,956202 | 0,968181 | 0,962036 | 0,994282
4 Helix X G BEPF 0,960570 | 0,970564 | 0,965460 | 0,994662
5 Helix X GBEPF 0,961645 | 0,972295 | 0,966849 | 0,995264

Avg | Helix X G BEPF 0,959614 | 0,969493 | 0,964442 | 0,994085

Table A.70. XGB-Helix (max_depth:4, learning_rate:0.2), EDF.

Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Helix X G BEPF 0,955121 | 0,966450 | 0,960646 | 0,990330
2 Helix X G BEPF 0,957590 | 0,970853 | 0,964031 | 0,993315
3 Helix X G BEPF 0,953516 | 0,967688 | 0,960382 | 0,991448
4 Helix X G BEPY 0,958665 | 0,972582 | 0,965415 | 0,992031
5 Helix X G BEPY: 0,954633 | 0,970278 | 0,962189 | 0,989353

Avg | Helix X G BEPY 0,955905 | 0,969570 | 0,962533 | 0,991295
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Table A.71. XGB-Helix (max_depth:8, learning rate:0.2), EDF.

Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Helix X G BEPF 0,960858 | 0,964072 | 0,962454 | 0,991293
2 Helix X G BEPF 0,960637 | 0,969157 | 0,964820 | 0,993419
3 Helix X G BEPF 0,955165 | 0,965042 | 0,959998 | 0,988025
4 Helix X G BEPF 0,962173 | 0,969873 | 0,965960 | 0,987730
5 Helix X GBEPF 0,959481 | 0,971963 | 0,965554 | 0,992283

Avg | Helix X G BEPF 0,959663 | 0,968022 | 0,963757 | 0,990550
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Table A.72. RF-Bitcoin (max_depth:4, min_samples_split:2, min_samples_leaf:2), EIF.

Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoin RFF®IF 0,987974 | 0,992033 | 0,989945 | 0,999674
2 Bitcoin RFF®IF 0,991699 | 0,993413 | 0,992546 | 0,999794
3 Bitcoin RFF®IF 0,992574 | 0,994291 | 0,993423 | 0,999874
4 Bitcoin RFFEIY 0,988944 | 0,991845 | 0,990365 | 0,999807
5 Bitcoin RFFEIF 0,991531 | 0,991778 | 0,991654 | 0,999778

Avg | Bitcoin RFFEIF 0,990544 | 0,992672 | 0,991587 | 0,999785
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Table A.73. RF-Bitcoin (max_depth:8, min_samples_split:2, min_samples_leaf:2), EIF.

Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoin RFEF 0,995205 | 0,996926 | 0,996055 | 0,999933
2 Bitcoin REFIF 0,996873 | 0,997867 | 0,997367 | 0,999979
3 Bitcoin REFIF 0,997995 | 0,998494 | 0,998243 | 0,999990
4 Bitcoin REFIF 0,998310 | 0,999059 | 0,998683 | 0,999975
5 Bitcoin R 0,998242 | 0,998242 | 0,998242 | 0,999963

Avg | Bitcoin RFF®IF 0,997325 | 0,998118 | 0,997718 | 0,999968

Table A.74. RF-Bitcoin (max_depth:4, min_samples_split:10, min_samples_leaf:2),

EIF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoin RFFEIF 0,987433 | 0,991719 | 0,989510 | 0,999667
2 Bitcoin RFFEIF 0,991145 | 0,993099 | 0,992109 | 0,999797
3 Bitcoin RFFEIF 0,992574 | 0,994291 | 0,993423 | 0,999874
4 Bitcoin RFPIY 0,988944 | 0,991845 | 0,990365 | 0,999804
5 Bitcoin RFEIF 0,991213 | 0,991213 | 0,991213 | 0,999773
Avg | Bitcoin RFFEIY. 0,990262 | 0,992434 | 0,991324 | 0,999783




Table A.75. RF-Bitcoin (max_depth:8, min_samples_split:10, min_samples_leaf:2),

EIF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoin RFFIF 0,995525 | 0,997490 | 0,996494 | 0,999939
2 Bitcoin REFFEIF 0,996873 | 0,997867 | 0,997367 | 0,999975
3 Bitcoin REFFEIY 0,997433 | 0,998181 | 0,997805 | 0,999991
4 Bitcoin REF®IF 0,998310 | 0,999059 | 0,998683 | 0,999977
5 Bitcoin RFEIE 0,997679 | 0,997929 | 0,997803 | 0,999957
Avg | Bitcoin RFF®IF 0,997164 | 0,998105 | 0,997631 | 0,999968
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Table A.76. RF-Bitcoin (max_depth:4, min_samples_split:2, min_samples_leaf:4), EIF.

Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoin RFEIE 0,987433 | 0,991719 | 0,989510 | 0,999667
2 Bitcoin RFEIE 0,991699 | 0,993413 | 0,992546 | 0,999795
3 Bitcoin RFEIE 0,992574 | 0,994291 | 0,993423 | 0,999873
4 Bitcoin RFEIF 0,988944 | 0,991845 | 0,990365 | 0,999802
5 Bitcoin RFEIF 0,990895 | 0,990648 | 0,990771 | 0,999766

Avg | Bitcoin RFFEIF 0,990309 | 0,992383 | 0,991323 | 0,999781
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Table A.77. RF-Bitcoin (max_depth:8, min_samples_split:2, min_samples_leaf:4), EIF.

Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoin RFEF 0,994885 | 0,996361 | 0,995616 | 0,999935
2 Bitcoin REFIF 0,996873 | 0,997867 | 0,997367 | 0,999969
3 Bitcoin REFIF 0,997433 | 0,998181 | 0,997805 | 0,999991
4 Bitcoin REFIF 0,997191 | 0,998432 | 0,997806 | 0,999970
5 Bitcoin R 0,997364 | 0,997364 | 0,997364 | 0,999959

Avg | Bitcoin RFF®IF 0,996749 | 0,997641 | 0,997191 | 0,999965

Table A.78. RF-Bitcoin (max_depth:4, min_samples_split:10, min_samples_leaf:4),

EIF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoin RFFEIF 0,987433 | 0,991719 | 0,989510 | 0,999665
2 Bitcoin RFFEIF 0,991145 | 0,993099 | 0,992109 | 0,999794
3 Bitcoin RFFEIF 0,992574 | 0,994291 | 0,993423 | 0,999873
4 Bitcoin RFPIY 0,988944 | 0,991845 | 0,990365 | 0,999803
5 Bitcoin RFEIF 0,991213 | 0,991213 | 0,991213 | 0,999767
Avg | Bitcoin RFFEIY. 0,990262 | 0,992434 | 0,991324 | 0,999780




Table A.79. RF-Bitcoin (max_depth:8, min_samples_split:10, min_samples_leaf:4),

EIF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoin RFFIF 0,994566 | 0,995797 | 0,995176 | 0,999932
2 Bitcoin REFFEIF 0,996873 | 0,997867 | 0,997367 | 0,999967
3 Bitcoin REFFEIY 0,997433 | 0,998181 | 0,997805 | 0,999990
4 Bitcoin REF®IF 0,997191 | 0,998432 | 0,997806 | 0,999972
5 Bitcoin REF®IF 0,996239 | 0,996736 | 0,996487 | 0,999955
Avg | Bitcoin RFF®IF 0,996460 | 0,997403 | 0,996928 | 0,999963
Table A.80. XGB-Helix (max_depth:4, learning_ rate:0.1), EIF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoin XGBEY: 0,997929 | 0,997679 | 0,997804 | 0,999976
2 Bitcoin XGBEY: 0,999121 | 0,999121 | 0,999121 | 0,999998
3 Bitcoin XGBEY: 0,999435 | 0,999686 | 0,999560 1
4 | Bitcoin | XGB®F 1 1 1 1
5 Bitcoin XGBEY: 0,998557 | 0,998807 | 0,998682 | 0,999980
Avg | Bitcoin | XGBEY 0,999008 | 0,999059 | 0,999033 | 0,999991
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Table A.81. XGB-Helix (max_depth:8, learning rate:0.1), EIF.

Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoin | XGB®F 0,993929 | 0,994668 | 0,994297 | 0,999423
2 Bitcoin | XGBFF 0,997615 | 0,997113 | 0,997363 | 0,999897
3 Bitcoin | XGBFF 0,996363 | 0,994853 | 0,995601 | 0,999843
4 Bitcoin | XGBFF 0,994858 | 0,992844 | 0,993838 | 0,999294
5 Bitcoin | XGBFF 0,994096 | 0,993598 | 0,993846 | 0,999757
Avg | Bitcoin | XGBEY 0,995372 | 0,994615 | 0,994989 | 0,999643
Table A.82. XGB-Helix (max_depth:4, learning_rate:0.2), EIF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoin | XGBFF 0,997929 | 0,997679 | 0,997804 | 0,999973
2 Bitcoin | XGBFF 0,999121 | 0,999121 | 0,999121 | 0,999997
3 | Bitcoin | XGBFF 1 1 1 1
4 | Bitcoin | XGB®F 1 1 1 1
5 Bitcoin | XGB®F 0,998557 | 0,998807 | 0,998682 | 0,999979
Avg | Bitcoin | XGBEY 0,999121 | 0,999121 | 0,999121 | 0,999990
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Table A.83. XGB-Helix (max_depth:8, learning rate:0.2), EIF.

Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Bitcoin | XGB®F 0,993929 | 0,994668 | 0,994297 | 0,999623
2 Bitcoin | XGBFF 0,996421 | 0,995669 | 0,996043 | 0,999902
3 Bitcoin | XGBFF 0,996363 | 0,994853 | 0,995601 | 0,999959
4 Bitcoin | XGBFF 0,994858 | 0,992844 | 0,993838 | 0,999439
5 Bitcoin | XGBFF 0,993780 | 0,993033 | 0,993405 | 0,998800

Avg | Bitcoin | XGBEY 0,995070 | 0,994213 | 0,994637 | 0,999544
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Table A.84. RF-Ethereum (max_depth:4, min_samples_split:2 min_samples_leaf:2),

EIF.

Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Ethereum REEIF 0.841173 | 0.848004 | 0.832735 | 0.937016
2 Ethereum RFEIF 0.848785 | 0.857099 | 0.843782 | 0.942910
3 Ethereum REEIF 0.841869 | 0.850345 | 0.842781 | 0.935838
4 | Ethereum REEIF 0.853904 | 0.862824 | 0.854124 | 0.945435
5 Ethereum REEI 0.848554 | 0.857142 | 0.845232 | 0.944181

Avg | Ethereum REEI 0.846857 | 0.855083 | 0.843731 | 0.941076




85

Table A.85. RF-Ethereum (max_depth:8, min_samples_split:2 min_samples_leaf:2),

EIF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Ethereum RFFEIY 0.867447 | 0.876069 | 0.869099 | 0.950827
2 Ethereum RFEIY 0.880465 | 0.889238 | 0.882331 | 0.957661
3 Ethereum RFEIY 0.854837 | 0.860220 | 0.856817 | 0.950596
4 | Ethereum RFEIF 0.871925 | 0.875202 | 0.873355 | 0.957857
5 Ethereum REEIF 0.883214 | 0.889813 | 0.885455 | 0.962444
Avg | Ethereum RFEIF 0.871578 | 0.878108 | 0.873411 | 0.955877

Table A.86. RF-Ethereum (max_depth:4, min_samples_split:10 min_samples_leaf:2),

EIF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Ethereum RFEIF 0.841173 | 0.848004 | 0.832735 | 0.936698
2 | Ethereum RFEIF: 0.848785 | 0.857099 | 0.843782 | 0.942809
3 | Ethereum RFFIF 0.839787 | 0.848113 | 0.840827 | 0.935665
4 | Ethereum RFFIF: 0.853904 | 0.862824 | 0.854124 | 0.945377
5 | Ethereum RFFIF: 0.848554 | 0.857142 | 0.845232 | 0.944152
Avg | Ethereum RF™IF 0.846440 | 0.854636 | 0.843340 | 0.940940
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Table A.87. RF-Ethereum (max_depth:8, min_samples_split:10 min_samples_leaf:2),

EIF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Ethereum RFFEIY 0.863685 | 0.872218 | 0.865304 | 0.949989
2 Ethereum RFEIY 0.878733 | 0.887619 | 0.880481 | 0.957025
3 Ethereum RFEIY 0.852972 | 0.858602 | 0.854980 | 0.949830
4 | Ethereum RFEIF 0.873778 | 0.877435 | 0.875342 | 0.957697
5 Ethereum REEIF 0.883214 | 0.889813 | 0.885455 | 0.961444
Avg | Ethereum RFEIF 0.870476 | 0.877137 | 0.872312 | 0.955197

Table A.88. RF-Ethereum (max_depth:4, min_samples_split:2 min_samples_leaf:4),

EIF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Ethereum RFEIF 0.842565 | 0.849622 | 0.834588 | 0.936669
2 | Ethereum RFEIF: 0.848785 | 0.857099 | 0.843782 | 0.942607
3 | Ethereum RFFIF 0.841869 | 0.850345 | 0.842781 | 0.935390
4 | Ethereum RFFIF: 0.856036 | 0.865056 | 0.856066 | 0.945189
5 | Ethereum RFFIF: 0.848554 | 0.857142 | 0.845232 | 0.944123
Avg | Ethereum RF™IF 0.847562 | 0.855853 | 0.844490 | 0.940796
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Table A.89. RF-Ethereum (max_depth:8, min_samples_split:2 min_samples_leaf:4),

EIF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Ethereum RFFEIY 0.863685 | 0.872218 | 0.865304 | 0.949108
2 Ethereum RFEIY 0.874678 | 0.883155 | 0.876587 | 0.956491
3 Ethereum RFEIY 0.851058 | 0.854527 | 0.852536 | 0.948964
4 | Ethereum RFEIF 0.873778 | 0.877435 | 0.875342 | 0.957625
5 Ethereum REEIF 0.877700 | 0.884943 | 0.879894 | 0.962299
Avg | Ethereum RFEIF 0.868180 | 0.874456 | 0.869933 | 0.954897

Table A.90. RF-Ethereum (max_depth:8, min_samples_split:2 min_samples_leaf:4),

EIF.
Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Ethereum RFEIF 0.842565 | 0.849622 | 0.834588 | 0.936582
2 | Ethereum RFEIF: 0.848785 | 0.857099 | 0.843782 | 0.942621
3 | Ethereum RFFIF 0.837713 | 0.845881 | 0.838871 | 0.935376
4 | Ethereum RFFIF: 0.853904 | 0.862824 | 0.854124 | 0.945247
5 | Ethereum RFFIF: 0.848554 | 0.857142 | 0.845232 | 0.944152
Avg | Ethereum RF™IF 0.846304 | 0.854514 | 0.843320 | 0.940796
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Table A.91. RF-Ethereum (max_depth:8, min_samples_split:10 min_samples_leaf:4),

EIF.

Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Ethereum RFFEIY 0.871209 | 0.879919 | 0.872893 | 0.949816
2 Ethereum RFEIY 0.880465 | 0.889238 | 0.882331 | 0.956679
3 Ethereum RFEIY 0.852935 | 0.856759 | 0.854530 | 0.948956
4 | Ethereum RFEIF 0.871823 | 0.875811 | 0.873492 | 0.957147
5 Ethereum REEIF 0.879669 | 0.887175 | 0.881854 | 0.961647

Avg | Ethereum RFEIF 0.871220 | 0.877780 | 0.873020 | 0.954849

Table A.92. XGB-Ethereum (max_depth:4, learning rate:0.1), EIF.

Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Ethereum | XGBFY 0.873846 | 0.878243 | 0.875651 | 0.952626
2 Ethereum | XGBFY 0.876058 | 0.878633 | 0.877227 | 0.951528
3 Ethereum | XGBFY 0.877930 | 0.874949 | 0.876319 | 0.947613
4 | Ethereum | XGBEY 0.900684 | 0.903814 | 0.902084 | 0.967757
5 Ethereum | XGBFY 0.905026 | 0.906452 | 0.905708 | 0.961662

Avg | Ethereum | XGB! 0.886709 | 0.888418 | 0.887398 | 0.956237




Table A.93. XGB-Ethereum (max_depth:8, learning rate:0.1), EIF.
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Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Ethereum | XGBFY 0.872941 | 0.872941 | 0.872941 | 0.948884
2 | Ethereum | XGBFY 0.885245 | 0.883263 | 0.884200 | 0.952034
3 | Ethereum | XGBPY 0.878922 | 0.873721 | 0.875985 | 0.951145
4 | Ethereum | XGBPY 0.876337 | 0.877232 | 0.876771 | 0.958241
5 | Ethereum | XGBFY 0.901874 | 0.901379 | 0.901624 | 0.956690

Avg | Ethereum | XGB®F 0.883064 | 0.881707 | 0.882304 | 0.953399

Table A.94. XGB-Ethereum (max_depth:4, learning rate:0.2), EIF.

Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Ethereum | XGBFY 0.874064 | 0.877015 | 0.875379 | 0.950163
2 | Ethereum | XGBEY 0.879718 | 0.883097 | 0.881197 | 0.953161
3 | Ethereum | XGBEY 0.876217 | 0.872717 | 0.874303 | 0.943315
4 | Ethereum | XGB®Y 0.894711 | 0.898944 | 0.896493 | 0.959698
5 | Ethereum | XGBEY 0.895900 | 0.895900 | 0.895900 | 0.959393

Avg | Ethereum | XGB! 0.884122 | 0.885535 | 0.884655 | 0.953146




Table A.95. XGB-Ethereum (max_depth:8, learning rate:0.2), EIF.
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Fold | Dataset | ML Model | Precision | Recall | F1 score | AUC
1 Ethereum | XGBFY 0.877125 | 0.876177 | 0.876638 | 0.946349
2 | Ethereum | XGBFY 0.882735 | 0.882259 | 0.882494 | 0.953348
3 | Ethereum | XGBPY 0.880605 | 0.875953 | 0.878006 | 0.954259
4 | Ethereum | XGBPY 0.887876 | 0.888798 | 0.888324 | 0.958270
5 | Ethereum | XGBFY 0.888189 | 0.888189 | 0.888189 | 0.956110

Avg | Ethereum | XGB®F 0.883306 | 0.882275 | 0.882730 | 0.953667
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Figure B.1. Minimum Input Value Histogram - Bitcoinfog.
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Figure B.2. Minimum Input Value Histogram - Helix.
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Figure B.4. Minimum Output Address Count Histogram - Blllicit—Licit.
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Figure B.6. Minimum Output Value - Ethereum.
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Figure B.8. Daily Maximum Transaction Count - Ethereum.





