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ABSTRACT

OPTIMUM QUANTIZATION FOR DETECTION
WITH SIDE INFORMATION

In this work, we considered the problem of binary detection with side information.
The receiver, observes the transmitted data which is corrupted by Gaussian noise, and
tries to make a decision between two hypotheses where it has the knowledge of noise
statistics of the channel and partial information about the data. Here the partial
information is obtained via passing the original data through a quantizer, thus the
partial information is simply the reproduction value of the bin that the corresponding
data is in. We derived the optimal decision rule and corresponding probability of error.
We presented and illustrated the optimal quantizers for several quantization levels.
Next, we compare quantizers (optimal quantizer, Lloyd-Max, Uniform,a suboptimal
quantizer obtained by approximation), with respect to bin constellations and their
corresponding probability of detection errors. Finally, from the comparison it has
been shown empirically that Lloyd-Max quantizers are suboptimal yet good choice for

detection with side information problem under proposed setup.



OZET

YAN BILGI ILE SEZIMLEME ICIN EN iYI NICELEME

Bu caligmada yan bilgi ile ikili sezimleme problemini inceledik. Alici, Gauss
gliriiltiisiiyle bozularak iletilen datayr inceler; kanalin giirtiltii istatistikleriyle data
hakkinda kismi bilgiye sahip oldugu bu noktada, iki hipotez arasinda karar vermeye
caligir. Burada kismi bilgi orijinal datanin bir nicemleyici igerisinden gecirilmesiyle
elde edilir. Yani kismi bilgi basitce, iliskin datanin i¢inde bulundugu selene atanmais
cikt1 degeridir. Optimal karar kuralin1 ve buna karsilik gelen hata olasiligini elde ettik.
Farkli seviyeler i¢in en iyi niceleme ornekleri sunduk. Belirtilen model altinda sayisal
olarak hesaplanmig en iyi niceleyicinin, yakinsama ile elde edilmis idealin altinda olan
bagka bir niceleyicinin, Lloyd-Max ve Uniform niceleyicilerinin sele dagilimlarini ve
bu dagilimlara denk gelen hata miktarlar1 karsilastirildi. Son olarak, onerilen model
altinda, Lloyd-Max niceleyicisinin yan bilgi ile sezimleme i¢in en iyi olmamakla birlikte,

yeterince iyi bir niceleyici oldugu deneysel olarak gosterilmistir.
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1. INTRODUCTION

1.1. Introduction to Detection with Side Information

In this thesis, we propose and investigate a communication theoretic approach
to the content tracking with side information problem. As the widespread dissemina-
tion of multimedia signals increases, it becomes an increasingly important problem to
trace the signals for various purposes such as content tracking for the protection of
digital rights. Considering the easiness in modification of the digital media contents
without significant losses in quality, DRM (digital rights management) techniques fail
to accomplish the content tracking task. By using watermarking techniques [1], [2], [3]
the aforementioned problem in DRM can be solved and content tracking task can be
achieved, but the necessity of preprocessing for hiding information into the content,
makes watermarking meaningless for media that is already public. In order to overcome
the problems in watermarking and DRM, robust-signal hashing has been proposed. In
robust-signal hashing the aim is to characterize the content by extracting a signature
(termed as hash) of the signal, that is independent of small distortions or modifications
of its content; in other word robustness to attacks. Another important constraint of
robust-signal hashing formed by privacy concerns. Thus, a “content-tracker” shall not
be able or it should be relatively difficult to retrieve the original content from its hash.
Among these two conditions (i.e., robustness and irreversibility), the latter one makes
the many-to-one mapping approach as the nature of hashing. We refer the interested

reader to [4], [5], [6], [7].

In many applications, the signal to be traced is not exactly known and the receiver
(also termed as the detector in the rest of the paper) only possesses partial information
about the signal. An important fundamental application includes anti-piracy search
via aforementioned “robust signal hashing”, which amounts to the automatic detection
and tracing of important signals (which are aimed to be “protected”) via utilizing their
features or “robust hash values”. In this setup, the receiver observes a “modified”

version of an original signal and is required to make a decision about the identity of



this signal; the only information that the receiver can employ throughout this detection

process is the set of hash values of the “protected signal set”.

Hence, we modeled the content tracking via robust signal hashing problem with

detection with side information in a classical point to point communication system.

In this thesis, we consider the “binary” version of this problem; i.e., there are two
signals to be protected and the receiver performs detection via binary hypothesis testing
in the presence of side information (hash values of the two signals to be protected).
We assumed that the transmitted signals, which are realizations of two i.i.d. random
variables, are “attacked” versions of the original ones, where we model this attack as
noisy channel. The hash values are produced from the original signals via a mapping
that achieves “dimensionality reduction” because of efficiency and privacy issues. We
assume that the dimensionality reduction is achieved via scalar quantization (i.e., the
hash values are the reproduction values of the original signals). Furthermore, the noise
introduced by the channel is zero mean unit variance Gaussian random variable and

independent from the transmitted signals.

A detection theory based investigation involving partial information deserves to
be mentioned here. In [8], the authors focused on the distributed detection for wireless
sensor networks, in which the from all sensors the partial information that is obtained
via quantization, is send to a fusion center, where the decision process is performed.
Another related work is the classical Wyner-Ziv problem [9] in which the aim is in
presence of correlated signals about the source and subject to a distortion constraint,
to find out the achievable rate of compression. In other two related works [10] and [11],
Koval et. al. investigated the robust perceptual hashing from information theoretic
point of view. Finally, in [12], optimal GLRT rule and corresponding probability of
error and the optimal linear transform matrix (used for dimensionality reduction) that
minimizes the worst case probability of error, was analytically derived. Considering
the formulation of the problem the work in [12] is closest one except in our case the
receiver also knows the probability distribution defined on the observation space of the

source.



1.2. Notation

In this section, we provide the notation used throughout the thesis. Capital
letters denote random variables (i.e. Xj); regular letters denote a realization (i.e., x,,)
of random variable. A quantizer is denoted as (.), where the reproduction values of
a realization of a random variable is defined as z; = Q(x;), where ¢ = 0,1. Thus, .,
refers to a realization of X, that corresponds to the z;’th bin of the quantizer where
zi € {0,1,...,N — 1} for a N-level quantizer. The Q(.) is the well-known normal

distribution function, i.e., Q(x) = \/%7 e 124t Lastly, f®(.) denotes the 7™

derivative of real function f(.).
1.3. Organization of the Thesis

In Chapter 2 we will give brief introduction about Quantization and Detection
theory, namely in Section 2.1 and Section 2.2, respectively. Chapter 3 includes the
problem formulation and the main derivations, the problem formulation is given in
Section 3.1, LRT and probability of error derivations are given in Section 3.2 and
Section 3.3, respectively. The approximate LRT is presented in Section 4.1 and ap-
proximate probability of error is presented in Section 4.2 which constitute Chapter 4.
The performance results of investigated and derived quantizers are given in Chapter 5.

Thesis ends with discussions and conclusions given in Chapter 6.



2. BACKGROUND

In this chapter, the basic concepts about Quantization and Detection theory that
used throughout the thesis, will be presented. This chapter is intended for the reader

that does not have the knowledge about these aforementioned theories.
2.1. Quantization Theory

Quantization is a non-linear mapping of a continuous range of values to a smaller
and finite set of values. It can be viewed as a predetermined rule of approxima-
tion of a continuous number set. For example, N-level scalar quantizer is a map-
ping from real line to a codebook with size N, i.e., @ : R — C where the codebook
cs {v0,y1,---,yn_1} C R. Here y; for i = {0,1,..., N — 1} is called the output levels

or reproduction values [14].

A N-level quantizer (i.e., the aforementioned mapping @) can be written as the
concatenation of two successive mappings which are called encoder and decoder respec-
tively. Encoder, &, is a mapping defined as, £ : R — Z where Z = {0,1,2,...,N — 1}
and decoder, D, is a mapping defined as, D : Z — C, where C is the codebook. Con-
sidering the quantizer level is N, a mapping from the real line to a set Z is simply
a partition of the real line into N, and again simply Z is the set of indices of these
partitions. The rest of the work, that is matching the reproduction values with corre-

sponding partitions of real line, is left to decoder mapping. Thus A quantized value of

b, i.e., Q(b) can be written as D(E(b)) [14].

In quantization lingo the aforementioned partitions are referred as cells or bins.
A cell or bin, B;, is defined as B; 2 {z € R|Q(x) = y;}, moreover | J, B; = R and for
i # j B;(\Bj = 0, where i = {0,1,..., N — 1}. Hence, by using these let’s make a

more precise definition of quantizer.



Definition 2.1.1 A quantizer is uniquely described by its bin constellation {B;}Y !
and the corresponding reproduction values {y;}N'. Here, B; = (b;,bi11), and the
boundary points b; has the following properties, b; € R, b; < biy1, by — —oo and
by — oo, fori={0,1,...,N —1}.

Next, we will briefly introduce some well-known quantizers.
Uniform Quantizer: A uniform quantizer is a regular quantizer in which

e The bins are equally spaced, i.e., (b1 —b;) = C for i = {1,2,..., N — 2}, where
(' is constant.
e The reproduction values are the middle points of the bins, i.e., y; = (bzﬂ for

i={1,2,...,N —2}.

Lloyd-Max Quantizer: Lloyd-Max Quantizer is a regular quantizer that minimizes
the variance of quantization error. The conditions of Lloyd-Max quantizer are given

below, where ¢ € {0,1,..., N —1}.

e The bins are formed according to b; = —yi’l;ryi.

/bbi+1 xfx(z)dz

e The reproduction values are formed according to =

bit1

. fx(z)dz

2.2. Detection Theory

In telecommunication, detection theory is the area of study that deals with the
processing of information-bearing signals for the purpose of extracting information
from them [13]. Since it involves the concepts that helps making a decision under
uncertainty (i.e., unknown variables, randomness ...), it is also used in many other

fields than telecommunications like business management, finance, psychology.

The idea of decision making under uncertainty makes easier to understand de-

tection theory. Let’s think about an ordinary decision that everyone needs to do at



least once in his/her life, choosing a career (or job). Depending how accurate choice

one wants to make, one will try to answer questions like,

e Which jobs are available in the market?

e What is the availability (occurrence rate) of these jobs?

e How much will be my salary?

e What is my concern (money, happiness,...)?

e If I choose a wrong career, what will be the risk (or cost)?

e ctc.

Obviously, the choice will depend on the answers of these questions. The more
question that you are able to answer, means more accurate decision. Basically, the

procedures in detection theory are formed depending on the answers of such questions.

Let’s turn back to signal detection lingo. Suppose we have two hypothesis, namely
Hy and H;, and we are looking for a decision rule. Obviously, as every decision we
made, choosing one of these hypothesis has also a cost. The cost of choosing H; when
H; is the correct choice, is defined as C;; where ¢,j7 = {0,1}. Next, we will mention

some well-known criterions about making a decision.

Bayesian Hypothesis Testing: Consider that we are trying to choose the distri-
bution of a random variable X from two possible distributions, Py and P;. Thus our
hypotheses will be in the form of, Hy : X ~ Fy and H; : X ~ P;. Next, assume
that the probability of occurrence of these hypotheses (i.e., priori probabilities) Hy, Hy
are mo,m; respectively. Think that this information is obtained statistically from the
past occurrences of the events (i.e., X will have the probability distribution P, with
probability 7y and vice versa). By using these information, our ultimate goal will be

to design a decision rule that will minimize the average cost.

In order to define such a decision rule we need to partition the whole possible

realization set (or observation set), let’s say X, in to two, i.e., Xy and X;. Note that



XolJ A1 = X. Thus the decision rule will be,

1 ,ifx e X
Sp(r) = " (2.1)
0 N ifx € Xl

where x is any realization of the random variable X.

Remark 2.2.1 The observation space partitions Xy and Xy are called decision regions.

Thus if the observation is in X; then H; is chosen for i = {0,1}.

The overall average cost (or risk), r(d) given by,

r(d) = Zﬂj [Coj PrHo|H;] + Ci; PriH:|Hj]], (2.2)
= ZWJ [Coj(1 — PriH.|Hj]) + C1;Pr[Hy|Hjl, ] (2.3)
= Z?choj -+ Zﬂ'j(Clj — Coj)PT[H1|Hj], (24)

1

> m(Ch; = Coy)

=0

dz, (2.5)

1
= Z?TjCQj‘F/
=0 el

where Pr[H|H;] = [, pj(x)dz is the probability of choosing H given Hj is correct
and note that Pr[H,|H;] + Pr[Hy|H;] =1, for j =0, 1.

Note that, we are after the decision rule that will minimize the average cost given
in (2.5). Since the first term in (2.5) is always positive, minimizing the second term
will minimize the overall cost. Thus, the cost will be at its minimum if we partition

the realization space as,

X, = {y € XY mi(Cyj — Coy) < o} . (2.6)

Jj=0



It is quite reasonable if we make an assumption stating C'yy > Cyy and Cy; > Cy,
since the cost of making a wrong decision should be higher than making a correct one.
Hence, the decision rule given in (2.1) will minimize the average cost, if we design it

where the likelihood-ratio is defined as L(y) 2 0@ and the threshold is defined as

o(z)
& m0(C10-Coo)
m1(Co1—C11) "

bS]

Remark 2.2.2 Note that, the average cost given in (2.5) can be interpreted as the
average probability of error since P[H;|H;] is the conditional probability of error for
i # 7. Thus, the aforementioned likelihood-ratio test approach is a minimum-probability

of error decision scheme [13].

Throughout the thesis we will use the uniform cost assignment given by,

1 Jifi#j
C,y = 7 (2.8)
0 ,ifi=j

As we mentioned before, there are other criterions depending of the definition of
and assumptions made in problems. Since, we used the Bayesian Hypothesis Testing
for our problem, the other detection criterions will be briefly presented in this chapter

to just give an interpretation to the reader.

Minimax Hypothesis Testing: In Bayesian Hypothesis Testing we assumed that,
we know the priori probabilities, namely 7y and m;. Suppose that this is not the
case. Since we do not know the priori probabilities we can not expect a single decision
rule will minimize the expected cost for all possible prior distributions, thus Bayesian

criterion will not be meaningful [13]. Hence, in Minimax-Pearson Hypothesis Testing



we first find the maximum cost over all possible prior probabilities and then minimize

this cost over all possible decision rules to find the optimal one. More precisely,

m(sin {max  r(m;,0)}, (2.9)
where r(7;,d) was defined in (2.2), except here the priori probabilities, are unknown

(i.e., a variable) [13].

Neyman-Pearson Hypothesis Testing: Before we explain the Neyman-Pearson
criteria we will give some definitions. False Alarm (or Type I error) is defined as
choosing H; given that Hy is correct and Miss (or Type II error) is defined as choosing
Hy given that H; is correct. The terms “miss” and “false Alarm” originated from
target detection radar problems while H states there is no target and H; states there
is a target. Given a decision rule §, Pr(6), Py(0) and Pp(0) 21— Py(6) are defined

as false-alarm probability , miss probability and detection probability.
Any decision rule designed for binary detection problems will define a trade-
off between Py/(d) and Pp(d) (i.e., Minimax and Bayesian Hypothesis testings are

two examples of trade-offs) and Neyman-Pearson criterion is yet another one of these

possible trade-offs. The criterion is defined as,
méin Py (0)  with constraint  Pp(d) < a, (2.10)

where « is known as “level” or “significance level” of the test [13].
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3. LRT and PROBABILITY OF ERROR DERIVATIONS

3.1. Problem Formulation

In this problem, we are after the quantizer, which is optimal in the probability of
error sense, for the binary hypothesis testing problem in which, two realizations from
two i.i.d. (normal distribution) random variables are transmitted through a noisy chan-
nel (or attacked during the transmission) and tried to be detected with the additional

information of quantizer bin constellation.

To be more precise, Xy and X; are i.i.d random variables with distribution,
X; ~ N(0,02) for i € {0,1}. We refer, zp and z; as the realizations of random

variables Xy and X7, respectively.

The bin index is defined as z; 2 E(x;) for i = {0,1}, where £(.) is the encoder
function defined in section 2.1. We assumed that, the bin indexes of the random
variable realizations are transmitted via noiseless and secure channel to the detector

side, i.e., z; for i = {0, 1} is known by the receiver.

Remark 3.1.1 Note that, the decoder block, D(.), of a quantizer is nothing but a 1 —1
mapping from bin index set to reproduction value set, which states that the nonlinear
nature of a quantizer comes from the encoder block (function). Thus, for our problem,

w.l.o.q. we can refer the encoder function as the whole quantizer.

In our model, we assumed that, the realizations of random variables are trans-
mitted through a noisy channel (or attacked during transmission), where the noise is

additive Gaussian with distribution A(0,02). Thus, we form our hypothesis as follows,

HolY:.Z'O+N and Hliyle—f—N. (31)
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We assume that the prior probabilities of these hypothesis are equal, i.e. Pr(Hy) =
mo = Pr(Hy) = m; = 1/2. This assumption can be reasoned by the idea of introducing
an ideal selection mechanism (switch) at transmitter side, this mechanism will choose

either one transmitter or the other with probability 1/2.

The block diagram representation of the communication schema is illustrated in

Figure 3.1 given below.

Tx
Rx

/\ — Detector
"l-2||

n
oy 0L " i Side Info

L i T ()[_r‘:”]
/R———e x X y - Qlzz)
.f':l
X | ) x.
_rrrLLl_I
S

xz,) Secure Channel

Figure 3.1. The Block Diagram of Detection with Side Information Problem

3.2. Likelihood Ratio Derivation

In this section we will derive the decision rule by well-known Bayesian Hypothesis
testing approach, where the decision regions ), 2 {y|L(y) < 7} and Yy 2 {y|L(y) > 7}
are defined according to the likelihood ratio rule (LRT) which is given as follows,

2 p(y|Hy, zp) W A T

L =———2Z27=—=1, 3.2
(y) p(y|Ho,Zo) I§o T ( )

under the uniform cost assumption.

Definition 3.2.1 For a N-level quantizer, left and right bin (or cell) boundaries are
defined as, by and by, respectively, for the k™ bin from left, where k = {0,1,..., N—1},

Vk bg,bri1 € R, by — —00, by — o0 and Yk bgy1 > by.
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Remark 3.2.1 Note that, since we refer the bin indezes as z; fori = {0,1}, b,, (resp.
b., ) is the left boundary of zoth (resp. zith) bin, that a realization of Xy (resp. X1) is
in. Similarly, we denote the bin indexes as z; for i = {0,1}, b,y11 (resp. by, 11) is the

right boundary of zoth (resp. zith) bin, that a realization of Xq (resp. Xi) is in.

Remark 3.2.2 In Lemma 3.2.1 and in the rest of the paper, w.l.o.g. we will use x
instead of x;’s since their distributions are same. One can understand which random

variable realization is being mentioned in the following equations, from the index of z;

fori={0,1}.

In order to derive the LRT given in equation (3.2), first we need to derive p(y|H;, z;).

Lemma 3.2.1

1 bz;+1 7(y_z)27i
polHz) = oo [ (3.3)
Q2T0. 0y Jy
2
e 2ei+on)

1
a;V2m\/02 + o2
b, — b1 —
x[Q( Z 27y>_Q< +12w>]’ (3.4)
957 07

where 29 <bi> -0 (bz—“> and = 02‘12502 fori=0,1.

Ox Oz

Proof: First, note that

p(y|H;, zi) = / p(y, x| Hi, z;)d. (3.5)
X

Conditioned on H;, [y; <> x; < z;] forms a Markov chain. Hence conditioned on H; we

have,

p(y, $i’Hz'> Zz) = p(y\mi, H;, ZZ)P(%’ZZ) = p(y\iﬂi, Hi)p(l'i‘zi)>
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w@ i e by, b,
where p(y|z;, H;) ~ N(x,02), p(z]z) = a7 [0 bz;41]
0o otherwise

and w(zx) ~

N(0,02), for i =0, 1.
Hence the proof follows for (3.3).
Next, for the exponential term in (3.3), Define,

S _(y—x)Q_:ﬁ?
202 202
_ y2 Qxy . 20-721 +O'§.
N 207 207 20202
2 2 2 2
oo
o2z  _  _ 2 % 9
o2+ Yorvor ez T
2 2 2 2 2 9
2 T 2 Oy 2 O o 2
Y o2 +o02 Y (aﬁ—i—aﬁ) [y (a§+ag) yg§+ 2
2, 0.0, o2 ?
- Y (02 +02)2 o y02+02
240,70 = =yl =) = (@ =y)”
R S ke )

Hence, we have,

x

1 bzitl  (y—a)? 2
p(ylHpz) = — / T = N
b

o 2To 0,

SR L 1 _=yw?
e 2(0%+a%) 20%7 dl‘7

1
Iy ——c
a;V2my\/0F + o b, V2m\Jo2y

2
= ! eim o _bzi U 0 boiv1 — Y 7
a;V2m\/02 + o2 02y \/0721_7

2

where v = 22, Hence the proof follows for (3.4). U

2 2
Tz +Un
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Theorem 3.2.1 The Bayes rule is given by,

sy = {1 TAW 2T (36)

0 , else

where
Q=) — g b by
A o2y o2y Hy Q<U;>_Q( ;m ) oA
Aly) = 2 ; N T (3.7)
Q bzo =Y . Q bzg+1—7Y Hy Q( Zo) _ Q( ZUO+ ) Qp
oy o2y z ®
Proof: From (3.2) and Lemma 3.2.1, the proof follows. O

Remark 3.2.3 After Theorem 3.2.1, the decision regions can be rewritten as,
A / A /
Yi={ylAly) = 7'tandYy = {y|A(y) < 7'},

where A(y) and 7' is defined in Theorem 3.2.1.

Next, we will continue with the derivation of the probability of detection error ema-

nating from the Bayes rule given in Theorem 3.2.1.
3.3. Probability of Error

In this section, first we will derive the probability of detection error given any
two quantizer bins. After that, we will generalize and present the total probability of
error expression. Since the former one is a direct consequence of the decision rule, we

will give it as a corollary.
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Definition 3.3.1 The probability of error for choosing,

e H, given that Hy is correct, i.e., Type-I error or false alarm probability, is defined

as,

P.(Hy) 2 / p(y|Ho, )dy.
N

o Hy given that Hy s correct, i.e., Type-1I error or miss probability, is defined as,

P.(H) 2 / p(y| Hy, 1) dy.
Yo

Corollary 3.3.1 The probability of detection error given any two quantizer bins is

given by,

P.. . 27yP.(Hy) + mP.(Hy) =

€20,21

[P.(Hy) + P.(H,)], (3.8)

N —

where P,(H;) for j ={0,1} are Type-I and Type-II errors, which are defined in Defi-
nition 3.5.1.

Until now, we derived the Bayesian detection rule given in Theorem 3.2.1. More-
over, we also have the probability of error for any given two quantizer bins mentioned in
Corollary 3.3.1. However, since optimization over boundaries of two quantizer bins can
not give us the whole constellation, it is necessary to include all bin boundaries in the
cost function. Hence, we will form the cost function by averaging out the probability

of error for any given two quantizer bins over all possible bin pairs.

From Corollary 3.3.1 we have a closed form expression for the probability of error

derived for any two quantizer bins (i.e., P. , as we mentioned above next we need

zo,zl)

to average out this expression over zy, z; in order to derive the cost function, which
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will be referred as the total probability of error. Hence we have,

(3.9)

where a,, = Q (bﬁ) - Q (%), P.(H;) for j = {0,1} is defined in Definition 3.3.1

Ox

and Y, for j = {0,1} is given in Remark 3.2.3.
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4. APPROXIMATIONS

Since it is hard to handle the Q(.) function differences given in Theorem 3.2.1 for
determining the regions )y and Y, we will apply approximations to the Q(.) function
differences. In the first part we will apply approximations only to the LRT. Generally,
this approach is not quite logical, normally if an approximation is going to applied
than it should be applied to whole derivations. However, in our case it will mean we
will try to find a optimal (in the probability of error sense) quantizer for a suboptimal
decision rule which will lead a suboptimal quantizer constellation, and it is worth to

investigate the behavior of such solution.

In the second part we will apply approximations to all Q(.) function differences

in the cost function P,

. and LRT, in order to obtain an easy to handle cost function

so that an analytical result may be found under some mild assumptions.

In order to ease the derivations, we will use zeroth order Taylor series approxi-

mations for the Q(.) function differences.

Lemma 4.0.1 If the boundaries are sufficiently close, the zeroth order Taylor series

approzimation of a definite integral is given by

/b CF(0)dt ~ F()(b— a),

where ¢, such that a < ¢ < b, is an arbitrary point that the function f(.) is expanded

around.

Proof: From the well known Taylor series expansion we know that,

o L0)(,
10 =3 50— = g0+ 10 -0+ L

=0
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Since the terms other than (¢ — ¢)! in equation (4.1)are constant,

/a (t —c)ldt = % . (4.2)

c=a

Hence we have,

(e
L S e (L R P A (4.3)

For [ = 0 in equation (4.3) we have the zeroth order approximation, hence the proof

follows. L]

Remark 4.0.1 If the point is chosen to be the middle point of the integral boundaries

that the function will be expanded (i.e., ¢ = “TH]), then (4.3) becomes,

a (e _ g\
[roa=3 75 (57) n-eu

, which means all the odd terms in Taylor expansion vanishes. Hence the first order

approxzimation (I = 1) reduces to zeroth order approximation (I =0).

4.1. Approximations on LRT

After applying zeroth order (or first order with choosing the middle point as the
one that the function is expanded around) Taylor series approximation given in Lemma
4.0.1 to the Bayes rule in Theorem 3.2.1 we will obtain an approximate (suboptimal)

Bayes rule.

Theorem 4.1.1 The zeroth order Taylor series approximate of the Bayes rule given
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in Theorem 3.2.1 is given by,

. M, +M.
1, ify > =051
5B<y): 0 I 2 )
, €else

where M, 2 % (i.e., the middle point of the i'" bin).

Proof: By introducing lemma 4.0.1 in Theorem 3.2.1, and choose ¢ as the middle

point of the boundaries a and b, i.e. ¢ = “T*b, in lemma 4.0.1, then we have,

b, — vy biv1 — VY - (bz11—02,) —M
Q( 2 )‘Q(— Ve

bz» bz bz. o bz~ _Mz2i
wmo(B) o) Gt T
O,

L

where ¢ = 0, 1.

Hence, by introducing (4.4) and (4.5), the LRT given in Theorem 3.2.1 becomes,

(bzy+1-bzy) _<Mz210g:y>2 (bzy +1—bzy) ]
(Mzg—yy)? 5 M2 7 (46)
—(”jﬂl"’jﬂe‘ )
2w/ 05y O
<(Mzof~/y)2272(lefw)2) ];1 (1\/12202021\4221> wn)
e on € ‘ ) :
b
(MZO - f)/y)Q - (le - fYy)Q Iél M220 - Mz?l (4 8)
202y ) 202 7 '
Hy
(M + M, — QV?J)(U?E + 03) 5 (M + Mﬂ)“i’ (4.9)
1
B M, + M,
y = St (4.10)
Hy 2

where the first simplification (applied to (4.6)) is valid and obvious since b, .1 —b,, > 0

for i = 0,1. Next, we took the logarithm of both sides of inequality to obtain (4.8)
0.2
oT+o?

from (4.8). Hence the proof. O

from (4.7). Then, we used v =

and the assumption of M,, > M., to obtain (4.9)
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Obviously, the zeroth order Taylor series approximation is a loose approximation.
However, for higher levels of quantizers, since the bin widths will be close enough, the
approximation will be better. The behavior of zeroth order Taylor series approximation
for is given below in Figure 4.1. The Figure 4.1 illustrates the exact and approximate
values of Q(.) function difference given in (4.5), for several N-level uniform quantizers,

where we assumed o, = 1.

0.08 \ T
N=50 Exact
+  N=50 Approx
0.07 N=100 Exact [
N=100 Approx.
N=200 Exact
0.06 +  N=200 Approx. [
N=1000 Exact
N=1000 Approx.
0.05 i
s 0.04F h
0.03 f
0.02 h
0.01 f
0< 1 f .
-5 -4 3 4 5

Figure 4.1. Exact and approximate values of «; vs. b; for o, = 1.
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4.2. Approximations on Probability of Error

In this section we will apply the approximation on Q(.) function differences in
probability of error expression given in equation 3.9 to obtain an easy to handle cost

function for optimization part.

Theorem 4.2.1

M, — M,
Pe., . =9 (#) , (4.11)

20,

bay+bzy gy
5 .

where M, =

Proof: Introducing (4.4) and (4.5) in p(y|H;, z;) given in Lemma 3.2.1, i.e., (3.4),

we have,

¢ A T T el (4.12)

p & [ vt MI (M —)

ol A T

[ ML (M- )4 o)
2 |o2+02 o2 o202 ’
-17 ¢ 1 2 2 2\/ 2 2 2472

= 7 o2 + o2 + o202 [(Mzz - 2’yyle +7Y )(Jw + On) - O-anl] ’

L~ X n n-x

-1[7 1 ) 2 2 2 9/ 9 2

= 7 0-2 ‘I‘ 0-2 + 0-20-2 [Mzio-z - 2’}/yle (Um + O-'n,) + 7Y (O-m + O-n)} )
1y 1 ,

= 32 te (M2 —2yM., + 7] |,

=1 [y* M2 —2yM,

2 | 02 o2 ’
-1

= W@ — M.,)*. (4.13)
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Hence, introducing (4.13) in (4.12), we have,

1 _ (y=M)?

p(y|H;, ;) =~ Nz e 207 (4.14)

for i =0, 1.

Thus, conditioned on H; and z;, y ~ N(M,,,0?) for i = 0,1. Hence, the proba-

Ziren

bility of error conditioned on H, becomes,

PE(H0> = / p<y|H07ZO>dy7
R%1

M., + M.,
= Pr [y > — = +

H0:| )

M, + M,
% Yy~ N(Mz07072~0):| )

Mzy+Mzy
_ o =2 — M,
Onp ’

- 9 (u) _ (4.15)

20,

= Prly>

Similarly, the probability of error conditioned on H; becomes,

P.(Hy) = /yp(y|H1721)dy,
(0)

M., + M,
S AR

= Q (u) y (4.16)

20,

= Pr{y<

Introducing (4.15) and (4.16) in P,

€20,21

follows. U

which is defined in corollary 3.3.1, the proof



23

5. OPTIMIZATION

Until this section we derived the probability of error given any two quantizer bins

(i.e., our cost function, P,., is the averaged out version of this probability of error

T

given any two quantizer bins, P, , the decision rule and their approximations. In

20,21 )
this section we will apply numeric optimization techniques to our cost function under

different scenarios, which are investigated in detail in the following subsections.

5.0.1. Numerically calculated optimal quantizer

In this part, we will present the optimal quantizer that minimizes the probability

of detection error (P,

.) with the simulation results for N-level quantizer, where N =

{3,5,6}. Note that the decision rule and the cost function, that are used during
the simulations, are the original expressions (i.e., without approximation) given in

Theorem 3.2.1 and (3.9), respectively.

Since we used a brute force search algorithm, the complexity of the algorithm did
not let us to give the optimal quantizer constellation for higher levels of quantization
(for instance, for N = 6 case it took more than 3 weeks for the simulations to be

finished for a step size of 0.01).
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N=3 Case: The optimal quantizer constellation for N = 3, 02 = 1, 02 = 0.1 is

given in Table 5.1 and illustrated in Figure 5.1.

Remark 5.0.1 Note that, since our target random variable X has a Gaussian distri-
bution with mean 0 and variance 1, for all practical purposes we assumed —5 as —oo

and 5 as oo during the simulations.

Table 5.1. Optimal Quantizer Bin Constellation and Corresponding P, for N = 3

Bin 1 Bin 2 Bin 3 P,
(-5,-0.45) | (-0.45,0.45) | (0.45,5) || 0.2285

0.4

pdf of X
— —+ Bin Boundary

0.35

0.3

f, )

T

|

|

H

|

|

|

I

I

I
0.25hH
I

I
0.2H
|

|

I

0.15

0.1

I

\

\
0.05H
\

[

l

O —-—= 1T = = = — = —\— — — © — — 9 — — —\— — — [~ — = -

Figure 5.1. Optimal quantizer bin constellation for N=3
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N=4 Case: The optimal quantizer constellation for N = 4, 02 = 1, 02 = 0.1 is

given in Table 5.2 and illustrated in Figure 5.2.

Table 5.2. Optimal Quantizer Bin Constellation and Corresponding P, for N =4

Bin 1 Bin 2 Bin 3 Bin 4 P,
(-5,-0.72) | (-0.72,0) | (0,0.72) | (0.72,5) || 0.1951

0.4

T T T T T
pdf of X
— —  Bin Boundary

0.35

0.3

0.25

0.2

)

0.15

0.1

N e N

0.05

o -~ 7T - - - - -\ - - T - — 7 - — T — —|

|

o F ==
|

IS

|

w

|

N

|

=

col - - - - - - _

N

N

w

IN

Figure 5.2. Optimal quantizer bin constellation for N=4
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N=5 Case: The optimal quantizer constellation for N = 5, 02 = 1, 02 = 0.1 is

given in Table 5.3 and illustrated in Figure 5.3.

Table 5.3. Optimal Quantizer Bin Constellation and Corresponding F,, for N =5

£ ()

Bin 1

Bin 2

Bin 3

Bin 4

Bin 5

Pe

(-5,-0.92)

(-0.92,-0.28)

(-0.28,0.28)

(0.28,0.92)

(0.92,5) || 0.1766

0.4

0.35

0.3

0.25

0.2

0.15

0.1

I — — I - — 1T - - 1= - - I - - I OO/

0.05

T
pdf of X
Bin Boundary

|
oo F ==

O — — T — - 0 - - —\—- — — | — — T — — 7T — — —

Figure 5.3. Optimal quantizer bin constellation for N=5
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N=6 Case: The optimal quantizer constellation for N = 6, 02 = 1, 02 = 0.1 is

given in Table 5.4 and illustrated in Figure 5.4.

Table 5.4. Optimal Quantizer Bin Constellation and Corresponding P, for N =6

Bin 1 Bin 2 Bin 3 Bin 4 Bin 5 Bin 6 P,
(-5,-1.08) | (-1.08,-0.49) | (-0.49,0) | (0,0.49) | (0.49,1.08) | (1.08,5) || 0.1654

0.4

T
pdf of X
— — Bin Boundary

0.35

0.3

0.25

0.2

f, 60

0.15

0.1

1 — - I — - T - - T - O - - I — - I - —

0.05

T
\
|
H
\
[
H
\
[
4
\
\
\
\
\
\
I
\
\
H
\
\
H
\
\
|
5

I
G EF——
I
N
I
w
I
N
I
N =
col - - — — — - - - _
.
N
w
D

Figure 5.4. Optimal quantizer bin constellation for N=6

5.0.2. Numerically calculated suboptimal quantizer

We will use zeroth order Taylor approximation applied cost function and decision

rule in our calculations to derive the suboptimal quantizer.

argmin {P,, = E 0z Py L b
N—

{Mzi}i:12 V20,21

Vi,Mzi+1>Mzi
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M2,
Where azz >~ %T_bme_ 2‘7z and PeZO . <le MZQ) o bz +bz +1 fOI" Z — 0 1
Here the constraint is Vk, My,1 > My for k =1,2,..., N — 2, and the initial condition

1S bl.

5.0.3. Performance of the Quantizer

In this part, the performance (in probability of error sense) of numerically calcu-
lated quantizer given in Section 5.0.1, is compared to well-known Uniform and Lloyd-

Max quantizers for detection with side information problem.

Note that, for all the quantizers that are compared, the probability of error is
calculated according to optimal decision rule. The probability of detection errors of
optimal , approximate (i.e., suboptimal), Lloyd-Max and Uniform quantizers (F,,)

versus quantization level NV are illustrated in the following Figure 5.5.

0.5 \
Optimal
Uniform
045% Lond-Max |
Approximate
0.4r B
0.35F B
CI.)'_
o
0.3k B
0.25 ]
0.2 i
3 35 4 4.5 5 55 6

Figure 5.5. Probability of error behavior of Lloyd-Max, Uniform, Optimal and
Approximate (Suboptimal) quantizers for the proposed problem.
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Corollary 5.0.1 As it can be seen from Figure 5.5, the approximate and the uniform
quantizer is not successful in the probability of error sense. The reason of the bad perfor-
mance of the approrimate one is obviously the loose approzimation we used. However,
as we mentioned in Chapter 4, the approzimation should be valid for fine quantization
(i.e., when the quantization level N is big), so we can state that the performance will

be much more better if we assume N is in the order of 1000 or more.

Since, the Lloyd-Max quantization is much more closer to the optimal one in
the probability of error sense, we will focus on these two, and compare their bin con-
stellations. The constellation comparisons are illustrated in Figure 5.6, Figure 5.7,

Figure 5.8, Figure 5.9 for N = 3,4, 5, 6 respectively.

0.4

m— ndf of X
— —- Optimal Cons.
— — Lloyd Cons.

0.35F

0.3,

0.25

0.15

0.1

0.05

O —-— — 1T — — T — — 7 — — | — — —|— — —|— — — = — =

[0 e S e ———

Figure 5.6. Bin constellation comparison of Lloyd-Max and Optimal Quantizer for

N = 3.
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T
|
|
L

pdf of X
Optimal Cons.
Lloyd Cons.

— _— I - - 1 - - J - - I - - - —-—3J—-—-—3uw

-5

J
)
@
[=}

0.25¢
0.2/

® 7%

Figure 5.7. Bin constellation comparison of Lloyd-Max and Optimal Quantizer for

Optimal Cons.
Lloyd Cons.

Figure 5.8. Bin constellation comparison of Lloyd-Max and Optimal Quantizer for
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0.4

= pdf of X
— —  Optimal Cons.
— —  Lloyd Cons.

0.35

0.3

0.25

0.2

f )

0.15

0.05

I
I
|
I
|
|
Il
|
I
0.1
I
I
b
I
I
]

O - —-—1T —— 7 — =43 == —=|— = —|— = - = —F = =+

Figure 5.9. Bin constellation comparison of Lloyd-Max and Optimal Quantizer for

N = 6.
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6. CONCLUSIONS

In this thesis, we present a variant of detection with side information problem.
The receiver (detector) receives a noise added (attacked) version of the target signal
and tries to make a decision in a binary hypothesis schema. In our model, only the
channel statistics and the hash values of the transmitted signals are known to the
detector (i.e., unlike the classical communication setup, the message signals are not
known by the detector). Here, we analyzed the case where hash values of the signals
are obtained via scalar quantization. The channel is modeled as additive Gaussian.

The transmitted signals are assumed to be realizations of a Gaussian random variable.

As a detection theoretic approach to robust signal hashing (where the hash val-
ues are reproduction values of the quantizer), we analyzed the binary version of the
problem. We derived the optimal decision rule (LRT) in probability of error sense and
corresponding probability of error. Since the derived decision rule and the correspond-
ing probability of error expressions consist Q(.) differences, which can not be easily
handled or bounded, we applied approximation to both decision threshold and proba-
bility of error expressions. Hence we obtain a nearest neighbor like decision threshold

expression.

Furthermore, we presented and illustrated the optimal quantizers for several
quantization levels. The optimal quantizer, Lloyd-Max, Uniform and a suboptimal
quantizer obtained by approximation are compared w.r.t. bin constellations and their
corresponding probability of detection errors. Finally, from the comparison it has been
shown empirically that Lloyd-Max quantizers are suboptimal yet a good quantizer

choice for detection with side information problem under proposed setup.

As a future work, bounds may be applied to the probability of error expression
under approximated decision threshold schema, in order to obtain a easy to handle
cost function for the optimization. However, this approach will only lead to a set of

nonlinear equations where the solution will not be valid for coarse quantization.
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