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ABSTRACT

DETECTION AND MITIGATION TECHNIQUES

AGAINST EAVESDROPPING AND SPOOFING IN GPS

As a significant CPS application, V2X networks have their own specific secu-

rity atmosphere in addition to their latency and energy efficiency requirements. There

are two critical attack types against secure V2X deployments, which are eavesdrop-

ping and spoofing attacks. In this thesis, we evaluate these attacks in a novel system

model, where aerial spoofers, ground-located spoofers, and eavesdroppers are jointly

integrated. Against eavesdropper attacks, an error vector is added to the information

data to falsify the attackers using FEC codes with respect to and relay-aided McEliece

cryptosystem-based methodology. The results show that significantly noisier channels

between relays and the eavesdropper enhance information security. Additionally, the

impacts of time spoofing attacks on satellite positioning signals are studied. For this

purpose, two pseudorange-based spoofing detection algorithms with different perfor-

mances and complexity levels are proposed to mitigate ground-located spoofers. In

order to find the best detection thresholds of these algorithms, Pareto fronts are plot-

ted, and then a decision tree-based detection approach is analyzed. These algorithms

are also tested against novel aerial spoofers, which suffer additional mobility and atmo-

spheric errors. Finally, a high-level hybrid decision methodology is applied to improve

spoofing detection rates and reduce false alarm rates by integrating a decision fusion

module. With this approach, the decision fusion module combines individual outcomes

of the proposed algorithm and improves spoofing decision performance. In summary,

this thesis proposes extensive strategies against eavesdropper and spoofing attacks in

V2X networks by providing secure transmission schemes and detection algorithms in a

novel system model.
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ÖZET

GPS İÇİN GİZLİ DİNLEME VE YANILMA

SALDIRILARINA KARŞI SEZME VE KISITLAMA

TEKNİKLERİ

Önemli bir CPS uygulaması olarak V2X ağlarının gecikme süresi ve enerji ver-

imliliği gereksinimlerine ek olarak kendine has güvenlik ortamı bulunur. Güvenli V2X

uygulamalarına karşı, gizli dinleme ve yanıltma saldırıları olmak üzere iki kritik saldırı

türü vardır. Bu tezde, bu saldırıları havadaki yanıltıcılar, yerde konumlu yanıltıcılar ve

gizli dinleyicilerin ortaklaşa entegre edildiği yeni bir sistem modelinde değerlendiriyoruz.

Gizli dinleyici saldırılarına karşı olarak, McEliece kriptosistem tabanlı ve röle destekli

metodolojiyle FEC kodlarını kullanarak saldırganı yanıltmak için bilgi verilerine bir

hata vektörü eklenir. Sonuçlara göre, röleler ve gizli dinleyici arasındaki önemli ölçüde

daha gürültülü kanalların bilgi güvenliğini artırır. Ek olarak, zaman bilgisine yönelik

yanıltıcı saldırılarının uydu konumlandırma sinyalleri üzerindeki etkileri incelenmiştir.

Bu amaçla, yer konumlu yanıltıcılara karşı farklı performanslara ve karmaşıklık se-

viyelerine sahip sözde mesafe tabanlı iki yanıltıcı saldırı algılama algoritması önerilmiştir.

Bu algoritmaların en iyi sezme eşiklerini bulmak için Pareto cepheleri çizilir ve son-

rasında karar ağacı tabanlı bir sezme yaklaşımı analiz edilir. Ayrıca bu algoritmalar,

hareketlilik ve atmosferik gibi ek hatalara maruz kalan havadaki yanıltıcılara karşı test

edilir. Son olarak, yanıltıcı tespit oranlarını iyileştirmek ve yanlış alarm oranlarını

azaltmak için bir karar birleştirme modülünü entegre edilerek yukarı seviye bir hibrit

karar metodolojisi uygulanır. Bu yaklaşımla, karar birleştirme modülü, önerilen al-

goritmanın ayrı aryı sonuçlarını birleştirir ve yanıltıcı tespiti performansını geliştirir.

Özetle, bu tez, yeni bir sistem modelinde güvenli iletim şemaları ve algılama algorit-

maları sağlayarak V2X ağlarında gizli dinleme ve yanıltma saldırılarına karşı kapsamlı

stratejiler önermektedir.
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1. INTRODUCTION

Cyber-physical systems (CPS) are new-generation closed-loop solutions with inte-

grated cyber and physical parts that offer a wide range of applications in diverse sectors.

In the literature, the main applications are classified as smart grids, industrial wire-

less sensor networks (IWSN), vehicle-to-everything (V2X) communication networks,

and smart healthcare systems, which are mostly deployed with sensor-based architec-

tures [1]. As a part of CPS, V2X communication networks are also sensitive to a

variety of security threats because a wireless communication channel is more prone

to risks than a wired communication medium against malicious attacks. These auto-

mated networks are highly interconnected with human behavior, daily life, military,

and industrial operations; hence, secure deployments are needed to protect individuals

in physical and cyber environments while satisfying smooth and efficient system oper-

ations [2]. In addition to the security requirements, there are many other application-

dependent requirements, such as energy efficiency, computational complexity, latency,

and reliability [3].

Possible threats against secure V2X systems can be observed as an active attack,

which has direct impacts on the system, or as a passive attack, where the attacker

sneakily steals sensitive information. In both cases, consequences may be crucial. For

example, there may be threats to the security of lives, private information disclosures,

or the waste of costly investments. An attacker can falsify the sensed data during

wireless transmission from sensors to controllers in V2X communication systems. As

a result, passengers’ lives may be at risk if a car crashes due to the wrong decision of

the controller within this car [4]. Thus, the need for security is crucial in V2X sys-

tems, and it is not possible to deploy these systems without proper security-enhancing

mechanisms.

In the scope of this thesis, we first evaluate the eavesdropping attack, which is one

of the critical passive attacks against V2X security. The main target of an eavesdrop-
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per is to obtain sensitive information about the users. In general, the different types

of data can be considered sensitive information in different CPS applications. For ex-

ample, personal health data in smart health applications and the users’ positions in

V2X systems. The most recognized solution against eavesdroppers is the encryption

of transmitted signals. However, cryptographic methods may not meet all of the re-

quirements of CPS due to the constraints of CPS sensors, such as finite memory, low

complexity, and limited battery life. In order to deal with an eavesdropper, physical

layer-based security schemes could be used in CPS as an additional layer of security.

In addition, it is possible to achieve perfectly secure communication in an information-

theoretic sense [5] with efficient power consumption [6] and low complexity [7]. Physical

layer security enhancements have emerged with Wyner’s wiretap channel model in [8].

In this model, a legitimate transmitter, Alice, transmits information signals to an ap-

proved receiver, Bob. At the same time, an unauthorized eavesdropper, Eve, tries to

capture the transmitted information signals over the wire-tap channel. In recent years,

this model has been vastly studied for various security mechanisms.

In order to enhance security against an eavesdropper, we introduce a new system

model for CPS based on the error injection idea of the McEliece cipher and cooperative

communication networks with the forward error correction (FEC) codes. The security

capability of the proposed system model is analyzed by evaluating the decoding error

probability of an eavesdropper while satisfying reliable communication with the legiti-

mate receiver. In order to evaluate the system performance, we analyze the decoding

frame error rates (FER) of an eavesdropper, while satisfying reliable communication

with the legitimate receiver. Analytical error probability expressions are derived and

verified with simulations for the considered FEC codes, which are Reed-Solomon, Ham-

ming, and Golay codes. Our results indicate that this approach is highly beneficial,

especially when the transmission environment is dynamic and noisy, e.g., communica-

tion channels of V2X systems.

Beyond passive attacks, V2X systems may be vulnerable to active attacks. One

possible attack strategy is spoofing the satellite positioning signals. V2X systems highly
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rely on positioning systems, where satellite communication systems play a critical role

in providing location information. However, the security for these systems is mostly

negligible until the recent past; therefore, spoofing may severely impact positioning ser-

vices. As a result, there are significant threats against secure signaling between trans-

mitter and receiver due to the vulnerability of the use of civilian Global Navigation

Satellite System (GNSS) signals. Recently, several incidents have been reported, such

as the highjack of an aerial vehicle (AV) of the USA by Iran using spoofing [9]. There

are also reported real-world incidents of Global Positioning Systems (GPS) spoofing

in Russia and the Black Sea region [10], where spoofing is used as a defense mech-

anism. With the development of software-defined radios (SDR), generating attack

signals against positioning systems is significantly cheaper and more manageable than

before; as a result, there are several examples of these attacks utilizing SDR [11].

The target of a spoofer is to mimic the transmitter, whose signals are received

and used by the receivers without being detected. There are several versions of spoof-

ing attacks in GNSS; hence, their countermeasures are also varied [9, 12]. Spoofers

generally send a combination of legitimate GNSS signals to the receiver. Spoofing

attacks are significant threats to aerial vehicles and communication systems, e.g., high-

altitude platform systems (HAPS), unmanned aerial vehicles (UAV), and low Earth

orbit (LEO) satellites. Among them, HAPS platforms regain their popularity with

the possible services as a part of communication and computation infrastructures of

many industries, e.g., logistics, navigation, weather services, aerospace, telecommuni-

cation [13, 14]. These quasi-stationary platforms are located around 20km above the

ground level [15]. Possible low-delay performance and minimum back-haul infrastruc-

tures are the main advantages of these systems for various applications. In addition,

there are multiple projects with LEO satellites that are currently expanding, such as

SpaceX’s Starlink, OneWeb, and Amazon’s Project Kuiper [14, 16]. With the integra-

tion of UAV applications, GNSS satellites, and ground units, vertical heterogeneous

networks (VHetNet) can be constructed [17]. Overall, security is also a non-negotiable

concept for these networks against mentioned active and passive attacks. However,

the main assumption is that the aerial stations are friendly and ready to cooperate to
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detect ground spoofers [18, 19]. On the other hand, we believe that these stations can

be hijacked [14]; therefore, they may behave as aerial spoofers. As a result, the aerial

spoofer should also be accounted for in the design of spoofing detection systems.

In the literature on the detection strategies of spoofing attacks, the majority of

the solutions are based on the assumption that all available signals are spoofed. In

this thesis, we focus on detecting spoofing attacks in which authentic and spoofing

positioning signals coexist in a V2X system. In other words, the target receiver is

expected to obtain authenticated GNSS signals in addition to the spoofing signals

while under attack. Pseudoranges, which are required observables to obtain position

information, are also affected, that in turn, may lead to significant failures in V2X

systems due to wrong positioning under a spoofing attack. Besides, many works in

the literature aim to detect spoofing attacks with pseudorange-based operations, e.g.,

single and double-differences [20,21]. On the other hand, in this thesis, as the first step

of spoofing detection, we inversely exploit known single difference operation, which

enables us to have only one receive antenna, while multi-antenna spoofing detection is

common. This usage provides a hyperbolic equation system whose solution is used for

spoofing detection by comparing it with a reference value. The comparison is achieved

by utilizing increased GNSS receivers’ sensitivities.

Under these circumstances, we propose a sub-optimal search-based algorithm (Al-

gorithm 1) with a search of all possible spoofing signal scenarios for the given available

GNSS signal set. In order to reduce the algorithm complexity, Algorithm 1 is improved

by intelligently selecting the search subsets of the spoofing attack scenarios in Algo-

rithm 2. The performances of these algorithms are analyzed for a variety of spoofing

attack scenarios, e.g., ground spoofer, HAPS spoofer, and LEO satellite spoofer. Due

to complexity issues, Algorithm 1 is more suitable for the V2X elements, which have

power connections, e.g., roadside units (RSU), since RSUs may have fixed positions

and power connections in many deployments. Since GNSS receivers are extremely

power-consuming [22], Algorithm 2 fits better to battery-limited devices, which can be

considered moving V2X elements, e.g., motorized vehicles, In addition to the power
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limitations, the vulnerabilities of these V2X elements against the positioning attacks

may also be varied, since RSUs have a fixed deployment position, whereas the tar-

get vehicles move nearby RSUs. Beyond complexity issues, these algorithms variously

perform in terms of detection and false alarm rate under different spoofing attacking

scenarios. In order to improve overall system performance, a collaboration between

RSUs and target vehicles is needed, and a high-level hybrid operation can be deployed

in V2X systems. This coordination can be done at a power-connected RSU, where

it fuses spoofing detection decisions from different sources (e.g., moving vehicles or

other RSUs). In this thesis, considered detection fusion methodologies are the count-

ing rule (CR) and Chair–Varshney rule (CVR), which are well-known techniques in the

literature [23,24].

In the next sections, we present the system model for the security of V2X applica-

tions and the literature review of the thesis, respectively. In Chapter 2, we present the

challenges and requirements of main CPS applications, including V2X, from a security

perspective with a novel flower form. This novel approach was published in [25]. In

Chapter 3, the fundamentals of GNSS are explained in detail with possible spoofing

attacks. In Chapter 4, we present the FEC-based studies against eavesdropper attacks

in a relay-aided V2X scenario, where the main content of this chapter was published

in [26, 27]. The studies on spoofing detection against satellite-based positioning sys-

tems are given in Chapter 5. In this chapter, spoofing detection algorithms against

both ground and aerial spoofers and high-level hybrid decision methodology are pre-

sented, and the main body of this chapter was published in [28, 29]. In the end, this

thesis is concluded with a large overview of chapters in Chapter 6.

1.1. System Model for the Security of V2X Applications

Our system model is given in Figure 1.1 with a V2X communication scenario with

possible passive and active attackers. The target vehicle is a part of the V2X network

and it communicates with other vehicles with the help of RSUs with a relay-aided struc-

ture. Here, we can assume that the V2X network supports DSRC or LTE-V2X, where
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DSRC is IEEE 802.11p-based and LTE-V2X is 3rd generation partnership project

(3GPP) supported for V2X communications [30]. Both of these V2X communication

approaches should satisfy the fundamental requirements of V2X systems, which are

very low latency, high reliability, and enhanced security [25, 31]. At the same time,

GNSS satellites provide positioning signals to the V2X agents, which may be vehicles

or RSUs. Since GNSS signals can be considered as independent inputs to each V2X

system element from outside, the V2X communication technology can be arbitrarily

selected. The GNSS signals are used by a target vehicle and an RSU to find their

position. The target vehicle computes its position on its onboard unit (OBU), and it

also communicates with other V2X elements (e.g., other vehicles, RSUs) with the same

unit.
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Figure 1.1. System model for V2X network with possible eavesdropper,

ground-located, and aerial spoofers.

In case of an active attack against V2X communication security, a spoofer sends

malicious signals to the target receiver (e.g., a roadside unit (RSU) or a vehicle) in
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order to deceive the receiver. On the other hand, an eavesdropper (Eve), only listens

to the communication medium and tries to capture critical information without any

interaction with the target receiver [30]. As shown in Figure 1.1, these passive and

active attackers are integrated into the same picture. In order to integrate passive

attackers, we have been inspired by Wyner’s wiretap channel model, which plays a key

role in physical layer security studies [8]. In the wiretap model, one legitimate trans-

mitter (Alice) and one legitimate receiver (Bob) communicate over the main channel,

while a non-legitimate receiver, an eavesdropper called Eve, monitors the communi-

cation between legitimate users over the wiretap channel. This well-known wiretap

channel model is vastly studied in various system models, whose requirements differ

considerably [32]. By monitoring the channel, Eve could get access to sensitive control

systems. This model is adapted when there is no direct main channel. Instead, there

may be multiple relays between Alice and Bob. In this case, Eve tries to monitor the

channels between the relays and Bob.

In this thesis, we propose a secure communication model against the eavesdropper

by injecting error vectors that are inspired by the McEliece cryptosystem [33] in a

distributed manner by combining existing security solutions, which are FEC codes and

cooperative communication techniques, when Eve is a part of V2X communication

network. FEC codes are already used in many applications to enhance communication

security when the eavesdropper is a part of the network [34]. In [6], the authors

propose that existing security techniques should emerge with secure coding schemes in

order to achieve a high level of protection. In this model, we first encode information

messages and then introduce random errors to confuse the eavesdropper by using a

similar idea as the McEliece cryptosystem. The error vector is determined according to

the error correction capability of the receiver node. We use Reed Solomon, Golay, and

Hamming codes as FEC codes and encoded messages can be successfully decoded on

the receiver side with a high SNR scenario. Due to the channel imperfections between

relays and Eve, she may not receive all the codewords correctly; therefore, she cannot

successfully decode them. As a result, we can achieve significantly high error rates on

the eavesdroppers’ side. The proposed model can improve the security performance of
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V2X against eavesdroppers since we can achieve a high level of protection by merging

existing physical layer methods with the secure coding schemes [6]. Also, the proposed

methodology can be utilized as another layer of security in CPS by using the massive

amount of sensor nodes that may be placed in these systems [35].

On the other hand, spoofing is classified as an active attack among the existing

attacks against GNSS-based positioning in the chosen application. During a spoofing

attack against a secure V2X system, the transmitter, which may be any corrupted

ground-located traffic element, e.g., another vehicle, a traffic sign, or an RSU, aims

to deceive the target vehicle with its misleading signals without being detected. In

addition to these scenarios, we extend the possible spoofer scenarios in addition to

the ground-located spoofers. Hence, possible aerial spoofers, which may be hijacked

HAPS stations, a UAV unit, or an LEO satellite, are also integrated into the system

model, as shown in Figure 1.1. When aerial spoofers are part of the system, we should

also consider the atmospheric impacts of the long-distance positioning and spoofing

signals. Among the atmospheric errors, the troposphere is the layer up to 60km from

the ground, and it may lead to up to 3m positioning error based on the weather

condition [36–38]. The ionosphere is placed between 60-2000km above ground, and its

impact on positioning signals is up to 20m based on the solar activity [39–41]. In the

case of a UAV spoofer, we add a mobility-based error term to the pseudorange value

of the spoofed signal without adding an atmospheric error due to the low operation

altitude. On the other hand, we additionally take into account tropospheric errors

when there is a HAPS spoofer, which is located at 20km above the ground. Finally,

we both consider tropospheric and ionospheric error terms in case of the spoofer is an

LEO satellite. As a result, during the spoofing detection phase, the pseudorange terms

differ for each spoofing scenario based on the additional error sources.

Since the impacts of spoofing attacks may be crucial and unrecoverable in some

cases, detection strategies are densely studied in the literature without specifying a par-

ticular application. Several approaches can be listed as power level-based detection,

pseudorange observation-based detection, and carrier phase-based detection [42–45].
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In the mentioned literature, the fundamental approach of the detection algorithms is

based on the scenario where all the authentic satellite signals are spoofed. However,

with the recent improvements in the receivers’ sensitivity and the availability of high

antenna gains [46], receivers are able to obtain unspoofed signals even if the majority of

the positioning signals are under attack. This fact creates more space and opportunity

to detect spoofing attacks with the available side information coming from the legit-

imate positioning signals transmitted from the satellites. Consequently, an inherent

advantage appears for the detection mechanisms due to the existence and availability

of unspoofed positioning signals in the wireless medium.

In our system model, we also consider multiple units of V2X, which may be

RSUs or vehicles. Due to the different complexity and security levels, these agents

can cooperate with existing V2X communication schemes. After running one of the

proposed spoofing detection algorithms on their OBUs, these agents can share their

spoofing detection decision. In the end, the proposed system model enables high-level

hybrid decisions, which can be deployed with decision fusion methodologies.

1.2. Literature Survey

In the literature, FEC-based solutions are studied not only to satisfy reliabil-

ity but also to enhance security in the physical layer, when Eve is a part of the net-

work [6,34,47]. More importantly, in [48,49], FEC codes are compared with automatic-

repeat-request (ARQ) schemes in CPS to ensure ultra-high reliability and low latency

requirements. The results show that FEC codes are advantageous over ARQ in terms

of latency and energy efficiency issues [48, 49]. As an improvement in security cooper-

ative communication-based techniques can be integrated with FEC codes to enhance

security in CPS, since there may be a large number of nodes in CPS [50]. Moreover,

together with the advantages of the perfect code, FEC codes are energy efficient and

provide low latency, making them suitable security solutions to be used in CPS [48].

As discussed in [51], relays can provide increased security in harsh communication en-

vironments, such as industrial deployments, and long-distance communications, such
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as smart grids. Moreover, cooperative communication techniques are useful when a

noisy transmission and high interference environments may cause deep fades in CPS,

and a single transmission link may not satisfy ultra high-reliability target [52]. Also,

the McEliece cryptosystem is another well-known tool to provide secure communica-

tions [33]. This process is based on error injections with respect to the error correction

capability of the receiver. As a result, the security of the system can be improved by

using these functionalities.

Various attacks and their countermeasures are studied and listed in [30, 53, 54]

against the security of positioning signals. Due to the lack of security solutions in

widely-used satellite positioning systems, e.g., the L1 signal in GPS, there are high

risks for attacks against secure positioning. In the literature, jamming and spoofing

are considered to be the principal attacks against GPS security [43]. These attacks

can also be implemented with commercial off-the-shelf products [10]. Jamming is a

significant attack to wipe out legitimate signaling in communication systems, and GPS

is not an exemption. Due to the very low power level of GNSS signals, a jammer may

generate signals with limited energy [55]. In GNSS, many systems only show the last

available location after jamming without an alarm [43].

GNSS spoofing is in the group of authenticity/identification attacks in [54],

whereas the rest of the attacks are availability attacks, confidentiality/privacy attacks,

and data integrity/data trust attacks. In another source, false data injection is the

primary attack class of spoofing in [30] in V2X communication systems, while denial

of service (DoS) attacks and sybil attacks are the remaining significant groups of V2X

attacks. It should be reminded that spoofing attacks against GNSS-based positioning

can be easily implemented in SDR. Asymmetric cryptography and the public key infras-

tructure is the most common approach to provide security in V2X systems; however,

this structure may not prevent GNSS spoofing. The reason is that GNSS signals for

civilian use are unencrypted, and GNSS signals are the inputs of V2X communication

systems. Therefore, the authenticity of GNSS signals should be separately evaluated.
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The literature on spoofing detection is broad for communication systems without

differentiating the applications due to diverse spoofing attacks [9, 12, 56]. A simple

but effective attack is meaconing, during which the attacker listens and repeats the

correct signals. As a result, the receiver vehicle may obtain expired data with the

wrong time information. Another well-known spoofing attack is based on transmitting

more powerful signals than authenticated GPS signals, especially during the acquisition

process of the receiver. However, detection of these attacks is straightforward because

the received signal power is very low in legitimate signaling. The reason for the low

power level is the enormous distance between the satellite and the vehicle. On the other

hand, spoofers are expected to be located closer to the receivers than the satellites;

hence, there are significant differences in the order of signal powers. As a result,

power monitoring is an efficient tool against these basic spoofing attacks [42]. From

the attackers’ perspective, attacking signal synchronization is also challenging during

the receiver’s acquisition process. In general, the spoofing signals should be locked to

by the victim receiver to be considered a successful attack. In order to guarantee it,

the attackers may first jam the legitimate signals. Then they may try to deceive the

receivers with their spoofing signals after a restarted searching and acquisition stage.

In this case, the chance of a lock to the spoofed signal is higher from the receiver’s

perspective. Among the advanced spoofing attacks, nulling may severely affect the

receiver’s perception. In this attack, the attacker generates two signals, the first one

is the negative of the authentic signal, and the other one is a fake positioning signal.

When the authentic signal is canceled, the receiver only obtains a fake positioning

signal [9]. Another frequently used approach is the spreading code correlation-based

signal quality monitoring [42]. When a spreading code is multiplied by itself, a peak

can be observed due to the structure of the Gold codes and their coarse acquisition

(C/A) code practices, which are used in standardized GPS technology. Otherwise,

the multiplications tend to go zero. Due to phase shifts during the generation of the

spoofing signals, there may be a distortion in correlation values. However, spoofers may

not be detected with this approach if they successfully generate C/A with a low phase

difference. Therefore, additional analyses are needed. In addition to these methods,

there are more complex solutions, such as detection mechanisms with the aid of mobile
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services, multiple antenna/receiver-based techniques, and direction-of-arrival (DoA),

which are generally based on hypotheses tests [44,45]. DoA, which is based on carrier

phases, and pseudorange differences are mostly studied for multiple antenna/receiver

scenarios.

There is also some work on the focus of spoofing detection in vehicular com-

munication systems. In [57], the authors focus on spoofing detection in vehicular

systems with the help of Doppler shift measurement; however, this methodology re-

quires at least two vehicles, contrary to our proposal. The authors also focus on the

mobility of the spoofers in the vehicular system. In another work, Guo et., al study

a covert spoofing algorithm for uncrewed aerial vehicles [58]. In addition, there are

more complex solutions, such as mobile service-aided detection mechanisms, multiple

antennas/receivers-based techniques, and DoA, which are generally based on hypothe-

ses tests [44, 45]. DoA is mostly studied for multiple antenna/receiver scenarios on

carrier phases and pseudorange differences. However, the literature broadly focuses

on only legitimate signals or only attacker signals scenarios. Even if GPS receivers

are small enough and can be closely placed inside a vehicle to increase accuracy, the

receivers require additional users or antenna beams; hence, the applicability of these

solutions may be limited. In the literature, multiple GPS receivers are already studied

for autonomous cars and drone applications [59,60]. The deployments of multiple GPS

receivers are easier in large-scale vehicles, e.g., commercial airplanes or ships.

The pseudorange-based detection strategies for multiple vehicles are significant

for the development of our detection methodology since they have similar steps after

obtaining pseudorange values. These techniques rely on the pseudorange differences of

the received signals at different vehicles or antennas, whereas the most significant steps

are taking single and second differences. Hence, many detection mechanisms are di-

rectly correlated with these operations [12,20,21,61–64]. The majority of these papers

focus on the spoofing detection technique based on pseudorange differences for mul-

tiple receivers scenarios, while the proposed methodology does not require additional

receivers due to inversely utilizing the single difference operation. In the literature
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on solving hyperbola equations, [65] provides the essential steps to use in positioning

systems based on base stations.
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2. THE SECURITY NEEDS OF V2X BASED ON A

GARDEN OF CPS

CPS, including V2X systems, are the integration of computational (cyber) and

physical components with a feedback loop to use in various applications in daily life or

industry as an application of the Internet of Things (IoT) networks. In this architecture,

the cyber part is composed of computational, communication, and control units, while

the physical part consists of sensors and actuators [4]. In the cycle, the actuators may

receive commands from control units via wireless communication channels and operate

based on the received instructions. The sensors measure the physical environment and

monitor the changes. They inform the control units about their measurements over

wireless communication channels as well. In the cyber part, control units compute

new commands based on the information they capture from the sensors. Finally, they

send new commands to the actuators; as a result, the cycle, as shown in Figure 2.1, is

completed.

Physical
System

Network

Actuators Sensors

Outside Attacks

Control Units

Vulnerable
Positions

Figure 2.1. A simplified cycle of CPS. The vulnerable positions in CPS are indicated.

With the integration of cyber and physical components with this closed loop,

CPS offer a wide range of applications in our daily lives and industrial fields. To
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deploy these applications, a diverse set of requirements and challenges should be ad-

dressed. As already mentioned, their popularity also introduces severe security threats

due to the inherent vulnerabilities of the wireless transmission environment. In this

chapter, we focus on the specific requirements and challenges of the main applications

of CPS, e.g., industrial wireless sensor networks, smart grids, V2X communication,

and smart healthcare, from a security perspective. Elaborating on the 5G flower con-

cept, we extend CPS applications to a garden. We also explain the fundamentals of

implementation issues to these applications in real life.

At first, we focus on the visualization of these requirements and challenges con-

cerning the security need. This visualization can be in various shapes (e.g., spider

diagram) as an extension of the 5G flower concept, which appears in [66] to explain

the necessities of the distinct fields of the 5G networks. Since 5G and its successor

networks will establish the central communication infrastructure of CPS in the near

future and beyond [67, 68], we can likewise draw the up-to-date flowers based on the

specific needs of CPS. In the original 5G flower illustration, the flower consists of petals

and leaves, symbolizing fundamental requirements of 5G in terms of connectivity, data

rate, latency, and challenges, such as efficiency [66]. Another approach is showing these

requirements in a spider diagram, as shown in [68], for possible 6G applications in the

scope of CPS. However, neither of these illustrations is able to capture the security

perspective of CPS.

In the next section, we introduce a garden of the CPS, which consists of the CPS

flowers in different forms due to various applications with distinct requirements and

challenges, including security issues with several metaphors. Our goal is to illustrate

CPS in a unified model including all the design aspects, to achieve a robust, secure,

efficient, and functional CPS. Due to the variety of actual and future CPS applications,

our proposed garden can be easily extended.
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Figure 2.2. CPS flower, which shows requirements, challenges, and implementations

with some external factors that help to satisfy efficient, robust, and secure CPS

deployments and possible security threats.

2.1. Flowers of CPS

In our CPS flower representations, roots indicate the fundamental requirements

of the chosen application, leaves represent the CPS challenges, and petals show the

implementation aspects, as shown in Figure 2.2. When we focus on the security concept,

there are vulnerabilities in each part of CPS. As a result, attacks and threats may target

these distinct parts. The attacks and threats are symbolized as insects, whose species

may increase, as there are a variety of attacks against secure CPS. In this figure,

there are also external factors that affect system performance. The sun and irrigation
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represent the power source and available spectrum, respectively, since CPS need a

sufficient spectrum. If we increase the available spectrum, depending on the ambient

traffic interference may become stronger. On the other hand, there may be no room

on the spectrum for reliable and efficient communications. Other concepts, including

fertilizing, using pesticides, and pruning can be considered the fundamental procedures

(e.g., improving efficiency, satisfying security, and updating systems) to provide reliable

and functional CPS operations. In this structure, fertilizers assist improving the plant’s

health while increasing resistance against bugs. When we consider CPS, this analogy

can be interpreted that fertilizers are the elements of CPS to enhance system security

as the first layer, (e.g., firewalls, antivirus software). However, these solutions may not

satisfy advanced security requirements. Therefore, we may need pesticides to avoid and

eliminate all the malicious cyber physical attackers. These pesticides can be interpreted

as encryption techniques in general, as shown in Figure 2.2. Finally, pruning, which is

the last metaphor, is considered system maintenance. The readers will agree that CPS

should be properly updated with all of the parts to provide that security mechanisms

are functional and sufficient.
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Figure 2.3. Flowers of the CPS applications. Their leaves and length of roots indicate

the specific requirements of the application: (a) IWSNs; (b) smart grid; (c) smart

healthcare; (d) V2X communications.

In the scope of this section, we focus on industrial wireless sensor networks,

smart grids, smart healthcare, and intelligent transportation, although there are many
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possible options to implement. Consequently, four different flowers are illustrated for

determined applications in Figure 2.3. In this section, we will explain these flowers

based on the requirements and challenges of the corresponding CPS application.

2.1.1. Industrial Wireless Sensor Networks (IWSN)

IWSN is a unique and emerging class of wireless sensor networks (WSNs), which is

a distributed system of autonomously interacting devices and sensors within the scope

of the Industry 4.0 concept. The main target of the deployment of Industry 4.0-based

systems is to interconnect and automatize the traditional industries instead of human-

centric wireless communication systems with respect to the CPS. In IWSNs, there are

sensor-based control and communication units, and each device may autonomously

determine its operation, which leads to low cost, fast, reliable, and efficient production

processes.

Wireless solutions in factory automation systems have several advantages over

wired counterparts in the same environment. Installation and maintenance costs of

IWSNs are low when compared to wired solutions, whereas deployment and extension

of wired industrial networks are more challenging [69]. Wireless sensors can be deployed

on mobile robots or rotating parts of machines. On the other hand, there are some

particular requirements, and challenges of IWSNs as visualized in Figure 2.3(a).

In industrial areas, the main challenges arise because of transmission medium

characteristics. There may be heavy machinery and several metal surfaces in the

factory environment, and these may lead to increased multipath effects, fading, and

extreme noise/interference conditions [69]. Additional major challenges of IWSNs are

the synchronization of nodes and self-organizing [70], especially in harsh environments

in crowded networks. Energy efficiency, which is challenging in many cases, should be

carefully considered when there are many power-limited sensor devices. There may be

various devices supporting different communication standards, which may lead to an

interoperability and heterogeneity problem.
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In IWSNs, the most problematic requirements and performance metrics are la-

tency and reliability. Many sub-applications of IWSNs require very low end-to-end

latency or very high reliability, while sometimes both constraints must be satisfied at

the same time [69]. The challenging delay and reliability requirements are represented

with very long roots in Figure 2.3(a). IWSNs also should tolerate communication faults

due to a harsh communication environment and should be highly interoperable to run

with various devices using different standards [70]. A tight synchronization is needed

in case of super crowded networks, which consist of thousands of nodes [69]. Overall

high Quality of Service (QoS) is demanded in IWSNs based on the satisfaction of cus-

tomers [69]. This need is highly based on the deployed application and the network

model. Latency conditions may be also vital, and in other circumstances, reliability or

scalability may be more critical [70].

2.1.2. Smart Grid (SG)

Due to the inefficiency of conventional power networks and the transmission envi-

ronment, a change in the power distribution is necessary for cost and energy efficiency.

SGs are considered to be used in the near future utilizing CPS to overcome perfor-

mance issues [71]. In SGs, power plants, which may be conventional or renewable

energy-based, and consumers, such as; residential, commercial, and industrial users,

are connected in a closed-loop model. In this loop, users measure their power demands

via sensors and inform power plants with a communication system. They generate the

necessary amount of power to serve the need of users while increasing the efficiency of

power distribution. In this section, the flower of SG, which is shown in Figure 2.3(b),

is shaped by the following requirements and challenges with security concerns.

SGs are very large and contain some unique requirements based on their op-

erations. The desired latency can vary from sub-seconds to seconds for monitoring,

metering, and controlling [72]. Therefore, a medium-length root is placed in the cor-

responding flower. In addition to latency, 10 − 100 kbps bandwidth can be supplied

in the home area network (HAN), and up to 200 Mbps bandwidth can be achievable



20

in meter local area network (MLAN) for metering and pricing [72]. In SGs, ultra-high

connectivity is demanded, since there may be hundreds of nodes in the system [73].

Any link disconnection between a power plant and a customer can cause a blackout of

electricity on the customer side. Or more seriously, large-scale blackouts may be trig-

gered [2]. Network coverage, which may vary from 50m to a few kilometers depending

on the chosen standard, is also a fundamental design issue shown with a large root.

Data frequency sampling can be hourly in a day, which is a relatively low sampling

rate and it is not a challenging requirement. Overall, a high QoS is typically needed

to perform long-term operations and to satisfy customers alike to the IWSNs.

To deploy SGs with a high QoS, there are some challenges, as shown in Figure

2.3(b). Firstly, the SGs will be very complicated since they are composed of an exces-

sive number of nodes and modeled as large-scale systems. As each meter operates as

a router, there is an inherent complexity problem [72]. Other challenges include self-

organizing and self-healing structures of SGs [72]. They are conceptually powered by

renewable energy sources, and they can also directly transmit electricity to customers.

However, the deployments of these systems are expensive; therefore, they should per-

form for many years and must be profitable for the cost-efficiency concept. Finally, the

storage of the generated power should be considered to provide reliability and control

to the networks [73]. Further, the balance between the distribution and the storage of

energy should be satisfied.

2.1.3. Healthcare Applications

This class of CPS application is the integration of wearable or implanted devices

in the human body with a control center. In these systems, doctors can remotely

monitor patients’ real-time medical data in a hospital or a control center. Another

possible application is the robotic surgical systems, which are supervised by doctors.

Deploying these solutions to tackle fatal diseases, such as cancer, diabetes, and cardio-

vascular diseases can enable prevention and early diagnosis [74]. These technologies

will be increasingly used in hospitals and other medical centers to improve the health
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of patients. They also have some particular requirements to be satisfied. All of these

are presented in Figure 2.3(c) and we will explain the details of this figure below.

Sensor devices play the most critical roles in medical applications compared to

other CPS applications. They may be implanted into the human body; therefore, they

should be very small and highly energy efficient to operate for the long term. Sensor

networks in medical CPS can be studied as a wireless body area network (WBAN)

[4]. In the literature, WBAN is standardized as IEEE 802.15.6, and the fundamental

requirements and challenges of this standard will be overviewed here. The data rate is

between 1 kbps and 10 Mbps, as shown in Figure 2.3(c) [74]. Latency should be less

than 125 ms for WBANs, whereas the jitter should be less than 50 ms [74]. Reliability

can be evaluated as the bit error rate in WBANs, and it should be less than 10−3 for

the majority of the designs [74]. Since energy efficiency is the inevitable requirement

in smart healthcare solutions, desired power consumption should be less than 10 mW

to operate for weeks. The devices should consume less than 0.1 mW to perform for

years [74]. When these requirements are satisfied, a high QoS can be achieved in the

medical applications of CPS.

In the scope of medical CPS, there are two unique challenges, which are inter-

ference management and antenna design. For interference, two types of interference

can be observed, and these are cross interference and mutual interference. Cross in-

terference exists due to other networks that use the same frequency, while mutual

interference emerges from the neighboring WBANs [4]. The sensors may be too close

to each other, and it decreases the transmission quality significantly [74]. The other

issue is the antenna design, where there is an electromagnetic interaction between the

antenna and the human body [74]. Textile and flexible antennas are also needed use in

WBANs. Similar to the other CPS, energy efficiency, scalability, and interoperability

are required in medical sensor-based applications [4, 74].
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2.1.4. V2X

Finally, we focus on intelligent transportation systems in the scope of major CPS

applications. In this class, elements of transportation, such as cars, traffic lights, and

road signs, communicate with each other. This concept is known as V2X communi-

cation. In this concept, cars adapt their speed and position without any intervention

from drivers (e.g., autonomous vehicles). They also can assist drivers according to

their abilities, such as lane assist, cruise control, and sudden braking. Besides, cars

can communicate with pedestrians to prevent accidents. Due to their specific nature,

V2X systems have their requirements and challenges in addition to security needs.

These conditions are shown in Figure 2.3(d). Especially in a city scenario, a fusion

control center can coordinate the trajectories of multiple vehicles.

While dealing with the lives of drivers and passengers, we expect to have very

high QoS in smart transportation systems. Latency should be less than 20 ms for

some sub-applications, and reliability should be higher than 99% [31], whereas they are

represented as long roots. The data rate may fluctuate from a few kilobits per second to

20−25 Mbps according to the application. This model may be an autonomous driving

system, road assistance, a traffic management service, or an alarm to pedestrians or

cyclists [75]. In some cases, the effective distance, which may not be the actual distance

due to the relative speed of vehicles, is 150m for urban areas and 320m for freeways [31].

However, a broad communication range is needed for autonomous driving, such as

1000m [31]; as a result, the distance is very critical in V2X deployments.

When we focus on challenges in smart transportation systems in CPS, collision,

Doppler spread and synchronization are the principal concerns. In the literature, IEEE

802.11p targets V2X communications. It is possible to realize V2V communication

systems with this standard while satisfying low latency and being robust against the

Doppler effect. But it leads to high congestion due to its random access scheme for

high traffic scenarios [75]. Another option, mmWave communication, which increases

the network capacity at 60 GHz central frequency. In this case, the Doppler spread is
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very high at this frequency compared to the 2− 6 GHz [75]. Due to the many moving

nodes at high speeds in V2X communication, synchronization turns into a challenging

obstacle since many nodes join or leave the network in a very brief period. As a solution,

GNSS can be used with high accuracy for node synchronization [31].

2.2. Security Aspects

Security is an absolute challenge in CPS since there is no advanced security shield

yet. Due to the varying CPS applications, there are several security risks, attacks, and

protection mechanisms. In this section, we will explain the significant concerns about

security in CPS regarding four leading applications with respect to Table 2.1.

Table 2.1. Security perspective of the chosen CPS applications.

CPS applications

IWSN Smart grid WBAN V2X

S
e
c
u
r
it
y

a
sp

e
c
ts

A
tt
a
ck

s

Eavesdropping, Privacy risks, Privacy risks, Eavesdropping, DoS,

traffic analyze, spoofing, DoS, data modification, spoofing, falsification,

data manipulation jamming masquerade privacy risks,

S
o
lu
ti
o
n
s Lightweight encryption, Data anonymization, Lightweight Hardware-based

spread spectrum tamper resistant encryption security measures,

techniques meters key shielding

2.2.1. IWSN

In IWSNs, there are many vulnerabilities, especially in the communication units

[69]. Cryptographic solutions for security enhancements may not be possible due to

the limited processing capabilities of sensors. As a result, secure IWSNs should sat-

isfy both security objectives and communication requirements. Some critical security

risks of IWSN appear due to physically vulnerable wireless channels. The intruders

may capture, analyze or manipulate the communication between users [2]. Similar

to these attacks, an eavesdropper, a passive attacker, may also monitor established
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communication [69]. Strong encryption procedures, spread spectrum approaches, lo-

cating intruders, and several other methods are introduced as countermeasures. But

there are many drawbacks, such as increased power consumption, complexity, or la-

tency. Physical layer security is another countermeasure, where the security can be

enhanced directly in the physical layer. This countermeasure may decrease the energy

consumption and the latency [76].

2.2.2. Smart Grid

In SGs, there are specific threats, vulnerabilities, and attacks against secure oper-

ations, and the critical security requirements are CIA, authentication, nonrepudiation,

access control, and accountability [72]. In a home environment, sensors are wireless

devices and vulnerable to very straightforward attacks [73]. One foremost threat is

the privacy of individuals in SGs. Malicious users may be aware of the consumption

model and daily rituals of the customers since their electricity demands of them can

be understood from metering data [2, 72]. As a result, private information may be

violated or captured during the transmission phase [73]. An adversary may modify the

measured data of electricity usage. This modification may cause economic losses for

the company or the customers [2]. In the cyber component of SGs, packet flooding at-

tacks, resilience to DoS attacks, and spoofing attacks, which may lead to service delay

or performance degradation, are also possible along with jamming attacks [2]. Data

anonymization, networking-based, and encryption-based techniques can be performed

to overcome the privacy and security risks [72]. Advanced data collection techniques

can be studied without revealing private information [72]. In the physical environment,

tamper-resistant meters should be applied against tampering attacks.

2.2.3. Healthcare Applications

As these systems operate with the medical data of patients and their locations, the

most significant threats commonly target users’ privacy. The attackers can eavesdrop

or monitor the data transmission on the communication channel to violate patients’
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privacy [4]. Furthermore, medical records are stored in different locations, and the at-

tacker may target capturing these data [2]. Beyond privacy, secure deployments should

be applied against attackers. In medical CPS, an attacker may modify data (data

modification attack), change legitimate nodes with fake ones (masquerade attack), and

totally or partially paralyze the network with a DoS attack [4]. An encryption-based

solution can be applied, but it should be lightweight and energy efficient due to the

constraints of sensor devices. In WBANs, physical layer privacy solutions can also

be attractive for future research due to their application in the first two layers of the

communication model.

2.2.4. V2X

When we deal with smart transportation and V2X communication systems, se-

curity is remarkably significant. In the absence of an advanced security mechanism,

an attacker can quietly capture the private location information of users. More impor-

tantly, they can hack an autonomous car, which may lead to severe consequences [4].

Privacy leakages may appear especially for the location data of users. Attackers may

manage various attacks to violate security, including DoS, packet injection, or falsifica-

tion [2]. One significant attack in V2X systems is jamming. The jammers can distort

the control information generated in a control unit for the coordination of multiple ve-

hicles in a city scenario, and the sensor information from external sensors [4]. Physical

layer attacks on the traffic elements are also significant threats to V2X communica-

tions. If some of the links are broken anyhow, for example by natural disasters or

external attacks, V2X systems tend to be dysfunctional. Therefore, the system may

not work precisely possibly leading to severe consequences [2]. As a solution, hardware-

based security procedures and key shielding mechanisms can be executed to provide

robust V2X deployments [2]. Another critical attack is spoofing against secure V2X

deployments. As discussed before, spoofing attacks against authentic GNSS position-

ing signals can disable whole V2X networks, because positioning information in V2X

networks is irreplaceable. Since we have already discussed the impacts of spoofing at-

tacks and some of the solutions before, we prefer to continue with the implementation
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aspects of the considered CPS applications.

2.3. Implementation Aspects

As CPS are highly application-based real-life concepts, their implementation is-

sues should also be discussed. There are varying requirements according to the appli-

cation; therefore, corresponding standards, network topology, and system models can

vary significantly. Existing or future implementations are also given for each chosen

class of CPS along with the standards and network specifications. The overview of the

implementation aspects is given in Table 2.2 with respect to considered applications.

Table 2.2. Implementation perspective of the chosen CPS applications.

CPS applications

IWSN Smart grid WBAN V2X

Im
p
le
m

e
n
ta

ti
o
n

a
sp

e
c
ts

Standards Bluetooth, ZigBee, WiMAX, ZigBee, IEEE 802.15.6, IEEE 802.11p,

& ISA100.11a, MobileFi, PLC, ZigBee, UWB, NGMN,

organizations WirelessHART IEC 61850, Bluetooth, 5GAA

Network type
Mesh or HAN, NAN, Single or multihop 5G V2X RAN,

star topology WAN networks LTE, mmWave

Exiting & future UPS’ ORION, AMI, BPL, CodeBlue, UbiMon, CACC, lane merging,

applications LLVs SMI LifeGuard, automated parking

2.3.1. IWSN

IEEE 802.15.4 (Bluetooth), ZigBee, WirelessHART, and ISA 100.11a [69, 70]

can be used to deploy IWSNs. Both star and mesh networks can be used during

implementation, but each has its advantages and drawbacks. As an example, star

networks provide lower latency, while mesh networks ensure higher reliability. Time

division multiple access (TDMA) has several benefits for multiple accessing in IWSNs,

such as energy efficiency [77]. Some principal requirements (e.g., reliability, latency)

can be satisfied with TDMA-based solutions. However, synchronization and efficient

slot allocations are open issues in TDMA-based IWSNs [77]. Modulation and coding

schemes should be carefully selected to generate robust signals, which should survive
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in harsh and high-interference factory environments [69]. The ongoing application

of IWSNs is the postal services, where IoT and CPS systems will boost the process

efficiency and critically reduce the service time. The offered solutions include UPS’

ORION (On-Road Integrated Optimization and Navigation).

2.3.2. Smart Grid

Since SGs consist of many subbranches such as power engineering, communica-

tion, control, and information technologies, there are many standards in literature,

such as IEC 61850 for the substation automation processes [4] or ZigBee, IEEE 802.16

(WiMAX), IEEE 802.20 (MobileFi), and PLC for the communication of smart me-

ters [72]. When we focus on the network models, advanced metering infrastructure

(AMI) and smart metering infrastructure (SMI) are the essentials during the deploy-

ments of SGs. The collection and analysis of the power usage in real-time are the main

functions of AMIs, in addition to establishing the connection to measuring devices, [4].

Thanks to AMIs, two-way communication between smart meters is possible. These

types of networks can be modeled as a HAN, neighborhood area network (NAN), or

wide-area network (WAN). The gathered data by AMIs may be forwarded to fixed

networks such as Broadband over Power Line (BPL) for pricing and demanding more

energy from power distributors.

2.3.3. Healthcare Applications

As we already discussed, WBANs offer a great variety of medical applications.

In [74], a list of actual applications of WBANs, and this list is expanding every day.

In addition to the IEEE 802.15.6 standard, there are other standards for the medical

deployments of CPS, such as ultra-wide band (UWB) technologies, ZigBee, 802.11.b,

and Bluetooth Low Energy [4, 74]. The sensor types should be different based on the

monitoring application. The WBAN networks are mostly connected to the Internet

for long-distance communications. In these systems, both single hop or multihop net-

works are possible concerning application type. This feature affects the performance
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of medical cyber-physical systems (MCPS). In [4], some existing medical applications,

such as CodeBlue, UbiMon, LifeGuard are listed in detail. In some cases, open security

problems, which should be addressed, arise.

2.3.4. V2X

Today automation is one of the key components in the automotive industry,

and many manufacturers put on the market their vehicles from the most economical

class with superior technologies like autonomous park assistance, emergency brakes,

or maneuvers. Among the current research topics, cooperative adaptive cruise control

(CACC), lane merging, and connected automated parking are well-known scenarios

[75]. For large-scale deployments, LTE-V2X systems are already tested with the aid

of the Next Generation Mobile Networks Alliance (NGMN). Another organization is

the 5G Automotive Association (5GAA), which offers solutions for connected mobility,

road safety applications, remote access, and integration with smart cities and smart

transportation [31]. As already mentioned, two main technology are already accepted

to deploy V2X in common. These are DSRC or LTE-V2X technologies [30], and it

should be noted that mentioned security-enhancing mechanisms for V2X systems are

suitable to be deployed with DSRC or LTE-V2X technologies.

Cyber-physical systems are application-oriented, and they have their control,

communication, and computation units in closed-loop mechanisms. In this chapter, we

have analyzed four main applications of CPS, which are IWSNs, smart grids, WBAN,

and V2X, with the concept of a CPS garden. These flowers can be considered as the

design guides for the corresponding application. Due to the recent spoofing-related

security incidents as mentioned earlier [9,10], the security of the V2X application from

the mentioned CPS application group gained attention. In the rest of the thesis, we

focus on V2X networks and their security against chosen passive and active attacks as

a main research area.
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3. GNSS FUNDAMENTALS WITH SPOOFING THREATS

Before going into details of attacks against the security of V2X systems, we pre-

fer to give an overview of satellite-based positioning technologies since this overview

presents the required information to understand Chapter 5. In this chapter, the fun-

damentals of GNSS structure are presented with the critical steps of transmitting,

receiving, and positioning with the help of pseudorange values. In the scope of this

thesis, we extend the definition of pseudorange values by adding the mobility term of

the target receiver as a part of the V2X problem. Similarly, we present the pseudo-

range expression under a spoofing attack with possible spoofing imperfections due to

the challenges of deploying such an attack, e.g., synchronization. Beyond that, the

updated pseudorange expression for a spoofing attack also includes atmospheric errors

because of the extended system model with aerial spoofers. Since there are many pa-

rameters with these additional error terms, the generalized notation is listed in Table

3.1 to provide ease of readiness.

3.1. The Fundamentals of GNSS

Today, various types of GNSS-based communication are used with different satel-

lites. The most popular is GPS program, which has been started in the 70s by the

USA. This system has currently 32 satellites, which run Standard Positioning Services

(SPS) for public use, and Precise Positioning Service (PPS) for mostly military-based

usage. The orbits are arranged so that at least 6 satellites are visible from everywhere

on the Earth’s surface. It offers encrypted signals for military use and non-encrypted

signals for civilian use. In this proposal, we principally consider GPS as the primary

platform, and the operational details, which are given in the rest of this proposal focus

on GPS platforms.

Beyond GPS, other satellite communication systems are still in use. The first

one is GLONASS, developed by the Soviet Union during the cold war era, and it
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is now operated by Russia with 26 active satellites in orbit. It uses FDMA-based

communication instead of the CDMA-based structure of GPS. Similar to GPS, it offers

services for civilians in addition to military use services. The second one is Galileo,

which is a joint program of the European Union, but the main contributors are Germany

and Italy. This program has 24 satellites in orbit, but it is still not fully operable. This

program is planned to offer open services for public use, paid high-accuracy services,

encrypted services for civilians, and search and rescue services. Last but not least,

BeiDou is run by Chinese authorities with global coverage with 33 active satellites, and

they claim that this system will be the most accurate one compared to other systems

with millimeter-level accuracy. The main structure of the satellite communication

systems is very similar, and they have 4 segments, which are ground, control, space,

and user segments. The ground units, such as monitor stations, ground antennas, and

control centers, are called the control segment of GNSS. Another division is the space

segments, consisting of a constellation of satellites, which send their ephemeris data to

users.

As discussed, GPS, GLONASS, BeiDou, and Galileo are well-known positioning

services as a part of GNSS. These technologies may have significant differences in their

operations, which are generally in coding schemes, frequency, and accuracy levels, as

well as their ground units. However, the basics of the positioning idea remain the

same [78], whereas a pseudorange should be calculated from the received data. In the

standard GNSS-based positioning process, pseudoranges are different from the exact

range between the available GNSS satellites and the receiver due to long-distance and

signal travel time. The pseudoranges are the observables from the transmitted satellite

ephemeris data. At the receiver vehicle, pseudoranges can directly be calculated from

the received GNSS signals with the broadcasting satellite ephemeris information, and

then these values are responsible for position calculation by using the least-squares

approach. Due to this similarity in utilizing pseudorange values, we focus on GPS as

the primary positioning source in V2X in this thesis in order to develop a spoofing

detection tool. This system tends to suffer from spoofing due to unencrypted signals

(e.g., L1 signals in GPS) [43], while many open-source dictionaries of GPS are available
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to build a solid detection algorithm.

3.2. Transmitting and Receiving Units of GPS

There are different versions of GPS signals, which can be used in civil and military

applications with various levels of security mechanisms. The GPS signals include 3

components, which are carrier wave, navigation data, and spreading sequence [79].

Even if there are 3 main types of GPS signals, which are L1, L2, and L5 signals, there

are also sub-classes of these types of signals. The carrier wave is a sine wave with

fL1 = 1575.42 MHz for the L1 channel, whose fundamental frequency is f0 = 10.23

MHz. The L1 signal is mostly used for civil applications and there is no encryption

for this signal. The L2 signal is transmitted with a carrier frequency of fL2 = 1227.60

MHz, and it has the same fundamental frequency. The latest pattern of GPS is using

L5 signals for aviation applications with the carrier frequency of fL5 = 1176.45 MHz.

Navigation data consists of the information about satellite orbit, and its data rate is

50 bps [79–81].

3.2.1. GPS Signal Generation

There are two types of spreading sequences that are used in GPS, which are

coarse/acquisition (C/A) codes and precise (P(Y)) codes. These codes are unique for

each satellite Therefore, this feature can be used for the identification of the satellites.

The C/A code has 1023 chips and it repeats each millisecond at 1.023 Mbps chip

rate [80]. This code is only used in L1 signals. On the other hand, P(Y) codes can

be used in both signals, while it also offers encryption-based security for L2 signals.

Hence, it can be used in anti-spoofing (A/S) mode. It has a much longer code with

23500 chips with a chipping rate of 10.23 Mbps. [79,81]. Beyond that navigation signals

are transmitted very slow rate of 50 bps.

During GPS signaling, the main feature is that the power level of the transmit-

ted signals is less than the noise levels due to spread spectrum codes, C/A and P(Y)
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codes [79]. Therefore, this type of communication can be considered as covert com-

munication in the literature. This covertness of GPS signals can be evaluated as the

most basic covert communication scheme due to spreading that is similar to CDMA-

based communication [79,82]. Since we only use C/A and P(Y) codes, as shown in the

literature without a change, we omit to give the details of the code generation process.

3.2.2. GPS Receiver

As shown in Figure 3.1, the receiver has several steps before finding its location,

and these steps will be explained briefly with their contribution to security. In order to

complete the positioning at least 4 GPS signals are required due to the used trilateration

techniques for 4 unknown parameters for positioning. In this case, trilateration is used

with pseudoranges for at least 4 visible satellites to locate the GPS receivers with the

position, velocity, and time (PVT) information. The incoming “raw” GPS signals are

Figure 3.1. The block diagram of a GPS receiver.

transmitted as the combination of navigation data, carrier wave and spreading codes,

and demodulation and despreading should be done to obtain navigation data [83]. GPS

signal can be written as

y(t) = Re
{ NA∑

i=1

AiDi[t− τi(t)]Ci[t− τi(t)]e
j[wct−ϕi(t)]

}
(3.1)

whereNA is the spreading-code-specific signals, in other words, the number of authentic

satellites, Ai is the carrier amplitude of ith signal, Di(t) is a data bit stream of the ith

signal, Ci(t) is the spreading code, τi(t) is the code phase of the ith signal, wc is

the carrier frequency, and ϕi(t) the ith beat carrier [9, 12]. Following steps should be
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Figure 3.2. C/A correlation peak of the unspoofed signal during the acquisition

process.

completed to find the position of the receiver. These processes are signal acquisition,

tracking, and navigation data extraction, which are explained in details as

(i) The acquisition process is necessary to clarify which satellites are visible, then

the frequency and the code phase should be available at the receiver side after

this process [79]. In the signal acquisition process, the C/A code correlation

properties are very significant. As shown in Equation (3.1), the received signal

is the combination of NG visible satellite signals. During the acquisition process,

y(t) is multiplied with the C/A code of kth satellite to acquire this satellite. Since

the cross-correlation of C/A codes of different satellites is nearly zero, there is

a peak for the acquired satellite in the frequency-code phase plane, as shown in

Figure 3.2 [79]. In the literature, there are 2 main techniques that use correlation

of C/A codes, which are serial and parallel search algorithms. The advantage

of serial search is its implementation simplicity for hardware, while it takes too
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much time for software-based analyses [83].

(ii) After the acquisition, the next step is tracking to reduce the effects of time varia-

tions. The accuracy of the code phase is highly correlated with the estimation of

the pseudorange value, which is very significant in calculating the receiver’s posi-

tion, as shown in the next sections [12,79]. There are two parts of tracking, which

are code tracking and frequency/phase tracking. Code tracking has a closed-loop

structure; a delay lock loop (DLL), and three local code replicas are generated

and correlated with the incoming GPS signal. Frequency/phase tracking can be

performed separately for either frequency or phase. Tracking continuously follows

the incoming signal. If the track of a satellite signal is lost, the acquisition should

be repeated [12,79].

(iii) After a successful acquisition and tracking, the C/A code and the carrier wave

can be extracted from the received signal to obtain navigation data. These data

bits include ephemeris data consisting of satellite position, satellite clock bias,

and other information broadcasted by satellites [12, 79].

3.2.3. Pseudorange Calculation

Overall, finding the vehicle position is highly based on the pseudorange values,

which can be observed with the help of ephemeris data. In the process of the calculation

of the pseudorange, two time-related expressions, which are the receive time of the ith

vehicle, ti, and the signal transmission time from the kth satellite, tk, are required. Due

to this time difference, the pseudorange term is different from the true range between

the transmitter (a satellite or a spoofer) and the vehicle in satellite-based positioning

systems. Hence, the pseudorange is fundamentally calculated as

ρki = c× (ti − tk) (3.2)

ti = Ti + τi (3.3)

tk = T k + τ k, (3.4)
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where c is the speed of light, Ti and T k are, respectively, the actual receive and the

actual transmission time with respect to the atomic clock. The clock biases of the

vehicle and satellite are τi and τ k, respectively. After a rearrangement, the pseudorange

can be rewritten as

ρki = dki + c(τi − τ k) +mk
i + Iki + T k

i +Mk
i + ϵki , (3.5)

where (xk, yk, zk) is the kth satellite position, (xi, yi, zi) is the vehicle position. dki is

the true range between the ith vehicle and the kth satellite as

dki =
√

(xk − xi)2 + (yk − yi)2 + (zk − zi)2. (3.6)

Table 3.1. The list of significant parameters for pseudorange expressions.

Notation Definition Condition

NG Number of visible GPS-like signals NG ≥ 4

NA, NS Number of authentic and spoofing signals NA, NS ≤ NG

J Total number of vehicles and/or RSU

i, j Indices of target vehicles or RSU i, j ≤ J

k, l Indices of authentic GPS satellites k, l ∈ NA, k ̸= l

s, p Indices of spoofing signal source s, p ∈ NS , s ̸= p

n, u Indices of a transmitter (an authentic satellite or a spoofer) n, u ∈ {k, l, s, p}

dni Real distance between ith receiver and nth transmitter

ρni Pseudorange between ith receiver and nth transmitter ρni > dni

∆ts Additional time error due to spoofing ∆ts ∈ T

d̂k Additional distance error due to spoofing with ∆ts

mn
i Mobility error with variance σ2

m for nth transmitter σ2
m ∈ P

ssi Spoofing imperfection with variance σ2
si σ2

si ∈ S

Ini Ionosphere error with variance σ2
t for nth transmitter σ2

t ∈ I

Tn
i Troposphere error with variance σ2

i for nth transmitter σ2
i ∈ ξ

Mn
i Multipath error with variance σ2

mp for nth transmitter σ2
mp ∈ ζ

△ Single difference operation

∇△ Double difference operation

In Equation (3.5), the atmospheric error terms are Iki and T k
i , which are iono-

spheric and tropospheric errors with distributions N (0, σ2
i ) and N (0, σ2

t ), respectively.

Mk
i is the multipath error term, which is distributed N (0, σ2

mp), and ϵki is the obser-



36

vational noise, which is omitted in the rest of the thesis. In addition to the standard

definition, the impact of mobility is added to the pseudorange expression and it is de-

noted asmk
i , and it is distributed asN (0, σ2

m). The transmitted satellite ephemeris data

provides τ k, which is satellite clock bias, and the satellite position. In Equation (3.5),

at least four pseudorange observations are required to calculate the three unknown

parameters of the vehicle position and the receiver clock bias τi [79, 81]. Therefore,

we assume that N ≥ 4. In the end, pseudoranges are calculated from broadcasted

GPS ephemeris data at the receiver side, and their value is highly dependent on time

information at the receiver. In order to find the receiver position, the least-square

method is generally applied after utilizing Taylor’s expansion theorem with observed

pseudorange values.

3.3. Security Threats Against GPS

Due to the lack of security solutions in most of the satellite positioning systems;

e.g., L1 signal in GPS, there are high risks for attacks against secure positioning.

In the literature, jamming and spoofing are considered fundamental attacks against

GPS security [43]. These attacks can also be implemented with commercial off-the-

shelf products [10]. Jamming is a basic attack to wipe out legitimate signaling in

communication systems, and GPS is not an exception. In general, jamming signals

create power noise in the system frequency, Therefore, the system units cannot use this

frequency to communicate. Due to the very low power level of GPS signals, a jammer

may generate signals with low power [55]. In GPS, many systems only show the last

available location after jamming without an alarm [43]. There are also some jamming

techniques by using GPS pseudorandom (PRN) signals as noise to pass antijamming

filters.

When compared to jamming, spoofing is more advance. Since the nature of a

spoofing attack is about the similarity of the authentic signal, spoofing signal models

are presented very similarly to the authentic GPS signals in the literature [9]. The

reason is that spoofing attacks should not be easily distinguished from authentic signals
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to be considered a successful attack. There are several versions of spoofing attacks in

GNSS; hence, their countermeasures are also varied [9, 12, 56]. One of the spoofing

attacks is called a meaconing attack, during which the meaconer estimates the true

signals, and repeats the collected signals. After a successful attack, the receiver may

get old signal data with the wrong time information. Another basic spoofing attack

is sending more powerful signals than legitimate GPS signals during the acquisition

stage of the receiver. This type of basic attack can be easily detected with power

monitoring [42], and it is hard to synchronize this attack with the receiver’s acquisition

process. Therefore, in some spoofing attacks, there are some general techniques to be

locked by the receiver. The first one, the attackers may first jam the GPS signaling to

force the receiver into the searching stage and then apply their spoofing attack. In this

case, the chance of locking to the spoofed signal is higher from the receiver’s perspective.

Another strategy is that the spoofer may primarily reproduce correct signals with a

very low power level, then it increases their power level slowly until successful locking

by the receiver. After being locked, the spoofer may shift receivers’ frequency, power

level, and spreading codes.Among the advanced spoofing attacks, nulling may affect

the receiver’s perception severely. In this attack, the attacker generates 2 signals, one

is a negative of the true signal and the other is a fake positioning signal. In this case,

the true signal is canceled, and the receiver only obtains a fake positioning signal.

3.3.1. Spoofing Attack Model

Within the scope of the thesis, a malicious GNSS spoofer exists in the V2X

communication model in our adversary model. The spoofer broadcasts attacking signals

at the same frequency as GNSS signals (e.g., 1,575.42 MHz for GPS). These signals are

assumed to have the same identifiers and correct coding format as legitimate satellites

with higher power than authenticated GNSS signals [84]. Similar to legitimate GNSS

signals, the spoofing signals can be captured by both the target vehicle and RSU at

the same time. Therefore, various V2X elements may simultaneously detect the same

spoofer after running the spoofing detection algorithm.
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Our attacker model includes a spoofer, which does not have power or computa-

tional limitations with the knowledge of legitimate GNSS signal structure. It is able to

receive authentic signals and then replicate them as a spoofing attack by adjusting the

amount of time error ∆ts. On the spoofer side, the decoding and replicating errors of

legitimate GNSS signals and hardware-related errors should be considered. Therefore,

we have also modeled the spoofer with additional spoofing imperfections. The spoofing

imperfection is shown as an additive error source on spoofed pseudorange values and

the imperfections are modeled as Gaussian distribution with zero mean and σ2
s vari-

ance. The number of spoofing signals is denoted NS, where NS ≤ NG. The following

GPS spoofing signal is sent after a successful acquisition by the receiver

ys(t) = Re
{ NS∑

i=1

AsiD̂i[t− τsi(t)]Ci[t− τsi(t)]e
j[wct−ϕsi(t)]

}
. (3.7)

In this expression, Asi is the signal amplitude for the corresponding spoofing signal,

D̂i(t) is the estimated data bitstream, τsi(t), and ϕsi(t) are the code phase and the beat

carrier of spoofing signals, respectively. In the signal medium, the generated spoofing

signal is very similar to the legitimate GPS signal.

As shown in Equation (3.7), they transmit fake data signals with the copied

spreading codes at the correct frequency with small phase errors. After an attack, the

received signal is the collection of the actual signal, the spoofed signal, and noise as

ytot(t) = y(t) + ys(t) + ν(t), (3.8)

where H is the Nr × Nt dimensional channel matrix and y and ν are the Nr × 1

dimensional received signal and channel noise vectors, respectively.

In case of the existence of a spoofing signal, we can rewrite Equation (3.2) for the

spoofing signal as

ρsi = d̂k + dsi + c(τi − τ s) +ms
i + ssi + Isi + T s

i +M s
i + ϵsi , (3.9)

where dsi is the distance between the ith vehicle and spoofer, and d̂k is the false loca-

tion data added by the spoofer for the kth satellite due to additional time error added

by spoofer ∆ts. In Equation (3.9), ms
i represents the mobility impacts of the target

vehicles, and it has distributed as N (0, σ2
m). s

s
i represents the spoofing imperfections.
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These imperfections may result from hardware-related issues, erroneously decoding le-

gitimate GNSS signals, and erroneously replicating GNSS signals during the spoofing

attack. ssi is modeled as N (0, σ2
si). In general, it is assumed that the spoofer locates

on earth similar to the model given in [57]; however, in our system model, we also con-

sider aerial spoofers, e.g., a HAPS station or LEO satellite. Therefore, ionosphere or

troposphere-related terms should be included in the pseudorange expression. As a re-

sult, the atmospheric error terms are Isi and T s
i , which are ionospheric and tropospheric

errors with distributions N (0, σ2
i ) and N (0, σ2

t ), respectively. M
s
i is the multipath error

term, which is distributed N (0, σ2
mp).

In the threat model for V2X communication systems, the spoofer may have the

credentials of the public key infrastructure to communicate with other vehicles and

RSUs. However, our spoofer attack model does not rely on communicating with the

other V2X elements, instead, the attacker broadcasts its spoofing signals. In addition,

RSUs are assumed as trustworthy similar to the threat model in [30].

3.3.2. Pseudorange Observation-based Spoofing Detection

In the literature on spoofing detection based on pseudorange values, the most

important steps are taking single and second differences. Hence, many detection mech-

anisms are directly correlated with these operations [12,20,21,61–64,85,86]. The single

difference between ith and jth receivers for the kth satellite is given as

△k
ij = ρki − ρkj . (3.10)

The main reason to use the single difference is to eliminate satellite clock bias. Similarly,

the second difference, whose purpose is eliminating receiver clock bias, is stated as

∇△kl
ij = △k

ij −△l
ij. (3.11)
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Before we apply single and second difference operations for the spoofing case, pseudo-

range expressions of legitimate signal and spoofing signal can be combined as

ρ
n∈{k,l,s,p}
i =

ρsi = d̂k + dsi + c(τi − τ s) + ϵsi , H0, n = s

ρki = dki + c(τi − τ k) + ϵki , H1, n = k

(3.12)

where H0 denotes the spoofing case and H1 denotes the legitimate signaling. It should

be noted that the atmospheric and other error sources (except observational error

terms) are neglected in Equation (3.12) for simplicity. In this case, the single difference

can be written for the received signal after omitting the terms due to ionosphere and

troposphere as

△ρ
n∈{k,l,s,p}
ij =

dsi − dsj + c(τi − τj) +△esij, H0, n = s

dki − dkj + c(τi − τj) +△ekij, H1, n = k.

(3.13)

When we assume that receivers obtain only spoofing signals or legitimate signals with

s, the double difference of pseudoranges can be written as

∇△ρ
n,u∈{k,l,s,p}
ij =

∇△es,pij , H0 ∩H1, n = s, u = p

dki − dkj − dli + dlj +∇△ek,lij , H1 ∩H1, n = k, u = l,

(3.14)

where dsi − dsj = dpi − dpj since spoofing signals are generated from one source when

dsi = dpi and dsj −dpj . The H1 terms can be approximately zero or may take other values

for the different time indices. There are some drawbacks to this methodology. The first

one is that at least two receivers (e.g., ith and jth receivers) are required to detect the

existence of spoofing signals. However, this condition may not be satisfied all the time.

Therefore, spoofing detection methodologies, which are not dependent on multiple

receivers, should be studied. The other drawback is that it is assumed that all signals

are modeled as spoofing signals at the receiver. However, this assumption may not

be true, and in this case, the double difference term does not provide straightforward
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spoofing detection terms as

∇△ρ
n,u∈{k,l,s,p}
ij =

dki − dkj − dsi + dsj +∇△ek,sij , H0 ∩H1, n = k, u = s

dki − dkj − dli + dlj +∇△ek,lij , H1 ∩H1, n = k, u = l.

(3.15)

As shown in Equation (3.15), it is harder to detect spoofing attacks by using the

double differences approach when all the signals are not spoofed. Hence, another

methodology should be developed for the detection of spoofing signals while some of the

authentic satellite positioning signals are still available at the receiver. The proposed

methodology will be detailed in Chapter 5, while we continue with the eavesdropping

problem for V2X systems in Chapter 4.
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4. DEFEATING EAVESDROPPER USING FEC CODES

As discussed before, security in V2X is a non-negotiable concept, since without

a proper security mechanism that may risk human lives, the privacy of individuals,

and system operations. In this chapter, we focus on physical layer security approaches

in V2X to prevent passive eavesdropping attacks, and we propose an integration of

physical layer operations to enhance security. Physical layer security techniques are

promising solutions to assist cryptographic methods in the presence of an eavesdropper

in V2X setups. In this chapter, we present a physical layer security scheme, which is

based on both insertions of a random error vector to FEC codewords and transmission

over decentralized relay nodes.

In the scope of this chapter, the intended physical layer solution can be considered

as another layer of security and it should also satisfy the reliability, energy efficiency,

and latency requirements. In the physical layer, FEC codes and ARQ schemes are

already proposed in the literature to overcome ultra-high reliability issues in V2X [31].

Between these two techniques, FEC codes are more suitable than ARQ schemes to

deploy in V2X systems due to better power consumption and latency performances.

Because of the same reasons, Reed-Solomon, Golay, and Hamming codes are advanta-

geous to other FEC codes [48, 49]. Even if the FEC codes are used, transmission over

one link may not satisfy the ultra-high reliability constraints; therefore, cooperative

communication techniques should be used for cases when there is no direct path in

V2X systems. As a result, FEC codes should be combined with cooperative commu-

nication schemes and the obtained model should also be secure against eavesdropping

attacks.

The system model of this chapter is given in Figure 4.1, which includes decentral-

ized relay nodes. Thanks to the McEliece cryptosystem, error injection is first applied

to information bits, which are encoded with the FEC codes. Reed-Solomon, Golay,

and Hamming codes are selected as FEC codes to satisfy power and computational
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efficiency. Then obtained codewords are transmitted across reliable intermediate re-

lays to the legitimate receiver. As a performance metric, the decoding FER of the

eavesdropper is analytically obtained for the fragmentary existence of significant noise

between relays and Eve. The simulation results validate the analytical calculations,

and the obtained results show that the number of low-quality channels and the selected

FEC code affects the performance of the proposed model. In other words, the security

level is highly based on the location of the eavesdropper and secure communication can

be achieved when some of the channels between the eavesdropper and relay nodes are

significantly noisier.
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Figure 4.1. The proposed system model, where Alice injects a spatially distributed

random error vector to the codeword and transmits with the aid of relays to Bob.

Eve tries to decode successfully, where SNRlow valued dashed-lined channels may

lead to additional errors.

4.1. System Model of FEC-based Eavesdropping Mitigation with the Help

of Relays and McEliece Cryptosystem

Similar to most of the system models proposed in the literature on physical layer

security, there are three end nodes, a legitimate transmitter (Alice), a legitimate re-

ceiver (Bob), and an eavesdropper (Eve). In this model, Eve tries to capture the

information transmission between Alice and Bob (exactly as in the wiretap channel
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model [8]). In addition to these three end-nodes, N intermediate relay nodes are

placed in the scope of the V2X setup between Alice and the receivers, which are Bob

and Eve, as shown in Figure 4.1. We assume that the distance between Alice and Bob is

large enough to avoid a direct communication path between them and all of the relays,

which are trustworthy, operate based on the amplify and forward protocols. As another

assumption, Eve has full knowledge of the agreed coding scheme between Alice and

Bob, and Eve also has limitless computational resources. These conditions represent

the worst-case scenarios in terms of communication secrecy. Alice has only the state

information of the channels between Alice and the trustworthy relays, whereas she does

not know the channel information of corresponding channels between relays and Eve,

who is a passive attacker and is not transmitting any packets (including pilots). On

the receiver side, both Bob and Eve use hard decoding algorithms.

In communication systems, FEC is a broad class and has many sub-branches in

the literature, whereas we exploit FEC codes in order to increase the security perfor-

mance of a V2X system at the same time satisfying the reliability of the legitimate

user. FEC codes are generally denoted as (n, k, t), where n is the codeword length, k

is the information bit length, t is the error correction capability and the coding rate is

calculated as R = k/n. In general, n ≤ N , where N is the number of relay nodes in

the system, and n = N is chosen for simplicity in the scope of this chapter. In order to

satisfy the specific requirements of V2X, such as latency and reliability, Reed-Solomon,

Golay, and Hamming codes are chosen to improve the security of the proposed sys-

tem model, since these FEC codes are energy, memory, and time-efficient structures

in comparison with other FEC codes, such as low-density parity check (LDPC) and

Turbo codes.

In order to increase data security, Alice first encodes information bit vectors x

using the chosen (n, k, t) FEC code by multiplying code generation matrix G, where n

is the code length, k is the information bit length and t is the error correction capability

of the receiver as

xc = G · x, (4.1)
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where xc is the encoded bit vector. In this thesis, Reed-Solomon, Golay, and Hamming

codes are utilized as FEC codes with the generation matrices, GR, GG, and GH ,

respectively. Among the determined coding schemes, Reed-Solomon codes are symbol-

wise codes, and they can be successfully decoded in the presence of up to (n−k)/2 errors

or (n − k) erasures [87]. Since Reed-Solomon codes are symbol-wise, the number of

symbols in a block cannot exceed 2m−1, where m is the symbol length in terms of bits.

On the other hand, Golay and Hamming codes are perfect codes, which are modeled

as spheres with radius (dmin − 1)
/
2 based on the sphere packing problem [87]. Here,

dmin is the minimum Hamming distance between codewords. The most significant

property of perfect codes is that there is precisely one codeword within t distance,

Therefore,errors up to t are certainly corrected at the receiver, and more than t errors

cannot be corrected under no circumstance.

Before the transmission of the encoded bitstream, Alice also adds t errors onto

the encoded data vector as

xA = xc ⊕ xe, (4.2)

where ⊕ is the modulo 2 summation operator, and the xe is the error vector of weight

t, and xA is the vector that is transmitted to the intermediate relays after modulating

using the BPSK modulation scheme. During transmission, we assume that there is

no direct path between Alice and Bob, or Alice and Eve. This assumption is realis-

tic in cases when many V2X agents operate in long ranges with the help of relays.

The obtained vectors after encoding and modulation are transmitted with the help of

intermediate relays by applying a specific routing scheme, in which each group of trans-

mitted vector bits is sent over n distinct relays, where n ≤ N . The transmission mode

of each relay is assumed as amplify and forward. The transmission mediums between

Alice and the relays can be assumed as error-free channels since Alice can choose the

best relays to get their assistance during the transmission of vectors to Bob [88].

In this thesis, channels between each three end nodes and relays are classified into

two groups, where these channels may have SNRhigh or SNRlow values. Since these

values indicate the channel quality, channels denoted as SNRlow tend to create more



46

transmission errors in comparison with SNRhigh valued channels, where SNRlow ≪

SNRhigh. In the scope of this study, we assume that all of the relay nodes are perfectly

available for Alice and Bob, where the channels between relays and Alice or Bob have

SNRhigh values. Since SNRhigh may be large enough not to cause transmission errors,

it may mean that the channels with SNRhigh values may be error-free channels. In this

case, the channel responses of these SNRhigh valued channels between relays and Bob

can be denoted by HB, which is an n × n channel state matrix. Therefore, received

codewords at Bob can be expressed as

yB = q(xA ·HB +wb), (4.3)

where q(·) is a quantization function due to hard decision at Bob, and it quantizes

its input to the possible BPSK levels. In the same expression, wb is the noise vector,

whose elements are generated with respect to SNRhigh values.

From Eve’s point of view, there are very low SNR values, which are denoted as

SNRlow, on some channels, which are indicated with dashed purple lines in Figure 4.1,

even if the majority of the channels between intermediate relays and Eve have SNRhigh

values. This assumption is realistic when the relays utilize beamforming techniques,

which may lead to low SNR values on the Eve side due to the directional transmission

pattern. Under these circumstances, there are L channels with SNRlow between the

relays and Eve, whereas n− L channels have SNRhigh as the SNR value. As a result,

the received vector at Eve can be stated as

yE = q(xA ·HE +wb), (4.4)

where HE is the n × n channel state matrix of the channels between intermediate

nodes and Eve, and we is the noise vector. The elements of the noise vector are

generated based on the numbers and the positions of the SNRhigh and the SNRlow

valued channels. In the rest of the chapter, all of SNRhigh and SNRlow valued channels

are respectively modeled as AWGN or Rayleigh fading for further analyses. It should

also be noted that both HB and HE are diagonal matrices due to the transmission of

each bit of xA over distinct relay nodes.
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The motivation of the proposed model is to satisfy the target communication

reliability with Bob while increasing the security against a passive eavesdropping attack

on Eve. Under these circumstances, Eve only listens to the messages sent from relays

and tries to capture as many data bits as possible. In this model, we assume that

Eve knows all the transmission processes including the selected FEC code, and she has

limitless computational resources. Hard decoding algorithms are used by Eve and Bob,

while the channel states between relays and Eve are not known by Alice. As expected,

the channels with SNRhigh become error-free for high SNR values, and erroneous bits

are observed with very low probability. As a result, Bob can successfully decode the

received vector to the original information message with a very high probability, when

SNRhigh is large enough. This situation is required for reliable transmission between

Alice and Bob.

On the other hand, the security performance of the proposed model is based

on the error correction capability of Eve. To achieve a high level of security against

Eve, we expect to observe that there may be additional bit errors due to transmission

over SNRlow valued channels, in addition to the injected t errors. In this thesis, two

possible channel models, which may create additional errors or erasures, are considered

for SNRlow valued channels between Eve and relay nodes. The first channel model

denoted as CI is that SNRlow valued channels create erasures at the receiver side with

a certain probability (i.e., SNRlow → −∞). Therefore, only coding schemes, which

support erasure decoding schemes, can correctly decode transmitted codewords in case

of a limited number of erasures. Here, we also assume that SNRhigh valued channels are

error-free during analytical calculations. This assumption is realistic since we expect to

observe very high reliability, and Alice can select appropriate relays by running a relay

selection algorithm with respect to channel coefficients. In the scope of this thesis, the

erasure channel CI is applicable for Reed-Solomon coding schemes up to n−k erasures

with respect to the considered channel model. An important assumption is that Eve

has the knowledge of all positions of erased bits in the received codeword.
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The second considered channel model denoted as CII is an additive white Gaus-

sian noise (AWGN) or Rayleigh fading channel with a very low SNR value (e.g.,

SNRlow = −50 dB). The error probability of channels with SNRlow and SNRhigh

are indicated as P low
e and P high

e , respectively. Due to the considered models, which are

chosen as AWGN and Rayleigh fading within the scope of this thesis, we distinguish

error terms indicating a lower index. These error terms can be expressed for BPSK in

the AWGN channel as

P low
e,AWGN = Q

(√
2SNRlow

)
(4.5)

P high
e,AWGN = Q

(√
2SNRhigh

)
, (4.6)

where SNRlow << SNRhigh and Q(·) is the tail distribution function of the standard

normal distribution [89]. Therefore, the transmission errors tend to be observed on

SNRlow valued channels. Both of these channel models can also be modeled as binary

symmetric channels (BSC) with bit-flip error probabilities calculated as Equation (4.5)

and Equation (4.6). Under these circumstances, there is a risk of correction injected

error bits. If there is a bit flip on SNRlow valued channels while transmitting injected

error bits over these channels, Eve may successfully decode the information bitstream.

This scenario and further analyses on the error probability of Eve will be deeply studied

in the next section for the AWGN channel model.

Similar to the AWGN channel model, error probabilities of Rayleigh fading chan-

nels can be calculated as [89]

P low
e,Rayleigh =

1

2

√
SNRlow

SNRlow + 1
(4.7)

P high
e,Rayleigh =

1

2

√
SNRhigh

SNRhigh + 1
, (4.8)

where, again, SNRlow << SNRhigh [89]. These error probabilities demonstrate a

similar behavior as in the AWGN channel case, such that increasing error leads to a

decreased channel quality. Similar risks about error correction and security leakage in
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AWGN channels appear for channels with Rayleigh fading. The error terms, given in

Equation (4.5)-Equation (4.8), are utilized in the decoding error probability of Eve,

which is used as the principal general performance metric and explained in detail in

the next section.

4.2. Calculation of Analytical Error Probabilities

The security gap [47] is defined as the channel quality difference between Eve and

Bob for the required security level. It is highly dependent on the error probabilities of

receiver nodes. Therefore, within the scope of this chapter, the error probability can be

used as an appropriate metric when an attacker exists, even if general error probability

expressions are considered to evaluate the reliability of communication schemes [90].

We measure the decoding FER of the receiver side, which may be Bob or Eve, to

understand the performance of the proposed system model regarding security concerns.

In this case, the FER of Bob indicated as PBob
ϵ , and it should be small enough to satisfy

reliable communication with Alice regarding the condition PBob
ϵ → 0, while we aim to

achieve PEve
ϵ → 1 to observe secure communication between legitimate users, where

PEve
ϵ denotes the FER of Eve.

In reality, amounts and values of the SNRlow and SNRhigh valued channels are

based on the positions of the end nodes and the relays. However, channel states are

generically given to compute the error performance of the proposed system model.

System performance, which will be evaluated with Pϵ, is based on the overlapping

condition that is observed when some of the injected error bits or all of them are

transmitted over SNRlow valued channels. Poverlap, which indicates the probability of

occurrence of at least one overlap, can be found with the expression Poverlap = 1− P0,

which is the probability of zero overlaps in total and it can be calculated as:

P0 =

(
n− t

L

)/(
n

L

)
, (4.9)

where t denotes the number of injected errors, and L is the number of channels with

SNRlow. Due to the nature of the Reed-Solomon code, erasures can count as half of the
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error bits; therefore, 2 erasures have the same impact as 1 error on the receiver side. As

a result, the received codeword can be successfully decoded when each erased error bit

is replaced with up to 2 erasures. For instance, the 1 error bit, which is intentionally

injected by Alice, is erased, and the receiver correctly decodes up to 1 more erasure.

Under that specific condition, if the value of L is 1 or 2, PCI
ϵ = P0 for the corresponding

L value, where PCI
ϵ is error probability of Eve with the channel model CI . However,

the probability of 1 overlap or more overlaps should also be calculated in order to

find PCI
ϵ , when L is larger than 2. In general, error probability can be calculated as

PCI
ϵ = P0 + P1 + P2 + · · · + Pi + · · · , where Pi is the probability of i overlaps. The

final term of this summation is decided based on the error correction capability of Eve

under the condition t− i + L
2
≤ t. In other words, Eve cannot correctly decode when

2i < L. As a result, the decoding error probability of Eve can be calculated as follows

PCI
ϵ =

min(t,L)∑
i=0

(
n− t

L− i

)(
t

i

)/(
n

L

)
, for 2i < L (4.10)

when SNRlow → −∞ and where i may take the values from zero up to the maximum

number of possible overlaps, which is the minimum of t and L.

Table 4.1. Probabilities of number of overlaps for Reed-Solomon codes with respect

to the error probability of Eve.

Reed Solomon Code L P0 P1 PCI
ϵ

(15, 11, 2) 1 0.8667 - 0.8667

(15, 11, 2) 2 0.7429 - 0.7429

(15, 11, 2) 3 0.6286 0.3429 0.9714

(15, 11, 2) 4 0.5238 0.4190 0.9429

In Table 4.1, numerical values of P0 and P1, and respective analytical values of

PCI
ϵ for the chosen Reed-Solomon code, which will be used as main coding scheme

in next sections, are given in order to verify the derivation of Equation (4.10). Here,

the columns denoted with “ - ” indicate that P1 is not taken into account during the

calculation of the error probability of Eve, due to the 2i < L condition not being

satisfied. When this table is extended with larger values of L, additional terms, such
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as P2, P3, will be needed to calculate PCI
ϵ . As a result, the derivation of Equation

(4.10) from Equation (4.9) can be verified with observed values given in the table.

When CII is considered as a real valued low SNR channel model between relays

and Eve, the calculation of the decoding error probability of Eve becomes more compli-

cated. Before calculating the error probability of Eve, we should explain all the possible

scenarios in which Eve cannot decode the information bitstream. Therefore, Eve must

observe at least t+ 1 errors. This condition is highly dependent on the channel quali-

ties, and their error probabilities are given in equations Equation (4.5)-Equation (4.8).

The possible necessities for erroneous decoding at Eve are listed as follows

• No error correction due to bit flip on SNRlow or SNRhigh valued channels and

at least one error occurs on SNRlow or SNRhigh valued channels,

• Correction of tc errors due to bit flip on SNRlow or SNRhigh valued channels and

at tc + 1 errors on SNRlow or SNRhigh valued channels, where tc ≤ t.

Since P low
e > P high

e , we expect to observe that there are more injected error

bit corrections and additional bit errors on SNRlow valued channels. Under these

circumstances, we can distinguish the best and the worst case scenarios for our aims

to have high security in CPS. The best-case scenario is transmitting injected errors

on SNRhigh valued channels to Eve, where we anticipate observing more transmission

errors on SNRlow valued channels. This scenario is realistic most of the time, since

SNRlow valued channels may be observed in the noisy and dynamic environment of

V2X networks. On the other hand, the worst-case scenario is that there is an overlap

of injected errors and SNRlow valued channels. In other words, injected errors are

transmitted over SNRlow valued channels. Therefore, these bits tend to be corrected

due to bit flips with a considerable probability. In addition, the desired additional bit

errors are hard to be observed in the worst-case scenario since SNRhigh valued channels

are less erroneous. Beyond the best and worst-case scenarios, there are many possible

states that the system model may encounter. When we consider all of them, we can

calculate the error probability on the receiver side to analyze the system performance.
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The error probability of Eve is given for input tuple (n, L, t, SNRhigh, SNRlow)

with sub-functions G(·) and H(·), which are used to simplify the notation, for the

proposed system model when perfect FEC (n, k, t) schemes are derived as follows

PCII
ϵ = 1−

((min(t,L)∑
i=0

(
n− t

L− i

)(
t

i

) t−i∑
j=0

min(t−j,i)∑
k=0

j+k∑
l=0

min(L−i,j+k+l)∑
m=0

G(·)H(·)
)/(

n

L

))
(4.11)

G(·) =
(
P low
e

)k+m(
1− P low

e

)L−k−m(
i

k

)(
L− i

m

)
(4.12)

H(·) =
(
P high
e

)l+j(
1−

(
P high
e

))N−L−l−j(
t− i

j

)(
n− L− t+ i

l

)
, (4.13)

where i indicates the number of possible overlaps, where k and j are the numbers of

corrected errors, which are actually injected by Alice, on SNRlow and SNRhigh valued

channels, respectively for k + j = tc. In other words, there is at least one overlap

if k > 0, since an error cannot be corrected on a channel with SNRlow without an

overlap. In addition to that, l and m denote transmission bit errors on the correspond-

ing transmission channels, which have SNRhigh and SNRlow, respectively. G(·) and

H(·), which are given in Equation (4.12) and Equation (4.13), respectively, are the

functions with respect to the probability of correct decoding for the combination of the

corresponding (i, j, k, l,m) tuple. These functions are used to simplify the whole error

probability term, but they can be considered as the impacts of SNRlow and SNRhigh

valued channels to Pϵ. By considering all possible values of this tuple, the summation

of multiplication of G(·) and H(·) helps to calculate the probability of correct decoding

at Eve.

In order to calculate the error probability of Bob, Equation (4.11) can straightfor-

wardly be used for L = 0, where there is no SNRlow valued AWGN channels. Therefore,

this expression is very beneficial to analyze the overall system performance based on

error ratios of the legitimate and the non-legitimate receivers. Another feature of this

expression is that it can be easily reformulated in the existence of more legitimate

or non-legitimate receivers by directly changing the channel error probability terms
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for legitimate users and introducing more sub-functions for additional non-legitimate

receivers.

4.3. Application Scenarios

In this study, we consider four different error control coding schemes, which are

Reed-Solomon (15, 11, 2), Golay (23, 12, 3), Hamming (15, 11, 1), and Hamming (7, 4, 1)

codes. Also, three scenarios are taken into account with respect to channel models,

which are detailed as follows

(i) In the first scenario (S1), Reed-Solomon (15, 11, 2) codes are utilized as FEC code

with calculated FER of Eve given in Equation (4.10). Due to the existence of high

noise in V2X communication environments, erasures can be encountered on the

receiver side. Thus, Reed-Solomon (15, 11, 2) code is used as the FEC code, where

Eve is able to detect erased bits, which are observed due to SNRlow → −∞ valued

erasure channel in the first scenario (S1). During the performance analysis of this

code, t = 2 weighted error vectors are added to information bits and obtained

codewords are transmitted over the proposed system model. In this case, Eve

may correctly solve received vectors with up to 4 erasures due to the nature of

Reed-Solomon codes. The performance of this scenario will be evaluated with PCI
e

as given in Equation (4.10) as security outages occur due to the erasure effects

of the channel. As discussed before, Eve should know the exact placements of

erasure bits shown as X in Figure 4.1 in order to decode received bits.

(ii) In the scope of the second scenario (S2), Golay (23, 12, 3), Hamming (15, 11, 1),

and Hamming (7, 4, 1) codes are studied, when SNRlow takes very low real values

as discussed with the CII definition. The channel is modeled as an AWGN channel

with error probabilities Equation (4.5) and Equation (4.6). The interpretation

of the system performance will be done with Equation (4.11) for SNRlow = −50

dB, which leads to Q

(√
2SNR

)
= 0.5 error probability on the AWGN channel.

Since these codes are perfect codes, the simulation results are expected to well

match analytical calculations. In this scenario, injected errors will be corrected
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with probability 0.5, if there are overlaps with SNRlow valued channels. It should

be remembered that there are no erasure bits at Eve, and the bits shown as X at

Eve given in Figure 4.1 take value from the set {0, 1} with probability p = 0.5.

(iii) Third scenario (S3) has the same features except for the channel model. In

this scenario, the channel is modeled as Rayleigh with channel error probabilities

Equation (4.7) and Equation (4.8) where SNRlow = −50 dB. Similar to the S2

FER calculation of Eve is completed via Equation (4.11) for the perfect codes

Golay (23, 12, 3), Hamming (15, 11, 1), and Hamming (7, 4, 1).

4.4. Simulation Results

In this section, the security capabilities of the scenarios S1, S2, and S3 are

evaluated by considering analytical error probabilities, which are given in Equation

(4.10) and Equation (4.11), and their respective simulation results. The set of the

possible number of SNRlow valued channels are denoted as L, and the sets are trained

with respect to the corresponding t values of coding schemes. In order to understand

the consequences of the selected L value, which may be larger or smaller than t, L is

determined from {1, 2, 3, 4} for S1, and determined from, but not limited to {0, 1, 2}

for S2 and S3. This set enables a fair comparison of Hamming and Golay FEC codes,

and we can see the impacts of various t/L rates. In simulations, proposed transmission

schemes are run for 105 times for each L value to follow the long-term performance

of the proposed system model. Moreover, SNRhigh takes on the values from 0 to 50

dB. The obtained results are given in Figure 4.2, Figure 4.3, Figure 4.4, and Figure

4.5, where burgundy lines show the performance of the legitimate receiver Bob with

L = 0 value. It can be seen that Bob can successfully decode received vectors for

the increased signal power as we expected. When we focus on S2 and S3, we aim

at validating analytical the error probability expression given in Equation (4.11) with

simulations for various FEC codes. Another target is to find the appropriate perfect

FEC code to be utilized in the noisy communication environment of V2X. It should

also be emphasized that the length of each frame is equal to the codelength of encoded

vectors.
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In Figure 4.2, simulation results of PCI
ϵ based on the Reed-Solomon (15, 11, 2)

code is given with reference analytical calculations, which are found with Equation

(4.10). These figures are shown for the set L ∈ {0, 1, 2, 3, 4} with respect to the first

scenario S1. In Figure 4.2, it can be easily seen that the simulation results for the

Reed-Solomon (15, 11, 2) code are highly correlated with analytical calculations when

SNRhigh is larger than 10 dB. In Figure 4.2, results show an interesting behavior, such

that there is no sequential order with respect to L values. The results show that the

condition of PCI
ϵ (L = 2) < PCI

ϵ (L = 1) < PCI
ϵ (L = 4) < PCI

ϵ (L = 3), where PCI
ϵ (·)

is a function of the decoding error correction probability of Eve for given L. This

non-sequential order leads to an implementation difficulty for the proposed system

model. As an example, at least two additional channels should have SNRlow instead

of SNRhigh in order to observe higher PCI
ϵ values when L = 1. Therefore, this type of

erasure FEC models do not guarantee increasing security for incremental values of L.
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Figure 4.2. The comparison of simulation results of S1 and analytical results of PCI
ϵ

where L ∈ {0, 1, 2, 3, 4} for Reed-Solomon (15, 11, 2) code.

In the scope of S2 and S3, the analytical results calculated with the equations

Equation (4.11), Equation (4.12), and Equation (4.13) are given with the simulation

outcomes in Figure 4.3, Figure 4.4, and Figure 4.5. It should be noted that we target

to achieve Pϵ → 1. In this chapter, the simulations are run for 105 times for each FEC
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code and L value, where SNRlow = −50dB and SNRhigh take on values between 0

and 50 dB. In each figure, the simulation results are shown with various markers and

compared with corresponding analytical curves, which are calculated with Equation

(4.11), Equation (4.12), and Equation (4.13). It can be clearly seen that the simulation

results and the analytical calculations are perfectly matched for all considered L values

in the target SNR region for the selected FEC codes.
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Figure 4.3. The comparison of the simulation results and analytical results of FER

values of Eve for Golay (23, 12, 3) code for AWGN and Rayleigh channels where

L ∈ {0, 1, 2}.

In these figures, the decoding performances of Bob are shown in these figures with

the green lines, where L = 0. These results demonstrate that the decoding performance

of Bob improves as expected since Bob receives fewer erroneous bits thanks to the better

communication channels. The results show that the Hamming (7, 4, 1) code shows

the best performance for satisfying a reliable transmission between Alice and Bob for

SNRhigh > 25 dB. This shows that Hamming (7, 4, 1) code is a suitable candidate in

noisy environments for reliability between Alice and Bob in comparison with Golay

(23, 15, 3) and Hamming (15, 11, 1) codes.

When we focus on the performance of Eve, a Golay (23, 12, 3) code is investigated,

and the analytical and simulation results of this code are given in Figure 4.3. We
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can easily evaluate the results by splitting them into two cases, which are results for

SNRhigh < 25 dB and SNRhigh ≥ 25 dB. For each case, one possible way can be

considered to increase the FER of Eve. In the first condition where SNRhigh < 25 dB,

worsening channels between Bob and relays with fading effects can obtain more security.

In this case, Bob cannot correctly decode all the received codewords. As a result, this

method is not helpful to satisfy both secure and reliable communication. In the second

case with SNRhigh ≥ 25 dB, we observe increased security as L increases, which means

the number of SNRlow valued channels should be higher. However, locating Eve and

worsening the channel is not a minor problem. We also study two different Hamming

codes to compare with the security performance of the Golay code.
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Figure 4.4. The comparison of the simulation results and analytical results of FER

values of Eve for Hamming (7, 4, 1) code for AWGN and Rayleigh channels where

L ∈ {0, 1, 2}.

In Figure 4.4 and Figure 4.5, the analytical calculations and simulation results of

Hamming (7, 4, 1) and Hamming (15, 11, 1) are given for AWGN and Rayleigh channel

models. These figures show that security performances of the Hamming (7, 4, 1) and

the Golay (23, 12, 3) code are very similar for various L values, where SNRhigh > 25

dB. However, the Hamming (15, 11, 1) code gives the best results when compared to the

two other codes for the increased SNRhigh. On the other hand, the results of the Golay
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(23, 12, 3) code and the Hamming (15, 11, 1) code perform very similarly to each other

and much better than the results of the Hamming (7, 4, 1) code for SNRhigh < 25 dB.

Therefore, a trade-off appears for low SNR values with respect to the performances

of Eve and Bob. As we have discussed, Hamming (7, 4, 1) demonstrates the best

performance for Bob and the worst performance against Eve, and the other two codes

perform in the opposite manner.
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Figure 4.5. The comparison of the simulation results and analytical results of FER

values of Eve for Hamming (15, 11, 1) code for AWGN and Rayleigh channels where

L ∈ {0, 1, 2}.

Here, we also discuss a third parameter based on the coding rates of the chosen

FEC codes. When we compare the coding rates, the Hamming (15, 11, 1) code is

advantageous with the coding rate RHamming(15,11,1) = 0.73, where the coding rate of

the Hamming (15, 11, 1) code is RHamming(7,4,1) = 0.57 and the coding rate of Golay

(23, 12, 3) code is RGolay = 0.52. Another point of view is based on the deployment

concerns such as latency and computational complexity. Since there will be additional

headers for each parallel transmission over distinct channels, there are more header

bits in a frame due to an increased number of relays. The Hamming codes are good

candidates to be used in CPS with their simple structure [49].
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The main consequence is that significantly noisy channels between relays and

the eavesdropper are helpful in securing communication between legitimate users. The

results verify that a Hamming (15, 11, 1) code can be used instead of a Golay (23, 12, 3)

code or a Hamming (7, 4, 1) code due to its better overall performance against an

eavesdropper. Besides, the coding rate of a Hamming (15, 11, 1) code is much higher

than the other contenders so information efficiency can be increased with the usage of

this scheme. Another outcome is that an increased number of bit erasures enhances

system performance non-linearly for Reed-Solomon coding scheme, while perfect codes

perform better for a large number of bit errors.
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5. PSEUDORANGE BASED SPOOFING DETECTION

ALGORITHMS USING HYPERBOLA EQUATIONS

Spoofing attacks have become a significant issue in the security of navigation sys-

tems in recent years due to incidents against existing location services. In this chapter,

we first focus on the impacts of time-spoofing attacks, including the falsification of the

GPS time stamp and signal travel time information on GPS platforms. The analyses

are completed while taking into account the number of authenticated GPS signals and

the quantity of artificial GPS-like signals within the spoofing attack. The results show

that the GPS time stamp attacks are more effective than signal travel time-based at-

tacks. Also, the precision of GPS time stamp attacks can be adjusted with additional

costs in attack design while staying incognito.

After understanding the impacts of time spoofing attacks, we propose spoofing de-

tection algorithms for the joint existence of spoofing and authentic GPS signals, while

the literature widely focuses on only legitimate signals or only attacker signals sce-

narios. Within this process, we derive hyperbola equations with the help of inversely

utilized single difference operation without requiring multiple antennas for available

pseudorange values, which may be either spoofed or authentic in a V2X system. In

order to detect spoofing attacks against secure positioning signals, we propose an al-

gorithm, which is named the sub-optimal search-based spoofing detection algorithm

(Algorithm 1), and it considers all possible numbers of spoofing attacking signals, but

not all spoofing scenarios with the same amount of spoofing signals. To address the

complexity-related issues due to the increased number of search scenarios of this ap-

proach, we propose another algorithm, which is called subset selection-based spoofing

detection algorithm (Algorithm 2), with a smart selection of the search subsets. Both

of these algorithms are first compared with fixed detection thresholds, which are deter-

mined with the Pareto front approach. A supervised learning decision-tree approach

is also studied to compare both algorithms. After this phase, these algorithms are

also evaluated for a variety of error terms, for example, spoofing imperfections, at-



61

mospheric errors, multipath, and mobility in order to represent V2X networks better.

Finally, a high-level decision fusion-supported hybrid operational model is proposed

for both algorithms in V2X deployments to improve security at a network level.
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Figure 5.1. A system model of the pseudorange-based spoofing detection in a

vehicular communication scenario. At the target vehicle, both spoofing and authentic

GPS signals are available.

5.1. System Model

In Chapter 1.1 and Chapter 3.1, the overall system model and the fundamentals

of the GNSS-based positioning with possible spoofing attacks are already detailed.

When we focus on spoofing attacks against V2X communication, the system model

can be degraded, as shown in Figure 5.1. In the scope of this section, we assume that

the number of available satellite signals is NG, where NG ≥ 4. In this case, the target

vehicle can obtain broadcasted ephemeris data of available satellites. The local clock

and position information are part of the ephemeris data; hence, the receiver calculates



62

its position based on this information. As mentioned before, our proposed algorithms

are based on pseudorange values, which are independent of the coding schemes and

transmission frequency, and GPS is chosen as the development environment for the

algorithm design due to the high amount of studies, availability of open-source data,

and open-source system model. During the design of the spoofing detection algorithms,

we focus on the combination of spoofed and authentic GPS signals since we believe

that most V2X applications can be better represented with the joint analysis of the

spoofing and authentic GPS signals. After increasing GPS receivers’ sensitivity, the

existence of both signals on the wireless medium is realistic

In the system model, there is a target receiver, which is using unencrypted L1

GPS services, and this service relies on NA authentic signals, where NA ≤ NG. At

the same time, a spoofer, which may be ground-located or aerial, sends a combined

signal of NS signals to deceive the target receiver, where NA +NS = NG. As a part of

the V2X communication network, one RSU or multiple RSUs may be located on the

travel trajectory of the target receiver, which communicates these RSUs simultaneously.

The deployed V2X communication technologies can be DSRC or LTE-V2X systems,

whereas interconnection of the V2X elements is out of the scope of this thesis. The

target device finds its position and communicates with other V2X agents, such as an

RSU or another vehicle, with the help of its OBU, which also runs one of the proposed

spoofing detection algorithms in the spoofing detection module. It should be noted

that RSUs may have a fixed position and power connection in many deployments.

5.2. Time-spoofing Attacks in GPS

Even if there are intensive studies to find effective detection and mitigation tech-

niques to provide secure positioning signaling, the effects of the number of spoofing sig-

nals are not completely understood yet. In this section, we focus on the distance-based

consequences of GPS time-spoofing attacks. We analyze the impacts of falsification of

GPS timestamp and signal travel time, where there are still authenticated signals in

addition to the spoofing signals.



63

In time-spoofing attacks, the spoofer may violate the GPS time stamp by injecting

a time error ∆ts, which directly influences dki . An advance spoofer adjusts d̂k regarding

the real distance between the corresponding satellite and the receiver. In other time-

spoofing attacks, the spoofer may change the signal travel time by adding ttr. This

falsified information can also be shown with the d̂k term since the false pseudorange is

adjusted with fake location data regarding signal travel time.

During our simulations, we utilize the SoftGNNS v3.0 MATLAB toolbox provided

in [79], where the GPS signals are recorded as raw data, where the position of the

receiver is 45◦3′55.2708′′N , 7◦39′31.9896′′E at 183.970m height without any spoofing

attack. Both of the attacks are studied for the parameters given in Table 5.1 for one

simulation due to the lack of the probabilistic parameters, while NS ≤ N = 6. As a

quality metric for a successful spoofing attack without detection, horizontal distance

error, and vertical distance error should be less than 1km and 150m, respectively [11].

Since we reconsider with ENU coordinate system, distance errors on X and Y axes

should be less than 700m, which are the approximate values for the circle with a radius

of 1km. For this section, 700m and 150m are the reference detection levels for X and

Y-planes, and the Z-plane, respectively. We present the distance errors for each ENU

coordinate in X, Y, Z planes for the attacks given in Table 5.1.

Table 5.1. Parameters of time-spoofing attack.

∆ttr (milliseconds) ∆ts (seconds)

Signal Travel Time Attack GPS Time Stamp Attack

10, 1, 0.1, 0.01, 0, 001 6, 5, 4, 3, 2, 1

In Figure 5.2, the position errors for each plane are given for various values of NS

with respect to ttr with a reference detection level. These results demonstrate that the

increased value of ttr leads to very high distance errors in each coordinate. When ttr

is larger than 10µs, the attack will be detected in X and Y-planes, even if the attacks,

which are larger than 1µs, can be detected in Z-plane. The results for NS = 4 and

NS = 3 are significant on X and Y-planes, respectively. It is harder to detect these
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cases due to fewer position errors when ttr is smaller. When the spoofer generates its

signals as the combination of all available satellites, e.g., N = NS, the spoofer may

successfully violate the receivers’ position.
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Figure 5.2. Receivers’ position errors in meters are given on each plane with respect

to the values of NS ≥ NA for ∆ttr.

After a GPS satellite time stamp attack is generated, the results are demon-

strated in Figure 5.3 with respect to the chosen ∆ts in Table 5.1 for NS ≥ NG. As

the main difference of the results for ∆ts and ttr based attacks, many scenarios violate

the receivers’ location without detecting in tk based GPS time stamp attacks. We can

perceive that the most threatening attack is the NS = 1 scenario due to its simplifi-

cation since only a single copy of GPS-like signals can be very effective for spoofing

instead of sending a combination of various GPS-like signals. This type of attack may

effectively falsify the users’ location even for increased ts errors, e.g., ∆ts = 4. This

type of attack can be used as the initial step for convincing a receiver, then the number

of spoofing signals and the amount of ∆ts can be slowly increased. Spoofers can signif-

icantly falsify receivers’ location information with the incremental number of spoofed

signals even if there are some reductions for the cases NS = 4 and NS = 5 for Y and

Z-planes, respectively.
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Figure 5.3. Receivers’ position errors in meters are given on each plane with respect

to the values of NS ≥ NG for ∆ts.

5.3. Derivation of Hyperbola Equations

The main structure of our detection strategies of spoofing attacks for V2X systems

lies in solving hyperbola equations, which are generated by utilizing available pseudor-

ange values with the single difference operation. Before deriving hyperbola equations,

the main operation, which is the first step of the derivation, should be explained. In the

literature, the pseudorange-based spoofing detection schemes include two fundamental

operations, which are single and second differences [61]. However, in this thesis, we

redefine the single difference as the difference of two pseudorange values of the kth and

lth satellites with respect to the ith receiver to utilize in hyperbolic equations as

∆kl
i = ρki − ρli. (5.1)

It should be noted that this usage of the single difference enables us to detect spoofing

signals without the aid of an additional vehicle or an RSU. Due to the existence of ssi

in Equation (3.9), single difference expression will be varied with respect to possible

spoofing scenarios. For that reason, three possible scenarios should be investigated sep-

arately. These scenarios are the single difference between two authentic pseudoranges
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(Case 1), the single difference between one authentic pseudorange and one spoofed

pseudorange (Case 2), and the single difference between two spoofed pseudoranges

(Case 3).

5.3.1. Single Difference Between Two Authentic Pseudoranges (Case 1)

When there is no spoofing attack, Equation (5.1) expression can be rewritten

based on the pseudorange expression given in Equation (3.5) as follows

∆kl
i = dki − dli + c(τ l − τ k) +∆mkl

i +∆T kl
i +∆Ikli +∆Mkl

i , (5.2)

where (xk, yk, zk) is the kth satellite position, (xi, yi, zi) is the target vehicle position,

∆mkl
i = mk

i −ml
i, ∆T kl

i = T k
i − T l

i , ∆Ikli = Iki − I li , and ∆Mkl
i = Mk

i −M l
i . When we

rearrange and take the square of both sides, the hyperbola equation for the ith vehicle

with the kth and lth satellite signals can be written as

(dli)
2 = (∆kl

i − c∆τ lk −∆mkl
i −∆T kl

i −∆Ikli −∆Mkl
i )2 + (dki )

2

− 2(∆kl
i − c∆τ lk −∆mkl

i −∆T kl
i −∆Ikli −∆Mkl

i )dki ,
(5.3)

where ∆τ lk = τ l−τ k and (xl, yl, zl) is the position of the lth satellite. After rearranging

Equation (5.3), finally, the hyperbola equation can be rewritten for Case 1 as

√
(xk − xi)2 + (yk − yi)2 + (zk − zi)2 =

(xk)2 − (xl)2 − 2(xk − xl)xi + (yk)2 − (yl)2 − 2(yk − yl)yi + (zk)2 − (zl)2 − 2(zk − zl)zi
2(∆kl

i − c∆τ lk −∆mkl
i −∆T kl

i −∆Ikli −∆Mkl
i )

+
(∆kl

i − c∆τ lk −∆mkl
i −∆T kl

i −∆Ikli −∆Mkl
i )

2
.

(5.4)

5.3.2. Single Difference Between One Authentic Pseudorange and One Spoofed

Pseudorange (Case 2)

When we derive the hyperbola equation under spoofing attack, there are two

possible cases for the pseudorange expressions because of the spoofing imperfection
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term. The first case is deriving a hyperbola equation of a single difference of one

spoofed pseudorange and one unspoofed pseudorange value with respect to Equation

(3.5) and Equation (3.9), respectively. In this case, the single difference can be written

as

∆ks
i = dki − dsi + c(τ s − τ k)− d̂k +∆mks

i +∆T ks
i +∆Iksi +∆Mks

i + ϵsi,si, (5.5)

where ∆mks
i = mk

i −ms
i , ∆T ks

i = T k
i − T s

i , ∆Iksi = Iki − Isi , and ∆Mks
i = Mk

i −M s
i .

Similar to Case 1, the single difference is rearranged, and taking the square of both

sides, the expression can be written as

(dsi )
2 = (∆ks

i − c∆τ sk + d̂k −∆mks
i −∆T ks

i −∆Iksi −∆Mks
i − ϵsi,si)

2 + (dki )
2

− 2(∆ks
i − c∆τ sk + d̂k −∆mks

i −∆T ks
i −∆Iksi −∆Mks

i − ϵsi,si)d
k
i .

(5.6)

Finally, the hyperbola equation can be rewritten after rearranging Equation (5.6) for

Case 2 as

√
(xk − xi)2 + (yk − yi)2 + (zk − zi)2 =

(xk)2 − (xs)2 − 2(xk − xs)xi + (yk)2 − (ys)2 − 2(yk − ys)yi + (zk)2 − (zs)2 − 2(zk − zs)zi
2(∆ks

i − c∆τ sk −∆mks
i −∆T ks

i −∆Iksi −∆Mks
i − ϵsi,si)

+
(∆ks

i − c∆τ sk −∆mks
i −∆T ks

i −∆Iksi −∆Mks
i − ϵsi,si)

2
.

(5.7)

5.3.3. Single Difference of Two Spoofed Pseudorange Values (Case 3)

In this case, two pseudoranges are spoofed, whereas their expression is given in

Equation (3.9). Under this condition, the single difference can be written as

∆sp
i = dsi + dpi + c(τ p − τ s) +∆msp

i +∆T sp
i +∆Ispi +∆M sp

i +∆ϵspi,si, (5.8)

where s and p are the indices of spoofed pseudoranges, ∆msp
i = ms

i − mp
i , ∆T sp

i =

T s
i − T p

i , ∆Ispi = Isi − Ipi , ∆M sp
i = M s

i −Mp
i , and ∆ϵspi,si = ϵsi,si − ϵpi,si. Similar to Case

2, after rearranging and taking the square of both sides, the single differences between
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two pseudoranges becomes

(dpi )
2 = (∆sp

i − c∆τ ps −∆msp
i −∆T sp

i −∆Ispi −∆M sp
i −∆ϵspi,si)

2 + (dsi )
2

− 2(∆sp
i − c∆τ ps −∆msp

i −∆T sp
i −∆Ispi −∆M sp

i −∆ϵspi,si)d
s
i .

(5.9)

Finally, the hyperbola equation can be rewritten in the open form for Case 3 as

√
(xs − xi)2 + (ys − yi)2 + (zs − zi)2 =

(xs)2 − (xp)2 − 2(xs − xp)xi + (ys)2 − (yp)2 − 2(ys − yp)yi + (zs)2 − (zp)2 − 2(zs − zp)zi
2(∆sp

i − c∆τ ps −∆msp
i −∆T sp

i −∆Ispi −∆M sp
i −∆ϵspi,si)

+
(∆sp

i − c∆τ ps −∆msp
i −∆T sp

i −∆Ispi −∆M sp
i −∆ϵspi,si)

2
.

(5.10)

In the scope of this chapter, Equation (5.4), Equation (5.7), Equation (5.10) are the

fundamental equations in the design process of the proposed spoofing detection algo-

rithms based on amounts of NS and NA. Once a set of hyperbola equations is created

with H equations, their joint solution with respect to (xi, yi, zi) provides a position of a

receiver in the (x, y, z) axis. In Figure 5.4 and Figure 5.5, exemplary position outcomes

are given when N = 5, and NA = 5 in (a) and NA = 4 (in other words NS = 1) in

(b). In these figures, the impact of a spoofing attack due to the additional time error

is clear in terms of the distance error.

5.4. Spoofing Detection Strategies

Since the impact of a spoofing signal is apparent in Figure 5.4 and Figure 5.5, this

difference can be utilized for designing a spoofing algorithm. In this thesis, we focus

on developing search-based spoofing detection algorithms with the help of hyperbola

equations for the V2X systems. In the case of a spoofing attack, the solution of a set

of hyperbola equations is notably different from the case when there is no spoofing,

as already explained. It should also be noted that the amount of the position error is

highly correlated with the additional time information error due to spoofing. In this

section, we primarily explain the sub-optimal search-based spoofing detection algorithm
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(Algorithm 1), which searches all possible numbers of spoofing signals. After that, a

more efficient version of this algorithm, which is named subset selection-based spoofing

detection algorithm (Algorithm 2), with the smart selection of the spoofing signal

subsets is given to reduce the complexity of Algorithm 1. Corresponding parameters

are given in Table 5.2.

Figure 5.4. The real and calculated vehicle positions using hyperbolic equations with

five authentic satellites.

Figure 5.5. The real and calculated vehicle positions using hyperbolic equations with

four authentic satellites and one spoofer.
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Table 5.2. The list of remaining parameters and the notation of Chapter 6 in addition

Table 3.1.

Notation Definition Condition

NM Subset of N with M elements

m
Required number of equations to detect NS spoofer

m =
∑0

NS=N

(
N
NS

)
(possible spoofing attacks)

m̄
Required number of equations to detect NS spoofer Equation (5.11), where

for sub-optimal spoofing detection algorithm Equation (5.12) is applied

g Index of subsets with M elements g = 1 . . .m/m̄

x0, y0, z0 Reference vehicle coordinates (0,0,0)

xg
c , y

g
c , z

g
c Calculated coordinates of gth subset

eg Error between (x0, y0, z0) and (xg
c , y

g
c , z

g
c )

e Error vector of the subset e = [e1, . . . , em]

H Number of hyperbola equations H ≥ 4

λ Detection threshold From the set Λ

di Local decision of the ith vehicle or RSU di ∈ {0, 1}

PD,i/PF,i Detection / False alarm rate of the ith vehicle or RSU 0 ≤ PD,i/PF,i ≤ 1

Ψdf Decision fusion methodology Ψdf ∈ {CV,CV R}

ϵb Binary symmetric channel error rate ϵb ∈ [0, 1]

5.4.1. Algorithm 1: Sub-optimal Search-based Spoofing Detection Algo-

rithm

The first proposed algorithm is based on a sub-optimally exhaustive search for

each number of possible spoofing signals. The working principle of Algorithm 1 is

creating subsets with M elements of available signals and deriving hyperbola equations

for each subset, as given in Figure 5.6. The pseudocode of the proposed sub-optimal

search-based spoofing detection algorithm is given in Figure 5.7, where the complexity

of this algorithm is calculated as O(n3
√
n).

As the first step, subset selection with M elements should be completed from

the NG available signals. After that, a set of hyperbola equations can be constructed

with H equations. Each equation from this set is derived for two randomly chosen

pseudoranges. The correct modeling of the hyperbola equations should be made by
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utilizing Equation (5.4), Equation (5.7), and Equation (5.10) based on the spoofed

and unspoofed pseudorange scenarios. Due to the randomness, we prefer to call this

algorithm a sub-optimal search-based spoofing detection algorithm. The detection

process is based on the comparison of the solutions of H equations for the subset size

M . The spoofing attack can be detected after thresholding a specific ratio. This ratio

equals dividing the mean of all solutions of the chosen subset to the minimum of the

same solutions. If any spoofer is not detected, the subset size is reduced as M = M−1,

and the algorithm operates in the same manner with smaller subsets until at least one of

the two following conditions is satisfied. The first condition is that spoofing is detected

for M ≥ 4. The second condition is M < 4, which means that there are not enough

signals in the subset to be solved with hyperbola equations.

Figure 5.6. The operation block diagram of spoofing detection module, which may

run both Algorithm 1 or Algorithm 2.

When Algorithm 1 ends without a spoofing detection, two possible outcomes can

be encountered due to the nature of the algorithm. The first one is that there is no

spoofing attack labeled as “all authentic”. The second possible outcome is that all the

possible signals are spoofed. The main reason behind this contrast is based on the

subtraction of the two pseudorange values given in Equation (5.1). When two spoofed

pseudorange values are subtracted, the additional spoofing errors in pseudorange values

given in Equation (3.9) are mostly disappeared. Hence, a positioning error is not

encountered. It can be considered a major drawback for our algorithm, but we assume

that at least one authentic GNSS signal is available thanks to other trusted V2X
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elements, e.g., an RSU, or improved receivers’ sensitivity, which provides the existence

of both authentic and spoofed signals in the wireless medium.

It should also be noted that symmetric spoofing attacker scenarios are observed.

These scenarios are with the symmetric amount of authentic and spoofing signals, e.g.,

NA,i = NS,j and NS,i = NA,j. Since these cases may result in a similar amount of

pseudorange time errors, they provide similar position information in terms of spoof-

ing detection. Hence, these symmetric spoofing tuples, e.g., (1, 7), (2, 6) are jointly

analyzed, as given in Table 5.3.

Figure 5.7. Pseudocode of sub-optimal search-based spoofing detection algorithm

(Algorithm 1).

An example operation of Algorithm 1 for N = 8 can be given as follows. If

there is a spoofer with the satellite index 1, e.g., s = 1, the solution of the hyperbola

equations for all the subsets with the satellite index 1 provides approximately similar

positioning coordinates. However, one subset, which is {2, 3, 4, 5, 6, 7, 8}, results in a
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distinct solution from the previous solutions in terms of magnitude. As a result, after

searching eight subsets with seven elements, we can realize that there is an additional

error due to a spoofing attack, as listed in Table 5.3. In another case, where there are

two spoofing signals, where s = 7 and p = 8, all the results for M = 7 provide simi-

lar positioning information based on the distance from the reference vehicle position.

When we decrease the size of the subset as M = 6, the solution of one of the sub-

sets, which is {1, 2, 3, 4, 5, 6} to be precise, is highly different from the other solutions.

Hence, we can again detect the spoofing attack after analyzing available 28 subsets

with 6 elements. This procedure can continue until M < 4. If all of the solutions for

each subset have the same degree of error to the reference vehicle position, no spoofing

attack is detected. In this case, further investigations are required, such as one of the

power tests that are proposed in the literature.

Table 5.3. m and m̄ values for sub-optimal search-based and subset selection-based

spoofing detection algorithms for N = 8.

Detection Algorithm 1 Algorithm 2

Capability (Sub-optimal search-based (Subset selection-based

(Number of Spoofing Detection) Spoofing Detection )

Spoofer) Subsets with M element m Subsets with M element m̄

1 or 7

All possible subsets

8 4
with 7 elements {1, 2, 3, 4, 5, 6}, {1, 2, 4, 5, 7, 8},

({1, 2, 3, 4, 5, 6, 7}, . . . , {1, 3, 5, 6, 7, 8}, {2, 3, 4, 6, 7, 8}

{2, 3, 4, 5, 6, 7, 8})

2 or 6 28

{3, 4, 5, 7, 8}, {2, 4, 5, 6, 8},

8
All possible subsets {2, 3, 5, 6, 7}, {1, 3, 4, 6, 8},

with 6 elements {1, 4, 5, 6, 7}, {1, 2, 6, 7, 8},

{1, 2, 3, 5, 8}, {1, 2, 3, 4, 7}

3 or 5 56

{1, 2, 3, 6}, {1, 2, 4, 7}, {1, 2, 5, 8},

14

All possible subsets {1, 3, 4, 5}, {1, 3, 7, 8}, {1, 4, 6, 8}

with 5 elements {1, 5, 6, 7}, {2, 3, 4, 8}, {2, 3, 5, 7}

{2, 4, 5, 6}, {2, 6, 7, 8}, {3, 4, 6, 7}

{3, 5, 6, 8}, {4, 5, 7, 8}

4
All possible subset

70
Not capable to

with 4 elements detect 4 spoofers
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Algorithm 1 is not simple in terms of computational complexity; hence, it may

be considered that it is not suitable for lightweight traffic elements due to searching

all possible spoofing signal numbers. To be clear, m values, which are the required

number of equations to understand the existence of spoofing signals are given in Table

5.3. As a result, Algorithm 1 is more suitable for devices with power connections or

large batteries. Since m values are increasing for such cases, the algorithm complexity

incrementally rises. In order to avoid this situation, a smart subset selection-based

version of this algorithm is proposed in the next section as Algorithm 2. It should be

reminded that Algorithm 1 does not search all possible pairs for the hyperbola equa-

tions. Instead, it searches all possible subsets with M elements but selects pseudorange

indices randomly.

5.4.2. Algorithm 2: Subset Selection-based Spoofing Detection Algorithm

Since there are many repetitive subsets and derivations of the same hyperbola

equations, efficient reusing the same subsets for multiple spoofing attack scenarios can

significantly fasten our detection algorithm, while decreasing the subset size. This

performance increase is also required to deploy in battery-limited devices and sensors.

In order to find the optimal usage of subsets, we first decrease the size of the

subsets from M −1 to M −2. After that, similar to Algorithm 1, a group of the subset

is listed. Instead of listing all the subsets with M − 2 elements, we try to find the best

group of subsets with m̄ elements as

m̄ =
N∑

NS=0

m̄(NS), (5.11)

where m̄(NS) is bounded as

⌈ (
M
NS
)

NS+1
⌉ ≥ m̄(NS) ≥

(M
NS
)−m̄(NS−1)

NS+1
for NS ≤ ⌈N

2
⌉

m̄(NS) = m̄(N −NS) otherwise.

(5.12)
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In Table 5.3, the proposed subsets are listed, while reusing the same spoofing

attack scenarios is tried to be minimized. It should also be noted that a different subset

selection can also be made. To avoid reusing, the subsets should be as orthogonal as

possible in the multi-dimensional plane.

When a previous example is studied for Algorithm 2, four subsets with six ele-

ments are sufficient to detect a spoofer. As shown in Table 5.3, the solution of the set

of hyperbola equations for the subset {1, 2, 3, 4, 5, 6} is highly different from the other

three subsets, when s ∈ {7, 8}. This subset can also be used when two spoofers are

indicated as s = 7 or p = 8. On the other hand, subsets with M = 5 elements are

required for most of the cases, e.g., s = 1 and p = 6. When compared with Algorithm

1, the number of subsets is dramatically reduced with a cost of non-capability of the

detecting spoofing attacks in case 4 attacker signals. Beyond this complexity reduction,

predefined sets can be utilized or similar sets with the same features can be easily se-

lected for real deployments of V2X applications to further performance enhancements.

A footnote is that the pseudocode of Algorithm 2 is almost identical to Algorithm 1,

except for the changes M = N − 2 at the first line, and m̄ instead of m.

5.4.3. Hybrid Spoofing Detection Methodology

Previously introduced spoofing detection algorithms are based on searching sub-

sets of the GNSS signals for the spoofing scenarios. As mentioned before, Algorithm

1 is power-hungry with an increased number of subsets compared to Algorithm 2,

whereas GNSS receivers are already extremely power-consuming [22]. Consequently,

these algorithms are diverse in terms of power and battery concerns. In addition, their

detection and false alarm rates of them vary, whereas the performance discussion will

be given in the next section. Hence, each algorithm has specific advantages and draw-

backs. In this case, a joint and a high-level hybrid operation of both algorithms can

be considered. Since RSUs are able to take advantage of running Algorithm 1 in terms

of a high detection rate, they can also inform nearby vehicles about the existence of

spoofers in the deployment area. Algorithm 2 should be preferred for the moving target
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vehicles with a low detection rate; however, RSUs in the close range should inform the

targets in a high-level hybrid operation model.

)))(((

Running Algorithm 1 or 2

Spoofing Detection Module

Device 4

(Battery-limited)

RSU - Device 1

(Power-connected)

Running Algorithm 1 or 2

Spoofing Detection Module Decision Fusion Module

Fusing with CVR / CR
d1

Running Algorithm 1 or 2

Spoofing Detection Module

Device 2

(Battery-limited)

d2 d4

d3

d2, d3, ... dICollecting and feeding

local decisions

Running Algorithm 1 or 2

Spoofing Detection Module

Device 3

(Battery-limited)

Binary

Symmetric

Channel

Figure 5.8. Hybrid spoofing detection operation of both of the proposed algorithms

based on power sources of the devices for I = 4.

The proposed high-level hybrid spoofing detection methodology is based on fusing

local decisions as given in Figure 5.8. After running one of the spoofing detection

algorithms, each battery-limited vehicle sends its decision di to the power-connected

RSU over an erroneous transmission channel, where the number of vehicles is I−1. The

interconnection between V2X elements can be completed with any of the existing V2X

communication technologies, which can be DSRC or LTE-V2X-based. At this unit,

the RSU fuses individual spoofing detection decisions including itself at the decision

fusion module, as shown in Figure 5.8. In the scope of this thesis, counting rule (CR)

and Chair–Varshney rule (CVR) are considered detection fusion methodologies, which

are well-known techniques in the literature [23,24], given as

ΨCR =
I∑

i=1

di

ΨCV R =
I∑

i=1

[
di ln

(
PD, i

PF , i

)
− (1− di) ln

(
1− PD, i

1− PF , i

)]
,

(5.13)

where PD,i and PF,i are the detection and false alarm rates of ith vehicle or RSU, respec-

tively. After running the fusion methodologies on a decision fusion module, spoofing

attacks may be effectively detected. In this case, the RSUs should also inform the
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nearby vehicles, which are located in the communication range with the deployed V2X

communication system. With this hybrid methodology, improvements in the detec-

tion rate with a low false alarm ratio are possible. In this methodology, the friendly

and trusted network elements, e.g., vehicles and RSUs, run the spoofing detection algo-

rithms based on their power connections or battery sizes in spoofing detection modules.

The communication between V2X elements can be provided with DSRC or LTE-V2X

technologies with encrypted signals.

5.5. Simulation Results of Spoofing Detection Algorithms

The impacts of mobility in V2X communication systems are significant; hence,

these impacts should be considered in our spoofing detection methodology, as the

Reviewer suggested. In the literature on GNSS spoofing, mobility is not yet deeply

studied. Therefore, as a reference model, we prefer to pursue the multipath error

models in the urban environment for pseudoranges when the target vehicle moves at

50 km/h speed [91]. In this study, the position errors are mostly observed in terms

of a few meters. In another study [92], which also utilizes [91] as the reference model

for pseudorange error, they prefer the chosen error variances as 20m in the Gaussian

distribution error model with non-zero mean. In our pseudorange model, we have

modeled the mobility-based errors are also in Gaussian distribution with zero means

and σ2
m variance. In the extended simulations, the value of σ2

m is chosen between 0m

and 20m to understand the impact of mobility on the performance of our proposed

spoofing detection algorithms.

The performances of the discussed spoofing detection algorithms are investigated

with MATLAB simulations for N = 8. Hence, the number of spoofing signals is pos-

sible for the following condition NS ∈ {0, 1, 2, . . . , 8}. During the simulations, follow-

ing parameters are diversified as ∆ts ∈ T = {10−1, 10−2, 10−3, 10−4, 10−5, 10−6, 10−7},

σ2
si ∈ S = {0m, 50m, 100m, 200m}, and σ2

m ∈ P = {0m, 5m, 10m, 20m} with re-

spect to pseudorange error models of moving vehicles [91, 92]. The set of atmo-

spheric and multipath errors are σ2
i ∈ I = {0m, 3m}, σ2

t ∈ ξ = {0m, 20m}, and
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σ2
mp ∈ ζ = {0m, 60m, 150m} based on the observational errors in the literature, where

tropospheric, ionospheric, and multipath errors are modeled up to 3m, 20m, and 150m,

respectively [37–40,93]. The simulations are completed for at least 4×105 sets of equa-

tions for each ∆ts. These sets of equations include both spoofing and unspoofing

scenarios for each algorithm. In the simulations, the set of GPS satellites is predefined;

hence, GPS signal selection is random.
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Figure 5.9. Average position error of proposed algorithms, Algorithm 1: sub-optimal

search-based detection algorithm and its efficient version, Algorithm 2: subset

selection-based detection algorithm for a various number of spoofers and chosen

additional spoofer time error.

The performance of the algorithms is four-fold. In the first part, we compare Al-

gorithms 1 and 2 in terms of their capabilities. Secondly, these algorithms are compared

in terms of spoofing detection and false alarm rates for chosen detection threshold, λ,

values. We evaluate the optimum value of λ for both algorithms by investigating the

Pareto front with respect to spoofing detection and false alarm rates. In the third

part, these algorithms are compared for chosen λ values with the detection-tree ML

algorithm. Finally, the impacts of mobility and spoofing imperfections are discussed
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in our spoofing detection algorithms. Before going into details of the simulation re-

sults, comparison motivation with the selected thresholds and with the decision-tree

ML algorithm is explained in the next subsection.

Since our main strategy to detect spoofing attacks in V2X systems is based on

searching for possible attack scenarios, machine learning algorithms may also be uti-

lized. In the proposed spoofing detection algorithms, one of the main challenges is

the value of the detection threshold λ. In Figure 5.9, the distance-based distinction

can be intuitively made. However, this approach may not be sufficient when the attack

scenario is not known. Hence, the selection of the λ for the detection is required for the

generalized attack scenarios. In the literature on spoofing detection, there are various

metrics that allow authors to evaluate the performance of the proposed algorithms.

Some of these metrics can be listed as root mean square, detection delay, detection

rate, and positioning error. In the submitted manuscript, we prefer to evaluate our

spoofing detection algorithms with detection rate, and false alarm rates, which are very

common in the literature [61, 94]. In order to find the best detection thresholds that

optimize these metrics, the Pareto front is plotted with respect to detection and false

alarm rates. With this approach, we have chosen better detection thresholds, and then

the performance improvement of the spoofing detection algorithms is observed, espe-

cially in terms of false alarm rates. However, it should be reminded that the selection

of the detection threshold is one of the parts of applicability in V2X. In real systems,

the proper spoofing detection algorithms should be selected based on the power and

complexity requirements of V2X elements. After the selection of the algorithm, the

threshold can be fine-tuned to improve performance.

The Pareto front curves of the proposed algorithms are given in Figure 5.10. In

this figure, the spoofing detection and false alarm rates of algorithms are plotted with

respect to each other to find the best λ value with high detection and low false alarm

rates. As readers may observe, the curves move to the left side of the figure when ∆ts

decreases. The reason is that the spoofing error leads to less positioning error with

low ∆ts, as shown in Figure 5.9. Since there is no perfect threshold for each value
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of ∆ts, we choose the λ values, which are close to the lower turning points with high

detection and low false alarm rates on the figure. As a result, the detection threshold

λ is chosen in the set λ = {7.5 × 105, 106, 2.5 × 106} based on the average distances

between spoofed and unspoofed cases.
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Figure 5.10. Pareto front curves of the spoofing detection algorithms with respect to

spoofing detection rates and false alarm rates for additional spoofing time error

∆ts ∈ T = {1s, 0.1s, 10ms, 0.1ms, 10µs}.

5.5.1. Comparison with Detection Thresholds and the Decision-tree Ma-

chine Learning Algorithm

With the help of decision-tree algorithms, proposed detection algorithms can be

deployed with trained data for multiple attacking scenarios. This type of algorithm is

well-suited to overcome the adjustment of the detection threshold issue since the aim is

to classify the solution of the hyperbola equation as spoofed or unspoofed based on the

training data. Another challenge is the number and size of subsets for the increasing

number ofNG. In this case, the algorithmic complexity is a challenge for deployments in

lightweight devices. With an ML-based decision tree algorithm, calculated solutions of

the hyperbola equations can be classified without assigning the best decision threshold.
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In the scope of this thesis, the training and ML model development is completed

with the classification learner application of MATLAB. During the training process,

the half of solutions of the hyperbola equations, which are obtained with MATLAB

simulations, are utilized as the training dataset. Hence, the other half of the dataset

is used as the control group.

5.5.2. Simulation Results

In Figure 5.9, the error performances of the proposed algorithms are compared.

It can be seen that the error performances of these algorithms are very similar. As

we already discussed, these algorithms are not capable of distinguishing the cases all

signals are spoofed; or there is no spoofing attack. Besides, calculated average position

errors are not distinct when the spoofing error is less than 10−5s. As a result, the

proposed algorithms are not able to detect spoofing attacks with very small spoofing

time errors. It should also be noted that these figures do not guarantee that these

algorithms are replaceable since they are compared for only average position error.

Therefore, spoofing detection rates should be analyzed.

0.1s 0.01s 1ms 0.1ms 0.01ms 1  s 0.1  s

Additional Spoofer Time Error

0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

S
p

o
o

fi
n

g
 D

e
te

c
ti
o

n
 R

a
te

Sub-optimal  Algorithm  = 7.5e5

Sub-optimal Algorithm  = 1e6

Sub-optimal  Algorithm  = 2.5e6

Subset Selection Algorithm  = 7.5e5

Subset Selection Algorithm  = 1e6

Subset Selection Algorithm  = 2.5e6

ML Decision Tree Algorithm (Sub-Opt. Algorithm)

ML Decision Tree Algorithm (Subset Selection Algorithm)

Figure 5.11. Spoofing detection rates of the detection algorithms.
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Figure 5.12. False alarm ratios of the spoofing detection algorithms.

The performance of the algorithms is given for a variety of the detection thresholds

in Figure 5.11 with their false alarm ratios in Figure 5.12. In these figures, determined λ

values are also compared with the ML-based detection tree algorithms. It can be easily

observed that Algorithm 1 provides a better detection rate compared to Algorithm 2

when ∆ts is large enough. These two algorithms perform similarly when ∆ts decreases

in terms of detection rate. These outcomes are contrary to the primary observations

given in Figure 5.9. The reason is that the proposed set of subsets given in Table

5.3 is not able to solve all the attack scenarios with 4 spoofers. However, it tends

to have a considerable false alarm ratio. The false alarm rate of Algorithm 2 is far

better than Algorithm 1 in most cases thanks to the smart selection of the subsets

during the detection process. It should be remembered that both of these algorithms

are not able to distinguish all-spoofed signals and no spoofing signal cases that may

reduce the performance of the algorithms. Beyond these two proposed algorithms, the

performance of the ML algorithm provides the best false alarm rates, while satisfying

high detection rates for high ∆ts and similar performance with the other algorithms

for low ∆ts values with the subset selection-based algorithm.
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Figure 5.13. Spoofing detection rates of the detection algorithms with respect to

mobility and spoofing imperfection errors comparing to reference values, which are

firstly given in Figure 5.11 for ∆ts ∈ {0.1s, 1ms} and λ ∈ {7.5× 105, 106}.

In Figure 5.13, and Figure 5.14, the impacts of mobility and spoofing imperfec-

tion errors on spoofing detection and false alarm rates of both algorithms are given,

respectively. When the spoofing time error is high, e.g., ∆ts = 10−1s, the spoofing

detection rate does not change drastically, as shown in Figure 5.13. On the other

hand, the impacts of these errors are visible in case the spoofing time error is low,

e.g., ∆ts = 10−3s. Compared to the reference values of σ2
m = σ2

si = 0, the spoofing

detection rate increases with higher error variances. In addition, the false alarm rate

is negatively affected when the error variance of mobility increases, as shown in Fig-

ure 5.14. This fashion is expected to be observed because unspoofed scenarios may

be considered spoofed due to additional mobility terms, which leads to the erroneous

receiver position. Besides, when only spoofing imperfections are considered, the false

alarm rates are not negatively influenced.

The performances of spoofing detection algorithms are evaluated in Figure 5.15

with respect to considered spoofing types in the system model, which are ground-
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located, UAV, HAPS, and LEO satellite spoofers. In the simulations, the additional

atmospheric, multipath, and mobility-related errors are studied based on the spoofers’

position, where the error parameters are given in Table 5.4. The results show that the

spoofing detection rates increase when the attacker moves away from the target receiver.

In these cases, the received spoofing signals are noisier compared to the ground spoofer;

therefore, it is easier to detect spoofing signals. Contrary, the false alarm rates tend

to rise due to the high amount of total noise in the system. In summary, the detection

mechanisms lean to be completed with spoofing decisions because of the increased

amount of total noise, and it is harder to distinguish unspoofed cases.

m

2
 = 0   

   
si

2
 = 0

m

2
 = 10   

   
si

2
 = 0

m

2
 = 10   

   
si

2
 = 50

m

2
 = 0   

  
si

2
 = 100

m

2
 = 5   

   
si

2
 = 100

m

2
 = 10   

   
si

2
 = 100

m

2
 = 20   

   
si

2
 = 100

m

2
 = 10   

   
si

2
 = 200

Mobility and Spoofing Imperfection Errors

0

0.05

0.1

0.15

0.2

0.25

0.3

0.35

0.4

0.45

0.5

F
a

ls
e

 A
la

rm
 R

a
te

Algorithm 1  = 7.5e5, t
s
 = 0.1s

Algorithm 1  = 1e6 , t
s
 = 0.1s

Algorithm 2  = 7.5e5, t
s
 = 0.1s

Algorithm 2  = 1e6, t
s
 = 0.1s

Algorithm 1  = 7.5e5, t
s
 = 1ms

Algorithm 1  = 1e6 , t
s
 = 1ms

Algorithm 2  = 7.5e5, t
s
 = 1ms

Algorithm 2  = 1e6, t
s
 = 1ms

Reference

Values

Figure 5.14. False alarm rates of the detection algorithms with respect to mobility

and spoofing imperfection errors comparing to reference values, which are firstly

given in Figure 5.12 for ∆ts ∈ {0.1s, 1ms} and λ ∈ {7.5× 105, 106}.

Table 5.4. Error Parameters for various spoofing attacks.

Error Parameter Ground-located UAV HAPS LEO Satellite

σ2
t 0m 0m 3m 3m

σ2
i 0m 0m 20m 20m

σ2
m 0m 20m 20m 20m

σ2
mp 0m 0m 60m 200m
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Figure 5.15. Spoofing detection rates of the detection algorithms with respect to

spoofer types, which can be ground located, UAV, HAPS, or LEO satellite spoofers.

5.5.3. Decision Fusion for Hybrid Decision

As previously explained, a high-level hybrid approach can be applied to our sys-

tem model with the help of decision fusion methodologies. In order to evaluate the

efficiency of the hybrid approach, two different decision fusion methodologies are ap-

plied. The determined methodologies, which are CR and CVR, respectively, given in

Equation (5.13), Equation (5.13), are simulated for I ∈ {2, 3}. In these simulations,

i = 1 represents a power-connected RSU with a decision fusion module by running

Algorithm 1 for ∆ts = 0.01 ms. The transporting vehicles are indexed as i ∈ {2, 3},

while these vehicles run Algorithm 2. Since vehicles suffer from mobility impacts on

positioning, σ2
m ∈ {10m, 20m} is assumed when i ≥ 2. The erroneous transmission

medium is modeled as a BSC with error probability ϵb since BSC can be easily applied

for binary information. The simulations are repeated for various error rates, where

ϵb ∈ {0, 0.15, 0.3}. In Figure 5.16, the simulation results of hybrid spoofing detection

are given. As a reminder, in this section, we only assume ground-located spoofers.
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Figure 5.16. Spoofing detection and false alarm rates of CV and CVR are compared

respective sole use of Algorithm 1 and Algorithm 2. Simulations are extended for

I = 2 and I = 3 when three possible BSC errors.

The simulations on the performance of decision fusion methodologies show that

detection rates tend to increase when multiple decisions are fused with the help of

CR and CVR. As expected, the detection rates decrease when ϵb increases. On the

other hand, the performance of the false alarm rates does not behave similarly to the

decision fusion methodologies. In terms of false alarm rates, CR does not provide

additional benefits, especially when ϵb increases. Fortunately, even if ϵb increases,

CVR performs more effectively, where CVR satisfies lower false alarm rates than CV.

Another observation is that CVR performs better with I = 3 agents than I = 2. This

demonstrates that spoofing detection performance improves when more agents are part

of the hybrid spoofing detection implementation. Overall, the readers may observe that

fusing decisions with CVR are beneficial compared to running solely Algorithm 1 or 2

to detect GNSS spoofing attacks.
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6. CONCLUSION

Within the IoT concept, CPS offer a great variety of applications, and these ap-

plications can be implemented with 5G and its successors. In the future, 6G will offer

a new class of CPS applications (e.g., augmented reality, virtual reality, or holographic

telepresence), but today’s main applications of CPS are V2X, industrial wireless sen-

sor networks, smart grids, and smart healthcare applications. In this thesis, we first

evaluate the challenges, requirements, and security aspects of these applications with

a novel flower approach. Each flower is a graphical illustration of diverse applications

with various needs. The length of the roots is determined based on the extremeness

of the operational requirements. As we also focus on the security aspect, the roots

also represent security needs against attackers, which are harmful insects. There are

numerous distinct sub-applications of each primary use of CPS; therefore, this garden

may have thousands of distinguished flowers.

From this large garden, we focus on security issues in V2X applications in our

system model. At this point, our focal points are spoofing and eavesdropping at-

tacks, which may be very critical and lead to privacy leaks, system interruptions, and

even life-threatening conditions. In order to fail the eavesdropper, a relay-aided error

vector injection-based security enhancement mechanism is proposed for chosen FEC

codes, which are Reed-Solomon, Golay, and Hamming codes. Security capability of

the proposed system model is analyzed by evaluating the decoding error probability of

an eavesdropper. Observed results on system performance, which are found via both

simulations and analytical expressions, show that the number of significantly noisy

channels between relays and Eve helps to achieve advanced security. Moreover, FEC

codes help to provide error-free communication with Bob for an increased number of

bit errors within the limit of decoding capability of FEC codes.

In order to mitigate spoofing attacks against satellite-based positioning systems,

we consider a novel V2X system model, where not only ground spoofers but also aerial
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spoofers are part of the network. Another significant contribution is that there are

authentic GPS signals in addition to spoofing signals, while it is generally assumed that

all the positioning signals are spoofed in the literature. Under these circumstances, we

propose two spoofing detection algorithms. Firstly, we design Algorithm 1, which sub-

optimally searches for subsets of the available signals at target vehicles. Due to the

complexity and power consumption issues, this algorithm is improved by intelligently

selecting subsets by reusing derived hyperbola equations in Algorithm 2. The results

show that discussed algorithms have strong and weak features. Algorithm 1 provides

a sufficient amount of detection rate; however, it has high complexity and false alarm

ratio-based issues. Algorithm 2 has the lowest successful detection rate, but it has a low

false alarm rate in most cases compared to Algorithm 1. It also has a complexity and

power consumption advantage against Algorithm 1. Therefore, Algorithm 2 is more

suitable for battery-limited lightweight devices in V2X systems. Besides, a supervised

learning-based ML-supported detection algorithm is studied, and compared with the

proposed detection thresholds. Even though an ML-based decision tree algorithm

provides similar detection rates to Algorithm 2 with low ∆ts, it has very low false

alarms. Hence, the selection of the algorithm is based on the V2X applications, the

number of trusted authentic GPS signals, and the transmission environment. Besides,

the mobility of a vehicle improves the detection performance of the algorithms, while

it leads to higher false alarm rates. On the other hand, spoofing imperfections do

not negatively affect false alarm rates in addition to improved detection performance.

Beyond the conventional approach, we also consider aerial spoofers in our system model.

These attack types are analyzed with additional atmospheric errors due to the high

altitude of HAPS and LEO satellite spoofers. The results indicate that the proposed

spoofing algorithms have high detection rates against these spoofers; however, they

also result in increased false alarm rates due to significant noise.

In the scope of this thesis, fundamental hybrid spoofing detection methodology

is discussed based on decision fusion methodologies. As discussed before, the perfor-

mance of CV and CVR methodologies are compared with the sole use of Algorithm 1

and Algorithm 2, and it is shown that deploying CVR is more beneficial than single
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algorithm operations. We believe that the implementation of CVR in dense deploy-

ments provides more success in terms of detection and false alarm rates. However,

a hybrid implementation may not be possible all the time. Hence, Algorithm 1 may

have to run on an agent without the cooperation of other agents on remote and less

frequently-used roads. Similarly, each roadway may not have RSU infrastructure. As

a result, Algorithm 2 should solely operate in battery-limited devices without RSU

cooperation. Hence, the sole operations of the proposed algorithms are significant even

if hybrid spoofing detection can be utilized in more dense deployments.

Beyond the hybrid approach, the individual performance of the proposed algo-

rithms may not be sufficient for attack scenarios, e.g., all signals are spoofed cases. Our

algorithm needs improvement, especially for all-spoofed signaling scenarios. In this

case, a suitable detection mechanism should be integrated, e.g., pseudorange-based

spoofing detection with multiple receivers. Besides, Algorithm 2 has lower spoofing

detection capability due to the reduced size of subsets. The loss of this capability sig-

nificantly impacts the spoofing detection rate; the design of the subsets can be adjusted

without the loss of detection capability.
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