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ABSTRACT

DEPLOYMENT QUALITY MEASURES
IN SURVEILLANCE WIRELESS SENSOR NETWORKS

Surveillance wireless sensor networks are deployed at border locations to detect
unauthorized intrusions. For deterministic deployment of sensors, the quality of de-
ployment can be determined sufficiently well by analysis in advance of deployment.
However, when random deployment is required, determining the deployment quality
becomes challenging. To assess the quality of sensor deployment, appropriate measures
must be proposed. Determining the required number of sensors to be deployed initially
is a critical decision. After deployment, temporal changes in the surveillance quality
as the sensors die in time must be analyzed. The network lifetime definition must

consider the surveillance performance of the network.

In this thesis, to analyze the surveillance performance of the network, we propose
deployment quality measures. We discuss the trade-off between the number of sen-
sors and the deployment quality. We formulate the weakest breach path problem, and
propose a method to determine the required number of sensors to be deployed. We
propose the utilization of the watershed segmentation on the iso-sensing graph that
reveals the equally sensed regions of the field of interest in a surveillance application.
The watershed segmentation algorithm is applied on the iso-sensing graph to identify
the possible breach paths. An algorithm is proposed to convert the watershed seg-
mentation to an auxiliary graph which is then employed to determine the deployment
quality. The surveillance quality is verified analytically. The temporal resilience of the
surveillance quality is analyzed with a realistic discrete event simulator, and network

lifetime definitions based on the deployment quality measures are proposed.



OZET

KABLOSUZ ALGILAYICI AGLARDA GOZETIM
KALITESI OLCULERI

Kablosuz algilayici aglar siir bolgelerinde izinsiz sizmalart sezmek icin kul-
lanilabilir. Algilayicilarin diizenli olarak yerlestirildigi aglarda, gozetim kalitesi 6nceden
analiz edilebilir. Eger algilayicilar sinir bélgesine rasgele dagitiliyorsa, konuglandirma
kalitesini belirlemek zordur ve uygun olgiiler kullanmak gerekir. Baglangicta konuglandi-
rilacak algilayici sayisini belirlemek kritik bir tasarim kararidir. Zaman icinde algilayici-
lar oldiikge, konuslandirma kalitesinin degisimini incelemek gerekir. Sebekenin 6mri

gozetim kalitesine bagh tanimlanmaldir.

Bu tezde, kablosuz algilayic1 aglarin gozetim kalitesini analiz etmek icin Olgiitler
onerilmekte ve konuslandirilacak algilayici sayisi ile arasindaki iligki incelenmekte-
dir. En zayif sizma yolu problemi tanimlanarak belli bir gozetim kalitesi i¢in gerekli
algilayict sayisini hesaplamak i¢in yontemler onerilmektedir. Es-sezme cizgesi bir bolge-
deki egit sezme olasiliklarini gosterir ve tizerine bosgaltma havzasi kesimleme teknigi
uygulandiginda ortaya c¢ikan cevre hatlari olasi sizma yollarimi gosterir. Bu tezde,
gozetim kalitesini hesaplamak icin olasi sizma yollarindan olusturulan ¢izgeyi kullanan
bir yordam onerilmektedir. Gozetim kalitesi analitik olarak dogrulanmakta ve zaman
iginde degisimi gercekci bir benzetim modeli ile analiz edilmektedir. Gozetim kalitesine

bagli sebeke omrii tanimlar1 6nerilmektedir.
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1. INTRODUCTION

1.1. Wireless Sensor Networks

A wireless sensor network (WSN) is comprised of small and low-cost sensors with
limited computational and communication power. The objective is sensing the envi-
ronment and communicating the information to the base station. The WSN consists of
autonomous nodes using sensors to monitor physical or environmental conditions, such
as temperature, pressure, motion [1]. The development of wireless sensor networks
was originally motivated by military applications such as battlefield surveillance. In
addition to one or more sensors, each node is equipped with a wireless communications
device and a battery. The base stations (sinks) in a WSN act as a gateway between sen-
sor nodes and the end user and have more computational, energy and communication

resources. The characteristics of a WSN are [2-5]:

e The nodes are small,

e The nodes are power-limited,

e Node failures are common,

e Network topology is dynamic,

e The scale of the deployment is large,

e Unattended operation is required.

Many areas of employment are envisaged for WSNs ranging from the monitoring
of endangered animals populations to military surveillance. For example, in a vineyard
in Oregon, embedded sensors monitor temperature. One minute and hourly mini-
mum/maximum temperature readings are recorded [6]. On Great Duck Island off the
coast of Maine, a sensor network monitors the light, temperature and barometric pres-
sure of the nesting grounds of seabirds and communicates to the control center [7,8].
With minimal human disturbance, biologists observe the seabirds and protect habitat.
Furthermore, sensors tract the stresses on the Golden Gate Bridge in San Francisco

and how much the bridge sways from side to side. Structural integrity weaknesses are



monitored in real time in case of natural disasters such as an earthquake [9]. Detailed

reviews of various WSN applications can be found in [10-16]

1.2. Surveillance Wireless Sensor Networks

In this thesis, we concentrate on surveillance wireless sensor networks (SWSNs)
whose duty is intrusion detection in applications such as border surveillance against
penetration by hostile elements or perimeter protection. Sensors are deployed to a
region, they wake up, organize themselves as a network, and start sensing the area
for intrusion. When a sensor detects an intrusion, the event is communicated to the
sink node so that an appropriate action is taken. The SWSNs are designed such that
the intrusion detection probability is maximized while maintaining a long network
lifetime. Such performance constraints reflect in the quality of sensor deployment and
we need meaningful measures to assess the quality. It is hard to define a metric that
is independent of the type and variety of the sensors, the number of sensors deployed,
the deployment scheme and the characteristics of the target and the environment. For
example, the detectability in a geography that is harsh and nonuniform in shape will

be lower than that in a plain for fixed number of sensors.

The major differences of the wireless sensor networks from other legacy wireless
networks are: Large number of sensor nodes are densely deployed providing high re-
dundancy. Power is the bottleneck attribute of the sensors, the sensors die if their
batteries drain. The sensor nodes are very prone to failures and the topology of the
network changes frequently. The computational and communication capabilities of the
sensors are very low and unattended operation during the network organization phase
is required. The sensor nodes communicate intermittently. The WSNs are mostly

data-centric and the accuracy of the readings changes during the lifetime.

Suppose that a section of a border or perimeter is to be monitored against unau-
thorized intrusion and the terrain is rough. Surveillance tasks may involve risks for
humans in which case unmanned mission accomplishment is more desirable. Deploying

a wired network infrastructure on the field is usually difficult. The WSN paradigm



offers an easy and rapid alternative for building a network. Dense deployment is pre-
ferred to ensure robustness. For example, the sensors can be dropped on some region
of interest by an aircraft. Nodes organize themselves to build up a network, medium
access and network layers are configured dynamically on the run, and the network
becomes operational. A sleep schedule may be established adaptively to decrease the

power consumption.

A SWSN may be employed in a wide range of places such as country borders,
wildlife parks, embassies, factories. Example scenarios are depicted in Figure 1.1. The
particular application will dictate a certain cost of a false alarm. For example, when a
house or a factory is to be monitored for intrusion detection, the cost of a false alarm
is relatively low. On the other hand, when the perimeter security of some mission-
critical location such as an embassy or a nuclear reactor is to be ensured, a false
alarm might trigger the transportation of special forces and/or personnel of related
government agencies to the secured area, as well as the evacuation of residents in the
surrounding neighborhoods, driving up the financial and personnel costs to confidence-

shaking levels.

, Sensor i
N s
- - :

(a) Random deployment (b) Uniform deployment

Figure 1.1. If the sensors are spread from an aircraft that flies over the middle of the
field, then most of the sensors will fall on the trajectory, and a few will end up apart.
In (a), the bottom locations are occupied by more sensors. If deterministic

deployment is applicable, then sensors can be deployed uniformly such as shown in (b)



The detection of intrusions through a country’s borders is a significant military
application where interesting challenges related to SWSN design may exist. The border
to be monitored may be a huge area where the width is smaller than the length. The
area need not be a straight line either, and there may be curling regions. The altitude
may vary significantly. Moreover, some natural obstacles such as a river or a lake may
exist within or along the border (see Figure 1.1(a)). Depending on the sensing range,
the number of sensors and deployment scheme, the sensing coverage of the SWSN
may have gaps. In case of a country border which might be hundreds of kilometers
long, the surveillance area may be segmented to deal with complexity before deploying
the sensors to the field. Furthermore, for emergency situations, each segment may be
monitored by a different control center. The segmentation can be carried out according

to the geographical properties of the border such as topology and altitude.

1.3. Motivation, Addressed Problems and Contributions

Wireless sensor networks are appropriate tools to monitor an area for surveillance.
The primary challenges in building a surveillance wireless sensor network pertain to the
decisions to be considered while deploying the sensors. Depending on the range and the
number of sensors, the sensing coverage area of the SWSN may contain breach paths.
The term quality of sensing (QoS) signifies how well a sensor network covers a region
and senses phenomena of interest such as the presence of an unauthorized intruder.
The probability of detecting a target traversing the region gives precious insight about
the QoS provided by the network. When analyzing the QoS, a unified approach is
necessary because of the various distinct types of sensors that may be collaborating.
Considering the surveillance applications, if the goal is to detect unauthorized access
to a secured region, the probability of intrusion detection is a plausible performance

measure for sensors of the acoustic or the sonar kind, for instance.

Once some set of sensors is deployed, how will one be sure that the deployment
provides the necessary security level? To analyze if the requirement is met, one needs
measures that represent the quality of the deployment, which is directly related to the
sensing coverage of the network. The QoS performance of the SWSN can be further



improved by using data/decision fusion techniques. The SWSN must be able to adapt
to the changing network and environment conditions. Because intrusions are usually
detected by several sensors, highly-reliable intrusion information can be derived by

means of cooperation among the sensor nodes.

Depending on the deployment style, the coordinates of the sensor node locations
may follow a distribution such as the Gaussian. For example, if the sensor nodes
are dropped from an aircraft that flies over the middle of the field, then most of the
sensors will fall somewhere close to the middle, and a few will end up far away (see
Figure 1.1(a)). Considering the surveillance applications, the geographical properties
of the field, such as the altitude, may affect the deployment, as well. If the field is a
narrow canyon, the bottom locations will be occupied by more sensor nodes. These
problems require analysis of non-uniform deployment. For fields that are irregular in
shape, rigorous analysis is required to reach a stronger conclusion about the effects of
random and deterministic deployment strategies. When obstacles exist in the field, a
line-of-sight problem arises. Some parts of the field cannot be monitored because the
sensor nodes may not be able to detect the phenomenon due to the lack of a direct view.
It is hard to define a metric that is independent of the type and variety of the sensors,
the number of sensor nodes deployed, the deployment scheme and the characteristics

of the target and the environment.

For surveillance wireless sensor networks, depending on the sensing ranges and
coverage schemes of the sensors, as well as the deployment-density of the network,
the sensing coverage area may contain breach paths. The probability that a target
traverses the region through the breach path gives insight about the level of security
provided by the SWSN. Considering SWSN, some of the design challenges may be
listed as follows: How many sensors are to be deployed to provide a required security
level [17]?7 How could the sensor detection be modelled and how is the sensing cover-
age determined? What are the effects of geographic properties of the field on target
detection? How should the sensors be deployed in the region [18]7 What is the weakest
part of the coverage and how can the breach paths be discovered [19-21]7 How could

the false alarms be minimized and the decisions be improved about target detection



considering collaboration? What are the effects of the signal properties on the sensing
coverage? What is the impact of sensor scheduling on the sensing coverage [22-24]?
Non-communicating sensors are useless; what should the effective communication and
sensing ranges of the sensors be [22,25]7 Should incremental deployment be consid-
ered [26]7 In this thesis, we analyze some of the above challenges, and propose methods
to determine the required number of sensor nodes to provide a predetermined security
level that is defined with the breach detection probability of an unauthorized target
passing through the field.

The network lifetime is directly related to the energy resources of the sensor nodes
and can be extended by energy-aware protocols. Network failure, partial or wholly, may
not only be due to the power exhaustion of the sensor nodes. A group of sensor nodes
may be intentionally destroyed, leading to area failures in a SWSN which must be
studied along with the failure distribution of power-deprived sensors. The effect of the
sensor failures on the QoS is an open research topic. Since sensor failures are common,
fault tolerance of the network should be investigated because loss of individual sensor
nodes or a group of sensor nodes should not hamper the task accomplishment of the

network.

After defining the challenges of the surveillance wireless sensor networks briefly,

the addressed problems and the contributions in this thesis are:

e After deploying sensors to a field, the sensing coverage may bear sensing holes
or breach paths. In this thesis, we define the weakest breach path problem. The
least secure path that a target may follow is referred to as the weakest breach
path. The solution is provided to the weakest breach defined as an optimization
problem which may be represented as a linear program (Chapter 2).

e The primal functionality of the SWSN is to sense the environment to detect
unauthorized traversals. Hence, analysis of the quality of the deployment is the
main problem addressed in this thesis. We propose various deployment quality
measures. These measures are based on probabilistic sensor models. Many factors

have an impact on the deployment quality. The analyzed factors that affect the



deployment quality are: sensor decision fusion, deployment schemes, obstacles in
the field, non-uniformity of the field shape (Chapter 3).

e Before deploying the sensors to a field, determining the required number of sensors
is an open research topic. An analytical deployment quality measure is developed
to determine the required number of sensors before deployment. Furthermore, the
redundancy in terms of sensing and communication functionalities of the sensor
nodes are analyzed (Chapter 4).

e Although the SWSNs are equipped with energy-efficient devices and protocols,
the sensors die when their power diminishes. The lifetime of the network is mostly
based on the dead sensor ratio. However, as long as the primary functionality is
carried out, the SWSN can be considered operational. The effect of the disposed
sensors on the deployment quality is analyzed during the lifetime of the network.
And the network lifetime is defined based on the deployment quality measures.
Deploying only the required number of sensors without redundancy to provide the
initial deployment quality threshold is the best strategy in terms of the network
lifetime (Chapter 5).

1.4. Literature Review

Since sensors may be spread in an arbitrary manner, one of the fundamental
issues in a wireless sensor network is the coverage problem. In general, this reflects
how well an area is monitored or tracked by sensors. Due to the large variety of sensors
and applications, coverage is subject to a wide range of interpretations. In general,

coverage can be considered as the measure of quality of sensing of a sensor network.

The coverage problem in wireless sensor network is defined as to place sensor
devices in the field-of-interest so that the entire area is covered in [27] and reduced to
two sub-problems: floor-plan and placement. The floor-plan problem is to partition the
service area into well-defined geometric cells, where the placement problem is to assign
the sensor devices into a set of cells. The proposed model transforms the search space

from a continuous into discrete and reduces the complexity of the coverage problem.



In [28], the authors formulate the coverage problem as a decision problem, whose
goal is to determine whether every point in the field-of-interest of the sensor network
is covered by at least K sensors, where K is a given parameter. The sensing ranges
of sensors can be unit disks or non-unit disks. The authors present polynomial-time
algorithms, in terms of the number of sensors, to analyze the sensing coverage. With the
proposed techniques, insufficiently covered areas in a sensor network can be determined,
fault-tolerant capability in hostile regions can be enhanced, and energies of redundant

sensors in a randomly deployed network can be conserved.

In a SWSN, the region to be monitored may be a large perimeter that might
be several kilometers. Before deploying sensors in the field, the perimeter may be
segmented to deal with the complexity. Segmentation can be done according to the
environmental properties of the perimeter such as altitude and topography. Segmen-
tation is beyond the scope of this thesis, and we deal with a single segment. Obstacles
in the field have a significant impact on the sensing performance. In [29], a field model
that includes obstacles is proposed, where the deployed sensors have various randomly
distributed sensing ranges and are mobile to recover from the individual node fail-
ures. Sensing coverage is generally calculated by using a grid-based field model [19,20].
The positions of the sensors influence the sensing coverage [21]. In general, dense and
highly redundant sensor deployment is preferred to ensure robustness. A probabilistic
approach is presented for determining the number of sensors necessary to operate at
a desired probability of detection with and without considering the sensor correlations

in [17] and [30], respectively.

Most of the time, the area under investigation is irregular in shape. The field
to be monitored is usually narrow and long in perimeter security applications. Thus,
non-uniform deployment may be necessary. He et al. provide the lessons-learned from
a running energy-efficient surveillance wireless sensor network [31]. One of the most
significant conclusions of that work is that the sensor nodes generate false alarms at a
non-negligible rate. They categorize the false alarms into transient and persistent ones.
It is concluded that an exponentially weighted moving average on the sensor node is

sufficient to eliminate transient alarms. To overcome the individual persistent false



alarms, in-network aggregation is proposed. In the worst case, the spatial-temporal
correlations of the alarm reports at the sink should be analyzed. This conclusion

suggests the SWSN performance evaluation must take into account the false alarms.

In [32], Megerian et al. define the worst and the best case coverage of a WSN when
homogeneous sensors are deployed. The intruder (or target) wants to avoid the sensors.
Thus, passing far from the sensor is beneficial from his/her viewpoint. The worst case
coverage (maximal breach path) is defined with the quality of sensing measure defined
as the closest distance to the sensors while the intruder passes the field. A similar
problem derived from the worst case coverage definition is to find a quality of sensing
measure defined as the farthest distance to the sensors when the agent wants to stay
as close as possible to the sensors. This problem is referred to as the best case coverage
(maximal support path) problem. Traditionally, Voronoi segmentation is utilized to
solve these problems. Voronoi tessellation of a discrete set of sensors distributed in the
Euclidean space determines the sets of points closest to each of the sensors. In [33],
Megerian et al. introduce the exposure concept as the ability to observe a target moving
in a sensor field. By expressing the sensibility of a sensor in a generic form, the field
intensity is defined as the sum of the active sensor sensibilities. The exposure is then
defined as the integral of the intensities (involving all sensors or just the closest one)
on the points in a path in the sensor field. Next, they develop a method to calculate
the minimum exposure path between any two points in a sensor field. However, some
important questions are left unanswered. It is not clear what the threshold value of
the minimum exposure has to be for determining the required number of sensor nodes.
Determining the threshold becomes too complex when different types of sensors are

utilized.

The effect of sensor deployment on the performance of target detection is con-
sidered in [19,20], where the authors propose a measure of goodness of deployment,
namely the path exposure which is the likelihood of detecting a target that traverses
the region using a given path. The unauthorized traversal problem is defined, and an
incremental sensor deployment strategy is proposed. Zou and Chakrabarty propose a

virtual force algorithm to increase the coverage after an initial random deployment of



10

sensors [21]. The problem is stated as maximizing the coverage area within a cluster
subject to a given number of sensors. In both papers, the area to be monitored is a
rectangular field. However, most of the time, the area under surveillance is irregular
in shape. Considering the perimeter security applications, the field to be monitored is
usually narrow and long. Therefore, non-uniform deployment must also be considered.
An incremental sensor deployment strategy is proposed in [26], where there are no prior
models of the static environment, and all of the sensors are identical and are able to
communicate with a remote base station. The proposed algorithm runs to maximize
the coverage area while maintaining full line-of-sight connectivity, and it is shown to
produce similar coverage results as the model-based algorithms. The authors analyze
the trade-offs in sensor network infrastructure in [18], where continuous update and
phenomenon-driven application level scenarios are analyzed by considering accuracy,
latency, energy efficiency, good-put (ratio of total packet count received by observer to
the total packet count sent by all sensors) and scalability as the performance measures.
It turns out that there is no appreciable difference between grid-type deployment and
random deployment; yet, biasing density to target movement pattern increases accu-

racy.

The quality of detection achieved by a SWSN can be quantified by evaluating
the probability of detecting a mobile target crossing a field of interest. The detection
probability of mobile targets when a set of sensors are randomly deployed to monitor a
field of interest is analyzed analytically in [34]. The authors map the target detection
problem to a line-set intersection problem and show that the detection probability
depends on the length of the perimeters of the sensing areas of the sensors and not

their shape.

Another approach to the unauthorized traversal problem is finding the path which
is as far as possible from the sensor nodes [35]. In this research, maximum breach path
and maximum support path problems are formulated. In the maximum breach path
formulation the objective is to find a path from the initial point to the destination
point where the smallest distance from the set of sensor nodes is maximized. In the

former problem, the longest distance between any point and the set of sensor nodes
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is minimized. To solve these problems, Kruskal’s algorithm is modified to find the
maximal spanning tree, and the definition of a breach number tree is introduced as a

binary tree whose leaves are the vertices of the Voronoi graph.

The weakest breach path is also referred to as the best coverage problem in [36].
The energy considerations are modeled, a graph is created and the distributed Bellman-
Ford algorithm is used to find the shortest path. Several extensions to the solutions
are provided such as finding the best path with the minimum energy consumption
and finding the path where the length is bounded. The main difference of this study
and [37] is that the latter is a centralized algorithm.

Chvatal’s art gallery problem [38] is to determine the minimum number of guards
required to cover all points in a gallery. The similarity between the art gallery and
sensor placement problems is established in [39], where the algorithms are proposed
to find effective locations for the sensor nodes. One algorithm tries to maximize the
average coverage of the grids and the other tries to maximize the coverage of the least
effectively covered grid. The goal is to determine the required number of sensor nodes
and their places to provide a coverage threshold that defines the confidence level of
the deployment. These algorithms outperform the random and uniform deployment
schemes. Given the sensor and target characteristics, an exposure-based model to
find the required number of sensor nodes is presented in [40]. Specifically, a scheme
is developed to determine the density of sensors for complete coverage. The model

incorporates a mobile target that moves on a straight line.

In [22], a coverage configuration protocol is presented that provides varying de-
grees of coverage depending on the application. Defining the coverage as the monitoring
quality of a region, an analysis of the sensing coverage and communication connectiv-
ity is provided in a unified framework rather than an isolated one. A binary detection
model is used in this work, where a sensor node detects a target if the Euclidean
distance between the target and the node is less than a sensing range. By defining
the sensing domination as the contribution to the sensing coverage of a wireless sen-

sor network, a scheduling algorithm is proposed in [41]. In this scheme the sensor
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nodes calculate their sensing dominations and schedule themselves probabilistically. It
is stated that with the same energy consumed, better coverage can be provided. In
order to calculate the sensing domination, the authors propose the sensing accuracy
model which is a function of distance and depends on the sensor characteristics. For
any point, the detection probability is calculated as one minus the product of miss
probabilities which is calculated using the sensing accuracy model. Then, the sensing

coverage of the field is defined to be the sum of these probabilities.

In another work, given the initial placements of sensor nodes, an algorithm is
proposed to find the placement and roles to maximize the lifetime of the network [42].
The roles could be to sense or to relay. In [43], the limit of the sensor network lifetime
that all scheduling algorithms can possibly achieve is explored. Assuming that the
sensor nodes fail only because of power depletion and the positions of the sensor nodes
are drawn from a Poisson point process, the authors provide an upper bound derivation
based on the theory of the coverage process. The wireless sensor network is assumed
to live as long as a predetermined portion of the field is covered by at least one sensor
node. Based on the simulations, the authors conclude that the proposed upper bound

applies not only to large scale sensor networks but also to small scale ones.

During the deployment phase of a WSN, the crucial parameters are the sensing
and communication ranges of the sensors, which are assumed equal in [25]. It is stated
in [25] that maintaining the full coverage of the area requires finding the area dominat-
ing set, which is the smallest subset of sensor nodes that are active to cover the area. In
this work, they modify the dominating node set protocol to find the area coverage and
state their future work as to study sensor networks where communication and sensing
ranges are different because the authors believe that it is advantageous when the sensor
nodes have a communication range larger than the sensing range. If the least number
of sensor nodes that cover a region is K, then the coverage is of K degrees. In [22], it
is shown that for a set of sensor nodes that provide at least one degree of coverage on
a convex region, the communication graph is connected if the communication range of

sensor nodes is greater than or equal to twice the sensing range [44].
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In [45], the authors analyze the usage of various sensors with different sensing
ranges and its effect on the power consumption. During the lifetime of the WSN, not
only the wireless communication consumes power, but also the sensing activity drains
the power away. Although, the power consumed to sense can be accepted as negligible
in comparison to the consumed level during communication, the sensor may require
more samples per decision. Taking more samples, increases the reliability of the sensor

and the power consumption.

Although sensing is the main functionality of a SWSN, it is useless without the
ability to communicate data [46,47]. The sensing and communication coverage prob-
lems are addressed separately [48]. Optimization of the sensing coverage and analysis
of the deployment quality measure should be carried out in conjunction with the com-
munication requirements. Because SWSNs suffer from the malfunctioning of sensors,
the sensing and communication capabilities are dynamic. The deployment quality
measures may change within the lifetime of the network as a result of sensor failures.
Cross-layer design of the communication protocols that considers the sensing function-
ality is inevitable. It is claimed that if binary detection is assumed, the communication
range of a sensor must be at least twice the sensing range [48]. This argument must be
rigorously tested for propagation environments with topographies and obstacles that
affect the communication and the sensing functionality at the same time. Sensing and
communication coverage of the nodes should be modeled for three-dimensional space

that contains topographical and man-made obstacles, which block the line-of-sight [49].

Energy saving is one critical issue for sensor networks since most sensors are
equipped with non-rechargeable batteries that have limited lifetime. To extend the
lifetime of a sensor network, one common approach is to dynamically schedule sensors’
duty cycles. In general, these energy-efficient scheduling mechanisms (also called topol-
ogy configuration mechanisms) need to satisfy certain application requirements while
saving energy. In [50], Wang and Xiao provide a survey on energy-efficient schedul-
ing mechanisms in sensor networks that have different design requirements than those
in traditional wireless networks. The mechanisms are classified based on their design

assumptions and design objectives. Different mechanisms may make different assump-
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tions about their sensors including detection model, sensing area, transmission range,
failure model, time synchronization, and the ability to obtain location and distance
information. They may also have different assumptions about network structure and
sensor deployment strategy. Furthermore, while all the mechanisms have a common
design objective to maximize the network lifetime, they may also have different objec-
tives determined by their target applications [22-24]. Coordinated operation with a
well-designed sleep scheduling reduces the energy consumption. For surveillance appli-
cations sleeping sensors may produce insecure regions in the field. The primary concern
in designing a sleep scheduling for surveillance wireless sensor networks is maintaining
the coverage area. For example, Lui et al. proposes a scheduling algorithm without
accurate location information subject to sensing coverage and connectivity require-
ments [51]. For a given coverage degree, they propose a lower bound on the required
number of sensors to provide a coverage intensity level. Coverage intensity is defined
as the ratio of active time to the total time where the points in the field is covered
with at least one active sensor. Other scheduling works considering sensing coverage

are proposed by Ren et al. in [52] and by Hsin and Liu in [53].

Wang et al. consider the coverage problem for target detection applications in
wireless sensor networks in [54]. Unlike conventional coverage problems which assume
sensing regions are disks around sensors, the authors define the sensing region according
to detection constraints in terms of false alarm probability and missing probability and
show that exploiting cooperation between sensors can extend the overall sensing region
while maintain the same constraints on false alarm probability and missing probability.
They propose an energy efficient cooperative detection scheme and study the trade-
offs on energy consumption between cooperative and non-cooperative schemes and put
forward that cooperation reduces the number of sensors to cover the area by 30 per

cent and increase the network lifetime by nearly 70 per cent.

Since sensors have significant power constraints, energy efficient protocol develop-
ment for wireless sensor networks is a well studied topic [55]. Medium access protocols
(MAC) influences the communication mechanisms through the radio module which

consumes most of the energy. In [56] and [57], a discussion of medium access con-
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trol in wireless sensor networks is provided. The network layer protocols are surveyed
in [58,59]. Sensors are prone to failures and the topology of the network changes in
time. Chen et al. propose a highly accurate faulty sensor identification algorithm for

WSNs [60].
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2. WEAKEST BREACH PATH PROBLEM

In this chapter, we describe the weakest breach path problem and formulate it as
an optimization problem. Using different sensor detection models, we present how to

find the sensing coverage.

2.1. Weakest Breach Path Problem Formulation

The security level of a SWSN can be described by the breach detection prob-
ability, which is defined as the maximum detection probability of an unauthorized
target passing through the field via the weakest breach path. We define the weakest
breach path problem as finding the breach detection probability of the weakest path
in a SWSN. To calculate the breach detection probability, one needs to determine the

sensing coverage of the field in terms of the detection probabilities.

In this section, we present how the weakest breach path problem is formulated.
The sensors are placed in the field using several deployment schemes. Then, assuming
that the sensor positions are known, the sensing coverage graph is constructed. Using
these models, we formulate the weakest breach path problem as an optimization prob-
lem that can be converted to a linear program by using a transformation function. As

a solution to this problem, we apply Dijkstra’s shortest path algorithm.

2.1.1. Field Model

In order to simplify the formulations, we model the field as a cross-connected
grid. A sample field model is presented in Figure 2.1. The field model consists of
the grid points and two auxiliary nodes which are the starting and the destination
points. The aim of the target is to breach through the field from the starting point
that represents the insecure side to the destination point that represents the secure
side. The horizontal axis is divided into N — 1 and the vertical axis is divided into

M — 1 equal parts. Thus, there are NM grid points plus the starting and destination
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SECURE SIDE

INSECURE SIDE

Figure 2.1. A sample field model constructed to find the breach path

points. In order to simplify the notation, instead of using two dimensional grid point
indices (x,,y,) where x, = 0,1,...,N —1 and y, = 0,1,..., M — 1, we utilize a one
dimensional grid point index v which is calculated as v = y, N +x,+ 1. For the starting
point, v = 0, and for the destination point, v = NM 4+ 1. In order to represent the
connections of the grid points which a target uses to proceed through the field, the

connection matrix ¢, ., € C(nam42)x(NMm+2) is defined as

1 if0<v,w< NM+1and (2, — Tw, Yy — Yu) € D,
1 ifv=0andy, =0,
1 fw=NxM+1andy,=M —1,

0 otherwise,

where D = {{—1,0,1} x {—1,0,1}} — {(0,0)} which is the set of possible difference-
tuples of the two-dimensional grid point indices excluding v = w. The first condition
of the partial function of connection matrix C states that each grid point (excluding
the starting and destination points) is connected to the grid points which are either
one-hop away or cross-diagonal. The second condition states that the starting point is
connected to all of the initial horizontal grid points of the field. The third condition
states that all of the final horizontal grid points are connected to the destination point.

Otherwise, the two grid points are not connected.
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Using this field model, the detection probabilities are to be computed for each
grid point to find the breach detection probability. In order to determine the detection

probabilities, the sensor models must be first defined.

2.1.2. Sensor Models

In this thesis, we consider the Neyman-Pearson (NP) detector and Elfes’s sensor
detection model. NP detector is optimal in the sense that it maximizes the detection
probability subject to a preset false alarm rate. The accompanying hypothesis testing
model is attractive because it accommodates signal propagation and noise character-
istics, as well as false alarms. For those sensor types where the NP formulation is

hard to evaluate, impractical, or inappropriate, we resort to Elfes’s sensor detection

model [21,61].
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(a) Binary detector (b) Elfes’s model (¢) Neyman-Pearson detector

Figure 2.2. Sensor models

2.1.2.1. Binary Detector. Binary detector is the most common model in WSN re-

search. The sensing coverage of a sensor is modeled as an isotropic disc with radius
d;. As shown in Figure 2.2(a), if the trajectory of target intersects with any disc, it
is assumed to be detected. As experimented by Cao et al. in [62], the sensing capa-
bility of the passive infrared sensors (PIR) is not isotropic and the sensing ranges for
any direction can be modeled with normal distribution. But, for PIR sensors if the
sensor-to-target distance exceeds the sensing range around 3 - 7 per cent, the detec-
tion performance decreases sharply. The latter result shows that PIR sensors can be

approximated with the binary detection model. Many works are based on isotropic
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binary detection assumption because of its analytical simplicity. Such a simplification

may be acceptable for indoor deployment, especially when line-of-sight is ensured.

2.1.2.2. Neyman-Pearson Detector. The optimal decision rule that maximizes the de-

tection probability subject to a maximum allowable false alarm rate « is given by the
Neyman-Pearson lemma [63]. Two hypotheses that represent the presence and absence
of a target are set up. The Neyman-Pearson detector (NPD) computes the likelihood
ratio of the respective probability density functions, and compares it against a threshold
which is designed such that the false alarm constraint is satisfied. Suppose that passive
signal reception takes place in the presence of additive white Gaussian noise (AWGN)
with zero mean and variance o2, as well as path-loss with path loss exponent 7. Each
breach decision is based on the processing of L data samples, which are collected fast
enough so that the sensor-to-target distance remains about constant throughout the
observation epoch. Let d,; be the Euclidean distance between the grid point v and the
sensor node i. Then, as depicted in Figure 2.2(c), given the NP formulation with false

alarm rate «, the detection probability of a target at grid point v by sensor i is

Pu=1— c1><c1>*1(1 —a)— \/yLd;i"> (2.2)

where ®(x) is the cumulative distribution function of the zero-mean, unit-variance
Gaussian random variable at point x [17]. The distance d,; is doubled in case of active
sensing. In Equation 2.2, v = ‘2—; controls the per-datum signal-to-noise power ratio
(SNR) where the sensor node transmits with power ¢, and A is a constant that accounts

for antenna gains, propagation losses, etc.

For outdoor environments such a sensor like the micro-power impulse radar (MIR)
can be used. MIR is a low-power system that uses ultra-wideband pulses [64]. MIR
sensors can be used for intrusion sensing, and perimeter security. It is possible to
integrate this radar with a transceiver and a processor to build a wireless sensor node
[65]. Commercial MIR devices are available that detect motion up to 18 meters. MIR

sensors can be modeled with the Neyman-Pearson detector as in Equation 2.2.
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2.1.2.3. Elfes’s Model. This sensor detection model was first proposed by Elfes in [61].

The detection probability is defined such that different sensor types are represented by

generic parameters. Specifically, the probability that sensor ¢ detects a target on grid

point v is

1 if r—r.>d,,
poi =13 e ifr, > |r—dyl, (2.3)
0 if dy; > 1+ 7.,

where 7, (1. < r) is a measure of uncertainty in sensor detection, A and 3 are parameters
that model different sensor characteristics, d,; is the sensor-to-target distance and
a = dy —r + 1 (see Figure 2.2(b).). The parameters 7,7., A and § are adjusted
according to the physical properties of the sensor. In particular, r» and r. affect the
threshold distances of target detection. When the sensor-to-target distance is smaller
than r — r., the target is absolutely detected. When the sensor-to-target distance is
larger than r + r., the target cannot be detected. This model is hereafter referred to

as Elfes’s sensor detection model (ESDM). Sample sensor detection probabilities are

depicted in Figure 2.3.
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Figure 2.3. Sample detection probabilities for Elfes’s sensor detection model with

r = 20 meters and r. = 18 meters
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2.1.3. Coverage Model

When a decision about the presence/absence of a target is to be made, the in-
dividual decisions of a subset of sensors may be highly correlated, particularly if the
deployment is dense. That is, if a sensor detects a target, it is very probable that
another sensor which is at about the same distance will also detect the same target
assuming homogeneous SNR and propagation conditions. From a network viewpoint,
what matters is the performance of the sensor with the best detection capability. Con-

sequently, we define the detection probability of a target on grid point v as

Po = IAX Dy (2.4)
for such a correlated coverage where R is the number of sensor nodes deployed in the
field. Using the two-dimensional field model and adding the detection probability as
the third axis, we obtain hills and valleys of detection probabilities. With the field,
sensors and the coverage model defined, we can now formulate the weakest breach path

problem.
2.1.4. Weakest Breach Path Problem

The weakest breach path problem can be defined as finding the permutation of a
subset of grid points V' = [vg, vy, . . ., vx] with which a target traverses from the starting
point to the destination point with the least probability of being detected where vy = 0
is the starting point and vy, = NM + 1 is the destination point. The nodes v;_; and

». = 1. Here, we can define

vj, 7=20,1,...,k, are connected to each other where ¢,, ,
J EAe)

the breach probability P of the weakest breach path V' as
= 1] a-p,) (2.5)

where p,, is the detection probability associated with the grid point v; € V. A sample

sensing coverage graph and breach path is shown in Figure 2.4.
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Figure 2.4. Sample sensing coverage and breach path, where the length, width,
boundary size and grid size are 260 m., 60 m., 20 m. and 1 m., respectively. Twenty

Neyman-Pearson detectors are deployed with @ = 0.01,7 = 2,7 =30 dB and L = 100

On this sensing coverage graph, one can find the weakest breach path by solving

the following optimization problem: Find

max H (1 —pi)zy; (2.6)

subject to

Z xl] - Z Lki :O,Vi,j,k = 172""’NM’
(4,5)eC (k,i)eC
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1 if ¢th and jth nodes are on the path and ¢; ; = 1,
l'ij =
0 otherwise,

where z;; denotes the edge which originates from the ¢th node and terminates in the
jth node, s is the starting node and d is the destination node and C is as defined
in Equation 2.1. Thus, in this formulation, the objective is to maximize the breach
probability P defined in Equation 2.5. By utilizing the logarithm, the optimization
problem defined in Equation 2.6 can be converted to a linear program, where the

objective is to find

min Z —log(1 — p;)zi; (2.7)
(i,5)eC

subject to the constraints listed for Equation 2.6.

In order to solve the weakest breach path problem defined in Equation 2.7, lin-
ear programming algorithms such as simplex can be utilized [66]. However, since we
construct a graph to model the field, Dijkstra’s shortest path algorithm can be em-
ployed [67]. (See [33,68,69] for other applications of Dijkstra’s algorithm in sensor
networks.) The weight of the grid point v is [17]

d, = —log(1 —p,). (2.8)

Using Dijkstra’s algorithm, the breach probability can be defined as the reverse trans-

formation of the weight dyp;11 of the destination point, which is
P = 107w, (2.9)

The found path, V' can be used to calculate the miss probability of the weakest breach
path as in Equation 2.5 that is equal to the breach probability value defined in Equa-
tion 2.9 or to the optimal value of the linear program defined in Equation 2.7. To

determine the required number of sensor nodes for an acceptable security level pro-
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vided with the sensing coverage, the breach detection probability

Ppp = max py, (2.10)
is used as the measure. Analogously, the maximum detection probability in Equation
2.10 shows the highest altitude reached in the sensing coverage surface while the target
follows the weakest breach path. Thus, this measure depicts the detection probability
of the single most powerful sensor on the path. All other parameters being equal, it
shows the closest sensor to the weakest breach path, since the breach path follows the
most distant grid points to all of the sensors. In this way, it gives insight about the

spread of the sensors in the field.

In the next section, the breach detection probability is analyzed as a function
of signal, noise and propagation characteristics, as well as the field shape. Moreover,

different deployment schemes and their impact on the performance are studied.

2.2. Analysis of the Breach Detection Probability

In this section, the breach detection probability is analyzed. The effect of the
sensor parameters, sensor count and deployment scheme on the breach detection prob-

ability are presented.
2.2.1. Sensor Parameters

In this section, the effects of the sensor parameters on the breach detection prob-
ability are analyzed. The sensor deployment is random with uniform distribution.
When the parameters are fixed, they are as in Table 2.1. When NP detection is em-
ployed, the results depict how the environmental properties and the tolerance to the
false alarms change the sensing coverage and how the breach path is affected. For
Elfes’s model, changing the parameters models different types of sensors. The figures

that are presented in the following subsections are the averages of 100 runs.
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Table 2.1. Parameter values used in the simulations

Field Model

Length 180 m.

Width 40 m.

Boundary size | 10 m.

Grid size 1 m.
NPD

« 0.1

i 2

g 30 dB

L 100
ESDM

r 30 m.

Te 17 m.

0.2
I} 0.6

2.2.1.1. Neyman-Pearson Detection. In a field where the parameters are as in Ta-

ble 2.1, 13 sensors are deployed. The effect of the false alarm rate, «, on the breach
detection probability Ppp is shown in Figure 2.5(a), which essentially represents the
network operating characteristics. With greater tolerance to false alarms, the Pgp
performance improves, and hence the sensing range becomes larger. Sufficiently high
SNR is necessary for an acceptable Pgp level, which is also relatively insensitive to the

false alarm rate.

For environments where the signal attenuates more rapidly with distance, the
breach detection probability becomes lower as shown in Figure 2.5(b). As 7 increases,

more sensors are needed to cover the field and meet the performance requirements.
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signal-to-noise ratio v and the data size L on the breach detection probability Pgp in

NP detection

Also note that Pgp level off independently of the SNR for n > 5, which corresponds

to e.g. indoor office environment with obstructions.

As the SNR increases, the sensor detection performance improves, the miss prob-

ability of a target traversing the weakest breach path decreases, and Pgp increases as

seen in Figure 2.5(c).

Greater performance enhancement is obtained through higher

transmit power, which comes at the expense of battery life, when the path loss expo-
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nent is small. The curves in Figure 2.5(c) stress the impact of a cluttered propagation
environment on the sensing performance, and the importance of sensor placement. The
more the number of data samples, the better the precision of the sensor detection. As
a result, Ppp increases steadily with growing data size, as shown in Figure 2.5(d). This

outcome is also observed in Equation 2.2.
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Figure 2.6. The effect of A on the breach detection probability in ESDM

2.2.1.2. Elfes’s Parameters. Elfes’s sensor detection model imitates different sensor

types through the parameters § and A. The other two parameters r and r, change the
sensing ranges. ESDM is a truncated model where the detection probability is one if
the target-to-sensor distance is below r — r. or zero if the target-to-sensor distance is
larger than r + r.. For distances in between r — r. and r + r., the slope of the sensor

detection probability curve is determined by A and 3 (see Figure 2.3).

For different values of 3, the effect of A on breach detection probability is shown in
Figure 2.6. The field parameters and the ranges of the sensors are listed in Table 2.1. In
these experiments, 43 sensors are deployed in the field to obtain a maximum detection

probability around 0.95. Experiments indicate that Pgp is more sensitive to A than .
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2.2.2. The Number of Sensors

Two deployment schemes are considered in this subsection: (1) uniform random
deployment; and (2) uniform random x-axis and normally distributed y-axis with a
mean of half the width and a standard deviation that is 10 per cent of the width. The
effect of the number of deployed sensors are shown in Figures 2.7(a) and 2.7(b), re-
spectively for the two deployment strategies described above. For the uniform random
deployment, as the number of sensors grows, the density of the wireless sensor network
increases. Thus, the weakest breach path is forced to pass closer to the sensors. More-
over, the grid points become more secure in terms of the detection probability, and

Pgp approaches one in the limit of R.
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Figure 2.7. The effect of the number of sensors, R, on the breach detection probability

When Figure 2.7(a) is analyzed, the maximum detection probability on the breach
path is around 0.95 if 30 NP sensors are deployed as opposed to the 50 sensors required
by Elfes’s model. For the second deployment scheme (Figure 2.7(b)), the sensors create
a barrier along the x-axis in the field, and therefore fewer sensors are required to provide

the required security level.
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Table 2.2. Parameter values in the simulations to determine the required number of

sensors for a target breach probability level

Parameter LCFA HCFA

a 0.1 0.01
NPD |75 5 3
5 30dB 30 dB
L 100 100
r 30 35
ESDM | r, 17 23
0.2 0.2
3 0.6 0.6

2.2.3. Determining the Required Number of Sensors

In this chapter, two SWSN scenarios are focused on to determine the required

number of sensors for an acceptable breach avoidance performance, which is represented

by PBD-

Low-Cost False Alarm (LCFA) For example, a house or a factory is to be moni-
tored for intrusion detection. In this scenario, the cost of false alarms is relatively
low, e.g. police officers patrolling nearby are called in.

High-Cost False Alarm (HCFA) False alarms may involve significant personnel
and finance costs, and are to be minimized. For instance, the perimeter secu-
rity of some mission-critical place such as an embassy or a nuclear reactor is to
be provided by a SWSN against unauthorized access. A false alarm might then

trigger the transportation of special forces, or the evacuation of a residential area.

The parameter values that correspond to LCFA and HCFA are listed in Table 2.2,

which can be considered as the building blocks that may be used to cover larger fields.
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Considering different field sizes, the required number of sensor nodes for Pgp >
0.95 are listed in Tables 2.3 - 2.6. The boundary regions are not utilized in the sim-
ulations. The sensors are either distributed uniformly on both axes, or uniformly on
the x-axis and normally distributed on the y-axis with a mean of half of the width
and a standard deviation of 10 per cent of the width. The deterministic deployment is
analyzed as a sub-case. Keeping the total area the same (9000 m?), the width and the

length are changed. The results listed in the following tables are the averages of 50 runs.

For the LCFA scenario, the required number of sensors to obtain Pgp > 0.95
for the uniform random deployment and the normally-distributed y-axis schemes are
shown in Tables 2.3 and 2.4, respectively. To obtain a high level of breach resistance,
the target, and hence the breach path must always be in close enough proximity of
a sensor. Keeping the total area constant, and increasing the width produces smaller
target-to-sensor distances along the x-axis. As the length decreases, fewer sensors are
required as seen in the tables. In conclusion, the closest sensor along the x-axis plays
a critical role because traversing the region horizontally increases the total number of
grid points, and the breach detection probability increases. Since Dijkstra’s algorithm
tries to minimize the number of visited grid points, the breach path does not curl much

in the field. Thus, the sensors that create a barrier along the x-axis play a more critical

Table 2.3. The required number of sensors Pgp > 0.95 for the LCFA scenario, where

the sensors are distributed uniformly

Length Width | NPD ESDM
250 36 403 o1
225 40 376 40
200 45 364 39
180 20 328 36
150 60 321 30
125 72 284 27
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role. The requirement for the NPD is larger compared to ESDM because the sensing
range given by NPD is smaller. However, a direct comparison of NPD and ESDM
will be severely misleading. Tables 2.3 and 2.4 indicate that when the sensors are
deployed following the normally distributed y-axis scheme, fewer sensors are required,
because the sensors create a stronger barrier along the x-axis since they are deployed
more densely in the field. The sensors which are not deployed within the field do not

contribute to the breach detection task.

Tables 2.5 and 2.6 depicts the results for the HCFA scenario. Again, fewer sensors
supply the required Pgp with ESDM compared to NPD. Although the SNR is the same
as that of the LCFA scenario, the path loss exponent is smaller, signal attenuates less,
and the detection probability increases. As a consequence, Pgp is larger with the same
number of sensors for the HCFA scenario despite the higher false alarm rate allowed for
LCFA. For the normally distributed y-axis deployment scheme, the standard deviation
of the normal distribution is set to be the 10 per cent of the width of the field. Thus, as
the width increases, the dispersion increases and the requirement changes along with
the dispersion. Similar to the LCFA results, for HCFA, the normally distributed y-axis

deployment scheme yields fewer sensors compared to the uniform random deployment.

Table 2.4. The required number of sensors Pgp > 0.95 for the LCFA scenario, where
the sensors are distributed uniformly on the x-axis and normally distributed on the

y-axis with a mean of half of the width and a standard deviation that is 10 per cent

of the width

Length Width | NPD ESDM
250 36 227 34
225 40 208 33
200 45 201 32
180 20 154 24
150 60 152 26
125 72 146 17
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Table 2.5. The required number of sensors for Pgp > 0.95 for the HCFA scenario,

where the sensors are distributed uniformly

Length Width | NPD ESDM
250 36 121 53
225 40 117 51
200 45 113 42
180 20 110 40
150 60 101 35
125 72 93 29

2.2.4. Deterministic Deployment

Depending on the type of the application, sometimes it is possible to deploy the
sensors manually. In this subsection, we present the results for grid-based uniform
deterministic deployment. The number of placed sensors along the x-axis and the y-

axis are proportional to the length and the width of the field, respectively. A sample

Table 2.6. The required number of sensors for Pgp > 0.95 for the HCFA scenario,
where the sensors are distributed uniformly on the x-axis and normally distributed on
the y-axis with a mean of half of the width and a standard deviation that is 10 per

cent of the width

Length Width | NPD ESDM
250 36 104 42
225 40 107 35
200 45 114 47
180 20 94 32
150 60 70 29
125 72 o4 17
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deterministic deployment is depicted in Figure 2.8 where the length, width, boundary

and the grid sizes are 184, 40, eight and eight meters, respectively. A total of 10 sensors

are employed in this sample, where two rows with five sensors each are utilized to be

proportional to the length and width of the field.

When the sensors are deployed deterministically following a uniform grid topol-

ogy, the required quantity is smaller than that in random deployment schemes. The

main reason is that the sensing barrier is stronger with deterministic deployment, and

fewer nodes satisfy the required measure.

Table 2.7. The required number of sensors to satisfy Pgp > 0.95 for the LCFA

scenario, where the sensors are deterministically deployed

Length Width | NPD ESDM
250 36 195 10
225 40 175 9
200 45 192 8
180 20 196 7
150 60 192 6
125 72 200 5
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Table 2.8. The required number of sensors to satisfy Pgp > 0.95 for the HCFA

scenario, where the sensors are deterministically deployed

Length Width | NPD ESDM
250 36 44 11
225 40 60 10
200 45 o4 9
180 20 48 8
150 60 o6 14
125 72 95 6

2.3. Analysis of the Breach Probability

In this section, the impact of various parameters on the breach probability, P
defined in Equation 2.5 is investigated. The sensor detections are assumed to be un-
correlated in this section. The effect of the field shape on the breach probability is
also analyzed, and a method for computing the required number of sensor nodes is
provided. The false alarm rate is set to 0.01 and 0.1 for HCFA and LCFA, respectively.
The other parameter values are listed in Table 2.9 The grid size is taken as one meter
to be able to assume that the detection probabilities of targets on adjacent grid points

are independent. The results are the averages of 50 runs.

Because the NP detector ensures that

lim py; = o,

dyi—00

instead of using p,;, we introduce the measure

vl if vl Z ;
I A (2.11)
0  otherwise,



Table 2.9. Parameter values used in the simulations for the LCFA and HCFA

scenarios

Parameter LCFA HCFA
Length 20 m. 100 m.
Width 5 m. 10 m.
Boundary 10 m. 10 m.
Grid size 1 m. 1 m.
N 41 121
M 6 11
o 0.1 0.01
n ) 3

0 30dB  30dB
L 100 100
Dt 0.9 0.9
R 17 31

35

where p, € (0.5,1) is the threshold probability that represents the confidence level
of the sensor. That is, the sensor decisions are deemed sufficiently reliable only at
those d,; distances where p,; > p;. Depending on the application and the false alarm
requirement, typically p, > 0.9. Note that p}; is not a probability measure, but we
shall nevertheless treat it as one in the ensuing calculations. Assuming that the sensor
detections are statistically uncorrelated, the detection probability p, at any grid point

v is defined in Equation 2.4 becomes

R

pﬁzl—H(l—pii)

i=1

(2.12)

where R is the number of sensor nodes deployed in the field. The miss probabilities
of the starting and destination points are one, that is pg = 0 and pyar+1 = 0. These

points are not monitored because they are not in the sensing coverage area.
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Figure 2.9. The effect of o on the breach probability

The breach probability P is quite sensitive to the false alarm rate a. As shown
in Figure 2.9(a) for the LCFA scenario and in Figure 2.9(b) for the HCFA scenario, as
« increases, the SWSN allows more false alarms. Because « reflects the tolerance level
to false alarm errors, the NP detection probability and the detection probability p, of

the targets at grid point v both increase in a. Consequently, the breach probability

decreases.
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For a given a and ~ pair, there is an upper bound on the path-loss exponent for
which a breach probability requirement can be met. When the false alarm rate is high
as in LCFA, cluttered and obstructed environments are still successfully monitored by
the network. For instance, Figure 2.10(a) suggests that v = 20 dB is sufficient for

1n = 4.5. On the other hand, with tight control of the false alarms, the sensors must be
carefully positioned to have line-of-sight (see Figure 2.10(b)).
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Figure 2.11. The effect of v on the breach probability

As the signal-to-noise ratio vy increases, the detection performance improves (see
Figure 2.11), and the breach probability decreases. Depending on the path-loss expo-
nent, v = 10 dB yields minimal breach probability for both LCFA and HCFA. Note
that n and ~ display a duality in that if one is fixed, the performance breaks down
when the other parameter is below or above some value. For example, for v = 30 dB,

P — 1 as soon as 7 exceeds 5.5 in LCFA (Figure 2.10(a)). Similarly, for the same
scenario, breach detection becomes impossible once v < 6 dB if n = 4 (Figure 2.11(a)).

The deterioration is somewhat more graceful for HCFA.

Figure 2.12(b) depicts that a data record of 60 and 115 samples per breach de-
cision is sufficient for LCFA and HCFA, respectively, if P ~ 0.1 is good enough. In

general, more data samples per breach decision are required if a low false alarm rate

is desired. However, note that L grows asymptotically to the same quantity for both
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Figure 2.13. The effect of the number of sensor nodes on the breach probability where

the sensor nodes are uniformly distributed along both the vertical and horizontal axes

LCFA and HCFA as P — 0. For active sensors, restrictions on energy consumption

may prohibit collecting too many samples.
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Figure 2.14. The effect of the number of sensor nodes on the breach probability where
the sensor nodes are deployed uniformly along the horizontal axis and normally
distributed along the vertical axis with mean M /2 and a standard deviation of 10 per

cent of the width of the field

2.3.1. Determining the Required Number of Sensor Nodes

While analyzing the required number of sensor nodes for a given breach probabil-
ity, we consider two cases of random deployment. In the first case, we assume that the
sensor nodes are uniformly distributed along both the vertical and horizontal axes. In
the second case, the sensor nodes are deployed uniformly along the horizontal axis and
normally distributed along the vertical axis with mean M /2 and a standard deviation
of 10 per cent of the width of the field. In the simulations, the sensor nodes that
are deployed outside the field are not included in the computations of the detection

probabilities.

Considering uniformly distributed y-axis scheme, the required number of sensor
nodes for a given breach probability is plotted in Figure 2.13. A breach probability
of 0.01 can be achieved by utilizing 16 sensor nodes for LCFA, and 45 for HCFA.
Exchanging the false alarm rates to a = 0.01 for LCFA and o = 0.1 for HCFA, the

requirement becomes 28 and 30 sensor nodes, respectively. The rapid decrease in the
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Figure 2.15. The effect of the field shape on breach probability where the sensor

nodes are uniformly distributed along both the vertical and horizontal axes

breach probability at R = 16 in Figure 2.13(a) can be justified by the fact that most
of the grid points are covered with high detection probabilities (saturated) for R = 15,
and adding one more sensor node decreases the breach probability drastically. Once

the saturation is reached, placing more sensors in the field has marginal effect.

Analyzing Figure 2.14, the above-mentioned saturation is seen more clearly for
the normal-distributed y-axis scheme. For this kind of deployment, since the sensor

node may fall outside the field, the breach probability decreases slower compared to

the uniformly distributed y-axis scheme.
2.3.2. Effect of Field Shape on the Breach Probability

Depending on the application, the field shape of the grid model may vary. In
Figures 2.15 and 2.16, the effect of the field shape on the breach probability is depicted
considering uniformly and normally distributed y-axis schemes, respectively. For a

given number of sensor nodes, the breach probability is larger for narrow and long

fields compared to the thick and short fields. For example, when uniform random

deployment on both axes are considered, with 20 sensor nodes, it is possible to provide
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Figure 2.16. The effect of the field shape on breach probability where the sensor
nodes are deployed uniformly along the horizontal axis and normally distributed
along the vertical axis with mean M /2 and a standard deviation of 10 per cent of the

width of the field

a breach probability below 0.01 for a field where the length is four meters and the width
is 30 meters. However, with the same number of sensor nodes the breach probability

turns out to be around one for the field where the length is 30 meters and width is four
meters.

In Tables 2.10 and 2.11, different grid sizes are simulated for LCFA and HCFA,
respectively, and the required number of sensor nodes are tabulated for P < 0.01. As
the size of the grid becomes shorter and thicker, the required number of sensor nodes
decreases. For the LCFA scenario, as the field is shortened and widened, the difference
between the required number of sensor nodes for the uniformly and normally distributed
Y, schemes decreases. However, the largest difference is obtained for the fields where
the width is the smallest. The normal-distributed y, scheme is more determining of
the required number of sensor nodes, because it produces a deployment where many
sensor nodes are placed around the center line of the field along the horizontal axis.

This deployment scheme produces a well-secured barrier in the middle of the field.



42

Table 2.10. The effect of field shape on the required number of sensor nodes for a

breach probability of 0.01 for the LCFA scenario

Length (m.) Width (m.) | y, ~ Uniform(0, M — 1) 1y, ~ Normal(M /2, N/10)
40 3 16 20
30 4 11 15
24 5 11 13
20 6 7 13
15 8 4 3
12 10 4 3
10 12 3 3
8 15 3 2

Table 2.11. The effect of field shape on the required number of sensor nodes for a

breach probability of 0.01 for the HCFA scenario

Length (m.) Width (m.) | y, ~ Uniform(0, M — 1) 1y, ~ Normal(M /2, N/10)
40 3 10 13
30 4 4 3
24 d 4 3
20 6 4 3
15 8 3 2
12 10 2 2
10 12 2 2
8 15 2 2
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2.4. Breach Paths as Watershed Contours

If it is assumed that the measurements of individual sensors are statistically

independent, then the detection probability of a target on grid point v is

ph=1-1](—pu) (2.13)

where R is the total number of sensors deployed in the region. Thus, Equation (2.13)
represents the so-called uncorrelated coverage model. When a decision whether a target
exists is to be made, the individual decisions of a subset of sensors may be highly
correlated. Then, p? = p, as defined in Equation 2.4 and referred to as “correlated
coverage model”. The two probabilities p! and p” act as upper and lower bounds on

the detection probability, respectively.

Probability of miss

Probability of detection

==
==
>
—
—
=
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2
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(a) Miss probability surface. (b) Detection probability surface.

Figure 2.17. Miss probability surface and watershed segmentation shown on the
detection probability surface where length=50 m, width=50 m, boundary=20 m.,
grid size=1 m., R=10,r =15 m., r. = 12 m., A= 0.5 and g = 0.5.

Using the two-dimensional field model and adding the detection probability as
the third axis, we obtain hills and valleys of detection probabilities (see Figure 2.17(b)).
The weakest breach path problem can be informally defined as finding the path which
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follows the valleys and through which the target does not have to climb hills so much.
Because, the valleys denote the lowest detection probabilities. Furthermore, regard-
ing the two-dimensional field model as an image, where the detection probabilities of
the grid points can be mapped to the gray levels of the pixels, suggests that image

processing techniques can be employed.

One of the well-known image segmentation algorithms is the watershed algorithm
[70]. The watershed algorithm is best-understood with an analogy to water flooding
from the minimal points of a three dimensional topographic surface where the third
dimension is the altitude. As the water increases, dams are built where the floods
would merge. After the completion of immersion, only the dams emerge and separate
the valleys. This algorithm can be easily applied to the coverage area of wireless sensor
networks in order to find the possible breach paths. After deploying the sensors to
the field and calculating the coverage area of the sensor network, utilizing the miss
probabilities on the grid points produces hills and valleys where the altitude is mapped
to the miss probability as shown in Figure 2.17(a). The minimal points of this surface
is the sensor node positions. Thus, analogously, it can be considered that the water
starts flooding from the sensor nodes. After applying the watershed algorithm, the

contour points (dams) correspond to possible breach paths as shown in Figure 2.17(b).

Among these breach paths we still need to find the weakest one. Watershed
segmentation reduces the solution space of the Dijkstra’s shortest path algorithm. For
this reason, a graph is constructed using only the contour points and Dijkstra’s shortest
path algorithm is applied. A similar approach to the one explained in [17] is used. To
identify the insecure side of the region the starting node is added which is connected
to all of the points on the closest line of the grid on z-axis. Similarly, the secure side is
identified with the destination node and all of the contour points of the farthest line of
the grid are connected to the destination point. The aim of the target is to traverse the
region from the starting node till the destination node by proceeding on the contour
points where the detection probabilities are the smallest among all. The boundary
regions are not taken into consideration while constructing this graph, because we

want the breach path pass through the field, not through the boundaries.
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Table 2.12. Surveillance field parameters

Parameter Length Width Grid size Boundary

EPS 200 m. 50 m. 1 m. 20 m.
CBS 1000 m. 100 m. 1 m. 50 m.

2.4.1. Analysis of Breach Probability

The ESDM parameters are r = 20 meters, r. = 18 meters, A = 0.3 and 7 = 0.8.
In order to analyze the watershed algorithm to find the breach paths, we use two
scenarios where the fields differ in dimension defined in the previous section. These are
the Embassy Perimeter Security (EPS) scenario, and the Country Border Surveillance
(CBS) scenario. For these two scenarios, the field parameters are shown in Table 2.12.

The grid size is taken to be one meter in the simulations.

Upon analyzing the effect of # on the breach probability for the EPS scenario, it is
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Figure 2.18. The effect of A and 3 on breach probability for the EPS scenario where

r=20m., r. =18 m
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seen that selecting a sensor with a larger value for § will increase the breach probability.
Holding A constant and increasing (3 decreases the detection probability. Thus, the
breach probability shown in Figure 2.18(a) increases in 3. The same conclusion can be
drawn for A\ on interpreting Figure 2.18(b). The increase in the breach probability is
delayed in terms of parameter increase when the sensing coverage is calculated using
Equation 2.13. Furthermore, when compared to (3, increasing A\ causes a quicker rise

in the breach probability.

Required number of sensors

Figure 2.19. The effect of A and 3 on the required number of sensors for a breach

probability less than 0.01

In Figure 2.19, the required number of sensors for a breach probability less than
0.01 is shown for different sensor characteristic parameters A and 3. Extreme values
of A and [ provide special detection models. For example, when A = 1,5 = 1 or
A =0, = 0 the sensor detection model turns out to act as a binary detection model,
where the threshold value becomes r—r, and r+r., respectively. Considering this, when
Figure 2.19 is analyzed, it can be concluded that the sensing range is very critical in
determining the required number of sensors. Thus, while designing a SWSN;, selection
of sensors significantly affects the breach probability. The required number of sensors is
9 when A = 0,8 = 0. However, when A and 3 are set to one, the requirement becomes

200. As X and/or (3 increase, the breach probability grows exponentially.

Holding the required number of sensors constant, when a large field in width is

analyzed, larger breach probabilities are observed (see Figure 2.20). Widening the field
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Figure 2.20. The effect of the width of the field on breach probability for the EPS

scenario where 15 sensors are utilized

allows a target more space with smaller detection probabilities to traverse. When the
EPS scenario is compared to the CBS scenario, the increase in breach probabilities
for the two sensing coverage calculation schemes is larger in CBS. Similar trends are
observed for the two sensing coverage calculations in EPS, whereas for the CBS, the two
breach probability curves tend to converge to one. This is because, when the width is
increased in the CBS scenario, the target is able to find a path which is distant enough
from most of the sensor nodes such that the minimum distance between the sensors
and the path is r + r.. Therefore, when the width is greater than r + r., the breach

probability increases more.

To determine the required number of sensor nodes for a given breach probability
level, it is crucial to analyze the effect of the number of sensors on the breach probability.
Since a truncated sensor detection model is used, the breach probability remains at a
constant level as long as the deployed number of sensors are not sufficient to cover the
region fully. Thus, for the EPS scenario, on analyzing Figure 2.21(a), at about 15 to
40 sensors the breach probability is around 0.4. When 40 sensors are deployed to the
field, the saturation or, in other words, full-coverage is achieved. Thus, at first a sharp

decrease is observed when more than 40 sensors are deployed. Afterwards, the breach



48

05 — 1
== using p
0.45F — using p°
g p ook
0.4f
0.8t
035}
> 2
Bl 2 :
< E: - D !
S 2 using p i
o =
& 025 2 o6r !
5 g i
§ 02 g i
& @ 05F :
015} :
o4t T B
01 ,
1
0.05f 0.3f i
% 60 70 80 90 100 02 ‘ ‘ ‘ ‘ ‘
R 40 50 60 70 80 90 100
R
(a) EPS Scenario. (b) CBS Scenario.

Figure 2.21. The effect of the number of sensor nodes on the breach probability for
the EPS and CBS scenarios

probability does not seem to be affected with additional sensor deployment. The reason
behind the lack of further improvement is the value chosen for the field width. Since the
field width is less in the EPS scenario compared to the CBS scenario, most of the time
the path does not curl in the region and flow along the x-axis. However, in the CBS
scenario when Figure 2.21(b) is analyzed, considering that the same type of sensors are
deployed (the detection probability is truncated to zero at a distance of r + r, = 38
m.), the width of the field is twice the width of the EPS scenario. In this scenario, the
path may curl and flow along the z-axis depending on the fact that smaller detection
probabilities may exist. Consequently, there exist more steps in the curve of the breach
probabilities in Figure 2.21(b). More clearly, the additionally deployed sensor does not
have an impact on the path, because the sensor-to-path distance is larger than r + r..
The steps of the curves are more straight for p” compared to p!. This is due to the
fact that the additional sensor deployment has no effect on the detection probability
of the target-on-the-path if it is not closer than the closest sensor when the sensing
coverage is calculated with p”. However, when the sensing coverage is calculated with
p!, if the distance between the additionally deployed sensor and the path is less than
r + re, the deployment affects the detection probability of the target-on-the-path.
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2.5. Analysis of Vertical Breach Paths

In this section, the vertical breach paths are analyzed. An analytical model for
vertical path detection is presented and the biased random-way point mobility model

of an intruder is analyzed.
2.5.1. Vertical Path Detection Probability

Assume a target model where the objective is to pass from insecure side of the
field to the secure side following a vertical straight line. The target is positioned on a
random point at the insecure side and walks on the vertical line that starts from that
random point. Denote the number of randomly deployed binary detectors with R in a
rectangular field where the length and the width are D; and D, meters, respectively.
While the target is moving on the vertical path, if the path intersects any disk with
radius equal to sensing range d; and center as the sensor position, the target is assumed

to be detected.

Calculating the path detection probability in this two-dimensional model can be
reduced to a one-dimensional random line packing problem [71]. The projection of a
sensor location on a line covers an interval of length 2d; which is independent of the
orientation of the line. Hence, using the x-axis values of the sensor positions is the
projection of positions onto the horizontal line. Then, the probability of covering a
line with R sensors is considered as the vertical path detection probability. Formally,
consider a set of R binary detectors with range d; meters located randomly on a line
of length D1 meters where 2Rd; > D,. If 2Rd; < D; then there exists an absolute
uncovered gap on the line. The path detection probability is the probability that R

sensors with 2d, meters of intervals covers the whole line is

[ n+1 2d,  \"
1= (-1) - 2.14
== e () (- ) (2.14)

=1 2

where h is the largest integer such that 2hd, < Dy + 2d, [71].
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Figure 2.22. Verification of Equation 2.14 with Matlab simulations

In Figure 2.22, the analytical path detection probability is verified with simula-
tions. R sensors are positioned on a line of 500 meters length. The detection range
of the binary sensors is 18 meters. Hence, a single sensor’s coverage on the line is 36
meters. For each sensor count, the results are the averages of 20000 deployments. If
any deployment has a gap larger than 36 meters than the result is labeled as failure,
otherwise as success. The simulation results are the ratio of success’ to 20000. The

results closely match the analytical results.

2.5.2. Evaluation of the Biased Random-Way Point Breach Paths

There are several discrete event simulators that can be used to model SWSNs.
In this section, we present results produced with OMNeT++, which is a public-source
discrete event simulation environment [72]. New modules can easily be developed
and incorporated into the architecture. Wireless sensor nodes can be modeled as a
component defined by a high level description language, which is in turn compiled to

produce the C++ code.

A simulation of a simple border surveillance scenario is developed. The objective
of the target is to pass from the insecure side to the secure side. The physical layer

sensing operation is modeled in accordance with the binary or Elfes’s detector. The
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sensor locations are uniformly distributed in a 500 x 200 m2-field, and the sensors have
sensing range of 18 meters. The target passes the field at a speed of two meters per
second starting at a randomly selected point in the field. The step interval of the
target is 25 ms. A biased random way-point mobility model for the target is employed.
Specifically, defining the residual field as the area between the current position of the
target and the secure side, the target chooses randomly a point in the residual field and
moves there next. The movement process is repeated until either the target reaches
the secure side, or it is detected by a sensor. The results are the averages of 100
different deployments, and for each deployment the target traverses the region for 100
times. The data collection rate of the sensor, the velocity of the target, the number
of sensors deployed and the field dimensions are the parameters that are controlled in

the simulations.

The effect of the sensor count on the detection ratio and the time-to-detect are
shown in Figure 2.23. Because binary detectors are distributed uniformly, more sensors
means larger sensing coverage and improved detection performance. In many cases,
detecting the intruder quickly enough is just as crucial as detecting it at all. The time-
to-detect parameter in this scenario is directly related to the coverage obtained by
the deployment of sensors close to the insecure side. As Figure 2.23(b) demonstrates,
by increasing the number of sensors, the density of the sensors near the insecure side
grows, as well. Hence, the time required for the target to pass through the coverage

area of a sensor becomes shorter.

Figure 2.23 shows the impact of the sensor count on the detection ratio and time-
to-detect under Elfes’s model, which can represent any sensor type. The parameters
are set as r = 36 meters, r, = 20 meters, A = 0.2 and 3 = 0.6. For comparison with
the binary detector, here probability of detection is 0.5 when target-to-sensor distance
is 18 meters, which is the maximum binary detection range. When Elfes’s model is
employed, the detection performance is better and the time-to-detect the intruder is
lower because there is still some small probability of detection even at larger distances

compared to the binary detector.
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Figure 2.23. The effect of sensor count on the detection ratio and time-to-detect the

target when binary or Elfes’s detectors are utilized

A surveillance application referred to as A Line in the Sand is presented in [73].
The objective there is to detect breaches through a perimeter or in a field. The user
requirements are defined with three parameters: a correct detection probability of 0.95
or higher; a false alarm probability that is less than 0.10; and a latency between target
presence and its detection that is shorter than 10 seconds. Figure 2.23 suggests that for
this scenario, if the field size is 500 x 200 m?, then 120 binary detectors are needed to
ensure a detection ratio that is slightly greater than 0.95 and an average target detection
duration under 1.71 seconds so that the goals of [73] are met. As seen in Figure 2.22
these results comply with the requirement calculated using Equation 2.14 for a vertical
path detection probability of 0.95. Figure 2.23 depicts that 60 Elfes detectors are
adequate to provide the required levels of the same metrics. The doubling of the
required number of nodes when binary detection is adopted stresses the importance of

having proper sensor models for WSN deployment.
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3. DEPLOYMENT QUALITY MEASURES

Suppose a rough terrain is to be monitored to detect unauthorized intrusions.
This task can be risky for humans. Due to the self-organizing nature, deploying a
wireless sensor network is an easy alternative to deploying a wired one. Sensors can
be dropped by an aircraft, and they can configure themselves to start sensing and

communicating [31,74].

From the functional point of view of a SWSN, sensing coverage and breach pre-
vention are more crucial compared to the communication problems. Measures must be
defined to analyze the sensing coverage. The sensing quality depends on the type and
variety of the sensors, the number of sensors deployed, the deployment scheme and the
characteristics of the target and the environment. The variety of sensor technologies
makes the coverage analysis difficult because the underlying signal processing and the
detector structure depend on the physics of the sensing device. If the target detection

probability is well-defined, a quality of sensing measure can be established.

To prevent intrusions through the surveillance field, the breach paths in the sens-
ing coverage must be determined. This problem is referred to as the weakest breach
path problem in the previous chapter [30,32,36]. Traditionally, Voronoi segmentation
is utilized to reveal breach paths based on exposure definitions [22,32,33,75]. Voronoi
tessellation of a discrete set of sensors distributed in the Euclidean space determines
the sets of points closest to each of the sensors. Given a set S of discrete number of
points (sensors) in the Euclidean space (surveillance field), for any point (z,y) in this
space, there is one point from S, say s;, to which (z,y) is closer than any other point
in S except the equally distant ones. Hence, the set of closest points to point s; in .S
produces a convex polytope referred to as the Voronoi cell. The set of Voronoi cells

produces the Voronoi tessellation that corresponds to S of the Euclidean space [76].

When obstacles are incorporated in the field model, a line-of-sight problem arises.

That is, some parts of the field cannot be monitored because the sensors may not be



o4

L]
sensor

=vyoronoi
i,
o  edges

Figure 3.1. Voronoi segmentation fails when obstacles are present in the area of

surveillance

able to detect the phenomenon due to the lack of a direct view. Similar obstruction
models are analyzed in [29,77]. Voronoi segmentation considers just the positions of the
sensors, and therefore falls short of finding the weakest breach path. A simple scenario
is depicted in Figure 3.1, where the breach path found through Voronoi segmenta-
tion passes over the obstruction, which may be impossible geographically. Therefore,
another method which takes into account the sensing capability at each point or sub-

region in the field must be utilized.

As one of the major contributions of this thesis, we employ watershed segmen-
tation to determine the breach paths in the presence of geographic or man-made ob-
stacles. When the surveillance field is modeled as a grid and we know the positions of
all sensors, the detection probabilities (or exposure levels) for each grid point can be
calculated. Restricting the field to a two-dimensional space and adding the detection
probability as the third dimension, a three-dimensional surface which we refer to as
an iso-sensing graph is obtained. In this chapter, we propose a method to determine
the quality of deployment in a SWSN in an environment that contains obstacles. The
minimum of the maximum detection probabilities of the potential breach paths is used

as the deployment quality measure. The watershed segmentation algorithm is applied
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on the graph formed by the iso-sensing curves to identify the possible breach paths.
An algorithm is proposed to convert the watershed segmentation to an auxiliary graph

which is then employed to determine the deployment quality measure.

The iso-sensing graph that we define in this chapter resembles the contours that
denote the equal heights in a topographic map. Correspondingly, the contours in
the iso-sensing graph represent the equally-sensed areas. A sample iso-sensing graph is
shown in Figure 3.2 where the sensors are deployed randomly. To model the real world,
obstacles that disable sensing and physical traversals are incorporated. By looking at
Figure 3.2, the weakest breach path problem can be defined as finding the path through
which an intruder may pass from the insecure side of the the field to the secure side

with the lowest probability of detection, while simultaneously avoiding the obstacles.

Most research on coverage assume that sensor locations are known as we assume
in this work [22,33,37]. If the field of interest is known a priori, and deterministic
deployment is possible, the designer may utilize the near optimal sensor placement
algorithm proposed by Lin and Chiu in [78] to provide a complete sensing coverage.
For random deployment, it is concluded that the optimal sensor placement problem is

NP-complete [78].

Probability of detection
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\! i “

{

obstacle “hh
d

Figure 3.2. A sample iso-sensing surface where the length, the width and the grid size
are 160 meters, 40 meters and 1 meter, respectively. The iso-sensing surface is
calculated using NPD model where the false alarm rate, SNR, path-loss exponent and

the sample size are 0.01, 20 dB, two and 100, respectively
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3.1. Iso-sensing Graph Definition

In this section, we define how the iso-sensing graph is produced, and present how
the watershed algorithm is used to determine the breach paths. We model the field as an
N x M grid as seen in Figure 3.2. For a grid point (z,y), the 4-connected neighborhood
is defined as the set of grid points G4(z,y) = {(z+1,9), (r—1,9), (x,y+1), (z,y—1)}
and the 8-connected neighborhood is the set of grid points Gg(z,y) = Gu(z,y) U{(z +
Ly+1),(x—1,y—1), (z—1,y+1),(x+1,y—1)}. We use the 8-connected neighborhood
definition in the field model. The two grid points (z1,y;) and (x2,¥y9) are assumed to

be connected if (zq,y2) € Gg(z1,y1).

Any probabilistic sensor model can be used to produce the iso-sensing graph.
In this thesis, instead of the common binary detection with static [22, 79-81] and
adjustable sensing ranges [82,83], we use the NPD and ESDM. The latter models
present a particularly suitable formulation for radar sensing, which is pivotal in the

surveillance of very large areas.

To model the real outdoor environments obstacles must be considered. The prob-
ability of detecting a target on each grid point can be calculated if there is line-of-sight
between the target and the sensor (e.g. no obstacles exist in between). To incorporate
the obstacles in the model, we define o,; = 1 if there is line-of-sight between the target
at grid point v and the sensor 7, and o,; = 0 otherwise. If obstacles are not modeled,
then o,; = 1. Depending on the type of the sensor, obstacles may not disable sensing
functionality completely. For such situations, the designer may assume 0 < o,; < 1
as a sensing degradation factor. In this chapter, we consider the Boolean approach as
Kansal et al. presented in [77] where they analyze the effect of obstacles on the sensing
coverage. A similar obstruction approach is presented in [29]. In the following section,

we define different approaches to produce the iso-sensing graph.
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3.1.1. Iso-Sensing Surface Definition

The iso-sensing definition that is presented in this section is an off-line process.
That is, operationally, all nodes are in sensing mode unless any sleep scheduling is
implemented. However, in the following iso-sensing graph definitions, the decisions of
a subset of sensors are fused to produce the breach decision which is not the case in
an active network. For grid point v, define the set of sensors in decreasing order of
detection probabilities as S, = {s1,82,...,8¢,...,5r} With DPus, > Dus, = .. Dus, >
... > Dusp Where p,, is the detection probability of a target at grid point v by sensor
sg, £ = 1,..., R, is the identity of the sensor and R is the total number of sensors
deployed in the field. Any probabilistic sensor model can be used to calculate p,s, such
as ESDM or NPD. Throughout the lifetime of the wireless sensor network, the sensor
nodes do not communicate to sort out their detection probabilities for any grid point;

they just function to sense and communicate the sensed phenomenon.

3.1.1.1. K-Degrees of Iso-Sensing (KIS). In this type of iso-sensing graph definition,

K < R of the closest sensors (first K sensors in S,) act on the decision for a grid point.

Then, the detection probability of a target on grid point v is

K
P’ =1 =T (1 = pus,0us,)- (3.1)
/=1

This type of iso-sensing surface definition can be used where the sensor nodes sleep from
time to time. Since redundant number of sensor nodes are deployed, sleep scheduling
of sensors for both communication and sensing reduces the total energy consumption,
which provides a more efficient network. Designing a sleep scheduling algorithm ac-
cording to the sensing performance is beyond the scope of this thesis. For example, Lui
et al. proposes a scheduling algorithm without accurate location information subject
to sensing coverage and connectivity requirements [51]. For a given coverage degree,
they propose a lower bound on the required number of sensors to provide a coverage
intensity level. Coverage intensity is defined as the ratio of active time to the total

time where the points in the field is covered with at least one active sensor. Another
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scheduling work considering sensing coverage is proposed by Ren et al. in [52] and by

Hsin and Liu in [53].

Other application level coverage degree measures can be based on accuracy or
fault tolerance. For applications such as battlefield surveillance, increasing the degree
of sensing coverage improves the overall sensing accuracy. In other words, failure of
an individual sensors must not hamper the network operation. Hence, fault tolerance
can be ensured with higher coverage degrees. Another motivation is that when the
position of the target is to be estimated, measurements from more than one sensor are
required. For triangular positioning algorithms, the degree of coverage may be adjusted

accordingly.

3.1.1.2. Reliable K-Degrees Iso-Sensing (KRIS). In KIS, large values of K increase

the variance of sensor decisions. For a more reliable design, S, can be bounded with a
reliability factor r,s, = 1 if p,s, > p¢, and 1,5, = 0 otherwise. The threshold probability
pt € (0.5, 1) represents the confidence level of the sensor. That is, sensor decisions are
deemed sufficiently reliable only at those d,s, distances where p,s, > p;. Depending on
the application and the false alarm requirement, typically p, > 0.9. The sensors are
incorporated in the calculations if they can sense with p,s, > p;. Hence, this model
is referred to as Reliable K Degrees Iso-Sensing (KRIS) and the detection probability

becomes

K
pEBRIS — 1 — H (1 — Pus,Ouvs,Tws, ) - (3.2)
=1

Ideally, p; < pys,; otherwise, the degree of the coverage is smaller than K. Moreover,
in an active network the sensor does not decide if it is reliable or not; it just decides if

there is target or not according to its functional design.

3.1.1.3. Reliable Subset Iso-Sensing (RIS). Since those sensor decisions that are suf-

ficiently reliable are incorporated in KRIS, to reduce the complexity about deciding

on the appropriate value of K, the designer may prefer to take K as the number of
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Figure 3.3. Two dimensional visualization of the sample iso-sensing surface shown in

Figure 3.2
sensors K = R, then,
R
{)-US =1- H (1 - pkavkrvk)a (33)
k=1

and this model is referred to as the Reliable Subset Iso-Sensing (RIS) and assumes
uncorrelated sensor decisions. However, if a sensor detects a target, it is highly probable
that another sensor also detects the same target depending on the position of the sensor
and the environmental situation (e.g. obstacles). With RIS, the total effect of the
sensor correlations is bounded because low probability values are truncated. Hence,

the variance is not affected.

3.1.1.4. Most-Dominant-Sensor Iso-Sensing (MDIS). The individual detections of a

subset of sensors may be highly correlated, particularly if the deployment is dense. If
a sensor detects a target, it is very probable that another sensor which is at about the
same distance will also detect the same target assuming same environmental conditions.
A similar approach is considered in [33] where observability by the closest sensor is
dominating. The designer may merely assume that the sensor with the largest detection

probability dominates the grid point, in which case

MDIS __
Dy = 11;1&XR {Pork0ouk }- (3.4)
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Figure 3.4. The watershed contours of the sample iso-sensing surface shown in

Figure 3.3

This model is equivalent to KIS with K = 1. By definition, pMP!S = p, defined in
Equation 2.4 if no obstacles are modelled. A more strict approach would be to assume
that detection probability is zero if the detection probability of the closest sensor is

less than the threshold probability.

Obviously, KIS and RIS definitions necessitate redundant sensor deployment. To
increase the coverage degree, more sensors must be deployed, which increases the den-
sity of the network and decreases the possible target-to-sensor distances. Hence, more
sensors provide detection probabilities that are greater than the reliability threshold.
Thus, RIS and KIS work in a similar way in terms of detection performance. Conse-
quently, designing a network according to KIS, KRIS or RIS is more costly compared
to one designed following the MDIS formulation. However, former provide higher re-
liability. Sorted in terms of decreasing reliability level, the measures follow the KRIS,

RIS, KIS and MDIS order.

Calculating the detection probabilities for each grid point produces the iso-sensing
graph. After calculating the iso-sensing graph (see Figure 3.2) and producing the gray-
scale 2-D image (see Figure 3.3), the watershed algorithm can be applied to determine
the paths through the valleys. In image processing, the watershed algorithm is applied
to a gradient image to find edges in the original image, or the highest peaks in the

gradient image [70]. Therefore, our iso-sensing graph may be interpreted as an inverted
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gradient image. In the following section, we point to an analogy between an iso-sensing
graph and a topographical relief and present how the breach paths can be revealed

through the watershed algorithm.

3.1.2. Watershed Segmentation

In image processing, the gradient images which correspond to the topographic
reliefs are often denoted with gray-scale pictures. The gray tones in the image depict
the elevations in the region. Image segmentation is a process to discriminate the objects
in an image from the background. A common approach is to find disjoint regions that
are homogeneous with respect to some property. Watershed segmentation is a region
based approach and the idea behind this algorithm comes from nature. The watershed

transform is a region-based segmentation approach.

Watershed segmentation is best-understood with an analogy to water flooding
from the minimal plateaus of a three dimensional topographic surface, where the third
dimension is the altitude. Minimal plateau is a set of points with an altitude from which
it is impossible to reach a lower altitude without having to climb. As the water rises
in the catchment basins, dams are built where the floods will merge. The catchment
basin associated with a minimal plateau is the set of points such that a water drop
that falls on one of these points flows until it reaches the minimal plateau. After the
completion of immersion, water reaches the maximum level, and only the dams that
separate the valleys emerge. Consequently, the topographic surface is partitioned into
regions that are separated by the dams referred to as watersheds or the dividing lines
that separate the catchment basins. The labeling process of the revealed regions is
referred to as the watershed transform [84]. This approach is generally referred to as
immersion analogy. The watershed segmentation algorithm by simulated immersion is

presented by Vincent and Soille in [70].

When simulating the immersion process, there are two approaches: in the first
approach, the basins are found, then watersheds are formed by taking a set complement.

In the second approach, the image is completely partitioned into basins; then, by
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boundary detection, the watersheds are discovered. There are several sequential and
parallel algorithms for watershed transformation [84]. They can be divided into two
classes: those based on the recursive algorithm by Vincent and Soille [70], and others
based on distance functions by Meyer [85]. In this thesis, we use the Vincent-Soille
algorithm. There are two main steps of the algorithm: the sorting and flooding steps.
After sorting the gradient values of each pixel, the algorithm starts working with the
pixels with the lowest gradient values and assigns a unique label to each minimum and
its corresponding basin using a breadth-first technique. If a pixel is adjacent to more
than one basin it is marked as a watershed edge. The time complexity of the algorithm

is linear proportional to the number of pixels.

For a grid, the intensity of grid point p is denoted by I(p) that takes discrete
values in [0, N]. The path g between grid point p and ¢ is described with an [-tuple,
(p, 1, X2, ..., 21_2,q). The length of the path g is [. Denote the neighbors of grid point
p with N(p). A minimal plateau of I around point p denoted with M (1) is defined with
a set of points Vq ¢ M (I) such that I(¢) > I(p) and Vp = (p, x1, ..., 2,2, q) such that
I(z;) > I(p) where i = 1,2,...,1 — 2. Then, the catchment basin C'(M) associated
with the minimal plateau M is the set of points around p with higher intensities that
corresponds to the altitude to where a falling water drop flows until it reaches the M.

The dividing lines that separate the catchment basins are the watershed contours [70].

The iso-sensing graph can be considered as a 2-D image where the miss probabil-
ities are quantized to gray-scale color values. The watershed algorithm can be applied
to the iso-sensing graph to find the possible breach paths. After deploying the sensors
to the field and calculating the iso-sensing graph of the sensor network, utilizing the
miss probabilities on the grid points produces hills and valleys where the altitude is
mapped to the miss probability. The minima of this surface are the sensor node posi-
tions. Analogously, it can be considered that the water starts flooding from the sensor
nodes. After applying the watershed algorithm, the contour points (dams) correspond
to possible breach paths. The watershed segmentation of the sample iso-sensing graph
is depicted in Figure 3.4. The right and left sides have been marked as boundary

regions that are not included in the analysis since they are not completely covered.
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3.2. Deployment Quality Measure

The most secure path for a target follows the grid points that are the most
distant from the sensors in the field. From the WSN’s point of view, this path is the
weakest breach path. Thus, the maximum detection probability on the weakest breach
path provides a measure to analyze the quality of the deployment [30]. Watershed
segmentation produces several contours, in which the weakest breach path resides. If
all sensors are identical and the iso-sensing surface is monotonous, then watershed
segmentation is equivalent to the Voronoi segmentation. However, the presence of
obstacles produces more complex surfaces and Voronoi segmentation does not work.

The obstacles not only block the line-of-sight of sensors, but also the breach paths.

Notice that, the watershed contours are the points in the iso-sensing graph with
the least detection probabilities which is in favor of the target. Many combinations
of watershed contours exist that connect the insecure side to the secure side. Among
these alternative paths, the path with the least maximum detection probability denotes
the quality of deployment. To determine the deployment quality measure, an auxiliary
graph is constructed using the labeled watershed edges. The objective of the labeling
process it to assign a weight which shows the level of breach security. The watershed
contours are denoted with nodes in the auxiliary graph and the nodes are assigned
weights as the detection probability of the grid point with the maximum detection

probability among others on the same watershed contour.

Watershed segmentation algorithm produces a labeled image where all the water-
shed contours have the same label. To discriminate the individual watershed contours
and to label them, algorithms shown in Figure 3.5 and Figure 3.6 can be applied.
Suppose that each grid point v is marked with n, = 1 if grid point v belongs to a
watershed edge, n, = 0 otherwise. Then, the degree of grid point v can be defined as
d, = vaeGS(U) nw. The grid points which connect two or more watershed edges are
referred to as the connection points and for a connection point v, n, = 1 and d, > 2.
With a minor modification of the watershed algorithm, the connection points can be

obtained easily. Denoting the state of all of the grid points s, = unknown, for each
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ConstructAuxiliaryGraph()

1: Yu, s, = unknown /* state of v */

2: ¢ =0 /* labels and the nodes of the auxiliary graph */
3: for all v where n, =1 and d, > 2 do

4:  Disconnect v from adjacent nodes

5. for all w € Gg(v) do

6: if n, =1 then

7 if s, = unknown then

8: ¢ =c+ 1 /* generate new edge label */
9: t = LabelGridPoint(c, w)

10: else

11: t= £,

12: end if

13: E. = E;. = connected

14: end if

15:  end for

16: end for

Figure 3.5. Algorithm to construct auxiliary graph

connection point v if the state of an adjacent node s, = unknown and n, = 1, mark
the adjacent node w with an unique label and set s,, = known and record the maximum
detection probability for this labeled edge and continue to apply the same algorithm
to adjacent grid points of w until it is another connection point or field borders are

crossed.

Each labeled edge (watershed contour) is represented as a node. The nodes
are connected in the auxiliary graph if the respective edges originate from the same
connection point. A sample auxiliary graph for the iso-sensing surface in Figure 3.2 is
shown in Figure 3.8(a). The connection matrix of the auxiliary graph is represented
with E, and the vector W denotes the weights of the nodes that is the maximum

detection probability of the respective edge in the iso-sensing graph. The labels of each
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grid point are denoted with the vector £. The start node s and the destination node
d denote the insecure and secure sides, respectively. If any edge crosses the boundary
regions on either side of the field, remove the nodes from the auxiliary graph. If any
edge touches the secure side, connect the representing node to the destination node,
and if the edge touches the insecure side, connect the representing node to the start
node. This algorithm constructs the auxiliary graph. Algorithms shown in Figure 3.5
and Figure 3.6 have linear time complexities proportional to the number of points on

the watershed contours.

In Figure 3.8(a), nodes 2 and 11 are disconnected from the graph since their
corresponding edges cross the boundary regions. Nodes 1, 5, 8 and 10 are connected
to the start node s since they cross through the border of the insecure side and nodes
12, 13 and 14 are connected to the destination node since they cross the border of the
secure side. The auxiliary graph shows the possible breach paths which a target may
prefer. For example, among others, (s,1,3,14,d), (s,1,3,4,14,d) or (s,8,7,6,13,d)
are some breach paths. The path with a set of nodes which has the minimum weights

is the best from the view point of the target.

On the auxiliary graph, instead of determining the weakest breach path, a simpler
approach, described in Figure 3.7 can be employed to determine the bottleneck edge
through which the weakest breach path may pass. In this algorithm, the weights of the
nodes are sorted, and the node with the largest weight is removed from the graph. If
the start and destination nodes are disconnected, the weakest breach path must pass
through this edge if there are no other edges with the same weight. If the graph is not
disconnected, the same algorithm is applied on the residual graph until a disconnected
residual graph is obtained. The weight of the final node that is removed produces the
deployment quality measure (DQM). The weakest breach path cannot be determined
with this approach because it may follow another edge with the same weight, whose
removal does not disconnect the start and destination nodes. Denote the number
of nodes in auxiliary graph with @ and the number of connections with e, then the

algorithm shown in Figure 3.7 has O(we logw) complexity.



LabelGridPoint(c, v)

1:

2:

3:

4:

5:

10:

11:

12:

13:

14:

s, = known
£, = ¢ /* store the label of the grid point */
if W, > p, then

W. = p, /* store the weight of the node */
end if
if v touches to insecure side then

E.s = E,. = connected; /* connect to s */
end if

if v touches to secure side then

E.; = E4. = connected; /* connect to d */
end if
if n, =1 and s, = unknown where w € Gg(v) then

LabelGridPoint(¢, w) /* There is only one such grid point. */
end if

Return ¢

Figure 3.6. Algorithm to label the grid points

DeploymentQualityMeasure()

1: buildHeap H using W,

2: while not H.empty() do

3:  h = H.extractMazx()

4:  Remove node h.c from auxiliary graph

5. if s and d are disconnected then

6: Return h.W, /* Depth first search can be used */
7. end if

8: end while

Figure 3.7. Algorithm to determine the deployment quality measure

66
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In Figure 3.8, the trace of the algorithm shown in Figure 3.7 for the sample
auxiliary graph shown in Figure 3.8(a) is shown. The DQM algorithm removes the
nodes with the largest weight from the auxiliary graph to obtain a residual graph
where the start and destination nodes are disconnected. Hence, the algorithm builds
a heap using the weights of the nodes, extracts the index of the node with the largest
weight and remove the node as well as the incoming and outgoing edges and runs the
depth first search algorithm to determine if the residual graph is disconnected. At the
first step (Figure 3.8(a)), the node with the largest weight is Node 4 and it is removed
and the residual graph shown in Figure 3.8(b) that is not disconnected is obtained.
So, the algorithm continues. At the second step, Node 6 is removed because it has the
residual largest weight and the connected residual graph in Figure 3.8(c) is obtained.
Continuing like this, at the sixth step Node 7 is with the residual largest weight so it
is removed and the residual graph is disconnected now. Consequently, the algorithm
stops and declares that the DQM is 0.84 because it is the weight of the last removed

node.

3.2.1. Simulation Results and Discussion

To analyze the watershed segmentation, we developed a simulator coded in C++
integrated with Matlab. In the simulations, a 300 x 60 m? surveillance field is modeled
as a grid, where the grid size is taken to be one meter and the boundary is 10 meters.
The NPD sensors are deployed uniformly random. 13 obstacles are modeled as discs
where the centers are uniformly distributed and the radii are uniform random variables
between 10 and 20 meters. The obstacles not only block the line-of-sight of the sensors,
but also the traversal of the intruder. The sensors are modeled as Neyman-Pearson
detectors [63], where the signal-to-noise ratio is 7 = 20 dB and the signal attenuates
with path-loss exponent 1 = 2 because of the line-of-sight requirement. The sensor
decisions are based on L = 100 samples where the reliability threshold probability is
chosen as 0.9. For KIS and KRIS, the required degrees of coverage K is three.

The effect of false alarm rate and sensor count for the Most-Dominating Sensor

Iso-Sensing (MDIS), K-Degrees of Iso-Sensing (KIS), Reliable Iso-Sensing (RIS) and
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(d) Remove node 3 (e) Remove node 9 (f) Remove node 7

Figure 3.8. Trace of Algorithm in Figure 3.7. This is the auxiliary graph of the

watershed contours in Figure 3.4 produced using Algorithm in Figure 3.5

Reliable K-Degrees Iso-Sensing (KRIS) definitions are depicted in Figures 3.9, 3.10,
3.11 and 3.12, respectively. The results are the averages of 100 runs and the variance
in the results is acceptably low. The figures indicate that as the false alarm rate and the
sensor count increase, the deployment quality measure increases. Increasing the signal-
to-noise ratio improves the detection probability of the sensor, and hence the DQM.
The chosen « values of 0.01, 0.05 and 0.1 can be considered as low, moderate and
high false alarm rate scenarios, respectively. The sensor count parameter is arranged

accordingly to depict sparse, moderate and dense deployment.
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Figure 3.9. The effect of sensor count and false alarm rate on the deployment quality

measure for MDIS when NP detectors are deployed
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Figure 3.10. The effect of sensor count and false alarm rate on the deployment

quality measure for KIS when NP detectors are deployed

For large false alarm rate scenarios, it is clear that sparse deployment satisfies the
required DQM. When the false alarm rate is lowered, the number of deployed sensors is
to be increased. The sensor count is more influential when the false alarm rate is allowed
to be low. For sparse deployments, KIS produces a larger DQM value compared to
MDIS (KIS where K = 1) because the detection probabilities of K sensors are combined
to obtain a better decision. However, for dense deployments, increasing the value of
K does not make a significant difference in the results. When KIS is bounded with a

reliability threshold probability p;, sparse deployment produces apparent breach paths.
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Figure 3.11. The effect of sensor count and false alarm rate on the deployment

quality measure for RIS when NP detectors are deployed
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Figure 3.12. The effect of sensor count and false alarm rate on the deployment

quality measure for KRIS when NP detectors are deployed

That is, for some paths in the surveillance field, no sensors detect the phenomenon with
a probability larger than p;. For example, when KIS with K = 3 is used, for a false
alarm rate of 0.05, 30 sensors are sufficient to produce a DQM of 0.9. However, for
the same false alarm rate scenario, more than 70 sensors are required for RIS when

Pt = 0.9.

The effect of the reliability threshold is seen in Figure 3.11, when fewer than 80

sensors are deployed for a = 0.05, some parts of the field is not monitored reliably.
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Hence, when fewer than 20 sensors are deployed some parts of the field is assumed to be
monitored with zero probability since the detection probabilities associated with those
points are lower than the reliability threshold. Consequently, as seen in Figure 3.11,

the DQM is zero for a = 0.05 where fewer than 20 sensors are deployed.

When RIS is bounded with the coverage degree parameter K, the results do not
change significantly. Because, to increase the detection probability at each grid point,
dense deployment is required. Considering the spatial distribution of the sensors, to
attain at least the threshold probability level, the required number of sensors provide a
coverage degree larger than three. In other words, deploying more sensors to increase
the detection probability at each grid point automatically increases the coverage degree
and vice versa. Furthermore, for RIS and KRIS when the required DQM value is
achieved, it means that the deployment is saturated, and additionally deployed sensors
do not improve performance. Thus, for RIS and KRIS, it is more appropriate to
consider saturated and unsaturated deployment scenarios instead of sparse, moderate

and dense deployments.
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Figure 3.13. The effect of sensor count and sensing coverage degree on the DQM for

KIS when Elfes’s detectors are utilized

For some applications such as battlefield surveillance, higher accuracy may be
required. For those applications KIS with K > 1 can be employed. The effect of
coverage degree on the deployment quality measure is analyzed in Figure 3.13 where

ESDM (see Equation 2.3) are utilized. The sensing range and the decay of the detectors
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are arranged according to parameters r. = 18 meters, r = 20 meters, A\ = 0.1 and
B = 0.9. To provide the same DQM level for larger coverage degree requirement, denser
deployment is necessary. For example, to provide a DQM of 0.9 for KIS with K =1,
K =2 and K = 3, required number of sensors are 150, 200 and 500, respectively.

The iso-sensing graph definition is extended to model obstacles, which block the
line-of-sight of sensors and the traversal of intruders so that the detection probability
of the grid points on which the obstacles are located can be set to one. Hence, the
watershed segmentation algorithm takes the obstacles into account, and the contours do
not overlap with the obstacles. From the target’s standpoint, following the watershed
contours is beneficial. However, the period of time the target spends in the field
influences the detectability, as well. A discrete event simulation (DES) is coded in C++
using Matlab to verify this argument next. After applying the watershed segmentation
algorithm, the potential breach paths are revealed. A target with a constant velocity
traverses the region through the watershed contours starting at a random grid point
on the contour where it touches the bottom line along the x-axis. The aim is to pass

the field to reach the other side along the x-axis (see Figure 2).

The 600 x 100 m? field is modelled as a grid, where the grid size is one meter. The
iso-sensing graph is calculated according to MDIS after deploying varying number of
NP-detectors in this field uniformly randomly. The signal-to-noise ratio is v = 30 dB,
the signal attenuates with path-loss exponent n = 2.5, the false-alarm rate « = 0.01 and
the sensor decisions are based on L = 100 samples. The simulation is repeated 2000
times per deployment and the results are the averages of 100 distinct deployments.
Three circular obstacles are placed where the radii are uniformly randomly chosen

between eight and 15 meters.

The detection ratio of targets with several constant velocities (denoted in grids
per second, g/s) for varying sensor counts is depicted in Figure 3.14. If the target
remains in the field for a longer time period, then its detection probability will be
larger. For example, when nine sensors are deployed, for a target with a velocity of

five g/s the detection ratio is around 0.68, whereas for a velocity of one g/s, the same
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Figure 3.14. The effect of the sensor count on the detection ratio of a when
Neyman-Pearson detectors are deployed target following the watershed contours for
several target speeds (g/s denotes the velocity of the target in terms of grid per

second)

ratio rises to approximately 0.95. Consequently, the target should not only just pass

far from the sensors, but also spend little time in the field.

3.3. Area Based Quality Measures

The deployment quality measure defined in the previous section describes the
worst-case scenario assuming that the target will choose the most-distant path to all
sensors. Instead of the worst case scenario, if it is assumed that the target has no in-
formation about sensor positions, measures that depicts the overall performance of the
sensing coverage can be defined. In this section, we study some alternative deployment

quality measures for surveillance wireless sensor networks.

3.3.1. Poorly Detected Area Measure

The ratio of the poorly detected area to the total area of the field, denoted by
Qpp, gives insight as to whether the deployed number of sensors are adequate or
not. A point in the area is said to be poorly sensed or weakly covered if the number

of sensors to monitor that point is less than a predefined value, or if the calculated
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Figure 3.15. A sample iso-sensing surface and connected components where the
length, the width, the boundary length and the grid size are 80 meters, 40 meters, 10
meters and one meter, respectively. The iso-sensing surface is calculated using
thirteen NP detectors where the false alarm rate, SNR, path-loss exponent and the
sample size are 0.01, 20 dB, two and 100, respectively

detection probability for that point is less than some threshold. Suppose that the
SWSN detection performance on point v is sufficiently reliable only at those distances
for which p, > p;, where p; is the minimum acceptable detection probability. Depending
on the application, it is usually expected that p; > 0.9. Let the grid points v of the

field that resembles a pixel in an image, be represented by the indicator B,

1 if p, < py,
B, = o=t (3.5)

0 otherwise,

which represents inadequately monitored grid points with unity value. With this ap-
proach, the iso-sensing graph is converted to a black and white, binary image. The

black regions of the image denote the poorly sensed area and the white regions denote
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reliably sensed area. Then, the deployment quality measure Q)pp is defined as,

20 Be (3.6)

QPD: NM '

where the numerator counts the poorly detected grids and NM is the total number
of grid points in the field. That is, @Qpp is the ratio of the sum of black pixels to the
total number of pixels. For applications where security is critical, the Qpp value is
required to be close to zero. Large values of this measure depicts that the coverage of
the network is low. The threshold value for the detection probability is to be fine-tuned

depending on the security requirements.
3.3.2. Redeployment Measure

Depending on the non-uniformity of the region, random deployment schemes
may yield large poorly sensed areas, in which case redeployment may be necessary.
The ratio of the largest connected, poorly sensed area to the area of the field hints
whether redeployment is required or not. After representing the field according to
Equation 3.5, we obtain a binary image on which image processing techniques such as

connected component labeling can be applied.

We use the 8-connected neighborhood definition in the field model. The two grid
points v and w are assumed to be connected if w € Gg(v). Furthermore, v and u are
assumed to be connected if there is a path of grid points from v to u where each grid
point is connected to the next one. A connected component is the set of grid points
which are all connected to each other. The algorithms to find the connected components
are referred to as connected component labeling. Connected component labeling works
by scanning an image, pixel by pixel in order to identify connected pixel regions. A
sample iso-sensing graph and connected components are shown in Figure 3.15. Further

information about the connected component labeling can be found in [86].

After applying the connected component labeling to the binary image B, defined
in Equation 3.6, suppose that we have the grid labels ¢, € Z, where ¢, = 0 denotes the
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background of the image and ¢, > 0 are the label values. Denote the component that
has the maximum number of connected pixels (grid points) with the label L. Then,

the redeployment measure Qgrp can be defined as

Zv:&,:L %U

Qp = Sl

(3.7)
This measure depicts the possible sub-fields where redeployment can be considered.
For large Qrp values, if Qrp is close to the QQpp value, then it can be concluded that

there is a single big gap in the coverage, where redeployment of sensors is a must.
3.3.3. Connected Sides

Even if the field is poorly detected, the sensors can be deployed such that there
exists a barrier in the field. Considering our field model, suppose that the largest
poorly detected area is small; however, there exists a path from the start node to
the destination node through this poorly detected area, which means that there is no
barrier. To evaluate this kind of situation, let z be the indicator function showing if
there is a path from the start node to the destination node through the poorly detected
areas. In order to determine if there is such a path, the previously defined connected
component labels, ¢, can be used. If any two of the components that have the same
label are connected to the start and destination nodes, respectively, then z = 1, and
otherwise, z = 0. The tables reflect the percentage of the experiments that result in

z = 1, which is denoted by Q¢s.
3.3.4. Breach Detection Probability

The weakest breach path defined in the previous chapter can be defined as the
permutation of a subset of grid points which targets traverse from the start node s to
the destination node d with the least probability of being detected. The consecutive
nodes are connected to each other. The deployment quality measure called the breach
detection probability on the weakest breach path, Pgp, is defined as Pgp = maxy,cy Py

in Equation 2.10 where V is the set of grid points the target traverses. The Pgp
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Table 3.1. Parameter values used in the simulations to analyze the alternative

deployment quality measures

Parameter Value
Length 400 m.
Width 50 m.
Boundary 20 m.
Grid size 1 m.
N 441
M 51
@ 0.05
n 3

Y 30 dB
L 100
R 300
Dt 0.9

measure depicts the detection probability of just one sensor on the path. In other
words, it shows the closest sensor to the weakest breach path since the breach path
follows the most distant grid points to all of the sensors, assuming identical sensor

characteristics. Therefore, it gives insight about the spread of the sensors in the field.

The effects of the sensor model parameters, the number of sensors, and the density

of the deployment on the quality measures are analyzed in the next section.

3.4. Analysis of Area Based Deployment Quality Measures

In this section, the SWSN scenario described by the parameter values listed in

Table 3.1 is investigated. NPD is utilized as the sensor model. The simulation results

shown in the following tables are the averages of 100 distinct deployment runs. These
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Table 3.2. The effect of a on the deployment quality measures

a | Qrp (%) Qpp (%) Qcs (%) Psp
0.01 4.38 22.51 72 0.82
0.02 3.32 19.23 47 0.89
0.03 3.03 17.34 35 0.92
0.04 2.91 15.91 34 0.91
0.05 2.48 14.49 29 0.94
0.06 2.43 13.48 23 0.93
0.07 2.21 12.27 16 0.95
0.08 2.16 11.70 15 0.96
0.09 2.02 10.89 15 0.96
0.10 2.04 10.38 15 0.96

models can be considered as the building blocks that may be used to cover larger fields.

3.4.1. Propagation, Signal and False Alarm Parameters

As the false alarm rate « increases, not only the detection performance of the
sensor improves (see Table 3.2), but also smaller components are produced since the
detection probabilities are above the p; level. Consequently, the Qgrp and Q)pp values
become smaller. Furthermore, as the components get smaller, the likelihood of the
existence of a component touching both the secure and insecure sides becomes less, and
Qcs decreases. The greater allowance for false alarms translates to more aggressive
pursuit of targets by the Neyman-Pearson detector. Hence, the miss probability of a

target passing through the weakest breach path decreases while Pgp increases.

An increase in the propagation exponent 7 corresponds to faster decay in signal
power with distance. Indeed, a small change in 7 triggers large deviations in the

deployment quality measures as depicted by Table 3.3. The number of grid points
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Table 3.3. The effect of n on the deployment quality measures

n | Qro (%) Qpp (%) Qcs (%) Ppp
2.00 0.00 0.00 0 1.00
2.50 0.74 2.16 2 1.00
3.00 2.40 14.21 28 0.93
3.50 8.81 32.09 97 0.69
4.00 29.82 46.76 100 0.42
4.50 593.31 D7.47 100 0.23
5.00 64.59 65.06 100 0.15

having p, < p; increases; thus, the largest component, as well as the total component
areas increase yielding a larger percentage. Consequently, for fields where the signal
attenuates rapidly, more sensors have to be deployed to meet performance requirements.
For example, for n > 4, it is highly probable that a component exists through which
the target may pass from the insecure side to the secure one. The sharp decrease in
Pgp implies that line-of-sight contact with the target must be ensured by the WSN at

all times.

High signal-to-noise ratio (SNR) ~ produces better Pgp and smaller component

Table 3.4. The effect of v on the deployment quality measures

v | Qrp (%) Qpp (%) Qcs (%) Psp

10 14.50 38.26 100 0.63
20 4.34 22.24 65 0.87
30 2.40 14.40 26 0.93
40 1.86 9.96 13 0.97

20 1.44 7.15 ) 0.99
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Table 3.5. The effect of reliability threshold p; on the deployment quality measures

pe | Qro (%) Qpp (%) Qos (%)
0.75 1.40 7.65 2.00
0.80 1.73 9.50 6.00
0.85 2.22 11.84 13.00
0.90 2.74 14.49 25.00
0.95 3.30 18.93 50.00

areas. However, v does not impact the deployment quality measures as much as 1 does

(see Table 3.4).

3.4.2. Reliability Threshold and Deployment Density

In Table 3.5, the effect of the threshold probability p; is displayed. As p; increases,
the area of the components increase as expected. Moreover, for large p;, the largest
component size grows. In other words, the components start to merge to occupy a
larger portion, and QQ¢g increases, as well. When higher reliability is required, more

sensors are to be deployed to provide the same deployment quality level.

Table 3.6. The effect of the sensor deployment density on the deployment quality

measures

Density (sensors/m?) | Qrp (%) Qpp (%) Qcs (%) Pgp

0.068 0.09 0.12 1 1.00
0.034 0.58 1.83 4 0.99
0.023 1.21 5.42 7 0.98
0.017 1.72 9.60 14 0.96

0.013 2.40 14.40 26 0.93
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Table 3.7. The effect of the number of sensors on the mean of the deployment quality

measures

R | Qrp (%) Qpp (%) Qcs (%) Psp
200 7.17 26.99 97 0.76
210 6.37 25.54 90 0.77
220 5.65 24.05 86 0.79
230 5.14 22.47 86 0.81
240 4.40 21.12 68 0.84
250 3.92 19.89 58 0.86
260 3.42 18.44 50 0.88
270 3.45 17.55 49 0.91
280 2.96 16.30 42 0.91
290 2.86 15.47 34 0.93
300 2.55 14.36 26 0.92

Keeping the number of sensors and the length of the field constant, if the width
of the field is enlarged, the density of the deployment decreases and the number of grid
points having p, < p; increases (see Table 3.6). Thus, the number of the components
increase while their areas grow, and the Qrp, @pp and Qcg values increase. The Pgp
values decrease since the target-to-sensor distances become larger. The detection prob-
abilities associated with the grid points depend on the closest sensor. Deploying more
sensors results in higher p, probabilities. Thus, the quality of deployment improves
as seen in Table 3.7. Because the sensors are randomly deployed in the field, each
grid point has a greater chance to be close to any one of the sensors. Consequently,
the detection probabilities increase and the deployment quality measures other than
Ppp take smaller values. Obstacles are not modelled in the simulations, and the de-
ployed sensors are identical. Therefore, the increase in the number of sensors produces

a smoother change in the deployment quality measures.
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Table 3.8. Verification of the breach probability through discrete event simulations

R| P T
20 | 045 0.45
40 | 0.25 0.25
60 | 0.22 0.23
80 | 0.02 0.02

When more sensors are deployed, since p, increases, fewer grid points have p, < p,
and the Qgp and Q) pp values decrease. For 260 sensors, the probability that there exists
a component touching both the secure and insecure sides is about 0.5. However, for

200 sensors the same probability is close to one.

3.4.3. Discrete Event Simulation

In order to validate the breach probability of a target passing through the weakest
breach path, a discrete event simulation environment is created. In the simulations,
the trajectory of the target is the weakest breach path found through the application of
Dijkstra’s algorithm. The target moves from one grid point to the other by following
the sequence of the grid points on the weakest breach path. Velocity of the target
is not included in the traversal process. For each grid point, the detection process is
simulated. If the target is not detected at any grid point, the result is assumed to be
zero, and it is one otherwise. The simulations for each instance are repeated 10000
times and the ratio of the number of detections to ten thousand represent the miss

rate, 7.

The parameter values in the simulations are as in Table 3.1. For different number
of sensors, the breach probability P associated with the weakest breach path defined in
Equation 2.5 is compared with the simulation results in Table 3.8. The discrete event

simulations are in agreement with earlier results.
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4. ANALYTICAL DEPLOYMENT QUALITY MEASURE

Assume that a set of sensors are deployed randomly to a region to detect unau-
thorized traversals. What is the quality of the deployment? Is the deployed number of
sensors adequate to provide the required quality in terms of breach detection? In this
and previous chapters, we proposed experimental methods based on different deploy-
ment quality measures. In this section, we propose an analytical method to determine
the required number of sensors based on only the sensing coverage. The probability of
detecting a randomly positioned target by a set of binary sensors is formulated. Using
this formulation, it is possible to determine the required number of sensors to provide
a required detection probability. Also, the expected number of sensors that cover any

randomly chosen point in the field can be determined.

We define three problems which are related to each other. All of the problems
are based on the following assumptions: The field is rectangular and D; x Dy m2.
The positions of the sensors are uniformly random. The x and y coordinates are
independent. R identical sensors are deployed. Binary detectors with sensing range d;
are utilized. The communication range d. of the sensors are at least twice the sensing

range, d. > 2d; [87].

The sensing-neighboring degree, w is defined as the number of sensors within sens-

ing range d, of each other. Given d;;, the distance between sensors ¢ and j, then define

i
adjacency as a;; = 1, if d;; < d; and a;; = 0, otherwise. Then, the sensing-neighboring
degree of i sensor is w; = Y, 4j @ij- The communication-neighboring degree, v is
defined as the number of sensors within communication range d,. of each other. Define
adjacency a;; = 1if d;; < d. and a;; = 0, otherwise and the communication-neighboring
degree of i'" sensor is v; = > _izj @ij- Now, the problems can be stated as: (1) What
is the probability of detecting a randomly located target by at least one sensor given
that R sensors are deployed?” The solution to this problem can be considered as a

deployment quality measure (DQM). (2) What is required number of sensors to pro-

vide the required deployment quality measure p;? (3) What are the average sensing-
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and communication-neighboring degrees given that the communication range is at least

twice the sensing range d. > 2d;.
4.1. Random Point Detection

Assume that the positions of a set of sensors be uniform randomly distributed in
a rectangular field where the length and the width are Dy and Ds, respectively, where
Dy < Dy. The distance between two random points d in a rectangular field is defined
as the random variable D. Then the probability density function and the cumulative

distribution functions are defined in Equations 4.1 and 4.2 [88], respectively.

2026 +2¢6m — 4¢P (1 + (), 0<E <,
AGE/E2 — T = 20€(26 +¢)
+ACEsinTH(1/€), 1<E< (T,
fp(§D2) = Dy ACEN/E2 — 14+ 40%€\/e2 — (2 (4.1)
—26(C%€% + 14 ¢?) + 4¢Esin ' (1/€)
—4¢€cosTH(1/(CE)), (TP E<VIH (T,

0, otherwise.

0, £<0
(3¢ =361+ +m, 0<E<T,
2V —1(282 +1)
—5C(88% +6¢€* = ()
+2¢&%sin ' (1/€), 1<E< ¢
A (12
—5C3 (61 + 267 — %)
+3V/62 = (2202 4+ 1)
+5(2 - ¢
+2¢€2%sin ' 1/¢
—2¢&%cos M1/ (TP<E< T+ (2
\ 1, V/1+¢2<¢




85

where ( = Dy/D; < 1 is the shape parameter and £ = d/D,. Binary detector can be

formulated as

1, Xz < dt
gp(x) = (4.3)
0, T > dt

where z > 0 is the sensor-to-target distance, d; is the sensing range and g(x) is the
detection probability function defined with the random variable x € D. Assume that
a target and a binary detector are positioned randomly in a rectangle region, then the

expected value of target detection probability is

di

oo} = | apx)folads = [ fola)ds (1.4
By definition, this is the value of cumulative distribution function for d; defined in
Equation 4.2. That is, E{gp(x)} = Fp(d;). We can define a Bernoulli trial as: Chose
two random positions in the rectangle, assume that the target is located on one of
the points and there is a sensor on the other point. If the distance between these two
random points is smaller than d;, the target is detected successfully and the trial fails
otherwise. The expected value of this Bernoulli trial is defined in Equation 4.4. By
definition, the expected value of a Bernoulli trial is equal to the success probability.
Hence, the detection probability is p = Fp(d;). Repeating Bernoulli trials R times
produces binomial distribution. If R sensors are deployed, then the probability that
a randomly positioned target is detected by k of the sensors follows this binomial

distribution. Hence,

st = ()= = (D)ot = mota)™. )

Equation 4.5 cannot be approximated by a Poisson distribution because

lim RFp(d;) — oo.

R—o0
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However, since RFp(d;) is large enough, Equation 4.5 can be approximated by normal
distribution R(u, o) where u = RFp(d;) and 0 = RFp(d:)(1 — Fp(d). The probability

that the target is detected by at least one sensor is

pa=1—p(R,0)=1—(1— Fp(d))*". (4.6)

where py is the solution of question ”What is the probability of detecting a randomly
located target by at least one sensor given that R sensors are deployed?”. Equation 4.6
can be expressed as the complement of the probability that none of the sensors detect
the target. Using Equation 4.6, one can derive R for a predetermined target detection

probability value p;, then the required number of sensors for a given DQM level p; is

B log (1 — py)
= Loga - FD@)] (.7

Concentrating on any randomly deployed sensor, we can define a Bernoulli trial as
whether any other randomly deployed sensor is in the sensing range. If R sensors
are deployed, then the sensing-neighboring degree of a sensor is the expected value
of the binomial distribution obtained by R — 1 Bernoulli trials. Consequently, the

sensing-neighboring degree is
w=E{p(R—1,k)} = (R—1)Fp(dy) (4.8)

Since the communication range d, is at least 2d;, then we can define the trial according

to the communication range, hence the communication-neighboring degree is
v = (R—1)Fp(2d,). (4.9)
Since Fp(2d;) > Fp(d;), if the network is designed according to the communication

range, breach holes will exist in the sensing coverage. In the next section, we present

numerical evaluation of the proposed analytical deployment quality measure.
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Figure 4.1. The effect of sensing range on the deployment quality measure is verified

with simulations where Dy = 30 meters, D; = 100 meters and N = 10, 20, 30

4.2. Numerical Evaluation of Random Point Detection

The simulations are performed with Matlab. A set of sensor positions are deter-
mined randomly in a rectangle. For each run, a target is assumed to be located on a
random position. If the distance between the target and any sensor is smaller than the
sensing range, then the run is assumed to be a success, otherwise it is a failure. The
results are averages of 1000 runs for each deployed sensor set. The effect of the number
of sensors and the detector range on the DQM are shown in Figure 4.1 and Figure 4.2,
respectively. The variances in the simulations are in the acceptable range and verify

the correctness of the analytical model.

Cumulative distribution functions are monotonic increasing functions. As the
sensing range increase, Fp(d;) increases and the probability of target detection py
decreases (see Equation 4.6). This is depicted in Figure 4.1; for R = 10, 20, 30, the
deployment quality measure is plotted as the sensing range increases. As the number of
deployed sensors increase, the provided DQM level increases (Figure 4.2). For denser
deployments, the required DQM is provided with sensors whose ranges are smaller.
When the sensing range is equal to the width of the field, the DQM is one and only a

couple of randomly deployed sensors are enough to cover the field as seen in Figure 4.3.



88

o o o
o N @
T > :

Deployment quality measure
o
(&)

0.4r
0.3
0.2
—— Simulation
01 <o Analytical
" 2 20 40 50 60

Number of deployed sensors
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meters

Keeping the field area constant as 3000 m?2, the shape of the field is influential
on the required number of sensors as seen in Figure 4.4, where the sensing range is
10 m. As the field becomes square in shape, fewer sensors are enough to provide the
required DQM. When the shape parameter is small, more sensors are required. As the
required deployment quality increases, more sensors are required. For example, when

¢ = Dy/D; = 0.0083, 58 sensors are required to provide a deployment quality of 0.85
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Figure 4.3. The effect of sensing range on the required number of sensors for different

threshold detection probabilities where Dy = 30 meters, D, = 100 meters



89

_pt:O.85
o pF0.90
‘== p=0.95

Required number of sensors

0.05 0.1

0.15 0.2 0.25 0.3

Field shape ¢

Figure 4.4. The effect of field shape parameter ( = D,/D; on the required number of
sensors for different threshold detection probabilities where total area is 3000 m?,

d; = 10 meters

target detection probability. However, if ( = 0.30, deploying 22 sensors is adequate.
The effect of the field shape is more influential when the shape parameter is quite small.
That is, when the field is a rather narrow and long region, more sensors are required.

When ( is larger than 0.1, shape does not affect the required number of sensors much.

The average sensing- and communication-neighboring degrees increase as the
sensing range increases. For example, when 10 sensors with seven meters of sensing
range is utilized, the average sensing neighboring degree is 1.02. The average com-
munication degree is 3.15 if the communication range of the sensor is 14 m. When
the network is planned according to the sensing-coverage, it can be considered as
over-engineered in terms of the communication degree. Hence, high redundancy for
communication is provided if the network is planned according to the sensing that is

the main functionality of the network.
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5. TEMPORAL BEHAVIOR OF THE DEPLOYMENT
QUALITY

Suppose that a perimeter is to be monitored and unauthorized intruders travers-
ing the field-of-interest are to be detected by the SWSN. The quality of surveillance
provisioned after the initial deployment is presented in the previous chapter without
considering its temporal resilience. Failures of the sensors influence the sensing cov-
erage, and the provisioned sensing quality diminishes. For surveillance applications,
definition of the network lifetime in terms of the sensing quality is a must. Taking the
sensor failures as the root cause, the objective of recent literature such as [89] is to
increase the network lifetime with energy-aware protocols. Along with energy aware-
ness, the effect of failures on the sensing capability needs a rigorous analysis. This
view point opens up a new research perspective: temporal resilience of the surveillance
quality and definition of the lifetime of the SWSN in terms of the deployment quality

measures.

5.1. Lifetime Definitions

The principle stated in [90] is that the network lifetime definition must consider
the capability of the network towards satisfying the design purpose. The simplistic
network lifetime definition depends on the assumption that the network dies when the
first sensor runs out of battery. An extensive survey about the network lifetime can be
found in [91]. Considering just the ratio of alive sensors is acceptable for applications
of wireless sensor networks where periodic messaging with a balanced routing strategy
is implemented. However, event generations in surveillance applications are not de-
terministic, and death of several sensors may not cause significant degradation of the
deployment quality. The network is considered operational as long as it provides the

required surveillance quality.

The presence of an intruder may be decided by more than one neighboring sensors

in a short period of time. Hence, there are spatial and temporal correlations among
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the detections of intruders in a SWSN. Also, the trajectory of the breach is influential
on the event generations and causes spatial locality of sensor decisions. The detections
causes power consumption not only by sensing units but also by the radio unit of the

sensor because the presence decision of an intruder must be communicated to the sink.

In this work, we define the following network lifetime definitions based on the

deployment quality measures defined in the previous chapter:

Deployment quality lifetime (799™) After the deployment of the sensors, the de-
ployment quality is calculated as formulated in Section 3.2. The deployment
quality measure is calculated after each sensor dies and if the value of this mea-
sure is less than a threshold (e.g. 0.95) the network is regarded as dead.

Poorly detected area lifetime (77¢) If the ratio of poorly detected area to the area
of the field-of-interest QQpp defined in Equation 3.6 is greater then a threshold
value (e.g. 0.05) the network is regarded as dead.

Redeployment lifetime (77?) If the ratio of redeployment measure Qrp defined in
Equation 3.7 is greater then a threshold value (e.g. 0.05) the network is regarded
as dead.

Connected sides lifetime (7°) If there is a single poorly detected region that con-
nects the secure and insecure sides of the field, then the network is regarded as
dead.

First dead sensor lifetime (7/7%') The network is regarded as dead after the bat-

tery depletion of the first sensor.

In the previous chapter we proposed several deployment quality measures consid-
ering the spatial correlations without considering the effect of sensor failures in time.
In this work, we analyze the temporal changes in the iso-sensing graph and deploy-
ment quality with a realistic dicrete event simulator. The nondeterministic nature of
intrusions hardens the analytical modeling of the surveillance applications. Next, the
application scenarios and the simulation setup to analyze the temporal behavior of the

deployment quality measures are presented.
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5.2. Application Scenarios and Simulation Setup

The rate of events has a significant impact on the operations of the SWSN. To

analyze the effect of event rate we utilize two scenarios:

Rare-event surveillance scenario (RES): Assume a scenario where fugitives try
to cross the country border illegally. The objective of the fugitive is to pass
through the border monitored by a SWSN. Since, the intrusions will not be
frequent, we refer to such scenarios as rare-event surveillance (RES) scenario.

Frequent-event surveillance scenario (FES): Assume a scenario where visitors of
a historic arena such as the Temple of Artemis at Ephesus in Turkey is to be
monitored. The objective of the SWSN is to detect the visitors whom are trying
to enter unallowed parts of the arena. Compared to RES scenario, more frequent
event detections are expected. Hence, this scenario is referred to as frequent-event

surveillance (FES) scenario.

When compared to other applications of WSNs, RES scenario is not common
because the sensor nodes are in low-power listening state most of the time during their
lifetime. In the surveillance applications, since the main functionality is to sense, the
sensing units of the nodes are active during the network lifetime. For an individual
sensor, when compared to the energy consumptions of the radio module, the sensing
unit consumes negligible power. However, for RES scenario, the situation is the oppo-
site. Most of the power is consumed by the radio that is in low power listening mode

and by the active sensing unit.

The simulation results show that more than 99 per cent of the power is used for
low-power listening and sensing and the remaining power is consumed to receive and
send packets. For the FES scenario, around 13 per cent of the power is consumed for
communication. These results are obtained from 30 runs of the simulations where 100

sensors are deployed.
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5.2.1. Simulation Setup

To analyze the temporal changes in the deployment quality, we developed a dis-
crete event simulator using OmNet++ [72]. The field-of-interest is 300 x 50 m?. Deter-
mining the sink positions is an optimization problem [92]. For the sake of simplicity,
the sink is placed in the middle of the field although the position of the sink influences
the battery consumption depending on the applied routing strategy [93]. Distributed
Bellman-Ford routing strategy as described in [92] is utilized as the network layer of the
sensor nodes. This strategy produces a minimum energy tree topology where the cost
of the sensor-to-sink communication is minimized. The cost is defined as the power
consumed to send a packet based on the inter-node distance. The sink is to be informed
about the operational states of the individual sensor nodes. Hence, the sensor nodes
periodically send an alive message to the sink. The period is an input parameter and it
may be adjusted towards satisfying the application requirements. In the simulations,
one alive message per hour is sent by the sensors since we do not assume any inten-
tional destructions of the sensors. The sensors fail only because of power depletions.
The sink continuously monitors the operational states and whenever a sensor does not
send the alive message, the route establishment procedure is started by the sink. The

energy consumptions of the route establishment phase is included in the calculations.

A sensor node is composed of a wireless communication module, one or more
sensing units, and a processing unit. Energy consumptions are due to packet send-
ing, packet receiving, low-power listening, sensing and processing. The sensor model
consists of the communication and the sensing stacks. The application layer and the
battery are the core units of the model. After defining the overall simulation setup, in

the next sub-sections the sensor node, sensor and intruder models are described.

5.2.1.1. Wake-up Circuitry Model. In the surveillance scenario, detections occur rarely.

When a sensor detects an intruder, it communicates the decision about the presence
of an intruder to the sink. Except for periodic messaging (e.g. periodic alive messages

sent to the sink), sensors only communicate when a detection occurs. As proposed
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CC1000 radio chip
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Power level (dBm) | Current drain (mA)
-20 ] 3.3
-5 8.9
0104
5| 14.8
10 | 26.7

in [94], we keep the communication stack in low power listening mode unless an event
is detected. To wake up the communication stack, a low-power wake-up circuitry is
modelled as proposed in [95,96]. The wake-up circuitry consumes around 1 pA. As-
suming perfect medium access (MAC) layer without any sleep scheduling is acceptable.
The wake-up circuitry enables the communication stack when an intruder is detected,
otherwise the communication stack is in low power listening mode. The delay intro-

duced by the wake-up circuitry is 2.8 ms [94].

5.2.1.2. Radio Model. The physical layer of the communication stack uses single chan-

nel radio model. Many of the commercialized sensor motes such as Berkeley Mica2
motes [97], Exscal motes [98] use the Chipcon CC1000 radio chip [99]. This chip oper-
ates in the 300 to 1000 MHz range with a data rate between 0.3 to 76.8 kbps, supports
multi-channel, and provides the received signal strength indicator to the application
layer. The output power can be adjusted between -10 and 10 dBm and it is pro-
grammable. Hence, it is possible to set the output power while transmitting a packet
according to the next hop distance. The sensitivity of the receiver is —110 dBm for a
data rate of 1.2 kbps. When this chip is in off-mode, it consumes 0.2 pA. In receive
mode, 7.4 mA is consumed at 433 MHz. The current consumptions for different trans-

mission powers at 433 MHz are shown in Table 5.1. The maximum communication

range with these parameters is 55 meters assuming free-space propagation model.
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5.2.1.3. Sensor Model. Elfes’s sensor detection model is employed in the simulations.

We model a passive-infrared sensor with this model where the parameters are r = 25
meters, r, = 5 meters, A = 0.1 and 6 = 0.9. To decide on the detections, a random
number is produced between zero and one. The probability of detecting the intruder
is calculated as in Eq. 2.3 using the sensor-to-intruder distance. If the random number
is smaller than the calculated detection probability, the application layer is informed
about the intruder which in turn sends a message about the intrusion decision to the
sink. Since the main functionality of the network is to sense, we assume that the
sensing stack is always active in the simulations. As published by Dutta et al. in [100],
the current consumption of the infrared sensor is 0.3 mA in active mode. The latency
for the infrared sensor to switch from the off-mode to the active mode is more than one
second. Hence, the assumption that the sensing unit is always active becomes more

acceptable.

5.2.1.4. Intruder Mobility Model. The objective of the target is to pass from the in-

secure side of the perimeter to the secure side. We assume that the intruder does
not know the sensor positions. A randomly positioned intruder in the insecure side
walks through the perimeter. The step interval of the intruder is one second where
the velocity is two meters per second. The intruder follows the trajectory for five
seconds and changes its trajectory with a randomly chosen angle. At each trajectory
change period, a uniformly distributed number between zero and 180 is generated and
used as the angle of the trajectory change. The new position is calculated using the
randomly generated angle and the step distance. The intruder is reflected from the
vertical borders of the perimeter. After an intruder’s traversal, another intruder tries
to traverse the region in the same fashion which is referred to as re-occurrence. For
the RES scenario, the re-occurrence period of the intruder is arranged to be uniformly
distributed between 18 and 30 hours with a mean of one day. For the FES scenario,
the re-occurrence period is uniformly distributed between 0.01 and 0.02 hours with a
mean of 54 seconds. As the intruder traverses the field, the sensors take samples at
each second. If a sensor decides on target presence, it communicates its decision to the

sink. The energy consumptions of the routing overhead is included in the calculations.
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5.3. Analysis of the Network Lifetime

After defining the simulation setup, in this section, we present the temporal

behavior of the deployment quality.

5.3.1. Temporal Behavior of the Deployment Quality

For the RES and FES scenarios, the individual lifetimes of the first 50 per cent of
the initially deployed sensors are depicted in Figure 5.1 as they progressively die out.
The error bars in these figures depict that the variance in the simulation results are
in acceptable ranges. For both scenarios, the trend in the lifetime is similar. Several
sensors deplete their batteries quickly after the death of the first sensor, then, the
battery depletions slow down. For rare event detection scenarios, the difference between
the value of any network lifetime definition and the lifetime of the first dead sensor are
nearly equal. As the rate of the events increase, the network lifetime definition based
on the first dead sensor is misleading because after a couple of battery depletions, the
network is still in an acceptable operational status in terms of the sensing capability.
For the RES scenario, the tenth sensor dies in an hour after the first sensor dies.

For the FES scenario, this value is 20 hours. Most of the power consumption for
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the RES scenario is due to the low-power listening radio and active sensing units.
The detections and the related communication activities have a negligible impact on
the power depletions of the sensors. However, for the FES scenario, communication
activities of the sensors influence the power depletions and the inter-death times of the
sensors are regulated according to the packet transmission and reception loads of the

sensors. Relay nodes die faster.

The temporal changes in the deployment quality for the RES and FES scenarios
are depicted in Figure 5.2. The threshold values are 0.95 for the DQM and 0.05 for
Qprp, Qrp and Qcs. These figures depict the effect of dead sensors on the deployment
quality clearly. For the RES and the FES scenarios, the effect is similar. The change
in the redeployment and poorly detected area measures are the same. This suggest
that a single gap occurs in the field-of-interest. As the sensors die, the DQM value
decreases and sensing gaps occur in the field-of-interest. The sharp decrease in DQM
and the sharp increase in ()og indicates a local failure of the sensors, as well. When
distributed Bellman-Ford routing is applied, the sensors close to the sink die faster
because of the relay-node functionality. This spatio-temporal phenomenon is regarded
as the energy hole problem in the literature [101]. As the sensors die, the change in

the DQMs increases because the same offered load is carried by the residual network.
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(a) Initial iso-sensing graph (MDIS)

(b) 10*" sensor dies

(c) Connected sides occur after the 15" sensor dies

(d) 20" sensor dies

(e) 30" sensor dies

Figure 5.3. Demonstration of the energy hole problem when sensors are uniformly

deployed in the field-of-interest of 300 x 50 m?

5.3.2. Energy Hole Problem

Ahmed et al. define the hole problem in [101] as the result of some anomalies in

the wireless sensor networks that impair the functionality of the network. Specifically,
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(a) Initial iso-sensing graph (MDIS)

(b) 20" sensor dies

(c) 40" sensor dies

(d) 50" sensor dies

Figure 5.4. Demonstration of the energy hole problem when two sinks are deployed in

the field-of-interest of 300 x 50 m?

the coverage hole is defined as the area not covered by any sensor, due to the anomalies
such as random deployment creating voids, node failures, and jamming. In this work,
we consider the coverage hole as the sensing gap which is a consequence of the dead
sensors in a region. The communication in a SWSN is converge-cast, in other words,
most of communication is initiated by the sensors to the sink. Hence, depending on
the routing strategy applied some bottleneck sensors exist in the deployment. The

bottleneck nodes are the ones deployed close to the sink.
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Figures 5.3 and 5.4 demonstrate the energy hole problem in the simulations where
one and two sinks are deployed, respectively. The field is 300 x 50 m? and 100 sensors
are deployed. For the one sink demonstration, the sink is in the middle, and for the
two-sink demonstration, the sink positions are (100,25) and (200,25). The initial iso-
sensing graph is shown in Figure 5.3(a). The black region is well-secured. As time
passes, sensors start to die. The sink is in the middle of the field. As the figure depicts,
the sensors around the sink dies faster and a gap is produced around the sink. Since the
width of the field is narrow, the gap is connected both to the secure and insecure sides.
After the first 10 sensors die, the sensing coverage does not have any breach paths.
After the death of the 15'h sensor, the connected sides measure becomes one, although
most of the area is well covered. As more sensors die, the gap gets larger and the
@pp and Qgp measures increase. Notice that there is a single big gap. Consequently,
®pp and Qrp measures are equal. For the two-sink demonstration, the energy holes
occur around the sinks and around the boundary region between the clusters produced
by the minimum energy tree routing. Notice that in Figure 5.4, there is still no gap
connecting both sides after the death of the 50 sensor. But, the faded regions imply
the potential breach holes. Gaussian deployments where the mean is the sink position

may reduce the effect of the energy hole problem.

5.3.3. Deployed Number of Sensors

The impact of the redundant deployment on the lifetime of SWSNs is shown in
Figure 5.5. As the number of deployed sensors increase, the lifetime decreases. This
is a significant phenomenon. For the RES scenario, the impact is negligible compared
to the results for the FES scenario. Increasing the initially deployed sensor count from
80 to 160 decreases the lifetime of the network by around four hours. However, for
the FES scenario, the decrease is around 40 hours. As the number of deployed sensors
increases, more alive messages are sent and more detections occur. As a consequence
of more communication, the relay nodes close to the sink carry more traffic and deplete
their batteries even faster. In other words, the energy hole problem occurs rapidly as

more sensors are deployed.
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Figure 5.5. The effect of the number of sensors on the network lifetime

Figure 5.5 also depicts that the sensing gap is not large however it is connected
to both sides of the field-of-interest. For both of the scenarios, the lifetime values
decrease as the sensor count increases. For the RES scenario, it can be concluded that
it is acceptable to use the first node’s failure time as the network lifetime. However,
for the FES scenario, other deployment quality based lifetime definitions are more

appropriate. That is for the FES scenario, 77¢ ~ 774 > 7dam > 7¢s > pfirst and for the
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5.3.4. Deployed Number of Sinks

The packets are forwarded to the data collection centers referred to as sinks and
the data flow in wireless sensor networks is converge-cast. Any packet is sent to the
sink in a multi-hop fashion that necessitates relay node functionality. The effect of the
deployed number of sinks on the network lifetime is presented in Figure 5.6 for the RES
and the FES scenarios. Due to low communication requirement in the RES scenario,
the sink count is not influential on the network lifetime because a small amount of
power is consumed due to the communication activity. However, for the FES scenario,
the overall communication requirement is large. Hence, the power consumed for the
relay functionality becomes influential. Increasing the number of sinks, decreases the
hops encountered by packets. Thus, the power consumed for the relay functionality

decreases and the overall network lifetime increases as more sinks are deployed.

In these simulations, the field-of-interest is 300 x 50 m?. For the one sink scenario,
the sink is in the middle of the field. For the two sinks scenario, the position of the two
sinks are (100,25) and (200,25). For the three sinks scenario, the positions are (75,25),
(150,25) and (225,25). For the FES scenario, as seen in Figure 5.6(b), as additional
sinks are deployed, the increase in the network lifetime deaccelerates. For example, if
one sink is deployed, the network lifetime defined as the time of the first dead sensor is
710 hours. If two sinks are deployed, the network lifetime increases around 40 hours.
The increase in the network lifetime is around 20 hours if the third sink is introduced.
As the number of sinks increases, the topology of the network changes from multi-hop
to one-hop fashion. After deploying a fixed number of sinks in the field-of-interest, the
power consumed for the relay functionality of the sensor nodes reduces to zero which
results in less gain in the network lifetime with additional sink deployments. Hence, a

convergence trend is seen in Figure 5.6.

5.3.5. Effect of Intruder Mobility

The rate of the events in a SWSN have a significant impact on the network

lifetime. As the rate of the events increases, the number of successful detections increase
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and consequently the communication costs increase. In the simulations, no aggregation
methods are applied. Hence, each detection results in a packet that is routed from the
initiating sensor to the sink following the minimum energy tree path. The intruder
re-occurrence period affects the rate of the events. As more intruders try to traverse
the region, more detections occur and more packets are produced to communicate the
sensor decisions. In Figure 5.7, the impact of the intruder re-occurrence period on the
network lifetime is shown. As the re-occurrence period gets larger, fewer penetrations
are observed. If the FES and the RES scenarios are considered as the two extreme

cases, from FES to RES the network lifetime increases.

In the simulations, another parameter that affects the rate of the events is the
intruder count. As more intruders penetrate simultaneously, more detections occur. As
seen in Figure 5.8, as the intruder count increases, the network lifetime decreases. For
the RES scenario, the decrease is negligible since the low-power listening period is much
more dominant than the duty period of the sensors. For the scenarios where events
occur more frequently, the effect of the number of intruders on the network lifetime
is very significant. When Figure 5.8(b) is analyzed, if 10 intruders try to penetrate
through the field-of-interest, the network lifetime becomes the half of the value where

only one intruder penetrates at a time.
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lifetime

The speed of the intruder is influential on the event generations. As the speed of
the intruder increases, less samples can be taken by the sensors, and the probability of
detection decreases causing a decay in the event rate. Again, for the RES scenario, the
speed of the target has a negligible effect on the network lifetime. For the FES scenario,

as the speed of the single intruder increase, the network lifetime increases significantly.
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This is due to the fewer communication requirement based on the intrusion detections.
This phenomenon indirectly shows the trade-off between the sample rate of the sensors
and the lifetime. If sensors take more samples, then more communication is required

to inform the sink about the detections which in turn reduces the network lifetime.

5.3.6. Comparative Evaluation of Sensing Range and Sensor Count

One of the issues in the design of the SWSN is determining the required number
of sensors. The deployment quality depends on the sensing range and the number of
sensors. In previous chapters, we presented how to determine the required number
of sensors to provide an initial deployment quality level when the sensing ranges of
the sensors are known. In this section, we analyze the trade-off between the sensing
range and the required number of sensors in terms of its effect on the network lifetime.
If sensors with larger sensing ranges are deployed, the required number of sensors is

smaller compared to those deployments of sensors with smaller sensing ranges.

For different sensing ranges as shown in Table 5.2, the required number of sensors
are calculated to provide an initial deployment quality of 0.95 calculated with Algo-
rithm shown in Figure 3.7. The Elfes’s sensor detection model is used where r, = 5
meters, A = 0.5 and # = 0.5. As the sensing range increases, the required number of
sensors decrease. For example, for r = 15 meters, 116 sensors are required, whereas, for
r = 25 meters, 63 sensors are adequate. As concluded from Figure 5.5, increasing the
deployed number of sensors decreases the lifetime. However, as seen in Table 5.2, the
lifetime of the network remains nearly equal by changing the sensor count and sensing
range at the same time. Decreasing the sensing range of sensors results in fewer detec-
tions and the overall communication activity of the network decreases. Consequently,
the effect seen in Figure 5.5 is not observed here. This concludes that deploying only
the required number of sensors without redundancy to provide the initial deployment

quality threshold is the best strategy in terms of the network lifetime.
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Table 5.2. The effect of the number of sensors R and sensing range r on the network
lifetime (hours) when Elfes’s detectors are deployed where r, = 5 meters, A = 0.5 and

B=05

r R Tpd Trd 768 qum Tfirst

15 116 | 822.61 829.1 &822.61 822.61 &822.61
20 88 | 805.73 809.8 793.07 807.35 793.07
25 63 | 791.09 792.9 775.56 785.23 T67.23
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6. CONCLUSIONS

In this thesis, we formulate the weakest breach path problem and employ the
breach probability and the maximum breach detection probability on the path for
the performance assessment of SWSN. In doing so, the effects of various sensor and
propagation parameters are analyzed. Ultimately, the goal is to determine the required
number of sensors to bound the breach probability and to obtain an acceptable breach
detection probability level. The evaluations lead to the conclusion that the breach
detection probability is most sensitive to the false alarm rate. The SNR has an impact
when the path loss exponent is small. Operating at a high SNR is ineffective if the signal
attenuates faster with target-to-sensor distance. Therefore, placing the sensors such
that they have an unobstructed view of the target is crucial. Increasing the number of
data collected for a breach decision by a single sensor enhances the performance of the
SWSN. However, the trade-off between the data size and power consumption must be
further investigated. As the number of sensors deployed increases, the breach detection
probability improves as expected. However, the trade-off between the cost of sensors

and the deployment, and the performance of the SWSN must be analyzed.

By defining the breach probability as the miss probability of the weakest breach
path, the false alarm rate constraint has a significant impact on the breach probability,
as well as the required number of sensor nodes for a given breach probability level. For
fields where the signal attenuates faster with distance, large SNR levels are needed.
Upon analyzing the effect of the field shape on breach probability, it is concluded that
the differences between the breach probabilities of uniformly and normally distributed
y-axis schemes are larger for narrower fields. Furthermore, the width of the field has
a noticeable impact on the breach probability. The model and results developed in
this thesis give clues that link false alarms to energy efficiency. Enforcing a low false
alarm rate to avoid unnecessary response costs implies either a larger data-set (L) and
hence a greater battery consumption, or a denser sensor network, which increases the

deployment cost.
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We applied the watershed segmentation algorithm on the sensing coverage and
reduced the solution space to find the weakest breach path in surveillance wireless
sensor networks. The sensor detection model proposed by Elfes is utilized to calculate
the sensing coverage. This model has two significant properties: the detection model
is a truncated one and it acts as a binary detection model when A =1, 6 =1o0or A =0,
G = 0. Utilizing two scenarios, namely the embassy perimeter security and country
border surveillance scenarios, we analyzed the effects of detection model parameters,
sensor requirement and field width. The breach probability increases in A and/or 3.
With constant number of sensor nodes, the breach probability also increases if the field
is widened, especially when the width is larger than r 4+ r.. Furthermore, increasing
the number of sensors does not affect the breach probability until a sensor is deployed

close to the weakest path.

In this thesis, we propose several deployment quality measures and the utiliza-
tion of the watershed segmentation algorithm to find the possible breach paths in a
surveillance field with obstacles. In order to apply the watershed segmentation, the iso-
sensing graph is defined and a recursive algorithm is designed to find the deployment
quality measure defined as the maximum detection probability on the weakest breach
path. The simulations indicate the impact of the false alarm rate and the sensor count

on the deployment quality measure.

The wireless sensor network application designer may merely use MDIS (KIS
with K = 1) if the required security level is not extremely high. Otherwise, using RIS
or KRIS is more appropriate. Furthermore, to use KIS or KRIS is beneficial when
large number of sensors are to be deployed and a sleep scheduling algorithm is to be
implement to prolong the lifetime of the network. The false alarm rate and the path-
loss exponent affect the deployment quality measures significantly. The choice of the
threshold value to find the poorly detected areas in the field is also critical. As more

sensors are deployed in the region, the quality of the deployment is enhanced.

An analytical model to determine the deployment quality is proposed in this

thesis where binary detectors are utilized. Using this model, it is possible to calculate
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the required number of sensors to provide the predetermined deployment quality level.
Furthermore, some routing protocols depend on the neighboring degree of sensors. The
sensing- and communication neighboring degrees can be calculated with this model.
The analytical evaluation results closely match the simulation outcomes. The designer
of the network may use the sensing- and communication-neighboring degrees as decision

criteria along with the threshold DQM level.

Simulations have shown that the energy hole problem in surveillance applications
of wireless sensor networks needs rigorous analysis. To find the bottleneck sensors
whose deaths creates sensing gaps in the field-of-interest can be identified right after
deployment. The routing strategy, sink positions and sensor deployment scheme affect
the potential energy holes in the field-of-interest. Another conclusion drawn from the
discrete event simulations is that for rare-event detection scenarios such as border
surveillance applications, most of energy is consumed by the low-power listening of
the radio and the active sensing unit. Hence, redundant deployments do not extend
the lifetime of the network. Consequently, deploying exactly the required number of
sensors providing an initial deployment quality is the right approach. More sensors do
not contribute to the network lifetime. Also, the lifetime of the first dead sensors is
almost equal to the network lifetime if events are very rare. As the major conclusion of
the discrete event simulations, we can state that deploying only the required number
of sensors without redundancy to provide the initial deployment quality threshold is

the best strategy in favor of the network lifetime.

As future work of this thesis, the effect of energy holes on the deployment quality
can be analyzed and algorithms to reveal the potential energy holes just after deploy-
ment can be proposed. The effects of different routing strategies and medium access
layer protocols on the hole problem can be analyzed. Moreover, appropriate medium
access control and routing protocols can be proposed considering the deployment qual-
ity. Three dimensional field models with realistic obstacles will increase the quality of

the work.
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