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ABSTRACT

NOVEL METHODS FOR SECURITY MECHANISMS AND
KEY MANAGEMENT TECHNIQUES IN WIRELESS
NETWORKS BASED ON SIGNCRYPTION AND HYBRID
CRYPTOGRAPHY

Providing security in wireless communication networks is one of the most chal-
lenging problems in security systems. Broadcast nature of wireless networks make
them more vulnerable to eavesdropping and active attacks when compared to terres-
trial fixed networks. Also, wireless networks are resource limited especially for power
and bandwidth possibilities, which makes harder to provide security in these systems.
These problems become much severe for wireless networks having very large number

of members and high member join-leave characteristic.

In this thesis, in order to address aforementioned problems, we propose seven
novel studies each of them provides efficient solutions for these problems in wireless
networks. We especially focus on providing security in satellite networks and military
Mobile Ad-hoc NETworks (MANET). We bring novelties to wireless network security
systems in three main points: Structural design, integrated key management tech-
niques and novel cryptographic approaches that have not been used in Secure Satellite
Multicast Systems (SSMS) and military MANETSs. Our structural design principles,

(43

integrated with hybrid key management techniques, are based on “ independency of
tiers ” principle. In this principle, modification in a tier does not affect all other tiers
in the network system. Our hybrid key management techniques combine centralized
logical key tree based key management techniques and decentralized key management

techniques in an efficient manner. We specifically utilized appropriate cryptographic

methods to our security mechanisms.



We propose Two-Tier Pintsov-Vanstone Signature Scheme (TTPVSS), which in-
troduces our independency of tiers principle and a novel hybrid key management tech-
nique. These approaches significantly reduce rekeying workload of satellites and provide
many advantages when compared to traditional methods. Also, as a novelty, TTPVSS
uses Elliptic Curve Pintsov-Vanstone Signature Scheme (ECPVSS), which provides
high security and advantages. Then, we propose a new three-tier satellite multicast
security mechanism based on Elliptic Curve Menezes-Qu-Vanstone (ECMQV). This
security mechanism additionally uses special properties of GEO, MEO and LEO satel-
lites for better performance and security. ECMQV, different from classical key ex-
change and digital signature schemes, achieves major cryptographic goals and security
against active attacks. Our another study, NAMEPS, N-tier sAtellite Multicast sEcu-
rity Protocol (Mechanism) based on Signcryption schemes uses N-tiered structure and
Efficient Large Key management protocol (ELK) based hybrid key management tech-
nique, which further reduces rekeying and cryptographic workload of satellites. As a
novel approach, NAMEPS uses a multi-recipient signcryption scheme, which provides
computational and storage advantages. Apart from SSMS, we propose HIMUTSIS,
Hlerarchical MUlti-Tier adaptive ad-hoc network security protocol based on Slgncryp-
tion type key exchange Schemes for military MANETSs. In HIMUTSIS, we propose a
novel multi-tier structure for military MANETS, which reduces threshold cryptogra-
phy requirement and single point of failure problems. Also, as a novelty, HIMUTSIS
uses a multi-level security system and signcryption based key exchange protocols that
provides high security and performance together. In addition to these, we also studied
on improving some existing cryptosystems. In this sense, we propose IMC (Improved
Merkle Cryptosystem), which has significant security advantages over both MC (Merkle
Cryptosystem) and VMC (Variant of Merkle Cryptosystem). Security of IMC is com-
patible with today’s modern public key cryptosystems. Apart from these, we work on
STAKE (Signcryption Type Authentic Key Establishment), which integrates signeryp-
tion based approaches with our IMC algorithm. As a result, in this thesis, we present
our major studies for wireless network security and cryptography in an integrated

manner providing many advantages when compared to the traditional approaches.
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OZET

KABLOSUZ AGLARDA GUVENLIK MEKANIZMALARI
VE ANAHTAR YONETIM TEKNIKLERI ICIN
SIGNCRYPTION VE HIBRID KRIPTOGRAFI TEMELLI
YENI YONTEMLER

Kablosuz iletigim aglarinda giivenligin saglanmasi, giivenlik sistemlerinin en
zorlu problemlerinden biridir. Kablosuz aglarin tiimyayin dogasi, onlari yerel sabit
aglara nazaran gizli dinleme ve aktif saldirilara karsi daha korunmasiz kilmaktadir.
Ayrica, kablosuz aglar 6zellikle enerji ve bant genisligi olanaklar1 bakimindan sinirhidir
ve bu durum kablosuz aglarda giivenligi temin etmeyi giiclestirmektedir. Bu prob-
lemler, ozellikle iiye sayisinin ¢ok fazla oldugu ve tyelerin sisteme giris-¢ikiglarinin sik

gerceklestigi dinamik karakteristikteki kablosuz aglarda biiytimektedir.

Biz bu tezde, yukarida belirttigimiz problemleri hedef alarak, her biri kablosuz
aglarda degindigimiz sorunlara etkin ¢oziimler saglayan yedi yeni ¢aligma oneriyoruz.
Bu caligmalarin ana konusunu, uydu aglarinda ve askeri tasariz mobil aglarda giivenligin
saglanmasi olugturmaktadir. Biz, bu caligmalarimizda kablosuz ag giivenlik sistemler-
ine ii¢ temel noktada yenilik getirdik: Yapisal tasarim, bitiinlesik anahtar yonetim
teknikleri ve bildigimiz kadariyla daha once giivenli uydu coklu yayin sistemleri ve
askeri tasarsiz mobil aglarda kullanilmamig yenilik¢i kriptografik yaklasimlar. Sistem-
lerimizde yer alan karma anahtar yonetim teknikleriyle birlestirilmis yapisal tasarim
prensipleri “katmanlarin bagimsizlig1” prensibi iizerine kuruludur. Bu prensibe gore,
katmanlarindan herhangi birinde gercgeklesen degisiklik, diger katmanlara sirayet et-
memelidir. Karma anahtar yonetim tekniklerimiz, mantiksal anahtar agaci temelli
merkezi anahtar yonetim teknikleri ile dagitik anahtar yonetim tekniklerinin etkin
bir kombinasyonundan olusmaktadir. Giivenlik mekanizmalarimizda kullanilan krip-

tografik yontemler 6nerdigimiz glivenlik mekanizmalarina uygun olarak secilmistir.
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Ik calisma olarak, yeni karma anahtar yonetim tekniklerimizi ve katmanlarm
bagimsizlig1 prensibini ortaya atan Iki Katmanl Pintsov-Vanstone imzasml(TTPVSS)
oneriyoruz. Bu yaklagimlar, uydu itizerindeki yeniden anahtarlama yiikiinii onemli
olctide azaltmakta ve geleneksel yontemlere nazaran énemli avantajlar saglamaktadir.
Ayrica, yenilik olarak TTPVSS, avantajlar saglayan Eliptik Egri Pintsov-Vanstone
Imza Semasimn (ECPVSS) kullanmaktadir. Bu ¢aligmay1 miiteakiben, yeni bir Elliptik
Egri Menezes-Qu-Vanstone (ECMQV) temelli ti¢ katmanh uydu giivenli ¢oklu yayin
mekanizmasi oneriyoruz. Bu giivenlik mekanizmasi, daha yiiksek bir giivenlik ve iyi bir
performans saglamak amaciyla, GEO, MEO ve LEO uydularinin kendilerine 6zgii nite-
liklerinden faydalanmaktadir. ECMQV, diger klasik kriptografik yontemlerden farkl
olarak, temel kriptografik amaclara ulagmakta ve aktif saldirilara karsi da giivenligi
temin edebilmektedir. Diger ¢alismamiz olan NAMEPS, signcryption temelli ve ¢ok
katmanl uydu coklu yayin giivenlik protokolii, uydularin tizerindeki yiikii daha da
azaltmak amaciyla, ¢cok katmanli bir mimariyi ve 6zel karma anahtar yonetimi teknik-
lerini bir arada kullanmaktadir. NAMEPS geleneksel kriptografik yontemlere gore
onemli avantajlar saglayan, ¢oklu alicili signeryption semasinmi kullanmaktadir. Giivenli
uydu coklu yayin sistemleri diginda, askeri mobil tasarsiz aglarda giivenligi saglamak
tizere, HIMUTSIS (Signeryption tipi anahtar degigim sema temelli hiyerargik ¢ok kat-
manl adaptif tasarsiz ag giivenlik protokolii)’i éneriyoruz. HIMUTSIS, askeri iletigim
aglarindaki tek noktaya bagimlilik problemini ve egik degeri kriptografi gereksinimi
azaltacak yeni bir ¢cok katmanh yapi onermektedir. Ayrica, yeni bir yaklasim olarak
HIMUTSIS, yiiksek performans ve gilivenlik saglayan c¢ok seviyeli bir giivenlik sis-
temi ve signcryption temelli anahtar degisim protokollerini kullanmaktadir. Bu tez
caligmasinda ag giivenligi mekanizmalarina ek olarak, mevcut bazi1 kriptosistemlerin
iyilegtirilmesi tizerinde de galigtik. Bu baglamda, orijinal Merkle kriptosistemi (MC)
ve onun bir varyanti iizerinde onemli giivenlik avantajlar1 bulunan Geligtirilmis Merkle
Kriptosistemini (IMC) 6neriyoruz. Buna ek olarak, signcryption temelli yaklagimlarla
IMC algoritmasini birlegtiren STAKE (Signcryption tipi kimlik onayh anahtar olugtur-
ma) protokolii tizerinde de galigmaktayiz. Sonug olarak, bu tez ¢aligmasinda, bizler
kablosuz aglarda giivenlik ve kriptografi konularinda geleneksel yaklagimlara nazaran

onemli avantajlar saglayan temel ¢aligmalarimizi biitiinlegik bir sekilde sunuyoruz.
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1. INTRODUCTION

Wireless communication networks have critical importance in today’s communi-
cation systems. The rapid growth and development of wireless communication systems
into a wide range of networks and for a wide range of applications drives the need of
supporting advanced security solutions that meet the requirements of a vast variety of
users. On the other hand, wireless networks, having naturally broadcast characteristic,
are vulnerable to various passive and active attacks. All the vulnerabilities that exist
in conventional wired networks apply to wireless networks. Moreover, broadcast nature
of wireless networks makes eavesdropping and active attacks such as message replay,
injection and deletion easier. Thus, providing security in wireless networks require
usage of advanced cryptographic methods in combined manner. These dense crypto-
graphic processes consume significant amount of computational and storage resources.
However, wireless networks are especially resource constraint by means of bandwidth,
computational power and energy consumption. Thus, providing high security and per-

formance together is a difficult task in wireless networks [13], [15], [39].

1.1. Secure Group Communication in Wireless Networks

Group communication is one of the essential forms of communication in wireless
networks. Thus, multicast applications related to various types of wireless networks are
the most common form of group communications. Secure group communication also
requires major cryptographic goals such as confidentiality, authentication, integrity,
unforgeability and non-repudiation [3]. In secure group communication, in order to
secure bulk multicast data, data is encrypted with a group key. All members in the
group possess this group key and can decrypt multicast data. Management of group key
and other types of keys in multicast system is a very complex task. Details about group
key management techniques are given in chapter 2. In this sense, apart from major
cryptographic services, secure group communication requires two additional security

services: Forward and backward security [5], [70].



Forward and backward security mainly aim to provide the freshness of the crypto-
graphic keys in the group. In order to provide forward and backward security, whenever
a member join-leave event occurs, the group key must be updated. In forward security,
if a member leaves multicast system, the group key must be changed. Elsewhere the
old member still will be able decrypt multicast data even if he is not member of the
multicast group. In backward security, if a new member joins to multicast system, the
group key must be changed. Elsewhere the new member can store previous data and
using newly obtained group key, he can decrypt data even if he was not the member
of the multicast group. Notice that, forward and backward security services also need

major cryptographic services.

Providing forward-backward security in very large and highly dynamic groups
without creating massive workload over all components of the system is a very diffi-
cult task without creating massive workload over all components of the system since
forward-backward security requires large amount of cryptographic processes and band-
width consumption together. Notice that, all of these problems can be observed severely
in secure satellite multicast systems (SSMS) and Ad-hoc networks. Nowadays, SSMSs
gain significant importance especially for pay TV and similar multimedia applications.
Satellite systems have the advantage of global coverage and inherent broadcast capa-
bility, and offer a solution for providing broadcast access to end users [56], [57]. Also,
SSMSs have critical importance for military command control applications. On the
other hand, all these satellite networks, having very large number of members and
dynamic member behavior characteristic, suffer from cryptographic workload resulting
from forward-backward security requirements. Ad-hoc networks have similar problems
with SSMS. However, providing security in Ad-hoc networks is a more challenging is-
sue. The reason is that, many SSMSs have semi or full network infrastructure. On
the other hand, in Ad-hoc networks, since there is no specific infrastructure, key man-
agement is a more difficult task. Moreover, generally, light-weight mobile members are

more resource limited that makes providing security more difficult in Ad-hoc networks.



1.2. Content of This Thesis

In this thesis, in order to solve aforementioned problems, we propose various
integrated security mechanisms covering large span of cryptographic methods. Our
studies focus on three major points in order to solve these problems: Structural de-
sign of wireless security systems, hybrid key management techniques and novel cryp-
tographic approaches. Bringing novelties in three major points, we propose generic
design structures and principles, which lead the development of seven different studies
each of them focusing on various aspects of wireless security mechanisms. Our generic
structure offers multi-tiered structures to handle very large groups in hierarchical man-
ner. These structures take into consideration available components of specific wireless
network type and needs of these components. Our design principles suggest hybrid key
management techniques, which can be used in these multi-tiered network structures.
Our hybrid key management approaches integrate logarithmic rekeying cost scaling
properties of logical key tree based centralized key management techniques and ad-
vantages of decentralized key management protocols such as eliminating single point
of failure problems and dividing large group into smaller sub-groups [59]. In this way,
our security mechanisms significantly reduce rekeying cost of the forward and back-
ward security requirements. In addition to these, our security mechanisms utilize and
adapt various cryptographic methods, which have not been used in SSMS and Ad-hoc
networks providing advantages when compared to traditional approaches. Our secu-
rity mechanisms use Elliptic Curve Cryptography (ECC) based methods [37], message
recovery type digital signatures [24], [3], specific authentic key exchange schemes [50]
and newly proposed cryptographic methods [23]. Moreover, we especially focus on uti-
lizing signcryption based methods, which have significant advantages when compared

to traditional cryptographic approaches.

In chapter 2, we present key management techniques used in our security mech-
anisms. We give principles and general taxonomy of key management techniques and
focus on specific key management techniques that we have utilized in our security

mechanisms.



In chapter 3, we present major cryptographic techniques used in our security
mechanisms. We briefly mention message recovery type digital signature and authentic
key exchange schemes that we have used in our studies. Then, we present shortened
digital signatures, which are basis for signcryption schemes. Chapter 3 mainly focuses
on signcryption, which is major cryptographic primitive that we have used in our
security mechanisms. We give details about basic and multi-recipient signcryption
schemes and signeryption based key exchange schemes such as DKEUTS (Direct Key
Exchange Using Time Stamp).

In chapter 4, we give details of our TTPVSS (Two-Tier Pintsov-Vanstone Sig-
nature Scheme) mechanism. We firstly give description of ECPVSS (Elliptic Curve
Pintsov Vanstone Signature Scheme) [47] that is the major cryptographic method of
TTPVSS. Using a message recovery type digital signature such as ECPVSS is a novel
approach for SSMS which provides at least three times bandwidth gain when compared
to nearest traditional cryptographic methods. TTPVSS uses two independent LKH
tiers. First tier is satellite-Terrestrial Unit (TU) and second tier is TU-Members tier.
Whenever a member join-leave event occurs, only related local TU group is affected
from modification. Neither other TUs, nor satellite is affected from modifications. This
approach significantly reduces rekeying workload of the satellite. Also, batch keying
mechanism is proposed, which reduces rekeying workload of the satellite and provides
additional advantages. Performance comparison of TTPVSS to pure implementation

of Flat and LKH [7] is given [16].

In chapter 5, we give details of our three-tier satellite multicast security mecha-
nism based on ECMQV (Elliptic Curve Menzes-Qu-Vanstone) [25]and IMC (Improved
Merkle Cryptosystem)[23]. We give description of ECMQV and IMC that we used in
our security mechanism. Our security mechanism consists of three tiers: GEO satellite
tier, MEO-LEO satellite tier and TU-Members tier. GEO satellite tier is mainly re-
sponsible for generation of required cryptographic keys and their distribution to whole
SSMS. Also, GEO satellite(s) monitors encrypted traffic for security violation. MEO-
LEO satellite tier distributes these keys using appropriate algorithms and using satellite
internetworking possibilities realizes bulk data multicast to TUs. Each LEO or MEO



satellite manages a TU group and each TU manages a member group. Independency of
tiers principle of TTPVSS is also used in these tiers obeying LKH key update rule for
member join-leave events. Utilizing advantages of lower delay rate and packet loss of
LEO-MEO satellite tier, our three tier mechanism has better batch keying mechanism.
In addition to this, NTS (Non-Trusted Servers) are used to handle public keys and
certificates for large integrated satellite-terrestrial network. Advantages of ECMQV,
ECPVSS and IMC are given together with structural performance gain in performance

comparison section [13].

In chapter 6, we give details of our NAMEPS (N-tier sAtellite Multicast sEcu-
rity Protocol (Mechanism) based on Signcryption schemes) mechanism. Details about
cryptographic techniques, which are used in NAMEPS, are given in chapter 3. Similar
to security mechanisms above, NAMEPS is also designed to handle very large and
highly dynamic SSMSs. NAMEPS has four major tier: GEO satellite, LEO-MEO
satellite, TU tier and MMU (Mobile Major Unit)-Member tiers. NAMEPS utilizes
some principles of TTPVSS and three-tier satellite multicast security mechanism but
improves them in many points. Firstly, NAMEPS uses ELK [9] protocol in each of its
tier providing member join operation advantages when it is compared to LKH. Also,
NAMEPS propose a validation ticket mechanism integrated with batch keying mecha-
nism, which additionally reduces rekeying workload of components of the SSMS. Dif-
ferent from our other SSMS mechanisms, NAMEPS uses multi-recipient signcryption
techniques, which provide both computational and bandwidth advantages. Detailed
performance comparison and analysis of NAMEPS to pure implementation of some

well-known mechanisms are also given [70].

In chapter 7, we give details of our HIMUTSIS (Hierarchical MUIti-Tier adaptive
ad-hoc network security protocol based on Slgncryption type key exchange Schemes)
mechanism for military MANETSs. HIMUTSIS is specifically designed for very large,
dynamic and mission critic military Ad-hoc networks. HIMUTSIS also uses indepen-
dency of tiers principles of our other security mechanisms. However, structural design
and cryptographic techniques of HIMUTSIS are completely different from others. As a
novelty, in HIMUTSIS, we propose MBN1 (Mobile Backbone Network 1)-MBN2 (Mo-



bile Backbone Network 2) tiers as a new structural approach for MBN tier in military
MANETS. This approaches increase networks resistance against single points of fail-
ure, reduce delays and most importantly reduce threshold cryptography requirements
of the MBN tier. In addition to these, HIMUTSIS uses multi-level security system
having different key bit length and cryptographic algorithm for different tiers in order
to optimize security performance tradeoff in real-time digital battle field environments.
In HIMUTSIS, we adapt SDSS-1 (Shorted Digital Signature 1) signcryption based
DKEUTS protocol which provides high security for both passive and active attacks

and give advantages for computational and bandwidth consumption aspects [59].

In chapter 8, we give details of our IMC (Improved Merkle Cryptosystem) algo-
rithm. In this chapter, different from other studies, we focus on improving an exist-
ing cryptography algorithms, MC (Merkle Cryptosystem), and improve MC and VMC
(Variant of Merkle Cryptosystem) for both security and performance aspect. IMC uses
different puzzle structure from MC and uses cryptographic hash functions in order to
improve VMC. In this way, IMC can provide a security level, which is competitive for
today’s many modern public key cryptosystems. Apart from IMC, we mention STAKE
(Signeryption Type Authentic Key Establishment Scheme), which is under preparation.
STAKE utilities principles of signcryption based key establishment schemes and IMC

to create an authentic key exchange protocol [23].

Notice that, we give details of our five major studies in this thesis. We will not
give details of [1] and [78] but present their properties and functions for our major

studies.



2. KEY MANAGEMENT TECHNIQUES USED IN OUR
MECHANISMS

Key management is one of the most important issues in security mechanism
design. In our security mechanisms, we especially focus on group key management
protocols and propose new hybrid key management methods for various wireless net-
work systems such as satellite networks and military mobile Ad-hoc networks. Notice
that, if an appropriate key management technique is not used then neither advanced
cryptographic techniques nor structural design of the network system can be sufficient

to provide security.

In this chapter, we give major cryptographic techniques which are specifically used
in our security mechanisms. Firstly, we mention general properties and principles of
group key management protocols. Then, we give general taxonomy of key management
protocols and present details of some centralized and decentralized key management
protocols that we have utilized in our security mechanisms. Notice that, we have
combined these techniques in hybrid key management techniques so that they can

show high performance for many metrics when compared to traditional approaches.

2.1. Principles of Key Management Protocols for Secure Group

Communication

In group communication, in order to provide appropriate distribution and main-
tenance of cryptographic keys, key management techniques are used as an essential
method. Multicast applications are the most common form of the group communica-
tion. In multicast communication, a central entity transmits same messages to a group
of member. Bulk data multicast applications are the most common form of the multi-
cast. Thus, symmetric cryptography based approaches are generally preferred in order
to encrypt bulk multicast data. However, in order to do this, symmetric keys must be
distributed among members appropriately. Hybrid cryptograph techniques are used

together with key management protocols to achieve desired cryptographic goals.



Group Key (GK) is used to encrypt bulk multicast data. Every member in group
knows GK and can decrypt multicast data using GK. However, GK must be trans-
mitted to members securely. Generally, a key exchange scheme or other public key
cryptography based methods are used for this purpose. The cryptographic keys, which
are used to encrypt GK, are called as Key Encryption Key (KEK). Using appropriate
cryptographic method, each member obtains KEK and can decrypt GK. Thus, key
management problem can be considered as secure and efficient distribution of KEKs
and GK to only valid members in the group. However, generally multicast systems have
large and dynamic groups in which frequent member join-leave events occurs. Conse-
quently, a key management protocol must be able to handle cryptographic workload
resulting from very large and dynamic structure of the group and provide freshness of

the cryptographic key in the network [1].

In large multicast systems, most costly operation is the rekeying operation. Rekey-
ing is done in order to provide freshness of the cryptographic keys in the group. Main
purpose of the rekeying operation in group communication is providing forward and
backward security [2]. Notice that, forward-backward security requirements are differ-
ent from classical cryptographic goals such as confidentiality, authentication, unforge-
ability and non-repudiation [3]. In order to provide forward and backward security, the
GK must be changed for each membership change. In backward security, whenever a
member join occurs to group, the GK must be updated. If group key is not updated,
then new member can decode previous messages before it joins the group. To do this,
candidate member consciously records previous encrypted messages. However, if the
GK is updated then member can not decrypt previous messages using new GK. In
forward security, whenever a member leaves from the group, the GK must be updated.
If the GK is not updated then old member can still decrypt the current messages of
the group since it knows group key. Changing the GK for member leave operation, old

member can not monitor messages of the group [4].

Providing forward and backward security in a large and dynamic group causes
massive workload over system. Consider a member group having thousands of members

many of them are mobile members. This group tends to be highly dynamic and member



join-leave events frequently occur. Under this condition, sending a new key to each

member one-by-one is not feasible for each member join-leave event [5].

2.2. Analysis of Key Management Techniques Used in Our Mechanisms

In our security mechanisms, we have utilized many different key management
protocols in order to create efficient and network structure-suit key management ap-
proaches. For this reason, in this section, we firstly give general taxonomy of the key

management protocols.

Various key management protocols have been proposed having different proper-
ties. Mainly, key management protocols can be divided into three major categorizes
[6]: Centralized key management protocols, decentralized key management protocols
and hybrid key management protocols. Centralized key management protocols gen-
erally use a logical key tree structure for cryptographic keys such as LKH (Logical
Key Hierarchy) [7], OFT (One-way FunctionTree) [8], and Efficient Large-Group Key
distribution (ELK) [9]. Decentralized key management protocols divide large group
into subgroups and manage each subgroup individually such as Iolus [10] and Kronos
[11]. Also, hybrid approaches exist such as Mykil [12]. Notice that, our mechanisms
TTPVSS, three-tier satellite security mechanism, NAMEPS and HIMUTSIS also use
hybrid key management approaches. Details of the key management approach of each

mechanism are given in their own sections.

In this section, we firstly give details of centralized key management protocols
that we have used in our security mechanisms. Then we describe decentralized key
management protocols that we have combined with centralized key management pro-

tocols in our security mechanisms.

2.2.1. Centralized Key Management Protocols

In centralized key management protocols, only single central entity controls the

whole group. Centralized key management techniques have both advantages and disad-
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vantages for various factors. Major problem in centralized key management protocols
is Single Point of Failure (SPoF) problem. If central entity becomes unavailable then
the complete key management service will not function. When central entity is not
active, members of the central entity are under security threats. Also, if central entity
is compromised then all cryptographic keys, certificates etc. about the whole group

are also compromised.

However, centralized key management protocols are well-suited for many real-life
applications. Especially military applications and many of the civilian applications
have naturally hierarchical and central entity based structure. Also, there are many ef-
ficient centralized key management protocols, which can handle very large and dynamic
groups in logarithmical key management cost. This low-cost property makes central key
management protocols an attractive security approach. An efficient key management
protocol aims to minimize storage requirements of both central entity and members.
Other critical goals are minimizing rekeying cost and size of the messages transmitted

over network.

In next subsections, we describe Simple Key Management Protocol (Flat), LKH,

OFT and ELK protocols, which we have utilized in our security mechanisms.

2.2.1.1. Simple Key Management Protocol. The most straightforward centralized key

management technique is Simple Key Management Protocol or Simple Key Distribution
Center (SKDC). SKDC is also called as Flat protocol. In Flat system, each member
directly is connected to the group manager and a unique KEK is assigned to a member.
Whenever a key update occurs, the GK is sent to each member one by one encrypting
it by unique keys of each member. Thus, key update cost of the Flat system is N
where N is the number of members in the group [13]. Notice that, Flat system can not
handle large and dynamic groups having more than a few thousand members. However,
using Flat system for some specific task is possible. For instance, in [1], we have used
Flat protocol in satellite-TU tier. Since number of TUs are limited, application of

Flat protocol is feasible. Also, some principles of Flat protocol is used in Group Key
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Management Protocol (GKMP) [14]. Figure 2.1 shows structure of the Flat protocol.

GE

EEKs of metibers

Figure 2.1. Structure of the Flat Protocol

2.2.1.2. Logical Key Hierarchy (LKH). Logical Key Hierarchy (LKH) is one of the

most fundamental central key management protocols that leads the invention of many
other logical key tree based methods. We use LKH protocol in our [1], TTPVSS
[16] and Three-tier satellite multicast security mechanism [13]. LKH was proposed by
Wallner at al. [7] in 1999.

In LKH, central manager holds a logical key tree, each of its nodes are KEKs.
The leaves of the logical key tree corresponds to group members. Each member stores
a key vector to reach GK. This key vector contains KEKs which take place on the
path of the member to reach the root of the logical key tree. The key at the root is
GK. Figure 2.2 shows a simple logical key tree which is used for a group having eight
members. Member four (M4) holds the following key vector {kiy, ks, ko, k1}. In this
way, for each member join leave event, only keys that are on the affected paths are
updated. This approach reduces rekeying cost of the LKH N to k-logiy N where k is the
branching factor of the logical key tree (when k is used in centralized key management

rekeying cost, it represents branching factor). Height of the logical key tree is loga N.

In member join events, all KEKSs in the nodes for the new leaf’s parent in the path
to the root are compromised and should be changed. Thus, rekeying cost of the LKH
for k = 2 is 2loga N keys long. Figure 2.3 and Figure 2.4 shows an example of member
join operation. Suppose that a new member, M3 wants to join to the group. Firstly,

group manager sends kg to the M3 and M3 is inserted to the node k5. Now, from
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Figure 2.2. KEKs which are hold by member M4 in a LKH tree

M3 to the root, KEK path ks, ko and k; must be updated. Group manager generates

z, k3, and new GK kj. Then, following KEK encryption and transmission sequences
are performed: k7 is encrypted with ks and is sent to the right part of the tree. £} is
encrypted with &5 and is sent to the left part of the tree. k} is encrypted with k, and
is sent to sub-left part of the tree. Using k4, members can decrypt k3. Also, new KEK
k3 is encrypted with &% and is sent to sub-right part of the tree. kZ is encrypted with
k1o and ki; and is sent to M3 and its siblings. The size of the rekeying message of a

balanced tree has at most 2logs N keys.

Figure 2.3. Initialization phase of join operation for member M3 to LKH tree

Member leave operation is similar to member join operation. Figure 2.5 shows an
example of member leave operation. Suppose that, member four (M4) wants to leave
from the group. M4 knows ks, ko, and k; and these keys must be updated. Group

manager generates new kZ, k3 and group key k. Following operations are performed:
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Figure 2.4. Operations for join event of member M3 to LKH tree

At the root of the tree, Ey:(k}), Ei,(k]), second level of the tree, Ey,(k3), E:(k3),
third level of the tree, Ej, (k%) [5].
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Figure 2.5. Operations for leave event of member M3 from LKH tree

Apart from LKH, a slightly improved version of LKH, LKH+ is proposed in [17].

2.2.1.3. One-Way Function Tree (OFT). In HIMUTSIS, we utilize OFT [8] as a major
key management protocol. This group key management protocol uses a special one-way
function to compute a tree of keys, which is called One-way Function Tree algorithm.
The keys are computed bottom-up fashion, from the leaves to the root. This approach

reduces rekeying broadcast to only about logN keys. For instance, OFT can handle a
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group with 10 million members with 23 message units for a member leaving operation.
When compared to LKH, which uses top-down logical key hierarchy approach, bottom-
up approach of OFT halves the required broadcast size. Notice that, unlike LKH,
group members contribute the entropy of the GK in OFT. OFT can provide forward

and backward security and can be used for both unicast and multicast purposes.

In OFT, group manager holds a binary tree, each node has two types of crypto-
graphic keys: Node secret z,, and a node key nk,. The node secrets are functionally
related by means of a special one-way function. Before giving more details, we give

function types which are used in OFT.

Three types of cryptographic functions are mainly used in OFT. In order to
provide confidentiality of messages, a symmetric encryption function Ey, ,(M) is used.
In OFT, two special one-way functions are used. The function f is used to compute
functional relationship among node secrets. The function g is used to compute each
node key from its corresponding node secret. Both f and g compute “blinded” values
from the node secrets in such a way that protects the confidentiality of node secrets,

for any node secret.

In OFT, the secrets are blinded in the sense that a computationally limited
adversary known f(x,,) and yet can not find x,,. Similarly, for each node, the node
key is computed from the node secret using g, thus, nk, = g(x,,). Now, let nv be any
interior node in the key tree, and L and R is the left and right child of nv. In order to
determine group keys, OFT uses all of the leaf secrets in the key tree. The group key
is computed as a tree of function computations going from the leaf nodes to the root.

Specifically, the node secret nv is computed by x,, = f(x.) ® f(Tnr).

Main security properties of the OFT is following: Each member knows the node
secret on the path from its node to the root (the node keys along this path), and
blinded node secrets that are siblings to this path, and no other secrets nor node keys

1s].
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In figure 2.6, we represent an example about key possession of a member in a
simple OFT system. Member four (M4) knows ki, blinded value of kyo, k17 and ks.
Using these keys in z,, = f(xy) @ f(z,.) formula, M4 can generate all keys in its
ancestor path {ks, ko and k; }.

kg ky kg kg kp ki3 kg ks

L1 LI i 4 M5 Il g I

Figure 2.6. Key requirements of member M4 for to obtained required keys

2.2.1.4. Efficient Large-Group Key distribution (ELK). Efficient Large-Group Key dis-

tribution (ELK) is proposed by Perrig et al. [9]. ELK has similar properties to OFT
in the sense that apparent node key is generated from its children. However, ELK uses
PRF (Pseudo-Random Functions) [19]. These PRFs use a key, takes mn bit input and
gives nm bit output. Mainly, there are four PRF's, which are used to derive different
cryptographic keys in ELK. A new key K K’ of an internal node is generated from its
previous key KK, n; bits contributes from its left child and nsy bits contributes from
its right child where n; + no < n. Notice that, ELK requires higher computational
cost at group members to reduce the communication cost [6]. However, ELK has many

advantages when compared to some other centralized key management protocols.

Firstly, ELK provides super-efficient member join when compared to many other
protocols. For single member join, ELK does not cause rekeying workload. In addition
to this, ELK uses smaller key update messages than previous protocols. ELK allows
short hint messages to be used for key recovery allowing a tradeoff of communication

overhead with member computation [9].
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2.2.2. Decentralized Key Management Protocols

In decentralized key management protocols, the large group is divided into smaller
subgroups. Each subgroup is managed by a different central entity. This approach aims
to eliminate single point of failure problem in centralized key management protocols.

A decentralized key management protocol focuses on following criteria:

If past keys are compromised, current keys should not be affected from this prob-
lem. One of the most important advantages of decentralized structures is local rekeying
possibility. In local rekeying, whenever a rekeying occurs, effects of the rekeying oper-
ation are restricted in its local group. Other subgroups are not affected from modifica-
tion. In addition to these, data path should be independent from the key management
path. The reason is that, rekeying operation should not cause any delay over data

communication.

In the following section, we give brief description of Iolus [10]. Iolus is the main
dynamic decentralized protocol which we utilize its local rekeying properties in our

security mechanisms.

2.2.2.1. lolus. Iolus [10] utilizes decentralized key management approach and espe-
cially provides local rekeying properties. In Iolus, large group is divided into subgroups
and each subgroup is managed by a Group Security Agent (GSA). Also, GSAs compose
another level of group which is managed by a Group Security Controller (GSC).

Each GSA uses different group key for key management in their local group.
Thus, if a member join-leave event occurs in a subgroup, rekeying is done only its
subgroup and other subgroups are not affected from this modification. This approach
provides scalability especially for managing very large and dynamic groups. In addition
to these, single point of failure problem does not arise in this structure. Main problem
of Iolus is that translation of messages from one group to another group causes delay

problems.
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3. CRYPTOGRAPHIC TECHNIQUES USED IN OUR
SECURITY MECHANISMS

In our security mechanisms, we utilize and adapt many different cryptographic
techniques which provide significant security and performance advantages when com-
pared to traditional cryptographic approaches. We utilize large span of public key
and hybrid cryptography techniques in order to achieve major cryptographic goals and
provide additional security properties with high performance in wireless networks. We
mainly use different types of key transport and key exchange protocols to securely
transmit KEKs and GK to participants of the communications in group key manage-
ment. Using these keys, bulk data multicast and other dense communication can be
done using symmetric cryptography. This hybrid cryptography approach is an essen-
tial technique, which is used together with key management protocols that we have

mentioned in the previous chapter.

The major cryptographic technique that we use in our security mechanisms is
signcryption. Signcryption is a relatively new concept in cryptography, which was
proposed by Y. Zheng [20]. Signcryption combines public key cryptography and sym-
metric key cryptography in an efficient manner so that it provides many advantages
when compared to classical sign-then-encrypt approach. We give details of signcryp-
tion and signcryption based methods, which we have used in our security mechanisms,

in the following sections.

We have used multi-recipient signcryption [21] in NAMEPS as a major crypto-
graphic technique. Details are given in chapter 6. Moreover, we have used SDSS1-2
(Shortened Digital Signature Schemes 1-2) based DKEUTS-DKEUN (Direct Key Ex-
change Using Timestamps - Direct Key Exchange Using Nonce) [22] in HIMUTSIS
as a major cryptographic technique. Details are given in chapter 7. As a novelty, in
NAMEPS, we have adapted multi-recipient signcryption scheme to our N-tier SSMS
(Secure Satellite Multicast System). In HIMUTSIS, as a novelty, we have adapted one-
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to-one SDSS1-2 based DKEUTS-DKEUN scheme to our multi-tier military MANET
and hybrid key management method modifying DKEUTS to m-to-n key exchange pro-

tocols.

In addition to these, as a future work, we consider utilizing principles behind
the signcryption schemes and integrating these principles with our IMC [23] algorithm.
We call this approach as the Signcryption Type Authentic Key Establishment protocol
(STAKE). In STAKE, as a novel approach, we will try to combined SDSS1-2 based
DKEUTS-DKEUN and our IMC [23] method.

Apart from signcryption based techniques, we utilized and adapted many different
and efficient key transport and exchange schemes based on ECC signature schemes.
Firstly, as a novel approach, we have used Elliptic Curve Pintsov-Vanstone Signature
Scheme (ECPVSS) [24] as a key transport method in SSMS. ECPVSS has been used
for Digital Post Marking (DPM) applications for bandwidth constraint environments.
However, as far as our concern, ECPVSS has not been used to securely transmit KEKs
in secure group communication. ECPVSS, as a MRDS (Message Recovery Type Digital
Signature) [3], provides many advantages when compared to traditional approaches in

SSMS. We give details of usage of the ECPVSS in the TTPVSS in chapter 4.

In our Three-tier Satellite Multicast Security Mechanism [13], as a novel approach,
we have used Elliptic Curve Menezes-Qu-Vanstone (ECMQV ) [25] as the major cryp-
tographic technique. Additionally, we suggest using IMC and IMC based techniques
together with ECMQV in SSMS. ECMQV is one of the most efficient authentic key
exchange protocol which uses principles of ECC and DH in integrated manner. We
give details of usage of the ECMQV in our Three-tier Satellite Multicast Security

Mechanism in chapter 5.

In next section, we firstly describe SDSS1 and SDSS2 which are frequently used
in signcryption schemes. Then, we give description of signcryption schemes in detail.
Following two sections, we present some signcryption based key establishment protocols

which are used in our security mechanisms such as multi-recipient signcryption and
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DKEUTS protocol.
3.1. Shortened Digital Signature Schemes (SDSS)

One of the most important digital signature schemes is ElGamal digital signature
scheme [27]. Similar to Digital Signature Algorithm (DSA) [2], ElGamal signature
scheme is also based on Discrete Logarithm Problem (DLP). Thus, security of the
ElGamal signature scheme is based on the intractability of the DLP. Notations and
brief description of ElGamal signature is given below:

p : Large prime number,

g : An integer in [1,...,p — 1] with order p — 1 modulo p.

x, : Private key of Alice. It is randomly chosen from [1,....p — 1] with z, t (p—1).

Yo : Public key of Alice. y, = ¢g® mod p.

Signature of the message of Alice M is the signature pair (r, s) :

1) r = ¢®° mod p.

2) s=(H(M)—x,-r)/x mod p.

In this description, H is a one-way cryptographic hash function such as a member
of SHA family [28] or HAVAL [29]. x is chosen independently at random from [1,...,p—1]
with z 1 (p— 1) every time a message is to be signed by Alice. Given (M, r,s), one can
verify signature by checking g7 == ¢ .1° mod p is satisfied.

Shortened Digital Signature Schemes (SDSS) are improved version of ElGamal

signature schemes. Details of the required modifications for ElGamal signature to

create SDSS can be found in [30]. Brief descriptions of SDSS1 and SDSS2 are given
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below:

A. SDSS1:

Signature Steps:

A1) r = H(¢g" mod p, M),

A2)s=ux/(r+z,) mod q.

Verification Steps: k' = (y,-g")° mod p check whether H(k', M) ==r

B. SDSS2:

Signature Steps:

B.1) r = H(¢g* mod p, M),

B.2) s =x/(1+4 x,r) mod g.

Verification Steps: k' = (g-y?)® mod p check whether H (K, M) ==r

Notice that, SDSS1 is slightly more efficient than SDSS2 in signature generation,
as the latter involves an extra modular multiplication. Length of the signature for both
SDSS1 and SDSS2 is (|H(+)| + |¢|). Both SDSS1 and SDSS2 provide advantages when
compared to traditional DSS. Their signature sizes are shorter: 2 || bits for DSS, while
(|hash(-)|+]q|) bits for SDSS1 and SDSS2. Modular inversion or division is not required
in signature verification. They both admit provable security, albeit in the random oracle
model (ROM). As security properties, SDSS1-2 are unforgeable by adaptive attacker,

under the assumptions that DLP is hard (with respect to g chosen uniformly at random

and that the one-way hash function behaves like a random function).



21

3.2. Signcryption Schemes

Signcryption is a relatively new concept in cryptography. Signcryption scheme is
a cryptographic method that fulfills both the functions of secure encryption and digi-
tal signature, but with a cost smaller than that required by signature-then-encryption
[31]. It consists of a pair of (polynomial time) algorithms one of them is signeryption
algorithm, generally it is probabilistic, and other is unsigncryption algorithm gener-
ally it is deterministic. These algorithms should satisfy following conditions: Unique
unsigncryptability, security and efficiency. Many efficient signcryption schemes have
been proposed. Shortened El-Gamal signature based signcryption is one of the most
characteristic signcryption scheme [20]. It uses El-Gamal variants [32] and shorted
signatures such as SDSS1-2 to create digital signcryption schemes. Many additional
properties such as name binding, past recovery, forward secrecy and repudiation settle-
ments can be included in signcryption schemes. Apart from computational advantages,
signcryption schemes provide communication overhead advantages [21]. Other impor-
tant extensions of signcryption scheme is based on SECDSS1-2 (Shorted Elliptic Curve
Digital Signature Standard 1-2). Notice that, DLP based signeryption schemes can be
easily extended to the elliptic curve cryptography domain. In [33], an efficient sign-
cryption scheme, that is based on SECDSS, is given. SECDSS provides approximately
58% computational cost saving and 40% communication overhead saving in average
compared to the classical digital signature approaches. Another well-known signcryp-
tion scheme is TBOS (Two Birds One Stone) [34] that is based on RSA. Formal proofs

for the security of signcryption schemes are given in [35].

In our security mechanisms, we use El-Gamal based signcryption schemes. SECDSS
based signcryption scheme has nearly same steps. Details of signcryption scheme can
be found in [20]. We give only the description of El-Gamal based signcryption scheme
that is the basis for DKEUTS-DKEUN and multi-recipient signcryption schemes which

we have used in our security mechanisms.
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Public Parameters for all:

p : Large prime number,

q : A large prime factor of p — 1.

g : An integer in [1,...,p — 1] with order p — 1 modulo p.

Parameter of Alice:

z, : Private key of Alice. It is randomly chosen from [1,...,p — 1] with z, t (p—1).

Y - Public key of Alice. y, = g** mod p.

Parameter of Bob:

xp : Private key of Bob. It is randomly chosen from [1,....,p — 1] with z, t (p — 1).

yp - Public key of Bob. y, = ¢** mod p.

A. Signeryption of Message M by Alice ( the sender):

1. Alice select rc at random from [1,...,¢ — 1] and computes ' = H(y;¢ mod p).

Split " into [} and I, approptiate length.

2. r = H(M,bind_info,l}), bind_info contains data that identify the sender such

as a public key certificate. [} is the key of keyed cryptographic hash function.

3. s=rc/(r+z,) mod q if SDSS1 is used and s = r¢/(1+z, - r) mod ¢ if SDSS2

is used.

4. ¢ = Ey(M).
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5.Alice sends the signerypted text as (¢, 7, s) triplet to Bob.

B. Signcryption of (¢, r,s) by Bob ( the recipient):

1. Bob recovers I’ from s, 7, g, p, Ya, Tp :

' = H((yq-g")*™ mod p) where s = rc/(r + z,) mod ¢ if SDSS1 is used and

I'=H((y, -g)** mod p) where s = rc¢/(1 + z, - ) mod ¢ if SDSS2 is used.

2. Split I" into I} and [} in appropriate length.

3. M = Dy/(c).

4. r¥'= H(M,bind_info,l}).

5. if (r == r) then M is a valid message originated from Alice else M is not a

valid message.

The main principle behind the El-Gamal based signcryption schemes is to use
recoverable commitment value. If a sender computes the commitment value in a special
way so that it is only recoverable by an intended receiver, then commitment value can be
used as a symmetric key shared between the sender and the receiver and so symmetric
encryption can be applied for providing message confidentiality. In the signcryption
scheme above, r and s values are used to recover [ that contains symmetric encryption
key and the key that is used for keyed hash function [29]. Notice that, as a future work,
we consider to use this principle to design a new key establishment protocol, STAKE,

which will be based on signcryption type approach and IMC [23].

Comparison of cost of signcryption to cost of signature-then-encryption is given

in figure below [30].



Various
schemes

Computational
cost

Communication
overhead (in hits)

signature-then-encryption
based on RSA

EXP=2, HASH=1, ENC=1
(EXP=2, HASH=1, DEC=1)

|12 + |1

signature-then-encryption
based on “DSS 4

ElGamal encryption”

EXP=3i, MUL=1, DIV=1
ADD=1, HASH=1, ENC=1
(EXP=2.17, MUL=1, DIV=2
ADD=0, HASH=1, DEC=1)

2|g| + |p|

signature-then-encryption
based on
L1 m . - o . .
Schnorr signature -
ElGamal encryption”

EXP=3i, MUL=1, DIV=(
ADD=1, HASH=1, ENC=1
(EXP=2.17, MUL=1. DIV=i)
ADD=0, HASH=1, DEC=1)

|hash(-)| + |a| + |p|

EXP=1, MUL=(), DIV=1

SC52

(EXP=1.17, MUL=2, DIV=()
ADD=(, HASH=2, DEC=1)

signeryption ADD=1, HASH=2, ENC=1 .
SCS1 (EXP=1.17, MUL=2, DIV=0 [KH.()] + al
ADD=0, HASH=2, DEC=1)
EXP=1, MUL=1, DIV=1
signeryption ADD=1, HASH=2, ENC=1 \KH.()| + |q]

where
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EXP = the number of modular exponentiations (a fractional number indicates an average cost),

MUL = the number of modular multiplications,
DIV = the number of modular division (inversion),

ADD = the number of modular addition or subtraction,
HASH = the number of one-way or keyed hash operations,

ENC = the number of encryptions using a private key cipher,

DEC = the number of decryptions using a private key cipher,
Parameters in the brackets indicate the number of operations involved in
“decryption-then-verification” or “unsigneryption”.

Figure 3.1. Comparison of cost of signcryption to cost of sign-then-encrypt
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3.3. Achieving Major Cryptographic Goals in Key Establishment

Protocols

Key establishment is one of the most challenging issues in cryptography. It is pos-
sible to classified key establishment protocols such as key exchange protocols and key
transport protocols. In key exchange protocols, session key is obtained by joint keys
from both participants. Most well known key exchange protocol is Diffie-Hellmann
(DH) [36] key exchange protocol. DH uses DLP problem to provide commutative
behavior of exponentiation functions and realize key exchange for parties of communi-
cation. In key transport protocols, session keys are generated from one party and these
keys are securely transmitted to the other parties of communication [22]. For some
applications, key exchange protocols can be preferred due to both parties of commu-
nications involve to determine session key. Note that, key exchange protocol and key
agreement protocol terms can be used interchangeably. A key establishment protocol

must provide security and authentication:

Security: Session keys should be known by only to the participants of commu-
nication and a TTP (Trusted Third Party) like a KDC (Key Distribution Center) if
it is necessary. Possible attacks for key establishment protocols are inferring session
key with passive attacks, replay attacks, interleaving attacks and deducing session key

with a known past session key.

Authentication: In authentication, a participant of communication is convinced
of the identity of another participant. Authentication can be unilateral or mutual. A
protocol that offers both key establishment and authentication is called authenticated
key establishment. Symmetric cryptosystem based protocols provide authentication
using challenge-response mechanism. Public cryptosystem based protocols provide
authentication using digital signatures. Digital signature is a cryptographic primitive
which is fundamental in authentication, integrity, unforgeability and non-repudiation
[3]. A typical digital signature uses public key cryptography to transmit signatures
of messages over insecure channel and uses cryptographic hash functions to obtain

signatures. DSA based on El-Gamal cryptosystem, ECDSA (Elliptic Curve Digital
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Signature) [37] are well known examples of digital signatures.

Participants of communication may have a shared secret key, which is previously
known by participants. In this case, using symmetric key cryptography is more effi-
cient than public key based methods. If participants of communication do not have
a previously known secret key, then DH like approaches can be used. However, in
order to achieve major cryptographic goals together, hybrid cryptography approaches,
which integrate advantages of symmetric cryptosystems and public key cryptosystems,
are preferred [38]. As we have described above, signeryption schemes are one of the
most efficient hybrid cryptography approaches having advantages over classical hy-
brid cryptography methods. In our studies, we use advantages of signcryption based
key establishment protocols in our wireless security mechanisms. Next section gives

descriptions of these schemes.

3.4. Signcryption Based Key Establishment Protocols Used in Our

Mechanisms

In this section, we give description of SDSS1-2 based DKETUN, DKTUTS,
DKEUTS cryptographic protocols and multi-recipient signcryption scheme that we
have used in HIMUTSIS and NAMEPS;, respectively.

In order to provide freshness in key transport and exchange protocols, time-
stamps or nonce can be used. Also, it is possible to transmit session key directly
or indirectly. In direct signcryption based key transport protocols, a session key is
encrypted as a message and transmitted in encrypted form with parameter c. In indirect
key transport protocol, one of the parts of the hashed key value is used as a session
key. In these protocols, etc contains some recognizable value such as identity of the
participants or a public key certificate. K Hj denotes a keyed cryptographic hash
function and 7'S denotes time-stamp. Description of DKTUN, DKTUTS and DKEUTS
are below [30].
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A. Direct Key Transport Using a Nonce (DKTUN):

1. Bob: Bob generates and sends a nonce to Alice. NCj, €x {0, 1}

2. Alice: Alice generates a session key and sends it to Bob by signcrypting it.

2.1. key €r {0,1},

22. z€gll,....q—1],

2.3. (k1,ke) = H(yy mod p),

2.4. ¢ = Ey, (key),

2.5. r= KHy,(key, NCy,etc),

26. s=uxz/(r+x,) mod g,

2.7.  Alice sends (¢, , s) to Bob.

3. Bob: Bob verifies (¢, r, s) with unsigneryption. Then optionally, Bob sends a

tag to Alice for secondary verification.

3.1, (k1,ko) = H((yq -g")*™ mod p),

3.2.  key = Dy, (c),

3.3. If KHy,(key, NCy, etc) == r then message is valid else reject.

3.4. tag = MACkey(NCb).

4. Alice: Alice verifies tag.
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B. Direct Key Transport Using a Time-Stamp (DKTUTS):

1. Alice: Alice generates a T'S and signcrypt T'S together with session key.

1.1. keyeg {0, 1},

1.2. xepll,...,q—1],

1.3. (kl, ]{72) = H(yff mod p)a

1.4. Get current time-stamp 7T'S,

1.5. c¢= Ey,(key,TS),

1.6. r= KHy,(key, TS, etc),

1.7 s=uz/(r+ z,) mod g,

1.8.  Alice sends (¢, 1, s) to Bob.

2. Bob: Bob verifies (¢, r, s) with unsigneryption. Then optionally, Bob sends a

tag to Alice for secondary verification.

2.1, (ky, ko) = H((yq -g")*™ mod p),

2.2. (key,TS) = Dy,(c),

2.3. KHy,(key,T'S) == r then message is valid else reject.

24. tag = MACk,(TS).

3. Alice: Alice verifies tag.



C. Direct Key Exchange Using Time-Stamp(DKEUTS):

1. Alice: Alice generates a T'S and signcrypt T'S together with session key.

1.1.

1.2.

1.3.

1.4.

1.5.

1.6.

1.7.

1.8.

key €ER {0, 1}lk,

T €ER [1,...,(]— 1],

(k1, ko) = H(yi mod p),

Get current time-stamp T'S,

c = Ey, (key, TS),

r = KHy,(key, TS, etc),

s=ua/(r+ x,) mod g,

Alice sends (c,r, s) to Bob.

2. Bob: Bob verifies (¢, r, s) with unsigncryption.

2.1.

2.2.

(kh kQ) = H((ya 'gr>s'xb mod p)?

(kevaS):D/ﬂ (C)>

2.3. KHy,(key,T'S,etc) == r then message is valid else reject.

3. Bob: Bob generates a T'S and signcrypt T'S together with session key.

3.1.

key* €r {0, 1},

29



30

32. z*er[l,..,q—1],

3.3. (ki k3) = H(yy

a

mod p),

3.4. Get current time-stamp T'S™,

3.5. ¢ = Eps(key*, TS),

3.6. 1" = KHy(key*,TS*, key,etc),

3.7. s =x*/(r*+ x,) mod g,

3.8.  Alice sends (c¢*, 7%, s*) to Bob.

4. Alice: Alice verifies (c*,r*,s*) with unsigncryption. Then optionally, Alice

sends a tag to Bob for secondary verification.

4.1 (ki,k3) = H((yrg™)* ** mod p),

4.2, (key*,TS*) = Dys(c"),

4.3. K Hy;(key*, TS*, key, etc) == r* then message is valid else reject.

4.4. K = key & key*,

45. tag= MACK(TS),

5. Bob: K = key @ key*, and Bob verifies tag so that tag == M ACk(TS).

In HIMUTSIS, we preferred DKEUTS protocol. Usage of DKUTS protocol in

military MANET, advantages and performance comparison is given in Chapter 7.
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Another signcryption based technique that we have used in our security mech-
anisms is the multi-recipient signcryption scheme. We have utilized multi-recipient
signcryption scheme in NAMEPS. Details and performance comparisons are given in

Chapter 6.

We give description of multi-recipient signcryption scheme below [21]:

D. Signcryption by Alice the Sender for Multi-recipients

Alice sends message M to t recipients Ry, ..., R;, public key of R; is y; for all
1<i<t, qand p and z, is the private key of Alice.

1. Generate a random encryption key k', calculate h = K Hy(M), and encrypt
M by Cc = Ek/(M, h)

2. Create a signcrypted text of &' for each recipient ¢ = 1, ..., ¢:

2.1. Generate a random number v; from [1,...,q — 1] and calculate

ki = H(y;" mod p). Split k; into k;, and k;, of appropriate length.
22, ¢ = Ekgyl(k/),
23. r;= KH,%(M, h),
2.4. s =v;/(r; + z,) mod gq.
3. Alice broadcasts to all the recipients (c, c1,71, S1, ..., Ct, Tt, St )-

E. Unsigneryption by Alice Each Recipients

Each recipients receive Alice (¢, c1,71, 81, ..., ¢ty Tt, S¢). Also, each recipients R;’s

private key x; where 1 < ¢ < t, public key of Alice y,, g, ¢ and p.
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1. Find out (¢, ¢;, 7, 8;) in (¢, 1,71, 81, -y Coy Tty St)-
2. ki = H((ya-g")** mod p). Split kj into k;, and k;, of appropriate length.
3. K = Dk;l(Cz‘%
4. w = Dy /(c). Split w into M and h.

5. If h can be recovered from K Hy (M) and r; recovered from K Hy , (w).

6. If (h == KHp(M)) and (r; == KHy (w)) then R; accept M as a valid

message else reject.
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4. A NEW SATELLITE MULTICAST SECURITY
MECHANISM BASED ON ELLIPTIC CURVE
SIGNATURES

In this section, we present the TTPVSS (Two-Tier Pintsov-Vanstone Signature
Scheme), which is a new satellite multicast security mechanism based on ECPVSS
(Elliptic Curve Pintsov-Vanstone Signature Scheme) [40]. TTPVSS provides a basis
and a generic structure for our other security mechanisms for SSMS. Notice that,
TTPVSS utilizes some principles of [1]. TTPVSS is especially designed for very large
satellite multicast systems having highly dynamic member join-leave characteristic.
We design two independent key distribution tiered structure that has many advantages
over classical satellite multicast systems. Our mechanism significantly reduces rekeying
workload of the satellite that is the most resource limited part of the satellite multicast
system. Also, number of keys that are stored on the satellite is reduced. As a novel
approach, we use ECPVSS, which provides major cryptographic goals together while it
significantly reduces bandwidth consumption, for secure key transmission. As a result,
our security mechanism can handle very large multicast system securely and effectively
while providing many advantages when compared to some other security mechanisms.

In the following sections, we give details of TTPVSS.

4.1. Introduction to TTPVSS

Secure satellite multicast systems (SSMS) have critical importance in today’s
communication systems. Many real time applications such as military command and
control, secure audio-visual data multicast, pay TV and file distribution applications
need secure, reliable and high performance satellite multicast systems. However, pro-
viding security and effectively managing cryptographic keys in SSMS are challenging
problems. Problems become much severe especially for SSMS, which have very large
number of members and dynamic member join-leave characteristics. Satellite multicast

systems are more vulnerable to security attacks. Eavesdropping and active intrusion
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are much easier then terrestrial fixed networks. Also, SSMS are resource limited es-
pecially for power and bandwidth consumptions. One of the most important issues is
that, in order to provide forward and backward security, whenever a member join-leave
event occurs, group key must be updated (rekeying). Rekeying causes massive work-

load and significant performance problems especially for very large and dynamic SSMS

[39].

In order to offer an efficient solution to aforementioned problems, we proposed
TTPVSS security mechanism. Our security mechanism is especially designed for satel-
lite multicast systems having very large number of members and high member join-leave
frequency. TTPVSS consists of two new approaches and uses combined methods in-
cluding new concepts for security mechanism designs and application suit cryptographic
methods. Our security mechanism targets main source of the hierarchical key distri-
bution protocol that is spreading the effect of the modification, which is performed on
the single point of the logical key tree, to the whole tree. This problem stems from the
forward and backward security requirement in SSMS. TTPVSS uses two independent
key distribution tiers for solving this frequently rekeying problem. First tier consists of
satellite-terrestrial units (TUs) and second tier consists of TU-members. Both tier uses
LKH key distribution protocol. Using two independent key distribution tiers, effect of
the modification is encapsulated on only its local group. Using independency of tiers
principle, whenever a member join-leave event occurs for a member, only related terres-
trial unit group is affected from that event. Any other part of the system is prevented
from being modified that provides significant performance gain especially for satellite.

Also, batch keying is done that decreases rekeying workload of the satellite.

Apart from structural performance gains, our mechanism uses appropriate crypto-
graphic algorithms that make two independent encryption tiers feasible and secure. In
this mechanism, we use ECPVSS (Elliptic Curve Pintsov-Vanstone Signature Scheme)
[40], [24] that satisfies many properties of ECDSA like authentication, integrity and
unforgeability. However, ECPVSS is a message recovery type signature that is espe-
cially suitable for bandwidth constraint environment [40] and has advantages when

compared to classical signature schemes. Our security mechanism uses ECPVSS to
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transmit session keys that will be used for batch keying and group key transmission.
ECPVSS provides significant bandwidth usage advantages for satellite while providing
high security. As far as our concern, ECPVSS has not been used for this purpose

before.

4.2. Properties and Description of ECPVSS

In traditional SSMS approach, for cryptographic methods, generally, DLP based
DH, public key cryptography algorithms such as RSA [41], ElGamal [27] and ECDH,
which is extension of the DH in EC, are used [42]. However, these approaches do not
provide critical cryptographic goals together, that are confidentiality, authentication,
integrity and unforgeability. Especially, group based DH [43] and ECDH approach are
vulnerable “man-in-the-middle attack” [1]. Classical digital signatures such as DSA
and ECDSA provide these properties but causes bandwidth overheads. Note that,
ECC based cryptographic methods have important advantages for both computational
complexity and key storage and are preferred for wireless networks [44]. For bulk data

multicast, symmetric key cryptography is used. Block ciphers in appropriate mode

such as AES [45], DES [46] or stream ciphers can be used.

ECPVSS is a message recovery (MR) type signature scheme based on ECC.
ECPVSS has many advantages for short messages when compared to the signature
scheme with appendix [3] and some other MR type signature schemes. ECPVSS has
been proposed in [40] and is especially used for Digital Post Marking (DPM) appli-
cations. ECPVSS provides confidentiality, authentication, integrity and unforgeability
together in efficient manner generating smaller signature sizes then classical digital

signature algorithms.

Formal security proofs for ECPVSS is given in [48] covering ROM (Random
Oracle Model). Also, some concrete examples are given for size of the messages used in
DPM applications. Also, analysis, proofs and techniques for MR type signatures and
ECPVSS can be found in [49]. Note that, ECPVSS has been standardized by IEEE in
[47]. This standard also includes details about KDF (Key Derivation Function) which
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is used to obtain symmetric key from different data types.

We give definition and notations for ECPVSS algorithm. Let G be a public point
of order nr in the group of points on elliptic curve E(F,) over finite field F, and number
of points on the curve is divisible by nr. Then following notations are used:

v : A point on the curve and is used as implicit certificate.

I, Identity of the signer.

a : Private key of the signer and is calculated by using I and ~.

@ = a- G : Public key of the signer.

Data = C||V where C represents data element that requires confidentiality and
can be recovered during the verification. V is the plaintext part of the data. In the
description of ECPVSS, we directly use () and do not show how it is generated from I,
~ and other parameters. We say () is authentically obtained to refer these processes.
Steps of ECPVSS are given below:

Signature Generation:

1. Split data into two part : V and C.

2. Generate a random number 7k where rk < n.

3. R =rk-G, R is a point on the curve.

4. Derive a symmetric key R from R using key derivation function R =

KDF(R).

5. Transform the C using bijective transformation T'r parameterized by R.
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This transformation destroys the algebraic structure of C'. Tr may be a symmetric
encryption algorithm such as AES, DES or simply XOR operation: u = Trg(C).
Confidentiality of R is protected by intractability of the ECDLP and randomness of
the value rk.

6. d = H(ul|Ls]|V).

7. b=a-d+ k mod n.

8. Pair (b, u) is the signature pair which is used for verification. Pair (b, u)

and plaintext data part V' are sent to the verifier.

Signature Verification:

1. Public key of the signer @) is authentically obtained by verifier.

2. d=H(u||L||V).

3. U=b-G—d-Q. Use KDF if it is necessary.

4. X' = Try;*(u). Recover the confidentially protected part of the data.

D. Check redundancy of X’ and if X’ has required redundancy then declare

X' == (C and accept the signature is valid.

4.3. Design Properties and Principles of TTPVSS

We present two major contribution of TTPVSS in the following sections. Section
4.3.1 gives contribution of TTPVSS for structural design aspect and section 4.3.2 gives
contribution of TTPVSS for cryptographic technique aspect.
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4.3.1. Contribution for Structural Design

Most important performance gain is obtained from structure design aspect of
the SSMS. TTPVSS uses two independent key distribution tiers that provide signif-
icant performance gain especially for rekeying workload of the satellite. In classical
multicast systems, whenever a member join-leave event occurs, whole multicast sys-
tem is affected from modification and group manager (satellite in our case) realizes
key update according to the policy of key management protocol (LKH in our case).
Under these conditions, if group manager is directly responsible from members then
each member-join leave event inevitably affects to the group manager. This situation
creates significant performance deterioration in large multicast groups. Also, rekeying
workload especially becomes problem for satellite multicast system having dynamic
mobile members. In long term, even if a good key management protocol is used, over-
all performance of system is determined by number of rekeying operations and number

of members that are affected by rekeying operations.

Taking into consideration these problems, we design two independent LKH tiers
for SSMSs. In first tier (satellite-TU), satellite manages a TU group using LKH key
management protocol. As long as TUs are available, satellite does not realize rekeying
operation. In second tier (TU-members), each TU has its own member group and
manages them using LKH key management protocol. Whenever a member join-leave
event occurs, only related TU is affected from modification. LKH rule is applied for
key update to the local TU group. Neither other TU groups nor satellite do not affect
from modification. This approach significantly reduces the workload of the satellite.
Figure 4.1 present structural design of TTPVSS. Detailed analysis of TTPVSS is given

in section 4.5.

LKH protocol is selected to use in tiers because LKH can handle moderately
large and dynamic multicast groups successfully. Note that, in our mechanism, each

TU manages moderately large groups due to independency principle.
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4.3.2. Contribution for Cryptographic Method Aspect to the Multicast Se-

curity Mechanisms

In multicast security mechanisms, cryptographic methods that are used to trans-
mit keys have critical importance. Even if key management protocol and structural de-
sign minimizes rekeying workload, if appropriate cryptographic methods are not used,
then system is overloaded due to cryptographic processes. This situation especially

must be taken into consideration for tiered structure like our security mechanism.

Classical key exchange methods are prevalently used but naive implementation of
these protocols causes security problems. Notice that, to achieve major cryptographic
goals, digital signature type cryptographic solutions are required. In classical signature
with appendix applications, message is also transmitted with its signature. If message
is small, the signature of the message causes 100% overhead and creates significant

bandwidth consumption.

Taking into consideration these factors, we propose a novel approach for crypto-
graphic method for use in satellite multicast security mechanisms. In group key update,
only small symmetric keys are transmitted having 128 or 256 bits to the destination.
Major idea behind of our choice is that an efficient MR type signature is an excellent
candidate to transmit these symmetric keys. ECPVSS is one of the most efficient MR
type signatures and naturally possess the advantages of ECC as mentioned in section
4.2. As far as our concern, ECPVSS has not been used to transmit key update pro-
cesses in satellite multicast security mechanism. Details of the advantages of the using

ECPVSS are given in section 4.5.

4.4. Details of Our Security Mechanism

We give details of our security mechanism. Following notations are used:

ICT : Implicit Certificate Information.
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EC_Keygen: Elliptic curve key generator that generates and validates ECC pa-

rameters.

CPRNG: Cryptographically secure pseudo-random number generator.

N: Number of members in satellite multicast system.

[ : Number of TUs in satellite multicast system.

n; :Average number of members that belongs to a local TU member group.

4.4.1. Satellite-TU Tier

Satellite is responsible for generating and distributing group keys to the TUs in
hierarchical manner. Also, satellite realizes data multicast using transmitted group
key to the TUs. Satellite generates group key GK to realize data multicast and batch
keying for group keys of TUs. GK is signed and recovered by ECPVSS that achieves
major cryptographic goals for satellite-TU tier. GK is used for symmetric encryption
of group key vectors z;. TUs use group key vectors z; to realize data multicast to the
members. Notice that, z; and data are multicasted using symmetric key encryption

functions.

1. Satellite generates implicit certificates and public-private pairs for each TU

and inserts required keys to the IC'Is. ICIs are transmitted to the TUs.

Qi = EC_Keygen(vi, I, a;), 1CI; + (Q; and other required parameters for
ECPVSS steps) where 1 <i <.

2. Satellite generates group key GK. GK is inserted to the C' part and signed with
ECPVSS. IC1s are inserted into V' part. Signature pairs for each TU are generated
and transmitted to the TUs.
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GK = CPRNG(), C =GK, V; = ICI,

(us, b)) = ECPVSS_Sing(V;, C),

3. Satellite generates group key vectors for z; for 1 < ¢ < [. Each group key
vector z; is assigned to a TU. Elements of group key vector z; are z; ; where 1 <7 <1
and 1 < 5 < n,. z; denotes j'th group key that is used by i’th TU. Each TUs use z; ;
group key to realize data multicast to the members. z; ; provides batch keying. Notice
that, satellite may store only seed values of the group key vectors in order to reduce

number of keys that are stored. z;; group keys are encrypted using GK.

Z@j = CPRNG(Z,TLS), Z;"j = EGK(Zi,j)a

TUZ<—Z;7J,1§ZSZ,1SJSRS

4. Satellite realize data multicast using GK.

M = Egi(M), TU; — M.

5. Whenever a TU join-leave event occurs, satellite updates group key GK using

ECPVSS as in previous steps while obeying LKH update rules.

4.4.2. TU-Member Tier

In this tier, each T'U has its own local member group having 2048 member or more.
TUs decrypt multicast data and z; using GK that is obtained from the satellite using
ECPVSS. Each TU has its own z; vector that contains group key vectors z; ;. Suppose
that, i'th TU uses z; ; group key in current state. After that, for i’th TU, whenever
a member join-leave event occurs, TU uses next group key such that z;; — 2z ;1.

Satellite is informed for group key modification. z; ; are used to encrypt multicast data
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and provides batch keying. z; ; are signed with ECPVSS and transmitted to the related

members.

1. (Vi,ui, by, M) — Satellite.

2. C; = ECPVSS Unsign(V;,u;,b;), GK = C; is obtained authentically and
confidentiality by each TU.

3. Each TU obtains group key from satellite that will be used data multicast to

the members: 2; ; = Dar(2;).

4. Fach TU decrypts multicast data using which is obtained from satellite: M =
Der (M).

5. Each TU generates implicit certificates and public-private pairs for each mem-

ber and inserts required keys to the IC'Is. ICIs are transmitted to the members.

Qi = EC_Keygen(v, 15/, a;), ICT; «— (Q; and other required parameters)

where 1 < 7 < n,.

6. Bach TU transmits group key z; ; to its local member group using ECPVSS.

Also, multicast data is encrypted using group key z; ;.

Ci=zy, Vi=ICI, 1<i,j<n,

(ui, b)) = ECPVSS_Sign(Vi, Cy),

M = E. (M), Member; — (Vi,u;,b;, M).

7. Each member obtains group key z;; from their TU using ECPVSS. Using

group key z; ;, each member decrypts multicast data using group key.
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(Vi ui, b, M) «— Member;, Cf = ECPV SS_Unsign(Vi,u;,b), z; = Ci are
obtained by each member. Then M = D, (M).

8. Whenever a member join-leave event occurs, only group key of related local
member group is updated such that z; ; — 2; ;41 applying LKH rule. Neither satellite
nor other TU local groups are affected from modification. Satellite is only informed

for next group key is in use.

4.5. Performance Comparison and Results

We give comparison of our security mechanism to some other well-known security
mechanism for two major aspects. Firstly, we give advantages of TTPVSS resulting
from its structural design. Then, we present advantages of TTPVSS obtained from its

novel cryptographic method approach.

4.5.1. Advantages and Performance Comparison for Structure and Design

Aspects

TPVSS has significant advantages to some well-known mechanisms for scalability,
fast rekeying, and security aspects. Due to most resource limited component of the
system is satellite, it is critical to reduce workload of this component. Using two
independent tiers, satellite nearly is not affected from rekeying requirements of member
and this situation significantly reduces the rekeying and cryptographic workload of the

satellite.

Table 4.1 shows workload comparison of our security mechanism to the Flat and
LKH protocol for five major criteria. Most important criterion is rekeying workload
of the satellite. This criterion also determines computational effort and bandwidth
consumption of the satellite. Rekeying workload of the satellite is determined by N
and number of rekeying in certain time period, that is r. For instance, very large
multicast system having N = 10° member, in moderate time period, r = 10° rekeying

is a reasonable assumption.
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In chapter 2, rekeying cost of Flat and LKH protocol are given as /N and k log; N
respectively. In both protocol, due to members are only managed by a centralized group
manager (satellite in our case), each rekeying operation (member join-leave event) af-
fects to the satellite. Thus, for r rekeying, total rekeying workload of the satellite
becomes N -r and (klog, V) -r for Flat and LKH protocol respectively. In our security
mechanism, satellite is only responsible for rekeying TUs, not members directly. Thus,
satellite is not affected from r. This significantly reduces rekeying workload of the
satellite. Also, unlike to members, TUs do not show dynamic join-leave characteristic
and rekeying workload coming from TUs is neglible. In addition to this, our security
mechanism uses advantages of the batch keying that reduces rekeying workload (we
show this contribution with parameter m’). Having [ TU, rekeying workload of satel-
lite in our mechanism is (klog, [)/m’. For aforementioned values, rekeying workload of
satellite is 10,4 * 108 for Flat and LKH respectively. However, in our security mecha-
nism, rekeying workload of the satellite is (2log, 500 ~ 20) that is much smaller than
Flat and LKH (m’ = 1). When batch keying parameter m’ is increased, performance

also increases.

Rekeying workload for TU can be found in same manner. Each TU manages a
local member group having n; = N/l ~ 2048 or more members. Whenever a member
join leave event occurs, TU applies LKH rules to its local group. Number of rekeying
for single TU group is r; = r/I. Then, rekeying workload of a TU is (log,(n;)) - 7. This
workload (approximately 2000-2500) is easily handled by even low capacity TU.

Number of keys which are stored in satellite is an another important parameter.
In both Flat and LKH, unique keys are stored in satellite for each member and storage
load is N. In our security mechanism, satellite only stores seed values and unique
keys for each TU together with a general group key. Thus, number of keys stored in
satellite is 2 - [ + 1 which is much smaller than Flat and LKH protocols. Number of
keys, which are stored in one TU, are group key vector z; together with LKH keys:
n; + log,(n;). Number of keys that are stored in member for Flat and LKH is 1 and

log, N respectively. In our security mechanism, it is log,(n;) ~ 11 .
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4.5.2. Advantages of Selected Cryptographic Methods

As a novel approach, we use a message recovery type algorithm ECPVSS in
our satellite multicast security mechanism. Main goal of cryptographic routines in
multicast security mechanisms is the securely transmitting group and session keys to
their destination. These keys are generally 128-256 bit symmetric encryption keys. For
this reason, a message recovery digital signature algorithm based on ECC is very good

choice to transmit these keys.

Table 4.2 shows comparison of ECPVSS to other well-known cryptographic meth-
ods that are also frequently used in SSMS. Possible message length of ECPVSS signa-
ture and message overheads are given in together with their alternatives. In our case,
we assume that 128 or 160 bit group or session keys are transmitted to use in a block

(AES or variable length block cipher) or stream cipher (LFSR based).

We firstly compare ECPVSS with 1024 bit RSA signature with appendix. Total
length of the message and signature are 256 byte. Also, DSA with 1024 bit modulus and
common signature with appendix size are showed. Note that, in Elgamal encryption,
ciphertext is doubled [2]. Thus, encrypted session key (ciphertext) and signature sizes
are 256 and 50 byte respectively. For ECDSA, order of EC is accepted as 20 byte and
signature size is 50 byte. Like DSA, ciphertext is doubled in ECC. Thus, encrypted
session keys and signature sizes are 50-100 and 50 bytes respectively. For DH and
ECDH, common moduli are same with DSA and ECDSA. However, due to both parties
of the communication send messages, total transmitted message is doubled and is 256
byte. For DH, session keys are encrypted with Elgamal cryptosystem while in ECDH
they are encrypted with ECC. Note that, also RSA and El-Gamal type algorithms
could be compared in message recovery type algorithms. However, implementing these
algorithms with standardized appendix schemes is common application. Details can

be found in [40]. Appropriate certificate sizes are selected for compared algorithms.

ECPVSS provides authentication, integrity and unforgeability while pure imple-
mentation of RSA-Elgamal, EC, DH and ECDH does not provide these properties.
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With appropriate key bit length, confidentiality can be provided by all methods. In
our mechanism, we insert certificate information to the plaintext part V. Also, due
to group key is a cryptographically generated random number, it includes sufficient
redundancy. However, considering worst case, we may add 10 byte redundancy. Using
these, overhead of ECPVSS is 40-60 byte providing 278 — 2710 total break resistance
security. Note that ECPVSS is at least three times better then nears competitive for

bandwidth consumption. Table 4.2 summaries these results.

4.6. Conclusions

In TTPVSS, we propose a new satellite multicast security mechanism that have
many advantages over classical multicast security systems. Our security mechanism
uses two independent key distribution tiers (satellite-TU and TU-Members tiers) that
significantly reduce the rekeying workload of the satellite, which is the most resource
limited component of the satellite multicast system. Also, number of keys that are
stored in the satellite is reduced. This structure encapsulates rekeying operations
in local member groups in TU-Member tier and effect of the modification does not
spread to the whole multicast system and especially satellite. This approach provides
scalability and high performance for especially for very large and dynamic multicast
systems. In addition to this, as a novel approach, we propose to use ECPVSS for major
cryptographic method in satellite multicast systems. ECPVSS is a MR type signature
scheme based ECC and specifically designed for bandwidth constraint environments.
We use ECPVSS for secure group key and seed transmission that provides at least
three times bandwidth advantages for best competitive method. Moreover, ECPVSS
provides major cryptographic goals efficiently and together while many methods can
partially provide these properties. As a result, TTPVSS can be used securely and
effectively to manage very large and dynamic satellite multicast groups and have many

advantages to the some well-known mechanisms.
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Table 4.1. Workload comparison of TTPVSS to Flat and LKH
For very large systems, [ > 500,k = 2,7 > 10° and N > 10°, n; = N/I

Rekeying load

over satellite

# keys stored

in satellite

# keys stored

in members

Flat N-r N l
LKH (klogpN) - r N logpr N
Our Mechanism | (klog,l)/m 2-1+1 log;.(n;)

Table 4.2. Advantages and properties of ECPVSS against its widely used alternatives

Byte RSA - Sig. | ElGamal-DSA | EC-ECDSA | DH | ECDH | ECPVSS
Size of the | g cion Key 128 256 50-100 | 256 | s0-100 | Mncludedin
Transmitted Data Signature
for Signature 128 50 50 256 100 20
Rekeying(BW) Certificate 256 168 60 20
Total 512 474 160 512 150 40-60
Authentication no yes no ves no yes no no yes
Integrity no yes no yes no yes no no yes
Unforgeability no yes no yes no yes no no yes
Confidentiality yes
Effect of Join-Leave
Events( #r) is hold in
local group o 5
iy Each Layer uses
L % ®™ ECPVSS to
. . v i 5
Satellite-Terrestrial g8 transmits KEKs

Unit LKH Layer

: & g

Each 'I_‘errcstual § @
Umit uses P ? g
Local LKH APV pa @-
GO --A-iOD 8 =

nl=N/1

member for each station

member for each station

N member

Figure 4.1. Structure of TTPVSS
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5. THREE-TIER SATELLITE MULTICAST SECURITY
MECHANISM BASED ON ECMQV AND IMC METHODS

In this section, we present a new three-tier satellite multicast security mecha-
nism [13], which is based on ECMQV (Elliptic Curve Menezes-Qu-Vanstone) and IMC
(Improved Merkle Cryptosystem). Our three-tier ECMQV based mechanism utilizes
some principles of TTPVSS [16] but it is completely different from TTPVSS for its
structural design and cryptographic techniques aspects. In this mechanism, we make
contribution to the satellite multicast security mechanisms in two major points. These
are structure design and cryptographic methods aspects. Similar to TTPVSS, our
three-tier satellite multicast security mechanism is specifically designed for multicast
systems having very large number of members and highly dynamic member join leave
characteristic. It minimizes the rekeying workload of satellite tiers and shows high
performance for many criteria using three independent key distribution tiers. In addi-
tion, our security mechanism uses a different cryptographic method for each tier and
achieves major cryptographic goals together that are not provided in the implementa-
tions of some other protocols. Using ECMQV and especially IMC based methods in
satellite multicast security mechanisms is a novel approach and has many advantages.

Details of our three-tier satellite security mechanism are given below.

5.1. Introduction to Our Three-Tier Satellite Multicast Security

Mechanism

As we have mentioned in chapter 4, satellite multicast applications gain significant
importance in today’s applications such as military command and control, secure audio-
visual data multicast, pay TV and file distribution applications. However, when the
number of members in multicast group increases significantly, then providing security
in SSMS becomes much harder. Especially for SSMSs, which is designed to cover
large areas of the world, requires more efficient and integrated approach to provide

high performance and security in their applications than traditional SSMS approaches.
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Providing forward and backward security together with major cryptographic goals

without creating significant performance problem is major purpose of SSMSs.

In this study, taking into consideration these problems, we propose a new three-
tier satellite multicast security mechanism based on ECMQV (Elliptic Curve Menezes-
Qu-Vanstone) [25], IMC (Improved Merkle Cryptosystem) [23] and ECPVSS (Elliptic
Curve Pintsov-Vanstone Signature Scheme) [47] cryptographic protocols. Our security
mechanism can be applied to very large multicast groups with 10 members or more
without creating performance and security problems. Our mechanism is also suitable

for highly dynamic multicast groups having mobile members.

We use three independent key distribution tiers to provide scalability and mod-
ularity to handle very large multicast systems. The satellite tiers of our mechanism
consist of a GEO satellite tier as the general manager of system and a LEO-MEOQO satel-
lite tier for bulk data multicast and key distribution purposes. The third tier of our
mechanism includes terrestrial units (TU), non-trusted servers (NTS) and members.
Each tier uses appropriate cryptographic algorithms and key establishment protocols
with their alternatives. Using this tiered structure provides many benefits such as
decentralization of the multicast and key distribution workloads as well as the central-

ization of security control.

We use alternative cryptographic methods in our security mechanism such as
ECMQV, IMC and ECPVSS to the naive key exchange and classical RSA and DLP
(Discrete Logarithm Problem) based signature approach [42]. The reason is that
ECMQV provides efficient and secure collaborative (fair) key exchange between tiers
when compared to the classical approaches. IMC and IMC based methods are novel
approaches and have not been used before in satellite multicast security mechanisms.

ECPVSS provides bandwidth and security advantages in the third tier.

Our security mechanism provides significant advantages for the rekeying workload
of the satellite tier, which is one of the most important parameters for satellite multicast

systems. It also provides advantages to reduce the number of keys which are stored in
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satellites and TUs. Apart from these, central security management with decentralized

multicast workload is an important advantage.

5.2. Cryptographic Techniques Used in Our Three-Tier Satellite Security

Mechanism

In our security mechanism, we essentially use ECC based techniques. ECC has
many advantages over factorization based [41] and classical DLP [27] based approaches
for both computational and key bit length aspect [44]. Application of ECPVSS al-
gorithm to the satellite multicast security, TTPVSS, is given in chapter 4. In our
three-tier satellite security mechanism, we use ECMQV key agreement protocol [50] as
a major cryptographic primitive. Also, as a novel approach, we show that it is possible
to use IMC or IMC based methods. We give brief descriptions of these protocols and

present their advantages.

5.2.1. The ECMQYV Protocol

The ECMQYV protocol is an authenticated key agreement protocol, proposed by
Law, Menezes, Qu, Solinas and Vanstone [25], based on the standard authenticated
Diffie-Hellmann (DH) key agreement protocol on EC. The ECMQV protocol provides
known-key security (KK-S), forward secrecy (FS) and key-compromise impersonation
resilience (KCI-R) under the assumption of the intractability of ECDLP. In KK-S,
even if sessions are revealed to an adversary, each execution of the key agreement
protocol must generate unique and matching session key. In FS, even if long term
private keys are revealed to an adversary, the secrecy of previously established session
keys should not be affected. In KCI-R, even if one of the instances of communication
is corrupted due to private key loss, then an adversary can not masquerade Alice as
another principal [51]. Notice that these properties can not be achieved by classical
DH based approaches. The ECMQV protocol is also standardized by IEEE P1363.
Details can be found in [42]. Moreover, some improvement for MQV, HMQV (Hashed
MQV) is also proposed in [26]. It uses hash functions and challenge-based signatures.
The study in [52] gives a different approach to HMQV.
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The ECMQV protocol is given in Table 5.1. F'is a finite field, E is an elliptic
curve, #F(F') is the number of points on elliptic curve and ¢ is the prime divisor of
#E(F) and also is the order of the curve point G on subgroup of order ¢q. Let x the

binary representation of the first coordinate of Q. Let @ be defined as Q =z mod
2Lf721 4 2l4/2) (Q «» R and Q « R in Table 5.1).

Table 5.1. The ECMQV Key Establishment Protocol

Alice Bob
1. Alice generates a static 1. Bob generates a static
private key private key
w e {l---,¢g-1}, and w, € {1,---,¢—1} and

=
compute W =w_-G. compute W, =w,-G.
Publish static public W, Publish static public W,
2. Alice generates the 2.Bob generates the
ephemeral private key ephemeral private key
r,e{l---.q—1}. compute 1, €{L-—-.q—1}.compute
the corresponding & the corresponding
ephemeral public key ephemeral public key
R =r -G and send this R, =r,-G and send this
value to Bob value to Alice
3. Alice compute 3.Bob compute
s, =(r,+R w, ) mod g and s, = (r, + R,w,) mod g and
R, +RW, =5, G R+RW =5 -G
4.Alice compute 4. Bob compute
z HE(E) s (R, +RW,) z - FEE) 5, (R,+RW,)
q 4

5. Both Alice and Bob generates shared secret key Z
Z=@#E(F)/q)s,5,-G

5.2.2. The IMC and IMC Based Methods

In chapter 3, we have mentioned some of the well-known public key cryptosys-
tems. Generally, key agreement methods including digital signatures are based on these
public key cryptosystems. However, the first cryptosystem, which provides a solution
to the secure communication problem over insecure channels without pre-established

secrets, is the Merkle Cryptosystem (MC) [54]. In this study, as an alternative key
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establishment method, in addition to ECMQV and ECPVSS, we offer to use IMC,
which has been proposed in [23]. IMC increases the security of the original MC and
its variants (VMC) in [55]. In IMC, cryptographic hash functions and a new puzzle
structure are used together in order to increase the security of MC and VMC. The
key agreement value, which is sent as clear text in VMC, is hidden using a cryp-
tographic hash function in IMC. Also, in order to increase the security of the key
agreement value, auxiliary keys are used. In addition to IMC, we work on STAKE
protocol achieving major cryptographic goals such as confidentiality, authentication,
integrity and unforgeability together. STAKE is based on IMC and signcryption type
key establishment schemes. Most important property of STAKE is that it only relies
on symmetric cryptosystems and cryptographic hash functions while achieving major
cryptographic goals. IMC based approaches do not need any trusted third party even

if it relies on only symmetric cryptosystems and cryptographic hash functions.

IMC and IMC based methods are novel approaches having these properties and
we propose them as alternative methods to use in key establishment steps in a satellite
multicast system. These methods are especially suitable for applications that require
high security and prefer to use a symmetric cryptosystem. IMC can provide approx-
imately 3000 bit RSA equivalent and 2500 bit sub group DLP equivalent security.
However, as an inherent property of MC, IMC and IMC based approach (STAKE)
have non-neglible storage requirements. For this reason, if enough storage is not avail-
able then implementing only ECMQV can be more appropriate. However, IMC and
IMC based approach are quite applicable for today’s standard hardware systems under
usual conditions. We give details of IMC in chapter 8.

5.3. Structure and Design Properties of Our Three-Tier Security

Mechanism

5.3.1. Major Design Properties

We design a new satellite multicast security mechanism having three independent

LKH tier. Each tier uses appropriate cryptographic algorithms and key establishment
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protocols together with their alternatives. These cryptographic methods and mecha-
nisms provide solutions for key establishment among tiers. Each mechanism is selected

taking the properties of each tier into consideration.

Our security mechanism utilizes the major design principles of the tiered struc-
ture, which are the independency and modularity principles. Hybrid key distribution
mechanisms use the divide-and-conquer approach to tackle high rekeying and crypto-
graphic workload of multicast security systems. As we mention in chapter 2, to handle
systems having very large number of members and high member join-leave activity
rate, a combination of key hierarchy and group based hierarchy approaches has been
proposed such as [12]. These mechanisms are designed for general multicast security
systems. Applying the independency and modularity principles specifically on satellite
multicast systems; TTPVSS provides advantages in terms of both computational effort

and rekeying workload.

We use the design principle of TTPVSS in our three-tier approach while improv-
ing it in many aspects. We utilize existing tiered structure of satellite networks, which
is not studied in TTPVSS. LEO, MEO and GEO satellites, already having a hier-
archical structure, can be used to design more efficient key distribution mechanisms.
Using different properties of these satellite tiers, the overall system performance can

be increased and the workload of the individual satellites can be reduced.

5.3.2. Structure of Our Security Mechanism

Our security mechanism consists of three tiers: GEO satellite tier, LEO-MEO
satellite tier and terrestrial unit (TU)-member tier. Communication among tiers is
realized in hierarchical manner taking modularity principle into consideration . In
each tier, whenever a member join-leave event occurs, LKH is applied to the related
local group. The GEO satellite applies LKH to its LEO-MEO satellite tier. Each LEO-
MEO satellite has its own TU group and applies LKH this local TU group. Similarly,
each TU has its own member group and applies LKH to this local member group.

LKH is preferred like TTPVSS since it has computational and storage advantages for
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multicast systems as described in chapter 2 and 4.

NTS are used to store public key parameters for the ECMQV and IMC protocols.
Public keys are transmitted to NTS only once and whenever they are needed, they
are obtained from NTS. Consequently, the satellite tier is not affected by future key

agreements that will be realized with the same public keys.

The detailed description of our security mechanism for each tier is given in the

next section. Now, we briefly explain properties and responsibilities of each tier.

5.3.2.1. GEO Satellite Tier. GEO satellite tier is responsible for general key manage-

ment of the overall multicast system. The group keys, which are generated by the GEO
satellite, are transmitted to each tier in encrypted form. In this mechanism, group keys
of the lower tier are known by only the upper tiers and keys are only determined by
the GEO satellite. This way, the GEO satellite can always control and manage the

overall multicast system.

Firstly, the GEO satellite(s) realizes ECMQV key exchange to transmit group
keys and seeds to the LEO-MEO satellite tier. Secondly, it generates and transmits
group key seeds, which will be used between the LEO-MEO satellite and TUs, to the
LEO-MEO satellite tier. Thirdly, it generates and transmits group key seeds that will
be used between TUs and members to realize a secure communication. These session
keys and seeds should be generated by a CPRNG (Cryptographic PRNG) like Blum-
Blum-Shub [53] because they will be used for long term security as a principle of batch

keying. Also, as an option, if needed, the GEO satellite may involve data multicast.

5.3.2.2. LEO-MEQ Satellite Tier. This tier is mainly responsible for bulk data mul-

ticast to TUs and distributing group keys to the TUs and NTS. LEO-MEOQO satellites
obtain shared secret keys from the GEO satellite. Each LEO-MEO satellite uses these
shared secret keys to obtain the related group key to communicate with the upper

tier. The group key seeds are used to generate group keys. Then, they distribute the
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group keys and session key seeds to the TU using either ECMQV or IMC protocol also

involving N'T'S if necessary.

5.3.2.3. TU-Member Tier. In this tier, TUs are responsible for decrypting the data
coming from the LEO-MEOQO satellite tier and multicasting it after encrypting it with
required group keys. TUs obtain and use group keys to realize secure communication
with the LEO-MEO satellite tier using either ECMQV or IMC protocol also involving
NTS if necessary. TUs use seeds to generate group keys that will be used for secure

bulk data multicast. Figure 5.1 shows the structure of our security mechanism.

5.4. Details of Our Three-Tier Security Mechanism

In each tier, there is a hierarchical key exchange and transmission from top to
down. The GEO satellite is responsible for generating and distributing seed values sa;
and s(;. These seed values are used to generate group key vectors o; and ;. Each sa;
seed value is assigned to a LEO-MEOQO satellite by the GEO satellite. Each LEO-MEO
satellite generates group key vector «; using seed sa;. Elements of group key vector
; are a; ; where j > 1. So, a; jdenotes j™ group key which is used by i*" satellite in
LEO-MEO satellite tier. Each satellite realizes bulk data multicast using these group
keys a; ; to their local TU groups and also transmits seed values s3; to the related

TUs.

Each TU realizes the ECMQV key exchange with the upper tier to obtain and
transmit the required keys. Each sf; seed value is assigned to a TU. Each TU generates
the group key vector 3; using seed s(3; . Elements of group key vector 3; are 3; ; where
j > n;. Bij denotes j™ group key for ™ TU in TU-Member tier. TUs use group
keys a; j to decrypt multicast data and seed values s3;. Using ECPVSS, different from
upper tiers, TUs transmit (3; ; keys to members and realize bulk data multicast using
these group keys «; ;. Members, using ECPVSS, obtain group keys and decrypted bulk
multicast data securely. ECPVSS is preferred in this tier because “fair key exchange”

may not be preferred in TU-Member hierarchy. Thus, only key transport is realized
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by ECPVSS like TTPVSS.

Seed vectors sa and s are used for batch keying: Thus, instead of sending group
key vector elements in a; and 3; one by one, only their seed values are transmitted.
LEO-MEO satellites generate group keys using these seeds and important bandwidth
and rekeying cost advantages are gained. Details of each step for tiers are given in the
following part, where:

ns : Number of satellites in LEO-MEOQO satellite tier.

[ : Number of TUs in TU-Member tier.

N : Total number of members in multicast system.

n; &~ N/l :Average number of members in one TU local group.

ECMQV KG : Static Key Generation for ECMQV protocol.

A. GEO Satellite Tier

The GEO satellite generates required group keys and seeds for overall system.

Also, if it is necessary, the GEO satellite may realize bulk data multicast.

A.1) GEO satellite generates the group key seed:

sa; = CPRNG(> ny), sp; = CPRNG(> ).

A.2) GEO satellite generates static public-private key pairs from EC curve E and
validates them. ECMQV key exchange is done using public keys of lower tier W, and
required private keys. Using these, GEO satellite has shared secret keys (unique keys)

with each satellite at the lower tier:
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(Wa,,w,,) = ECMQVKG(E,ng), NTS; «— W,, and W}, «— NTS,,

Z; = ECMQV (W, ,w,,, required private keys) unique keys for each satellite in
LEO-MEO satellite tier.

A.3) GEO satellite generates and distributes group key GK to the all satellites in
LEO-MEO satellite tier using secret shared key Z;. This group key is used to transmit

group key seeds and bulk data multicast if necessary:

GK/= FEz(GK), for each satellite in LEO-MEO tier.

A.4) GEO satellite multicast seed vectors sa and s using GK. Vector sa is
used to generate group keys a;; that LEO-MEO satellites will use to communicate
with TUs. Vector s/ is used in TU-Member tiers. Optionally, bulk data multicast can

be realized.

A.5) During each member join-leave, LKH protocol is applied to the LEO-MEO

satellite tier using GK to update the required keys.

Optionally, If IMC is used; GEO satellite(s) generates seed vectors st, sz and
transmits them to the LEO-MEO satellite tier. These seed vectors are used to generate
private-public keys for IMC based cryptosystem:

Sti/: EGK(Sti), Sl’i/: EGK<SI1'>.

B. LEO-MEQO Satellite Tier

LEO-MEO satellites, using satellite inter-networking, determines which TUs are
managed by which satellite. Group key and group key seed distribution are done

according to this agreement.

B.1) LEO-MEO satellites generate static public-private key pairs from EC curve
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E and validate them. ECMQV key exchange is done using public keys of upper and
lower tiers using required private keys. Z; secret keys are shared with the GEO satellite
and Z; secret keys are shared with TUs. N'T'Ss are used to store and obtain public keys.
Using Z;, each satellite obtains group key GK:

(W, wy,) = ECMQV KG(E,n,), NTS; — W,, and W,, « NTS;,

Z; = ECMQV (W,,, wy, required private keys).

GK = Dy (GK;) realized for each LEO-MEO satellite.

(W, wp) = ECMQVKG(E, 1), NTS; — W, and W,, — NTS;,

Zi = ECMQV (W, wp,;required private keys) realized for each TU.

B.2) Using GK, LEO-MEO satellites obtain group key seeds sa and sg3. Each
satellite uses its seed sq; to generate vector ;. Suppose that, it" satellite uses group
key a; ; at the current state. After that, whenever a key update occurs, the i satellite
uses next group key such that a; ; — «; j41. This group key is used to manage the TU

group which the satellite is responsible for.

sa; = Dk (say), sB; = Dak(sf)). If the GEO satellite sends message, M =
D¢k (M). Using sa;, sufficient number «; ; = CPRNG(s«;, > 1) group key is generated

(=1

B.3) Each LEO-MEO satellite sends group key to the TUs that are responsible

for using shared secret key Z;. Also, seeds s(3; are transmitted to the related TUs:

ij = Ezl0ij), sB7 = EzA{s0).

B.4) Bulk data multicast is done to the TUs using group keys: M’ = E,, ,(M).
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B.5) Each LEO-MEO satellite applies LKH its local TU group independently for

each member join-leave event.

Optionally, If IMC is used, only MEO satellites obtain seed vectors st, sz and
generate IMC secret key vector K using st. Then using K and sz, satellite generates
public key vectors and transmits them to the NTSs. Only MEO satellites are involved

in this process since they have higher computational and bandwidth resources.

C. TU-Member Tier

TUs are responsible for realizing the bulk data multicast to the members. Each
TU belongs to a TU group, which is managed by a LEO or MEO satellite. Also, each

TU has a large member group.

C.1) Like the upper tier, TUs generate static public-private key pairs from EC
curve F and validate them. ECMQV key exchange is done using public keys of the
upper tier using the required private keys. Z;" secret keys are shared with the LEO-
MEO satellite tier. NTSs are used to store and obtain public keys. Note that TU sends
group keys to the members using ECPVSS, which has advantages if collaborative (fair)

key exchange is not needed. The following steps are performed for TU and members:

(W, wy,) = ECMQVKG(E, 1), NTS; — W,, and W, — NTS;,

Zi{ = ECMQV (W, wy, ,required private keys).

a;; = DzAc, ;) and sfB; = DzAsf;) realized by LEO-MEO satellite. Each TU
generates group keys from seeds sg3;, f;,; = CPRNG(sf3;,> n;), j > n. Each TU
decrypts the bulk multicast data using group key from which they obtain LEO-MEO
satellite. Then, TUs realize bulk data multicast to the members using group keys:

M = D, ;(M) and M’ = Epg, (M). Each TU transmits group key f3;; to the

J

members by using NT'S; «<—Public parameters for ECPVSS.
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C.2) Members obtain group keys and decrypt bulk multicast data securely: Each
member obtains group key f; ; from TU. (Public key parameters for ECPVSS)«— NT'S;,
Bi; = ECPVSS_Unsign(B;;, PV SS_Parameters). Members decrypt multicast data
M = Dg, (M).

5.5. Performance Comparison and Results

In this mechanism, two aspects of satellite multicast security mechanisms are
analyzed and improved. Firstly, appropriate cryptographic methods are selected and
integrated to our satellite multicast security mechanism. Secondly, structure and design
properties of the satellite multicast security mechanisms are improved. We firstly focus
on the performance gain and advantages of our security mechanism for its design and
structure aspects. Then, we give advantages of cryptographic methods, which are used

in our security mechanism when compared to classical approaches.

5.5.1. Performance Comparison of Design Aspects of Our Security Mecha-

nisms

Table 5.2 shows performance comparison of our security mechanism to Flat, LKH
and TTPVSS. The comparison is based on five major criteria: Rekeying workload for
satellite tier and TU, number of keys stored in satellite tier, in TUs and members on
the average. In table 5.2, average rekeying workload and number of keys in satellite
tier (SL) are only applicable to our security mechanism for GEO and LEO-MEO SL.
Typical parameter sizes can be considered as, N > 10%,r =~ 10°,1 = (500 — 1000), n; =

N/ng > 2048, ns =~ 100, mg > my, ng, = 1/ns.

The most important criterion is the average rekeying workload of the satellite tier.
Since the most resource limited part of the satellite multicast system is the satellite
tier, we aim to minimize rekeying workload of this part. For this criterion, among the
compared security mechanisms, the most efficient one is our proposed security mecha-
nism: In Flat and LKH, for each member join-leave event, the key update cost is N and

klog;, N respectively. Notice that, the major parameter that determines the rekeying
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workload of the system is the rekeying factor r, which is the total number of member
join-leave events for a certain time period. In Flat and LKH, since the satellite directly
controls all members, a rekeying occurs for each member join-leave event, according to
the key update rule of the mechanism. Thus, total rekeying workload for Flat and LKH
are N-r and (klog, N)-r respectively. For the TTPVSS, satellite tier is not affected
from member join-leave events due to independency of tiers principle. Thus, rekeying
of workload of the satellite tier in our previous mechanism is k log, [/m; where [ is the
number of T'Us in the related local TU group and m; is the batch keying factor. In our
proposed security mechanism, rekeying workload of the LEO-MEOQO satellite determines
the average rekeying workload for all satellite tiers. ny, is the average number of TUs,
which are controlled by a single LEO or MEO satellite. Thus, rekeying only occurs for
a satellite if one of the TUs is down or violates the security policy. Notice that, these
events occur rarely. Also, the batch keying factor becomes msy > m;y since only seed
values are transmitted. This makes possible to realize more batch keying. In addition
to this, parameter my reflects the advantages of lower packet loss and propagation de-
lay values of LEO-MEQO satellites when compared to our previous security mechanism.
Thus, the rekeying factor of LEO-MEO satellite tier is (klogy, 14,)/ms. Notice that the
independency principle is also valid for our proposed mechanism and rekeying factor r
does not affect the satellite tier. The rekeying workload of the GEO satellite is small
and neglible: klog, ns < 10. As a result, since ngy, << [ and mg > m;, our proposed

security mechanism is more efficient than our previous security mechanism.

For average number of keys stored in satellite tier criterion, Flat and LKH require
N unique keys for each member. In our previous security mechanism, the satellite only
contacts with TUs and the storage requirement is [. In the proposed mechanism,
in order to obtain performance gain for the rekeying workload, we slightly increase
the number of keys stored in the satellite tier. Notice that the major parameter that
determines average number of keys stored in the satellite tier is the storage requirement
of the GEO satellite. In ECMQV protocol, key pairs W,,, wq,, ra,, Ra, Z; and seed values
say; and sf; are stored in GEO satellite. Thus, the average number of keys stored in
the satellite tier is 6ns + [ + 1 ~ 2[. The number of keys stored in the LEO or MEO

satellite is small and neglible: ng, <.
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Rekeying workload of T'Us is only analyzed for previous and our proposed mech-
anism. For Flat and pure LKH, TUs are not specifically mentioned and are not consid-
ered in this comparison. Rekeying workload of the TU is the same for both our previous
and proposed mechanisms, that is log, n;. The reason is that, in both mechanism, TUs
are only responsible for their own local member group for rekeying processes. Also,
the number of keys that TU and a member stores are the same for both mechanisms
and is n; + log;, [ and log, [, respectively. The number of keys that a member stores is

log, N in LKH and one in Flat (directly communicates with satellite).

5.5.2. Advantages of Cryptographic Methods Used in Our Proposed Secu-

rity Mechanism

In our proposed security mechanism, ECPVSS, ECMQV and alternatively IMC
algorithms are used. Table 5.3 shows a comparison of these algorithms and other preva-
lently used approaches in key exchange methods. DH-ECDH protocols are frequently
used for key exchange. However, pure implementation of these protocols is insecure.
Man-in-the-middle attack is the most well-known attack used against these protocols.
Also, these protocols do not provide KK-S, FS and KCI-R security properties. No-
tice that for signature variants and ECPVSS; KK-S, FS and KCI-R are not compared

because signature variants and ECPVSS are not key exchange protocols.

In table 5.3, taking into consideration the properties of algorithms, it is shown
whether the algorithm achieves the mentioned property (authentication, integrity, un-
forgeability) or not. Also, for three criteria, bandwidth efficiency, computational effort
and confidentiality, VL (very low), L (low), M (moderate), H (High) and VH (very high)
levels are assigned. These assignments are done comparing algorithms with each other
for their computational efforts, storage requirements and achieved security (equivalent
bit length security). Bandwidth efficiency assignment is done according to the re-
quired packet bit length to realize a cryptographic method. Computational efforts are
assigned according to the computational complexity of algorithms and various imple-
mentation considerations. Confidentiality comparison is done according to the crypt-

analysis properties of algorithms. For different metrics, comparison and properties of
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these mechanisms can be found in [25], [47], [44], [46], [37]. For instance, signature
variants achieve authentication, integrity and unforgeability but they require transmis-
sion of signature together with the message. For small messages, this situation causes
significant bandwidth consumption. ECPVSS is a message recovery type signature
and solves this problem efficiently. IMC-STAKE also achieves major cryptographic
primitives and provides high security. However, it is not appropriate for bandwidth

constraint applications.

5.6. Conclusions

In this study, we propose a new satellite multicast security mechanism that pro-
vides many advantages compared to some well-known multicast security mechanisms
and as well as our previous security mechanism. Using three independent LKH tiers
provides significant performance gain for rekeying workload of the satellite tier and re-
duces the number of keys that are stored in satellites. Our security mechanism makes
possible the centralization of security management and the decentralization of multi-
cast workload at the same time. Moreover, using LEO-MEO satellite inter-networking,
the delay problem is minimized and the workload of the individual satellite is reduced.
Another benefit of our security mechanism is that it increases batch keying factor.
Using ECMQV in the satellite tier provides “fair key exchange”. It also achieves many
cryptographic primitives, which can not be achieved by some other security mecha-
nisms. IMC and IMC based methods are newly proposed and have not yet been used
in satellite multicast security mechanisms providing some advantages. Also, advan-
tages of ECPVSS in our previous security mechanism (TTPVSS) remain the same in

the third tier of our mechanism. Advantages of our proposed mechanism to the Flat,

LKH and TTPVSS can be observed in Table 5.2 and Table 5.3.
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Table 5.2. Performance comparison of our mechanism to Flat, LKH and our previous

mechanism (TTPVSS) is given for five major criteria

Rekeying load

over satellite

# keys stored

in satellite

# keys stored

in members

Flat N-r N l
LKH (klogpN) - r N logi N
TTPVSS (klog 1) /my l logy, (1)
Our Proposed Security Mechanism | (klog, q)/ms | 60y +1+ 1~ 2l
GEO klogpns <10 | 6ny+1+4+ 1~ 21
MEO-LEO (klogy q)/ma g<l

Table 5.3. Comparison of cryptographic protocols with regard to nine essential

criteria. RSA-S denotes RSA Signatures and DSA-V denotes DSA Variants

DH | ECDH | RSA-S & DSA-V | ECPVSS | STAKE | ECMQV

Authentication | No No Yes Yes Yes Yes

Unforgeability No No Yes Yes Yes Yes

Integrity No No Yes Yes Yes Yes

KK-S No No - - Yes Yes

FS No No - - Yes Yes

KCI No No - - Yes Yes
BW Efficiency M H L VH VL H
Comp. Efficiency | M H M VH M H
Confidentiality H H H H VH H
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6. NAMEPS: N-tier sAtellite Multicast sEcurity Protocol

(Mechanism) based on Signcryption schemes

In this chapter, we propose a new N-tier sAtellite Multicast sEcurity Protocol
(Mechanism) based on multi-recipient Signcryption schemes (NAMEPS) [70]. NAMEPS
utilizes some properties of TTPVSS and three-tier satellite multicast security mecha-
nism [13] but improves them in many other points. NAMEPS is especially designed
for very large and highly dynamic satellite multicast systems which require high secu-
rity and reliability. Our N-tier structure significantly reduces workload of the satellite
tiers especially for bandwidth consumption, computation resources and storage require-
ments. N-tier approach localizes effects of the rekeying operation (forward-backward se-
curity) and provides significant performance gain. Moreover, batch keying and ticketing
mechanisms are used which additionally reduce workload of the satellite and terrestrial
tiers. This batch keying mechanism is better than that of TTPVSS and three-tier satel-
lite multicast security mechanism. Also, as a novel approach for cryptographic method,
our mechanism uses multi-recipient signcryption scheme, which achieves confidential-
ity, authentication, unforgeability and non-repudiation together, more efficiently than
classical sign-then-encrypt approaches. As a result, NAMEPS has many advantages

for very large, dynamic and security critic satellite multicast systems.
6.1. Introduction to NAMEPS

NAMEPS is the latest satellite security mechanism among which we propose for
SSMS in this thesis. NAMEPS also aims to provide same security and performance
goals with TTPVSS and three-tier satellite multicast security mechanism. However,
NAMEPS uses completely different approaches for structural design, key management
and cryptographic technique aspects when compared to our previous security mecha-
nisms. NAMEPS uses ELK key management protocol instead of LKH key management
protocol. Also, NAMEPS uses signcryption based techniques, which provides advan-

tages when compared to classical approaches and our previous security mechanisms.
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NAMEPS uses N independent key distribution tiers to handle very large satellite
multicast systems. NAMEPS especially addresses rekeying workload over satellite tiers,
which is the major source of the performance problem in SSMSs. In NAMEPS, using N-
tier structure, whenever a member join-leave event occurs, rekeying is realized on only
related tiers and other parts of the system are not affected from modifications. This
approach provides significant performance gain for satellite tiers as well as terrestrial
tiers. Note that, most resource limited component of the SSMS is satellite tiers and
NAMEPS especially reduces workload of the satellite tiers. Also, hierarchical structure
of NAMEPS is compatible for military applications as well as commercial applications.
NAMEPS uses ticketing and batch keying mechanisms, which also reduce workload of
the satellite and terrestrial tiers. NAMEPS consists of GEO, MEO-LEOQO satellite tiers
as satellite tier and terrestrial units (TU), major mobile units (MMU) and members

tier as terrestrial tiers.

In SSMS, apart from structure, cryptographic primitives have critical importance
for security and performance aspects. Cryptographic primitives must achieve major
cryptographic goals such as confidentiality, authentication, integrity, unforgeability and
non-repudiation. Moreover, in multi-tiered structures and especially for satellite net-
works, cryptographic workload may cause non-neglible delay and power consumption
problems. In NAMEPS, to address these problems, as a novel approach, multi-recipient
signeryption (SCS1M) methods are used for cryptographic key management. Signeryp-
tion is a relatively new concept, providing confidentiality, authentication, integrity,
unforgeability and non-repudiation together more efficiently then classical sign-then-
encrypt approaches (see chapter 3). Using SCSIM in SSMS provides significant ad-
vantages for both cryptographic workload and especially bandwidth consumption. As
far as our concern, multi-recipient signcryption schemes have not been used in SSMS

before.



68

6.2. Details of NAMEPS

6.2.1. Properties of NAMEPS

Our security mechanism uses N-tier structure to manage very large and dynamic
satellite multicast groups. We use independency of tiers principle of the TTPVSS in
our N-tier structure providing novel approaches for design and cryptographic method
aspects. The major idea behind of NAMEPS is that, providing independency among
tiers reduces rekeying workload of the satellite significantly. However, N-tier approach
requires multiple encryptions between tiers which cause performance deteriorations.
To address these problems, NAMEPS offers appropriate cryptographic methods that

make N-tier approach feasible and secure.

Using independency of tiers principle, whenever a member join-leave event occurs,
effects of the modifications are restricted on their related areas and remainder parts of
the system are not affected from modifications. However, unlike TTPVSS, NAMEPS
uses ELK protocol in each of its tier. ELK protocol has advantages for rekeying cost
and size of packets when compared to LKH protocol (see chapter 2). Also, validation
tickets are used which provide advantages for reliability. As mentioned in chapter 3, our
security mechanism uses signcryption based cryptographic method SCS1M to transmit
these keys securely. These improvements significantly reduce rekeying workload and
number of keys which are stored on the satellite tier. Notice that, satellite tiers are
the most resource limited components of the multicast system. Thus, it is critical to
reduce the workload of these components. Responsibilities and properties of each tier

are given below.

6.2.2. Detailed Description of NAMEPS

Before giving each steps for NAMEPS, we give notations that we use in NAMEPS.
NAMEPS uses SCSIM as a major cryptographic method. Detailed notations and
detailed descriptions for SCSIM are given in chapter 3.4. Other notations are given

below:
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BBS(Blum — Blum — Shub) : Cryptographically strong random number gener-
ator as in [53]. In our notations, BBS takes two types of parameters. First type of
parameter determines upper or lower bound for number of elements that BSS gener-
ates. Second type of parameter is a seed value which triggers BB.S for random number

generation.

SPNG : Strong prime number generator,

Generator :Generates a generator g for related field,

n,s :Number of satellite in satellite tiers, [ :Number of TU in SSMS, n,, :Number
of MMU in SSMS, M : Bulk multicast data. Other notations are given when they
are needed. Notice that, in NAMEPS, for bulk data transmission, symmetric key
cryptography primitives are used. Block ciphers using appropriate modes such as OFB

or CBC and stream ciphers can be used for these purposes [46].

6.2.2.1. Initialization, Key Distribution and Data Multicast in GEO Satellite Tier. In
NAMEPS, top level of the hierarchy is GEO satellite. GEO satellite is responsible for

generating all group keys and group key seeds for lower tiers. Also, GEO satellite
actively involves bulk data multicast for regions that LEO and MEQO satellites can not

cover.

GEO satellite uses group key to distribute seeds and other group keys using
SCS1IM. GEO satellite determines group keys which LEO and MEO satellites use to
securely communicate with TUs and MMUs. To do this, GEO satellite generates
group key seeds st; where 1 < ¢ < n,. Each LEO and MEO satellite is assigned to a
group key seed st;. LEO and MEO satellites generate group keys ¢; ; using group key
vector seed st; where j > [ + n,,. In here, ¢, ; denotes j'th group key that is used by
i'th satellite in LEO and MEO satellite tiers. Major purpose of seeds values (vector
st) is to provide batch keying. Using batch keying, instead of transmitting group

keys one-by-one, only their seed values are transmitted, which provides significant
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bandwidth advantages. Also, group key seeds for MMUs , sm; where 1 < i < n,y,,
are generated with same method and aim by GEO satellite. Note that, this approach
is also effectively used in [13]. In NAMEPS, additionaly, validation tickets are used
which provides important flexibility. Moreover, as a cryptographic method, SCS1M is
used in each tier that provides additional advantages for batch keying, cryptographic
workload and bandwidth consumption. However, in [13], cryptographic methods are

different for each tier such as ECPVSS, IMC and ECMQV.

GEO satellite performs following steps:

1.1 Key generations: p = SPNG(> 1024 bits), g = Generator(p),

(GK, T4, Ya, Sti, smi,v;) = BSS(=1,=1,=1,>ns,> n,,, = ng) and y; < (obtained
from each LEO-MEO satellite) where 1 < i < n,. Here, v; are random numbers, z, is

private and y, is public key of GEO satellite.

1.2 GEO satellite signcrypts necessary keys and data for the lower tiers. Data

packet M includes group key seeds st;, sm; and multicast data for GEO satellite mgc,.

M = (st;, smi, Myeo), h = Hax (M), ¢ = Egr (M, h),

ki = H(y;" mod p), ki — (ki1 ki2), ¢i = By, ,(GK),

ri = Hy, ,(M,h), s; = v(r; + z,)"" mod ¢.

1.3 GEO satellite multicast (¢, ¢;,r;, s;) where 1 < i < ng.

1.4 Whenever a satellite join-leave event occurs, key update is realized with ELK

protocol using k; ; keys.

6.2.2.2. Key-Ticket Distribution and Data Multicast in LEO and MEQ Satellite Tiers.

Each LEO and MEO satellite uses required (c, ¢;, 74, s;) tuple to recover group key,
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group key seeds and data. Private keys sx; are used for public key generation. Public

keys are sent to GEO satellite.

2.1 Key generations and transmission: sz; = BSS(= ng), vy = ¢* mod p,

GEO « y; where 1 < i < ny.

2.2 Unsigneryption Processes: Obtain tuple (¢, ¢;, 74, 8;) and k; = H((yag" )%
mod p), k; — (ki, ki2),

GK = Dy, (¢i), w = Dgk(c) where w = (M, h),

if((h == Harx(M)) A (r; == Hy,,(w))) then signcryption is valid. Recover

M = (st;, smi, Myeo)-

2.3 Each LEO and MEO satellite (i’th satellite in satellite tiers) uses group key
seed st; to generate group key vector ¢; ; as mentioned above. Whenever a TU join-leave
event occurs, satellites use these group keys (elements of ¢, ;) for group key update.
For data multicast, satellites may directly pass mg., or add their own multicast data
such that mgeo € Mico—meo- Also, LEO and MEO satellites generate validation tickets
for usage of MMUs. Validation tickets are stored to response many-to-many multicast
requests of MMUs. Note that, which TU is managed by which satellite is determined
by an appropriate satellite internetworking mechanism like [56]. Each LEO and MEO

satellite performs following steps:

tij = BBS(st;), 1 < i < ng, j > Ny, st; = BBS(> n,,). Public-private key

generations are similar to step 1.1 in GEO satellite tier.

2.4 Each LEO and MEO satellite uses public keys of their related TUs (', ¢, ¢’ ¥4)

and performs following operations:

GK = ti,j; M = (Stc’h SMy, mleofmeo)a
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W= Hor(M), ¢ = Eqi( M, 1), k{ = H(y"" mod p),
ki — (ki,l/a k’i,z'), ¢ = Ek;,l(GK%
i = Hy, (M, 1), s = v{(r{+ z,)~" mod ¢

2.5 Each LEO and MEO satellite multicasts their (¢, ¢/, r/;s;) tuple where 1 <

2.6 Whenever a TU join-leave event occurs, key update is realized with ELK
protocol using ;1" keys. LEO or MEO satellite realizes key update such that ¢; ; —
tij+1 and GEO satellite is informed for local group key update.

2.7 If many-to-many multicast requests come from MMUs or TUs, firstly LEO
satellites, and if they are not available then MEO satellites validate tickets of MMUs or
TUs. If ticket is valid then many-to-many multicast requests are performed. Validation
mechanisms are mentioned at lower tiers. Note that, tickets are also used to assign one

of the MMU if TU of that local region is not available.

6.2.2.3. Key-Ticket Distribution and Data Multicast in TU Tier. TUs are mainly re-

sponsible for decrypting required keys and multicast data coming from satellite tiers
and multicast them in encrypted form using group key seeds sm; for MMUSs or mem-
bers. Group key seeds and multicast data meo—meo are recovered from (¢, ¢, 7, s;) by

each TU using SCSIM algorithm.

3.1 Public-private key pair generations are similar to the upper tiers. Each TU

performs following steps:

ki = H((yag™)*** mod p), ki — (ki ki2),

GK = Dy, (¢)), W= Dgg(c) where w'= (M, F),
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if (W == Her(M)) A (ri == Hy, ,(w))) then signcryption is valid. Recover

M = <Stci> sy, mleo—meo)-

3.2 Each TU generates ticket vector tc; using ticket seed stc; and generates m; ;

group key vector using group key seed sm;.

3.3 TU prepares data packets including M” = (Myeo—meo, t¢;) for its local MMU
and member group and transmits these values to them. Like upper tiers, M” is sign-
crypted using public keys of the MMUs and members that TU manages together with

mm.

3.4 Whenever a member or MMU join-leave event occurs, key update is realized
with ELK protocol using m;; group keys. TU realizes group key update such that
m;; — m; ;1 and LEO or MEO satellite is informed for group key update.

3.5 TUs evaluate many-to-many multicast requests of MMUs and members for
local group without ticket requirement. For many-to-many multicast requests covering
MMUs or members groups, which are related to other TU local groups, are evaluated
using tc; tickets. tc; tickets are sent by MMUs using m;; key of MMU. For this
part of the SSMS, authentication may be provided by either MAC(D,,, ,(tc;)) using
MAC (Message Authentication Code) or challenge response mechanisms which can
utilize secret keys. Also, it is possible to use SCSIM for this purpose. Then, TU
redirect validated multicast data and tickets to the LEO or MEO satellites. With same
mechanism, LEO or MEO satellites decide whether many-to-many multicast requests
are valid or not. If they are valid then, like original multicast data, many-to-many

multicast data are done to related parts of the system.

6.2.2.4. Data Multicast and Member Management in MMU and Member Tiers. MMUs

are used to provide reliability in terrestrial tiers. Especially for military applications, if
TUs are not available, then using ticketing mechanism, one of the MMU is assigned as

local group manager. Also, MMUs are required to support mobile light-weight mem-
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bers that TU can not cover for various reasons. Many-to-many multicast requests of
members are generally provided by MMUs using ticket mechanism via TUs, LEO or
MEO satellite as mentioned at upper tiers. Details of Ad-Hoc network security mech-
anisms for MMU-Members tiers can be handled by various approaches such as [58] or

[59].

6.3. Performance Analysis of NAMEPS

We analyze NAMEPS for two major criteria in details: Bandwidth consump-
tion and computational workload. For these analyses, we firstly compare NAMEPS
for cryptographic primitive aspect to other traditional approaches. Secondly, we ana-
lyze advantages of structural design and key management method used in NAMEPS
focusing on two major criteria. Using these analyses, we give our simulation results

comparing NAMEPS with pure implementation of LKH, OFT, ELK and TTPVSS.

Apart from these, NAMEPS provides advantages for storage requirement. N-tier
structure of NAMEPS reduces number of keys that are stored in both satellite and ter-
restrial tiers. Each group manager in SSMS only stores keys for their related members.
For satellites, they only store keys for their related TUs and MMUs (= (2 + n,,)). In
pure implementations of LKH, OFT and ELK, satellite stores a unique key for each
member, in total N keys. Thus, significant storage advantage is obtained. Also,when
compared to TTPVSS, NAMEPS has advantage due to the satellite internetworking

possibilities.

6.3.1. Advantages of SCS1M Usage in NAMEPS

In SSMS, traditional PKC (Public Key Cryptography) methods such as DH
(Diffie-Hellmann), ECDH, factorization based and DLP based signature schemes to-
gether with their extensions of EC domains are used [36], [42]. NAMEPS uses SCS1M
as major cryptographic primitive for PK data transmission. Thus, NAMEPS utilizes
all advantages of signcryption based methods and especially SCSIM when compared
to the traditional cryptographic primitives used in SSMS.
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SCS1M has significant computational and communication overhead advantages
when compared to classical DLP and factorization based signature approaches: For
sender, SCSIM reduces number of the exponentiations and saves from computational
cost by a factor larger than 50%. For recipient, SCS1M uses Shamir’s fast exponentia-
tions of the product of the exponentials and saves from computational cost by a factor
45%. Most significant gain is obtained for communication overhead. Note that, this cri-
terion is the most important criterion for SSMS. For |p| = 1024 and |¢| = 160, SCSIM
provides communication overhead advantages up to 81%. Communication overhead
gain increases when |p| and |¢| increase. Saving for communication overhead is larger
for RSA based key management approaches. Details can be found in chapter 3. Note
that, DLP signeryption methods can be extended to EC domain [33]. Thus, advantages
of NAMEPS are also valid for comparisons of ECC based traditional approaches.

In simulation results, we reflect aforementioned advantages of SCSIM to the
classical approaches as cryptographic workload coefficient (CWC). CWC for SCS1M,
TTPVSS and traditional methods are represented with ¢y, ¢o and c3 respectively. Fol-

lowing inequality holds: ¢; = ¢y < c3.

6.3.2. Advantages of Structural Design and Properties of NAMEPS

In NAMEPS, N independent key distribution tiers provide major performance
gain. In each tier, whenever a member join-leave event occurs, in order to provide
forward and backward security, key update (rekeying) is realized on only related part

of the tier and other parts of the SSMS are not affected from these processes.

Rekeying workload is the most important parameter that determines overall per-
formance of SSMS. Rekeying workload is determined by number of join-leave event
for certain time period, r, and cost of the rekeying operation. Cost of the rekey-
ing operation depends on the cost of the applied key management protocol (ELK in
each tier for NAMEPS) and cryptographic costs of the used cryptographic primitives
(c1,¢o and ¢3 for NAMEPS, TTPVSS and others, respectively). Using these facts,

we calculate rekeying workload of the related group manager (satellite, TU or MMU)
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according to the number of members it manages, number of rekeying, cryptographic
cost, communication overhead and cost of the core key management protocol for key
update operation. We refer total cost of the rekeying taking into consideration these

parameters as TRBCC (Total Rekeying Bandwidth-Cryptographic Cost).

In NAMEPS, for each key update, ELK protocol is applied in related tiers. As
mentioned in chapter 2, ELK provides smaller packet size and super-efficient member
join when compared to many other protocols. For single member join, ELK does not
cause rekeying workload. For member leave, ELK requires logi N |K] where N is the
number of members that ELK protocol is applied, £ is the branching factor of the logical
key tree, and | K bit length of the ELK keys. However, in LKH and OFT protocols,
both member join-leave operations causes rekeying workload larger than ELK leave
event cost (join does not create cost) such that (klogp N — 1) |K| and (logyN — 1) | K|,

respectively. Note that, generally, | K < |K].

Most resource limited component of the SSMS is satellite tiers. Thus, we specif-
ically analyze workload of these tiers. Note that, analysis principles are same for
terrestrial tiers. Each satellite manages a TU group having [; TU on average. When-
ever a TU join-leave event occurs, satellite realize rekeying with cost ¢; log, I, |K1. TU
join events do not create workload. 7, is the number of rekeying for TU tier, Pr(leave)
is probability that occurred event is a leave event. Note that, TUs are generally static
components, thus r, << r where r is number of join-leave events for all member
(rekeying workload for overall system). This provides significant performance gain for
NAMEPS when compared to pure implementations of LKH, OFT and ELK. More-
over, properties of SCSIM and abilities of the large satellite internetworking provide
better batch keying, represented with m;. This also reduces workload of the satellite
tiers in NAMEPS when compared to TTPVSS mechanism, and pure implementations
of LKH,OFT and ELK protocols. Moreover, in NAMEPS, a ticketing mechanism is
used that make system more resistant against single point of failure problems. Also,
with ticketing mechanism, MMUs can directly contact with satellites and can realize
many-to-many multicast, even if their join-leave events does affect to the satellite tier.

As a result, TRBCC for satellite tier is ¢; logy, I | K rs Pr(leave)/m;.
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In TTPVSS, like NAMEPS, satellite is not affected from overall member join-
leave rekeying workload, which is r. Thus, TTPVSS has a significant advantage to
pure implementations of the LKH, OFT , and ELK protocols. TTPVSS uses LKH
protocol in each of its tiers. When compared to NAMEPS, in TTPVSS, a satellite is
responsible for all TUs . Also, due to no ticketing mechanism is used, MMUs are also
managed by satellite which increases number of components that satellite is responsible
for, ({4 nm) >> 1) < (r@4n,,) >> rs). Moreover, for batch keying value of TTPVSS,
my < my. Thus, TRBCC for satellite in TTPVSS is c;1ogy, (I + nm) [ K| r4n,,)/me.

In pure implementations of LKH, OFT and ELK protocols, group manager is
directly responsible for all members, thus parameter r affects the satellite. This causes
massive workload over satellite. In addition to this, in previous security mechanisms,
only TUs or MMUs involve core key management protocol cost. However, in this
situation, N >> n,, > [ and significant workload occurs for satellite. In pure imple-
mentations, no specific batch keying or ticketing mechanism is used. Thus, TRBCC for
satellite in LKH, OFT and ELK protocols are cs3(klog, N —1) | K| r, cs(log, N+1) |K|r
and cglog, N | K r Pr(leave).

As a result, following TRBCC relation exists among pure implementations of

LKH, OFT, ELK protocols and TTPVSS and NAMEPS mechanisms repectively:
c3(klog, N—1) |K|r > cs3(log, N+1) |K|r > c3log, N |K|rPr(leave) >> ¢y log, (I+
M) | K| T(14m) /T2 >> 1108y 1 | K7 Pr(leave)/my where r >> rgip,.y >> 1 and

C1 = cyg > C3.

We can clearly see that, NAMEPS is the most efficient security mechanism among

these security mechanisms for most important criteria.

6.3.3. Simulation Results

Simulation results are based on the evaluation of the satellite tiers for TRBCC

measurements. In the first simulation (fig. 6.1), TRBCC responses of security mecha-
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nisms for increasing members sizes for certain member rekeying value (r) are analyzed.
We use rekeying ratio coefficient rre = 0.25. In certain time period, r = N*rrc rekeying
occurs. TRBCC values of satellite tiers for N = 10> — 107 are calculated. Rekeying
behavior of » and TU-MMU join-leave events obey Poisson rule. Other parameters are

taken according to the aforementioned criteria.
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Figure 6.1. TRBCC comparison of NAMEPS for increasing member size

In second simulation (fig. 6.2), we analyze TRBCC responses of security mech-
anisms for increasing member dynamism, which is number of members join-leave for
certain time period, for certain number of members. N = 107, rr¢ = 1072 — 1 and
TRBCC workload of satellite tiers are observed. Randomized behaviors obey Poisson

rule similar to above.

As a result, we can clearly see that NAMEPS has lowest workload among the
pure implementations of LKH, OFT, ELK and TTPVSS . NAMEPS and TTPVSS
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have significantly lower TRBCC workload than pure implementations of LKH,OFT and
ELK. NAMEPS also has significant performance advantages to TTPVSS for aforemen-
tioned reasons. Simulation results show that NAMEPS can be applied extremely large
multicast groups without having performance and security problem. Also, dynamism

response of NAMEPS is very promising.
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Figure 6.2. TRBCC comparison of NAMEPS for increasing member dynamism

6.4. Conclusions

In this study, we propose a new satellite multicast security mechanism using
N-tiered structure based on multi-recipient signcryption schemes. NAMEPS uses N
independent key distribution tiers to provide significant performance gain for espe-
cially satellite tiers. Effects of the group key update operations resulting from member
join-leave events are restricted on only local parts of the related tiers. This approach
significantly reduces rekeying workload and number of keys that are stored in satellite
tiers as well as terrestrial tiers. Also, batch keying, validation ticket and N-tier satel-

lite internetworking mechanisms are used that additionally reduces rekeying workload
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and provides reliability for SSMS. NAMEPS uses ELK protocol in each of its tier pro-
viding advantages for rekeying costs and packet sizes. Apart from structural design,
as a novelty, NAMEPS uses multi-recipient signcryption schemes (SCS1M) as a major
cryptographic primitive for key management in SSMS. Using SCS1M, NAMEPS has all
advantages of signcryption based schemes to the classical sign-then-encrypt approaches
as well as utilizing additional benefits of multi-recipient version. We analyze and com-
pare NAMEPS to the pure implementations of LKH, OFT and ELK and TTPVSS.
Simulation results are given based on the analysis and comparison of these security
mechanisms for TRBCC values. We can clearly see that NAMEPS is the most efficient
security mechanism for major criteria such as bandwidth consumption, cryptographic
workload and number of keys that are stored in components of the SSMS among men-
tioned security mechanisms. As a result, NAMEPS is especially suitable for very large
and dynamic satellite multicast system requiring high security and provides significant

advantages when compared to the some well-known security mechanisms.
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7. HIMUTSIS: Hierarchical MUIlti-Tier adaptive ad-hoc
network security protocol (mechanism) based on SIgncryption

type key exchance Schemes

Until this chapter, we use our structural design, hybrid key management ap-
proaches and cryptographic techniques in order to design efficient satellite multicast
security mechanisms. However, as we have mentioned before, all of our approaches can
be applied to any network system especially if the network has very large number of
member and highly dynamic member join-leave characteristic. Firstly, our structural
design and independency of tiers principle can be accepted as a generic design model
and they can be applied to any hierarchical network. Also, our hybrid key management
methods and cryptographic techniques can be used in both wired and wireless network
types since they are designed to function especially for resource limited environments

and they can be easily adapted to environments having better possibilities.

Taking into consideration these facts, we decided to use these principles for an-
other challenging wireless network type to design an efficient network security mech-
anism. We have chosen Ad-hoc networks and specifically military Ad-hoc networks
to design a new security mechanism. The reason is that, our approaches are espe-
cially suitable for military Ad-hoc networks since they are designed for highly resource

limited, very large and dynamic and security critic networks.

Mobile Ad-hoc networks (MANETS), providing infrastructure-free wireless in-
stant communication, play important role in tactical military networks. However, pro-
viding security in tactical military MANETS, having very large and dynamic structure
without infrastructure support in hostile environments, is a very difficult task. In order
to address security problems in tactical military MANETS, we propose a new Hlerar-
chical MUIti-Tier adaptive ad-hoc network security mechanism based on Slgncryption
type key exchange Schemes: HIMUTSIS. Our security mechanism makes contribu-
tion to the military MANETS in three major points: Structural design, cryptographic
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methods used in military MANETSs and key management techniques. Novel structural
design of HIMUTSIS facilitates certification and key management procedures, provides
flexibility and reduces cryptographic workload of the military MANETs. In HIMUT-
SIS, as a novelty, we offer to use DKEUTS (Direct Key Exchange Using TimeStamp)
protocol providing security and performance advantages when compared to some tra-
ditional cryptographic methods. Also, multi-security level approach provides adaptive
solutions for each tier of the HIMUTSIS. As a key management technique, HIMUTSIS
uses hybrid key management approach which reduces rekeying workload of the networks

significantly while minimizing single point of failure risk of the military MANET.

7.1. Introduction to HIMUTSIS

Mobile Ad-hoc networks (MANETS) are infrastructure-free wireless communica-
tion networks. MANETS are considered as ideal technology for instant communication
networks in both military and civilian applications. Nowadays, tactical military net-
works are the main application area of MANETSs. Tactical military networks, having
critical operation environments, require very high security and performance together.
Hostile environment of tactical military networks and infrastructureless-wireless char-
acteristic of MANETSs make these networks vulnerable to various attacks and compro-

mises.

In this study, in order to answer these challenges, we propose a new Hlerarchi-
cal MUlti-Tier adaptive ad-hoc network security mechanism based on Slgncryption
type key exchange Schemes: HIMUTSIS. In HIMUTSIS, we make contributions to the
military MANETSs for three major points. These are design and security structure,

cryptographic methods used in MANETSs and key management techniques.

In HIMUTSIS, we use hierarchical multi-tier structure including novel approaches
for design aspects. Two tiered UAV-MBN (Unmanned Aerial Vehicle-Mobile Backbone
Networks) networks have been recently proposed for digital battlefields utilizing hetero-
geneous structure of military MANETS [60], [61]. In HIMUTSIS, as a novel approach,
using same heterogeneity principle, we divide MBN tier into MBN1 and MNB2 tiers.
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This approach significantly facilitates key management and certification procedures of
military MANETSs and reduces the threshold cryptography requirements. Particularly,
when UAVs are not available in military MANETS, this structure provides flexibilities

to the traditional approaches.

Many cryptographic methods have been proposed to secure MANETSs [62]. In
a secure MANET, availability, confidentiality, integrity, authentication, unforgeability
and non-repudiation goals must be achieved [63]. In HIMUTSIS, as a novel approach,
we use signcryption type key exhange scheme DKEUTS [30] as a major cryptographic
method (see chapter 3). This method achieves all aforementioned cryptographic goals
together while preventing network from some of the active attacks. Also, this method
provides advantages for bandwidth and computational resource usage when compared
to the classical methods. Apart from these, we propose a new multi-level security
approach which provides high security for each tier while preventing system overloaded

due to unnecessary cryptographic workloads.

In HIMUTSIS, we use hybrid key management techniques in order to scale very
large and dynamic structure of military MANETs. We adapt independency of tiers
principles of [16] and [13] to the MANETSs. This approach significantly reduces work-
load of the rekeying which is required to provide forward and backward security. Also,

single point of failure problem is minimized using hybrid key management structure.

The rest of the chapter is organized as follows. Section 7.2 gives related works and
background for cryptographic methods in MANETSs . Section 7.3 presents structural
design of HIMUTSIS. Section 7.4 presents cryptographic techniques and security level
approach of HIMUTSIS. Section 7.5 provides detailed steps of HIMUTSIS. Section 7.6

discusses analysis and performance comparison. The study is concluded in Section 7.7.
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7.2. Related Works and Background

7.2.1. Cryptographic Techniques Used in Ad-hoc Networks

In order to achieve major cryptographic goals in Ad-hoc networks, many crypto-
graphic methods utilizing public key cryptography and hybrid cryptography have been
proposed. In Ad-hoc network, due to the lack of infrastructure, a static Trusted Third
Party (TTP) may not be available. Thus, key exchange and key establishment schemes
based on DH variants are frequently used for collaborative key exchange. Especially,
for hierarchical key agreement in Ad-hoc networks, extending DH to the groups, Group
Diffie-Hellmann GDH-1-2 [43] protocols are used. Moreover, Hybercube , Octopus and
the Burmester-Desmedt protocols are used for hierarchical group key exchange [64]. In
addition to these, key agreement protocols using generic password-based authenticated
key exchange schemes and DH variants with extensions to the multi-party versions
have been proposed in [62]. There are many other protocols using variants of these

approaches [65].

Another important technique, which is frequently used in Ad-hoc network secu-
rity, is the threshold cryptography. Threshold cryptography can be used to construct
distributed public key management service to solve trusted certification problem. Us-
ing this approach, if some components of the system are compromised, single point of
failure problem will not occur especially for certification issues. In [63], a distributed
public-key management service for Ad-hoc networks has been proposed using these

approaches.

7.3. Structural Design of HIMUTSIS

HIMUTSIS uses hierarchical multi-tier structure to secure and scale large and
dynamic MANETSs. Notice that, this structure is especially compatible with naturally
existing hierarchical structure of the military networks. HIMUTSIS utilizes generic
structure of hierarchical military MANETSs such as [58] , [60], [61]. This structure
consists of UAVs (Unmanned Aerial Vehicles), MBN (Mobile Backbone Networks)
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and RGN (Regular Ground Nodes). Each UAV sets up and controls a MBN group
having terrestrial mobile units in hierarchical manner. Also, each MBN sets up and
controls RGN groups in hierarchical manner. In HIMUTSIS, we use a novel design
approach and divide MBN into MBN1 and MBN2 tiers having different properties and
duties. HIMUTSIS utilizes existing heterogonous structure and additional possibilities
of MBN nodes in modern armies. This approach provides advantages for both security

and performance aspects.

UAV-MBNT1 tier consist of UAVs and MBN nodes having extensive communica-
tion capabilities such as long range missile batteries and mobile tactical centers. UAVs
have a critical importance in modern battlefield communications. Small-low cost com-
mercial off-the-Shelf (COST) radio equipment combined with powerful computer pro-
cessing can be integrated on a UAV in order to form a multi-UAV, tactical-UAV and
swarming UAV based MANET for both military and commercial applications. Notice
that, as a reasonable assumption, both UAVs and MBN1 type nodes have advanced
tamper resistant mechanism (for UAVs, an appropriate self-destruction mechanism
can be applied) [61]. Thus, even if they are destroyed or captured by enemy, they
will not comprise their cryptographic keys or certificates. Dividing MBN into MBN1
and MBN2 tiers, we extend advantages of tamper resistant mechanism into MBN tier
and obtain some advantages for key management structure. In our mechanism, UAVs
are mainly responsible for key distribution and certification processes as well as being
bridge among MBN clusters for communication. Since number of MBNT1 type nodes is

limited, both storage and computational workload of UAVs are neglible.

MBN1-MBN2 is the second tier of our security mechanism. MBN2 nodes are
generally mobile units used in classical UAV-MBN structure having high communica-
tion abilities. Special fighting units like trucks, tanks having beam-forming antennas
can offer high-speed point-to-point direct wireless links in this tier [66]. MBN1-MBN2
tier utilizes possibilities of existing heterogeneous formation in MBN tier especially
for armies having specialized ground units. This approach uses same heterogeneity
principle which leads the creation of UAV-MBN networks. Notice that, our security

mechanism can still function if MBNT1 type nodes are not available. In this case, MBN2
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type nodes will carry out duties of MBN1 type nodes using specific cryptographic tech-

niques such as threshold cryptography in order to solve trust issues of certification [63].

MBN2-RGN is the third tier of our security mechanism. Each MBN2 controls
RGNs including light weight equipped soldiers. In this tier, cryptographic algorithms

are different from other tiers. Details are given in section 7.4 and 7.6.

7.4. Cryptographic Techniques and Security Level Structure of
HIMUTSIS

In HIMUTSIS, we use a new multi-level security structure including cryptographic
methods which have not been used in MANETS as far as our concern. In our mech-
anism, as a novel approach, we use signcryption based key exchange schemes as a
major cryptographic method. In HIMUTSIS, we use DKEUTS based on SDSS1 type
signeryption scheme [30]. Details of signeryption and DKEUTS protocol are given in
chapter 3.

In HIMUTSIS, we suggest using a secure block cipher with appropriate modes
such as AES in first and second tiers as symmetric encryption part of the signcryption
process. Notice that, first tier of the structure particularly requires very high security.
Thus, we suggest using at least 256 bit block cipher in this tier. Each signcryption
scheme uses cryptographic hash functions to provide integrity and authentication. We
suggest using at least 512 bit hash function such as SHA-512 [2]. Notice that, SHA-1
has been broken and threats for hash functions are in increase. Also, bit length of
public key parameters should be hold as large as possible. We call security criteria
determined for first tier as ”Security level 17 (SL1). Same security approach, slightly
reducing bit length of block ciphers, hash functions and public key parameters can be
applied to the second tier. Notice that, security requirements are still high in second

tier. We call this slightly reduced security level as ”Security Level 2”7 (SL2).

In third tier, taking into consideration computational capabilities and communi-

cation scope of its nodes, we suggest using T-function [67] combined stream ciphers
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such as ABC [68] as an alternative symmetric key cryptography method. Stream ci-
phers are especially preferred for their high speed encryption properties. Also, we use
key transport protocol in this tier instead of key exchange protocol like DKEUTS or
[13]. Bit length requirements are reduced and cryptographic methods are changed in

this tier. We call this setting as ”Security Level 3” (SL3).

Advantages of cryptographic techniques and security structure of HIMUTSIS

including analysis are given in section 7.6.

7.5. Detailed Description of HIMUTSIS

In this section, we firstly present key management techniques used in HIMUTSIS.
Then, we provide the details of HIMUTSIS.

7.5.1. Key Management of HIMUTSIS

Major principle behind key management techniques of HIMUTSIS is providing
independency of tiers while preventing MANETSs from performance deterioration and
security problems. In order to provide forward and backward security (rekeying prob-
lem), we utilize independency of tiers and local rekeying principles for each tier of the
HIMUTSIS. We use ELK protocol as a major key management protocol in each tier.
As we have mentioned, ELK protocol has advantages for rekeying cost and size of the
packets when compared to some well-known protocols such as LKH and OFT [9] (see
chapter 2). Whenever a node join-leave event occurs in the theaters (active regions in
military operations), ELK protocol is applied only related parts of the tier and other
parts of the network are not affected from modifications. This provides significant per-
formance gain and drastically reduces rekeying workload of the overall network. Notice
that, some of these approaches have been effectively used in [13] and [70]. However,
in HIMUTSIS, key management techniques are modified because structural design of
[13] and [70] are completely different from HIMUTSIS and can not be applied directly.
Apart from these, we also utilize batch keying mechanism of [16], [13] adapting them
to the structure and requirements of HIMUTSIS.
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We use certification procedures to provide authentication for public key’s of the
nodes in each tier. In [61], authors proposed an certification services for UAV-MBN
networks. Our approach utilizes some principles of [61] but differs for cryptographic
methods and key management techniques. A certificate is given to each theater by the
manager of the theater in hierarchical manner. We represent certificates as C’ERT;’i
including (PK]l-’j s Tyegin, Tend, AddInf) : Certificate of the jth unit in the I'th tier and
i'th theater with denoted time intervals for public key PKjl-’j . Notice that, inter-theater
migration of nodes can be succeeded by DKEUTS key exchange mechanism utilizing
the approach used in [58]. Due to space limitations, we will not give details of the

certification and inter-theater migration procedures.
7.5.2. Detailed Description of HIMUTSIS

We adapt DKEUTS scheme to our multi-tier hierarchical military MANET struc-

ture. Following notations are used:

KZ ’jd :Directed secret key in key exhange procedure. It is transmitted from i'th

source s; to j'th destination d;.

Source or destination can be following node types, u : UAV, m; : MBN1 node,
mgy : M BN2 node. All other internal keys adapted from DKEUTS obey same notation

rules.

KT;" : This is intra-theater group communication key generated by theater man-
ager. -y, represents theater level and index i denotes index of the group manager in

level [.

su;; © Seed value transmitted from ¢'th theater manager to j'th node in that

theater. These seed values are used for moderate-time batch keying purposes.

SKG (Symmetric Key Generator): Generate keys obeying security level which is

sent as a parameter to the function. Also, it may take a seed value to generate keys
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with related security level.

SGNKG (Signeryption Key Generator): Similar to SKG but generates sign-

cryption related paramteres such as,

p :Large prime number, ¢ :A large prime factor for (p — 1), g :Generator of the
group with order ¢ modulo p and other signcryption parameters: xal o bS 4 are private

parameters and ya;’ i ,ybs ., are public parameters of signcryption based schemes.

H :Unkeyed cryptographic hash function, H ..« :Keyed cryptographic hash func-
3y

tion, (E — D) ps.a :Symmetric encryption-decryption function.
¥
N, Nypes Nype; - Number of total nodes, number of type nodes and number of type

nodes in the 7'th theater in MANET, respectively. M : Messages. Other notations are

given when they are needed.

7.5.2.1. UAV-MBNI1 Tier:. 7.5.2.1.1 Key Generation:

UAVs: (suj, KT, K™, ™) = SKG(SL1), obtain yi™* from MBNT1 nodes
and (pi, ¢i, 9i, xa; ;) = SGNKG(SL1).

MBNI Nodes: (Kj3'", 2") = SKG(SL1), obtain y;"™" from UAVs and b7 ;" =

Y ] 7

SGNKG(SL1) where 1 <i<mn,, 1<j< Ty, for each 7 and [ = 1,2.

7.5.2.1.2 DKEUTS Steps:

uml

UAVs Key Transport: (k""" kytit)y = H((y,"™")%

14,9 7 "V2,4,5

mod p;) and each UAV

gets their current time-stamps 7°5;"™".

G = By (K™ TSE™), 5™ = Hygom (KI5™ TSE™ CERT]Y),
) ), i ) )

7] ,L’]

w,mi __ _wmi/ u,mi um1 1 u,myumy UMy
s o=y (" + wag ™) mod i and UAVs transmit (¢, 70, s7)
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tuples to the MBN1 nodes.

w,my u,mq xbml,u
7,0

MBN1 Nodes Verification: (k{7 ky2"') = H((y;f;ml-g:i’j )%

Lig 2 M2, mod p;),

(K™, TS = Dki,ir!njl (ci;"*) then perform following control:

If(Freshness(T'S;j™" == true)A(Hk;’,;njl (K™, TSi™) == ri"")) then accept

else reject.

mi,u

MBN1 Nodes Key Transport: (ki"!:" ky' ") = H((y;"™)%+ mod p;) and each

g 0 ™25, 1

MBN1 node gets their current time-stamps 7'S7""".

mi,u mi,u mi,u mi,u mi,u mi,u Y,i

Dt 1,5, ’ ' I 2,5,

miu MU miu my,u\—1 , : miu o miu _miu
sii =Ty (TM + zaj, )~! mod ¢; and UAVs transmit (Cj,i STii sy S) )

tuples to the MBN1 nodes.

MLY% myu u,mg

UAVs Key Verification: (k'j;", ky ;") = H((yﬁlug:“ )i i mod p;),

(K55, TSTY) = Dymow(cjy™") then perform following control:
I k) 3751 I

If(Freshness(T'S};"" == true) A (Hg (K™, KT ST) == 1Y) then

accept else reject.
7.5.2.1.3 Complete Key Exchange:

Both UAVs and MBN1 nodes: Kj; = K;i"' @ K" then unique shared key
pairs K; have been created among UAVs and MBN1 nodes. As an optional step:

UAV: tag;i" = MACK; (T'S;;™) and send tags to the MBN1 nodes. MBNI

Z7]

nodes verify tags i f (M ACk; (T'S;;™) == true).

7.5.2.1.4 Secure Communication and Key Transmission:
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UAVs: M™ = (KT, su;;), M}

i,j 4.J

= B (M;5™), M = Egro(m]) where
MZ“ J’-ml message includes intra-theater communication keys and batch keying seeds for

each nodes. For each nodes, Ml“ J’»ml are encrypted with shared keys K7 ;.

MBN1: M;5™ = Dg; (M;) and recover KT}, su; ; keys from M};. Now, each
MBN1 nodes in related theaters have intra-theater communication keys K7, . Using

these, , m] = Dy (M]) and each MBN1 nodes obtain intra-theater message m;.

MBN1 nodes can communicate with their UAV using K.
7.5.2.1.5 Member-Join Leave:

Whenever a MBN1 node join-leave event occurs in a UAV theater, UAV applies
ELK key update rules using K ; unique keys of each MBN1 nodes.

7.5.2.2. MBN1-MBN2 Tier:. In this tier, like upper tier, DKEUTS key exchange is

realized among MBN1 and MNB2 nodes. MBN1 may use same batch keying mecha-
nisms. Key generation and parameter bit lengths obey SL2 criteria. As an optional
step, MBN1 nodes can generate their directed unique keys K;”jl’m2 using su; ; seeds.
Then, each key update in MBN1-MBN2 tier can be tracked by UAVs. If this is not
desired, key generation rules for these keys can be done similar to the upper tier. Due

to space limitation, we give summarized version of steps of this tier.

Following notations are used: CRS"""™? denotes (c'2™2 rtb™m2 gM1M2)y and CRST2™
1, 1,7 IAEN 1 94,7 7,0

ey ™ s ™) tuples. DKEUTS parameter transport and verification

procedures are represented with DK EUTST and DKEUTSV .

denotes (

Key Generation: K]3"™ = SKG(SL2, su; ;) and with this UAVs su; ; seeds are
used for key generation. Then, (KT}, wy " P KPM) = SKG(SL2),
(p;‘,q;‘,g;‘,xaffjl’mz,xbﬁ’ml) = SGNKG(SL2) and t* = (p;,q},g;) where 1 <

1< Ny, 1 <5 < Ny, for each 7 and [ = 2, 3.
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Adapted DKEUTS Steps:

CRS™ = DK EUTSG™ ™ (y'>™ TS/ wal ™, o™ 1),

Jrt 0, UV

(TS™2, K"™) = DK BUTSV ™™ (y "2 g™ CRS[™),

%,J

ma,m1 mao,m1 (,,M1,M2 ma,miy ma,m1  ma,mi mi1,ma px
CRSTZ™ = DK EUTSG™ ™ (y"™ TSI g™ 2 m [(me ),

’ ]’Z

(TS72™, K™ ) = DKEUTSV™ ™2 (yi2™  va)" ™, CRSTF™),

Kij = K7™ @ K™ where Kj; unique shared key pairs, which have been
created among MBN1 and MBN2 nodes. Similar to upper tier, KT, intra-theater
group communication key has been transmitted using K ;. Then, intra-theater message
m;* can be securely distributed using K'T;”.

Member Join-Leave: Whenever a MBN2 node join leave event occurs in a MBN1
theater, MBN1 applies ELK key update rule. There are two options for key update. If
batch keying mechanism is used, theater manager (MBN1) nodes generate its directed
secret key using su; ;. Then, whenever a key update occurs, instead of obtaining new
key seeds from UAVs, MBNI1 nodes uses su; ; seeds to generate next seed value and

inform this process to the UAV. Details about this mechanism can be found in [13] and

[70].

7.5.2.3. MBN2-Regular Ground Node Tier:. In this tier, we suggest using SL3 criteria.

As discussed in section 7.4, instead of joint key exchange, a key transport mechanism
like [16] or multi-recipient signcryption scheme like [70] can be used. Benefits of this

approach are given in section 7.6.
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7.6. Performance Analysis of HIMUTSIS

7.6.1. Properties of Cryptographic Methods Used in HIMUTSIS:

Major cryptographic method used in our security mechanism is DKEUTS key ex-
change protocol. DKEUTS protocol is based on signcryption and it inherently utilizes
all security properties of signcryption schemes. We summarize benefits of DKEUTS

protocol to the some traditional cryptographic methods below:

e DKEUTS protocol achieves confidentiality, authentication, integrity, unforgeabil-
ity and non-repudiation. Notice that, many traditional cryptographic methods
can not achieve these five major cryptographic goals together. Freshness of the
messages is provided by either time-stamps or nonces. This provides security
against some active attacks.

e Signcryption, when compared to the classical sign-then-encrypt approach, has
both computational and bandwidth advantages. When compared to the sign-
then encrypt approach using Shcenorr and and El-Gamal signature, in average,
signeryption provides 58% computational and 78 % communication overhead ad-
vantages for RSA based signatures [30].

e We denote cryptographic advantages of the DKEUTS protocol for both band-
witdh and computational effort as ¢4, and cryptographic cost of traditional

methods as ¢;q .

Apart from benefits coming from DKEUTS, HIMUTSIS has a multi-security
level structure which provides many advantages when compared to the traditional
approaches. In traditional approaches, generally, all components of the network are
enforced to use same cryptographic methods without regarding their heterogeneous
computational and storage possibilities. In HIMUTSIS, we use three different security
levels having two different cryptographic approaches. In first and second tiers, joint key
exchange method DKEUTS has been preferred instead of key transport protocol used
in [70] or [16] . The reason is that, especially in the first tier, trust level (military ranks

and rights, possibilities and hardness of the capturing of the nodes can be criteria) and
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computational availability of UAV and MBN1 nodes are close to each other both of
them having tamper resistant possibilities. Thus, both parties of the communication
should have right to determine their unique key pairs K7, in equal manner. Similarly,
it is also reasonable for MBN1-MBN2 nodes to realize joint key exchange having equal
rights. Security level of each tier depends on three major criteria: Communication
scope, importance of the information and computational-storage possibilities of the
nodes in that tier. In first tier, communication scope is significantly larger than other
tiers. Importance of the information context in this tier is very high since it is the
top level of the hierarchy and nodes of this tier are critical components of the armies
(UAVs, tactical centre etc). Also, computational possibilities of UAV-MBN1 nodes are
better than other tiers. Thus, highest security parameters having very large bit sizes
are used. In second tier, significance criteria are slightly lower than first tier and bit
length of security parameters is reduced. In third tier, RGNs, which have low commu-
nication possibilities, consist of majority of the tier. Moreover, communication density
is expected to be high while scope of the communication is significantly smaller than
other tiers. Thus, cryptographic algorithms focusing on high speed and low storage
requirements such as stream ciphers can be more appropriate for this tier. Also, since
there is important possibilities and trust difference among MBN2 and RGNs, we use
key transport protocol similar to [70] or [16]. Apart from these, in third tier, using a

different approach, we suggest using T-function supported stream ciphers [69].

7.6.2. Structural Design and Key Management Properties of HIMUTSIS

Structural design of HIMUTSIS provides advantages for security, scalability and
performance aspects. We give properties of structural design and key management

techniques of HIMUTSIS below:

e HIMUTSIS utilizes heterogenic structure of MBN tier and divides MBN tier into
MBN1 and MBN2 tiers. MBN1, having tamper resistant properties, facilitates
certification procedures when central manager of the theater is destroyed. Du-
plication of the certificates of the UAVs is now possible for MBNT1 tier and this

approach reduces threshold cryptography requirement. Notice that, if needed,
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threshold mechanism can still be applied to MBN2 tier.
e Main principles behind of the hybrid key management techniques of the HIMUT-
SIS are below:

— Pure decentralized structures are not suitable for naturally hierarchical and
central entity based military applications.

— Pure centralized structures cause SPoF problems. This problem becomes
much severe for highly dynamic military MANETSs where survability of nodes
can not be guaranteed.

— HIMUTSIS divides very large and dynamic MANET into subgroups like de-
centralized approaches in order to prevent SPoF . At the same time, HIMUT-
SIS uses centralized key management technique in each theater in order to

provide scalability and forward-backward security. Similar approach is also

used in [58].

In HIMUTSIS, significant performance gain is obtained from independent multi-
ELK-theater approach. In each theater, whenever a node join-leave event occurs, in
order to provide forward and backward security, key update (rekeying) is realized on
only related part of the theater using ELK and other parts of the system are not affected
from these processes. This approach minimizes rekeying workload of MANET and
provides significant performance gain. We define ORW (Overall Rekeying Workload)
measurement for cost of the rekeying operation. Measurement is defined according
to the three major criteria: Number of join-leave event for certain time period in
certain scope of the network, rs.pe, cost of the rekeying mechanism used in network,
Cprotocol (also related with number of members affected from rekeying), and cost of
the cryptographic methods used in key management, c¢.. ORW can be determined

approximately as 'scope*Cprotol*Ce-

We compare HIMUTSIS to pure centralized approaches using LKH, OFT and
ELK in the context of their ORW measurements. In pure centralized approach, rekey-
ing of all network components is done by only central entity. Thus, for aforementioned
protocols, number of affected nodes is represented by n, which is all nodes in the net-

work. In HIMUTSIS, for each node join-leave, only related theater is affected. Thus,
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number of affected nodes is represented with thr where thr << n. Also, number of
rekeying in a single theater, 7, is much smaller than rekeying of all network, r , for
certain time period and 7, << r. m denotes benefits coming from batch keying and
this factor additionally reduces ORW of the HIMUTSIS. k£ denotes branching factor of
the logical key tree. Detailed cost analysis of LKH, OFT and ELK protocols can be

found in [5], [8]. Comparison results are given at Table 7.1 below.

Table 7.1. Comparison of HIMUTSIS with some Pure Centralized Key Management
Protocol for ORW

ORW Storage Cost SPoF Problem
LKH ctraO(klog,n — 1)r O(log;, n |K]) Yes
OFT craO(logy, n)r O(log, n |K]) Yes
ELK ctraO(logy, n) Pr(leave)r O(log, n |K|) Yes
HIMUTSIS | ¢54n,0(log, thr) Pr(leave)ry,m=t | O(log,(thr) |K]) No
PDC Trust problems, not suitable for military applications No

As we have seen, HIMUTSIS has significant advantages over the pure implemen-
tation of the centralized approaches. These advantages stem from the decentralized
properties of HIMUTSIS and both 74, << r (most important gain) and thr << n .
Thus, performance of HIMUTSIS is better than pure implementation of these mech-
anisms. Also, in pure centralized approach, SPoF problem occurs while this problem
is minimized in HIMUTSIS. When compared to Pure Decentralized Approach (PDA),
HIMUTSIS is more appropriate for military MANETSs as discussed above.

7.7. Conclusions

In this study, we have proposed a new hierarchical multi-tiered adaptive Ad-hoc
network security mechanism based on signcryption type key establishment schemes:
HIMUTSIS. HIMUTSIS brings novelties for structural design of military MANETS,
cryptographic methods used in MANETSs and usage of hybrid key management ap-
proaches. Structural design of HIMUTSIS consists of UAV, MBN1-MBN2 and RGN
tiers in hierarchical manner. Structural design of HIMUTSIS differs from traditional

UAV-MBN networks with MBN1-MBNZ2 tiers utilizing heterogeneity of MBN tier and



97

tamper resistant possibilities of MBN1 nodes. This approach makes possible to give
centralized certification rights of the UAVs’ to the MBN1 (tamper resistant) which
reduces threshold cryptography requirement and facilitates certification procedures.
HIMUTSIS uses multi-security level approach for its tiers applying high security pa-
rameters with DKEUTS signcryption type key exchange in its two tiers and stream
ciphers based key transport schemes in the third tier. Adapted DKEUTS provides
all security and computational-bandwidth advantages of signcryption schemes to the
HIMUTSIS when compared to the traditional cryptography approaches. Also adapted
DKEUTS prevents MANETS from some active attacks. HIMUTSIS utilizes hybrid
key management techniques to the military MANETs. HIMUTSIS divides military
MANETS into hierarchical tiers and theaters using decentralized approach preventing
system SPoF problem. In each theater, HIMUTSIS uses ELK centralized protocol to
scale large and dynamic military MANETSs. As a result, HIMUTSIS is especially suit-
able for very large and dynamic military MANETS requiring very high security and

performance.
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8. IMC (Improved Merkle Cryptosystem)

In this chapter, we focus on a completely different topic about security systems.
Up to now, we have focused on structural design of wireless networks, key management
techniques and novel cryptographic approaches to design efficient security mechanisms.
However, in this study, we focus on creating a cryptosystem which significantly im-
proves an existing cryptosystem by means of both security and performance aspects.
Notice that, with these improvements, it is also possible to use this cryptosystem to

design key exchange protocols and utilize it for designing secure protocols.

Merkle Cryptosystem (MC) is the first cryptosystem which introduces general
concept of the public key cryptography. In this study, we propose Improved Merkle
Cryptosystem (IMC), which has significant security advantages over both MC and
a variant of MC (VMC). In IMC, cryptographic hash functions and a new puzzle
structure are used together in order to increase the security of MC and VMC. The key
agreement value, which is sent as clear text in VMC, is hidden using cryptographic
hash function in IMC. Also, in order to increase security of the key agreement value,
auxiliary keys are used. Notice that, in IMC, computational advantages of VMC remain
unchanged while its security is increased. Utilizing computational advantages of VMC,
IMC has also security and storage advantages over original MC. It is shown that, with
these improvements, IMC can provide as high security as some well-known public
key cryptosystems while MC and VMC can not provide same security due to the

performance problems.
8.1. Introduction to IMC

Public key cryptography made significant impact on secure and authenticated
communication systems [36]. As we have mentioned in chapter 3, many different public
key cryptography algorithms have been developed based on different mathematical
approaches [71]. RSA, which is based on factorization of large numbers into prime

factors and El-Gamal cryptosystem, which is based on hardness of DLP, are well-known
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and fundamental public key cryptosystems [42]. Also, ECC [37] which is based on DLP
over EC is one the most widely used cryptosystem utilizing DLP. Apart from these,
new public key cryptosystems such as NTRU (N-th degree TRUncated polynomial

ring) [72], which is based on lattice problem, have also been proposed.

However, the first cryptosystem, which provides a solution to the secure com-
munication problem over insecure channels without pre-established secrets, is Merkle
Cryptosystem (MC) [54]. In MC, communicating parties use ‘puzzles’, which are fea-
sible for them to solve but infeasible for an attacker to solve. A Variant of MC (VMC)
[55] utilizes MC with block ciphers and uses a different puzzle generation technique

from MC. VMC method has some advantages over original MC.

In this study, we propose Improved Merkle Cryptosystem (IMC) that increases
the security of the both MC and VMC. In VMC, the index, which is used for key agree-
ment, is sent in clear text. This approach causes significant security degradation. In
IMC, we use a different puzzle structure and cryptographic hash functions to increase
security of VMC. IMC utilizes puzzle generation method of VMC but uses auxiliary key
to increase security of messages transmitted over network. Also, in order to hide key
agreement value, we use cryptographic hash functions. Thus, adversary can not under-
stand which puzzle communicating parties agree on (auxiliary keys increases security
of the hashed key agreement value). In addition to this, computational advantages
of the VMC remain unchanged while its security is significantly increased. Shifting
computational advantages of communicating parties to the overall system security,
IMC can also provide higher security than original MC. Moreover, puzzle structure of
IMC provides storage advantages over original MC method. We also show that, with
these improvements, IMC can provide as high security as some well-known public key
cryptosystems while MC and VMC can not provide same security due to performance

issues.

The rest of the chapter is organized as follows: In Section 8.2, we discussed MC
and VMC algorithms together with their security analysis. In Section 8.3, we present

our IMC algorithm and its properties. In Section 8.4, we give detailed analysis of
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IMC algorithm and compare IMC to MC and VMC. Also, comparison of IMC for
various criteria to some well-known public key cryptosystems and MC-VMC is given.

In Section 8.5, we present conclusions and future works.

8.2. MC and VMC

8.2.1. Merkle Cryptosystem (MC)

Merkle Cryptosystem (MC), also known as Merkle Puzzle, is the first cryptosys-
tem having public key cryptography properties [54]. Suppose that, Alice and Bob want
to secretly communicate over an insecure channel without pre-established secrets. Alice
creates a set of puzzles that are feasible to solve for Bob. These puzzles are derived from
secret values using secret keys that are short enough such that Bob can realize brute
force attack on them. Each puzzle contains a session key that will be used for future
communication and a pseudo-index which makes possible secret key establishment. In
addition, each puzzle is added the required redundancy that allows Bob to perform the
brute force attack. Bob selects one of the puzzles and performs a brute force attack on
it. Bob stops brute force attack when he detects recognizable redundancy value. Bob
recovers pseudo-index and session key from solved puzzle and sends pseudo-index to
Alice. Alice searches this pseudo-index in her pseudo-index list and find corresponding
real index which Bob has chosen. Consequently, Bob and Alice agree on a secret ses-
sion key which corresponds to the selected real index. Adversary (Oscar) only observes
pseudo-index, which does not reveal any information about which key Bob has chosen.
Thus, adversary has to make brute force attack to all puzzles. Here, Bob makes brute

force attack only one puzzle while adversary makes brute force attack to all puzzles.

Apart from being the first cryptosystem which introduces general concept of the
public key cryptography, principles of MC are used in many security applications. For
instance, puzzle principle of MC is used in time-lock puzzles [73]. In time-lock puzzles,
the idea is that a secret is transformed in such a way that any machines, running
continuously, take at least a certain amount of time to solve the puzzles in order to

recover the secret. This minimum amount of time is the relative release time with
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respect to the start of solving the puzzle and could be different for different machines
[74]. In addition to this, puzzle concept of MC is used to combat against junk mails
[75] and is used to prevent DoS (Denial of Service) attacks utilizing client puzzles [76].

Notations, which are used in MC, are given below:
P : Public key vector (puzzles),

K : Secret key vector that is used to generate P,

K, : Session key vector. P, € P, K; € K and K,, € K, for 1 < i < N where
N =2"

m: The parameter which, determines number of elements in the P, K and K

vectors.

In MC, bit length of the secret key is represented by n’ = |K;| and bit length
of the single puzzle is represented by ¢t = |F;|. (F — D)g: Symmetric encryption and
decryption functions using secret key K.

Tind - Index number used for key agreement.

S : The recognizable redundancy value.

Original version of MC' is described below:

1. Alice generates puzzles P, = Ey, (S||[7s]|K,,) for 1 <i < N where N = 2™,
Alice sends vector P to Bob.

2. Bob selects one of the puzzle say j'th puzzle and realizes a brute force attack
to P;. When brute force attack is completed, Bob decrypts the puzzle (S|[7;||K;) =
D, (P;). Bob verifies S and recover 7; and K;.
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3. Bob sends index 7; to Alice in clear text. Notice that this index 7; is a pseudo-
index and only Alice knows which real index corresponds to pseudo-index 7;. Suppose
that pseudo-index 7; corresponds i'th puzzle. Then, Alice knows that Bob has chosen

i'th puzzle P; from P.

4. Alice and Bob agree on the secret session key K, and use this key for future

communication.

In this system, symmetric encryption function can be an appropriate block cipher
such as DES or AES [45]. Notice that, ni.e., that is the bit length of the K; should be
selected carefully. It should allow Bob to realize a brute force attack on P; but should
not be so small such that it weakens the whole cryptosystem. In the first version of
the MC, n’is selected as 20 bits. Also, some versions select 7" = m so that number
of puzzles and bit length of the single puzzle are equal to each other. In MC, Oscar
can listen the communication channel and observe index 7; . However, since index 7
does not reveal which puzzle Bob chooses, Oscar has to realize brute force attack to
whole puzzles in order to understand which puzzle Bob has chosen. In original MC,
bit length of single puzzle P; is |t| = (S||ri||Ks,) where ¢t > n". This property increases
storage requirements of the original MC. Notice that, reasonable bit length of n" < 50.
Complexity of the MC is summurized at Table 8.1.

Table 8.1. Computational and Storage Complexity of MC

Computational Complexity | Storage Complexity
Alice o(2m)
Bob o(27) O2™) x t
Oscar O( 2m+m)

8.2.2. Variant of Merkle Cryptosystem (VMC)

Many variations of MC have been reported in literature. One of the variant
(VMC), which is given in [55], uses larger key bit length for each puzzle. Also, puzzle
generation method of VMC is different from MC. For this reason, it is not feasible for

Bob to attack each puzzle similar to the original MC. This method uses another public
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key X to generate public key vector such that length of the public key vector can be
used to reduce search space of the participant of the communication. However, this
method sends real index in clear text that significantly reduces brute force attack effort

of Oscar. Parameters, which are used in VMC, are given below:

X : The public key value, which is used to generate public key vector P. Bit
length of the single puzzle is equal to bit length of the secret key, |P;| = |K;| = n.
Notice that, reasonable bit length of the n ~ 64 bits.

VMC algorithm is described below:

1. Alice generates puzzles P; = Eg,(X) for 1 <i < N where N = 2™. Alice

sends vector P and public key X to Bob.

2. Bob generates random keys [y, [5, ... and encrypts X with them. Bob compares
results with elements in vector P such that there is a collision between encrypted value
and one of the elements of vector P. Suppose that collision occurs for ;. Consequently,
E,(X) = Pg,(X) and [; = K;. Bob finds the i'th puzzle in vector P via this collision

search.

3. Bob sends index 7 in clear text together with encrypted message M’ = E,(M).
Bob sends (M7 i) to Alice. Optionally, Bob might generate a session key K, K, =
F,(Ks) and sends (K, i) to Alice.

4. Alice obtains index ¢ and understands that Bob uses i’th key for secret com-

munication. Alice decrypts message or session key M = Dy, (M) or K, = Dy, (KJ).

Complexity of the VMC is summarized at Table 8.2.

Note that, VMC uses block ciphers to generate puzzles. The bit length of a single
puzzle (n) is smaller than the key bit length of the block cipher such as AES having
128,192 or 256 bit key size in order to make collision search possible for Bob. In this
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situation, first n bit of the block cipher key is used as variable part while remainder
part is used as constant to obtain n bit security. In remainder of the study, n is used

in this context.

Table 8.2. Computational and Storage Complexity of VMC

Computational Complexity | Storage Complexity
Alice o(2™m)
Bob o(2"™) O2™) xn
Oscar o(2m)

8.2.3. Advantages of VMC over MC

Most important contribution of VMC is that the computational effort of Bob to
find a secret key, is reduced from O( 2" ) to O(2"~™). The reason is that, Bob realizes
a collision search using advantages of large number of puzzles. In collision search, as
explained in VMC step 2, Bob generates random keys and discovers corresponding
private key with the probability of Pr(Collision) = 2™ /2". However, in original MC,
number of puzzles does not give any contribution for reducing computational effort of
Bob. The reason is that, Bob directly chooses one of the puzzles and realizes a brute

force attack to the puzzle with O(2") computational complexity.

VMC uses computational advantages of Bob to generate puzzles that have larger
key bit length. Instead of giving Bob shorter time to determine a key, it is possible to
keep collision search to constant but increase the bit length of single puzzle n. This

approach increases computational effort of Oscar to break a single puzzle.

Suppose that Oscar knows the index Bob has found. In this case, in MC, the
computational effort performed by Bob and Oscar would have been the same, which is
in the order of O(2"). However, in VMC, even if Bob sends index in clear text, search
space of Bob and Oscar are different. Bob does not choose a specific puzzle index but
randomly discovers a corresponding private key with the probability of Pr(Collision).

Even if Oscar knows the index Bob has chosen, Oscar has to realize a brute force attack
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with computational effort in the order of O(2") while effort of the Bob is O(2"~™). The
reason is that, Oscar should find the same collision that Bob has found. The probability

of Oscar to find the same collision as Bob is ignorable.

8.2.4. Disadvantages of VMC compared to MC

In VMC, Bob sends key agreement index ¢ in clear text together with encrypted
message as described in VMC step 3. Sending index in clear text causes significant
security problem and drastically reduces the computational effort that Oscar has to
perform, compared to the original MC. Notice that, in MC, Bob sends his selected
index in clear text but the index sent by Bob does not correspond to the real index for
the puzzle that Bob has found. Alice generates a puzzle in the MC step 1 such that it
contains a pseudo-index which is known only by Alice. In MC Step 3, this pseudo-index
is sent in clear text and does not reveal any information about the real index that Bob
has found. Thus, brute force attack effort of Oscar is in the order of O(2""™). However,
in VMC, sending real index 7 in clear text (Step 3) reduces the effort required to attack
by Oscar from O(2"*™) to O(2"). Note that the high number of puzzles, which is
N = 2™, become useless to prevent attack of Oscar, since Oscar can observe real index
and realizes brute force attack directly to the selected puzzle. Sending index in clear
text may give small advantages compared to the original MC such that Alice does not
make a search for pseudo-index. However, this search effort is completely insignificant
since Alice stores pseudo-indices sorted and finds a corresponding real index easily.
However, sending real index in clear text causes a significant security degradation that

can not be compared with neglible search time advantage.

8.3. Improved Merkle Cryptosystem (IMC)

In this section, we present details of our Improved Merkle Cryptosystem (IMC).
We make improvements over MC and VMC for three major points. Firstly, we increase
security of the VMC by eliminating security problem which stems from sending real
index in clear text. Notice that, computational advantages of Bob in VMC remain

unchanged while security of the cryptosystem is increased. Secondly, we use auxiliary
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secret keys, which increase security of the hashed secret value transmitted over network
for key agreement. This approach provides security advantages over VMC for trans-
mitted packets over network. Thirdly, we show that IMC reduces storage requirements

and bandwidth consumption of Bob and Alice.

Following additional notations are used:

H : Cryptographic hash function. This hash function should be a secure hash
function such as SHA family [28] or a cryptographic hash function having variable
length output property such as HAVAL [29] (this may provide advantage for different
bandwidth requirements of communication). y; : Auxiliary secret key which is used
to increase bit length security of the hashed message transmitted over network, P :
Public key which is generated using y; auxiliary keys. K, and K, denote session
keys, which are generated by Alice and Bob, respectively. h : Secret hashed vector
where h; € h, for all i, 1 < i < N where N = 2™. PRNG : Pseudo Random Number

Generator.

IMC algorithm is described below:

1.Alice generates auxiliary secret keys y; and puzzle pairs P, = Eg,(X), Pf =
Bk (y;) for 1 <i < N where N = 2™. Alice sends (P;, P/, X) for all i to Bob and

stores (K, y;) pairs as secret key pairs.

2. Alice generates hashed secret key vector h, h; = H(K;||y;) for 1 < i < N
where N = 2. Alice stores h as secret key vector. She can store vector h in two

different ways. Details for storage of vector h are given in Section 4.2.

3. Bob obtains (P, Pf,X) for 1 <i < N where N = 2™. Then he generates
random keys [; similar to VMC step 2 such that while(v, search on P;){l; = PRNG(),
v = E,(X), move indices}. 1f (P; == E;;(X)) then K; = [; and Bob finds one
of the secret keys K;. Using K;, Bob decrypts P and obtains secret auxiliary key

7
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4. Bob calculates i = H(K;||y;) and sends h’ value to Alice. Notice that, only
Alice knows K; and y; and using these secret key pairs, only Alice can calculate and

verify h’value. Since one-way properties of H, Oscar can not find K; and y; from A’

5. Session key agreement can be done with three different ways:

o Alice decides session key: Bob sends h'to Alice. Alice searches h’over vector h.
If she finds then Alice and Bob agree on key (K;||y;). Alice generates session key
K,, and calculates K, = Ek,,, (/,) and sends K, to Bob. Bob decrypts K,
and obtains K, = Dy, (K,).Alice and Bob agree on session key K, .

e Bob decides session key: Bob generates K, and calculates K" = Ek;j,, (K, ).
Bob sends (k) K,) pair to Alice. Alice searches h” over vector h. If she finds
then Alice and Bob agree on key (K;||y;).Alice decrypts K~ and obtains K, =
Dy, (Kg,).Alice and Bob agree on session key K, .

o Alice and Bob jointly decide session key: Alice and Bob agree on (K;||y;) similar
to steps above and they exchange K, and K, session keys. They calculate their

joint session key K, = K, & K,,.

8.4. Analysis and Comparison of IMC

In this section, we analyze properties of IMC and compare it to the MC and VMC.
Also, we compare the security of IMC to the some well-known public key cryptosystems.
Firstly, we analyze security properties and advantages of IMC over MC and VMC
showing that IMC provides higher security than MC and VMC. Secondly, we present
storage advantages of IMC over MC and mention some additional techniques to reduce
storage requirements of IMC. Table 8.3 summarizes the resulting improvements and
comparisons of IMC to the MC and VMC. Computational and storage complexity of
each method are expressed in terms of the parameters m, n, n, t for Alice, Bob and
Oscar. Table 4 demonstrates comparison of the IMC to MC, VMC and some other

public key cryptosystems for their bit length security measurement regarding to various
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criteria.

8.4.1. Security Analysis and Advantages of IMC

In IMC, in order to hide key agreement value, which is secret key (K;||y;), we
calculate hash of (K;||y;), = H((K;||y;) ) and transmit & over network. Due to one-
way property of cryptographic hash functions, Oscar can not find (K;||y;) from #. With
our improvement, in order to obtain (K;||y;), Oscar has to realize brute force attack
to all puzzles (N = 2™ puzzles). Since brute force attack to a single puzzle requires
O(2") computational effort, total computational effort of Oscar becomes O(2""™). In
VMU, since real index is sent in clear text, Oscar knows which index Bob has chosen.
Thus, computational effort of Oscar in VMC is only O(2"). In table 8.3, we can see
security advantages of the IMC over VMC (O(2"™) > O(2") ).

IMC can use larger key bit length for a single puzzle by shifting computational
advantages of Bob to the overall system security (properties of VMC). Shifting compu-
tational advantages of Bob to the key bit length of a single puzzle (parameter for overall
system security), we can select n such that n > n’. Thus, O(2""™) > O(2""™) and
IMC can provide higher security than MC using this approach. In table 8.3, advantages
of IMC over MC can be seen. In addition to this, in table 8.3, security/performance
advantage of IMC over MC and VMC is shown. It is calculated by dividing compu-
tational effort of Oscar to the computational effort of Bob. This gives us a criterion
about the efficiency of the cryptosystem. We can see that both MC and VMC have
O(2™) security /performance value while IMC has O(2""™)/O(2"~™) = O(2*™) which
is more efficient than MC and VMC.

Another improvement of IMC is that it uses auxiliary key y; to increase bit length
security of the hashed key agreement value h. Suppose that Oscar obtain A" value by
eavesdropping. In order to find (K;||y;) from i, Oscar should try all possible O(2%") key
space for detecting a one-to-one mapping among generated random keys and A’ value.
One-way properties of cryptographic hash function does not allow Oscar to recover

(K;||y;) from K" without brute force attack under the assumption of random behavior



109

of hash functions [2]. Notice that, |(K;||y;)| = 2n and for n ~ 70 bits, |(K;||y;)| = 140
bits. This provides the security in the order of O(2!%°). If only W' = H(K;) was used
instead of i = H(K;||y;) then brute force effort of Oscar would have been O(2").
Under this condition, security of the transmitted message over network (O(2")) would
have been lower than security of overall system cryptosystem ( O(2"1t™) ) and Oscar
would have broken system easily by attacking A’ value instead of P; puzzles. The main
idea behind of the using auxiliary keys is preventing IMC from this attack. In VMC,
messages transmitted over network are encrypted using only n bit K; keys. Thus,
IMC provides higher security for messages transmitted over network (including key
agreement value) than that of the VMC. In MC; session keys are embedded into puzzle
P;. When Bob solves the puzzle, he uses session key to encrypt message, which is
transmitted over network. Thus, message security of MC depends on key bit length of

the session key and overall security of the cryptosystem. Results are summarized at

Table 8.3.

8.4.2. Storage Analysis and Advantages of IMC

IMC has storage advantages over MC. In MC, a single puzzle P; contains three
components, which are S, 7;, and Kj,, respectively (total ¢ bits). These additional
components increase bit length of a single puzzle and cause significant storage and
transmission load. However, in IMC, there are puzzle pairs (P;, P;") each of them having
2n bit length. Thus, for N = 2™ puzzles, IMC provides O(2™t—2"*1n) = O(2™(t—2n))
storage advantages over MC. For example, bit length of a single puzzle in MC with 40
bit redundancy, 40 bit pseudo-index and 128 bit session key are approximately ¢ ~208
bit. In IMC, the bit length of a key can be selected up to 70 bits (due to storage
and computational limits). Thus, bit length of a single puzzle pair is 2n ~ 140 bits.
Consequently, for m = 30, IMC provides storage advantages up to (23 % 68) ~ 1 GB
for these settings when compared to MC. Important point is that, same amount of
gain is also obtained for network bandwidth consumption. Notice that, VMC has a
small storage advantages when compared to IMC ( IMC : O(2%2™n), VMC: O(2"n) ).
However, for corresponding small storage load, IMC has significant security advantages

over VMC. These results can also be observed in table 8.3.
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Apart from these, in IMC step 2, we have discussed that secret key vector h
can be stored in two different ways. This is a tradeoff approach among storage and
computational resources of Alice. If Alice has sufficient storage resources, she stores
vector h permanently. Then, whenever a key agreement occurs, Alice directly searches
h over vector h for key agreement. This approach provides computational resource
advantage. However, if Alice does not have sufficient storage capability, for each key
agreement, she dynamically generates h; elements using (K;,y;) secret key pairs and
compares h; with A" to find a match. Thus, Alice does not have to store vector h
permanently. Since cryptographic hash functions are fast, with feasible amount of

puzzle (N = 2™ m =~ 30), search operation becomes feasible. This approach provides

storage advantage.

Table 8.3. Comparison of IMC to MC and VMC

MC VMC IMC
Alice 2m 2m 2m

Computational Complexity | Bob 2" 2n—m 2n—m
Oscar | 27tm 2 gntm

Alice 2t 2"n, 2mtly

Storage Complexity Bob | 2™t —1|2™n —1|2""n -1

Oscar 2mt 2mn 2mtlp

Security Comparison Qntm 2" Qntm
Security /Computational 2m 2m 22m
Message Security | K| A 22n

8.4.3. Comparison of IMC with MC, VMC and Some Well-known Public
Key Cryptosystems

Table 8.4 demonstrates comparison of the IMC with MC, VMC and some well-
known public key cryptosystems. Symmetric Cryptosystem Bit Length (SCBL) secu-
rity gives total bit length strength of the MC, VMC and IMC to resist attack of Oscar.
For example, 100 bits mean that computational effort of Oscar to break cryptosystem
is equivalent to break 100 bits block cipher. Note that, it does not mean that bit
length of the key that will be used for block cipher is 100 bits, but total effort (using
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all puzzles in the system) corresponds to 100 bits security. To reach this security level,
parameters m ~ 30 bits, n'= 40 bits and n = 70 bits are selected for today’s and near
future feasible memory and computational possibilities. Brute force attack capability
of Bob is selected as 240 that allows feasible search time for key agreement. Storage
capability of Alice and Bob is selected as approximately 23°-140 bits so that it is fea-
sible for current hardware possibilities. Using these parameters, maximum security
available for the MC is 27°. In IMC, using aforementioned improvements, security level
can be reached up to 2'% bits ( O(2""™) ) that extends approximate lifespan of the
cryptosystem to 30 years (Table 4) [77]. For these parameters, providing more than 70
bit security becomes infeasible both for MC and VMC. Remainder parts of the table
8.4 shows equivalent bit length security level for various public key cryptosystems and
their related lifespan and economical cost values. Corresponding values for symmetric
key bit length security are obtained from [77]. For these comparisons, [79] can also
be used. With these interpretations, we see that IMC can provide as high security
as some well-known public key cryptosystems. In table 8.4, following abbreviations
are used: PKCL: Public Key Cryptography bit Length. C'AS: Classical Asymmetric
Cryptography like RSA. SDLF: Sub Group Discrete Logarithm problem Field. EC:
Elliptic Curve. LB: Lower Bound.

Table 8.4. Comparison of IMC with VMC-MC and some well-known public key

cryptosystems for various criteria

MC 70 Infeasible for Participants
SCBL VMC 70 Infeasible for Participants
IMC 70 76 82 88 94 100
CAS 952 | 1279 | 1613 | 2054 | 2560 | 3137
PKCL SDLF 704 960 1248 | 1632 | 2080 | 2592
SDL Key Size 125 135 145 156 167 178
EC Size 132 155 173 197 218 240
Infeasible Number of MIPS Years 810 | 5-10! | 2.10'% | 2-10*° | 1-10'7 | 8-10'8
LB for HW attack cost for 1 day breaking | 1-10® | 3-10% | 4.10% | 7-10® | 1.10° | 2-10°
Corresponding Lifespan 2000 | 2008 | 2015 | 2023 | 2031 2039
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8.5. Conclusions and Future Works

In this study, we propose Improved Merkle Cryptosystem (IMC), which can be
considered as an alternative method for key agreement schemes, based on only symmet-
ric cryptosystem and cryptographic hash functions without requiring a Trusted Third
Part (TTP). As a novelty, IMC uses cryptographic hash functions and auxiliary keys
to increase security of MC and VMC. Unlike VMC, IMC hides key agreement value
using cryptographic hash functions and enhances the security of key agreement value
utilizing auxiliary keys. These approaches provide significant security advantages over
VMC. Since IMC utilizes some advantages of VMC over MC, IMC also provides higher
security than MC. Different puzzle structure of IMC reduces storage requirement of
the cryptosystem when compared to MC. Our improvements provide a solution to
use MC for long term security, which is compatible with some well-known public key

cryptosystems, within today’s feasible hardware possibilities.

MC does not provide security against active attacks such as message replay and
injection attacks. As a future work, we consider using IMC to develop a key agreement
scheme, which can provide major cryptographic goals such as confidentiality, integrity,
authentication and unforgeability together. In order to this, we consider using some
principles of signcryption [20]. We will integrate IMC with a signeryption based key
exchange schemes [30], which uses nonce and time-stamps to prevent cryptosystem
from active attacks. We believe that, this integrated cryptosystem, Signcryption Type
Authentic Key Establishment scheme (STAKE), will solve active attack problems of

IMC and will provide additional cryptographic goals.
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9. CONCLUSIONS

Wireless communication networks become more prevalent and important in to-
day’s modern communication systems requiring high security and performance to-
gether. However, the naturally broadcast structure and energy, bandwidth, storage
and computational resource limited characteristics of wireless communication networks
make them very challenging networks for achieving high security and performance to-
gether. Similar to other network systems, wireless networks need to achieve major
cryptographic goals such as confidentiality, authentication, integrity, unforgeability
and non-repudiation. Moreover, wireless networks are especially vulnerable to some
active attacks such as message replay and insertion, which require additional crypto-
graphic precautions. In addition to these, wireless communication networks, taken into
consideration their broadcast nature, are generally used for group communication and
especially for data multicast applications. Notice that, secure group communication
requires two additional security services, forward and backward security in order to
provide freshness of the cryptographic keys in the group. In this sense, secure group
communication requires complex key management techniques in order to achieve major
cryptographic goals, preventing from specific active attacks and providing forward and
backward security. Forward and backward security services also need major crypto-
graphic services working together. Thus, providing forward and backward security in

a very large and dynamic wireless networks is a very challenging issue.

In this thesis, taken into consideration these problems, we proposed novel wireless
network security mechanisms and cryptographic methods each of them provides differ-
ent and efficient solutions for various wireless network types, structure and security-
performance requirements. We especially worked on secure satellite multicast security
mechanisms and military MANET security mechanisms. Satellite multicast systems,
covering large areas of the world, include very large number of members having dy-
namic join-leave characteristic. Also, satellite networks suffer from severe delay and
packet loss problems. Thus, we designed our satellite security mechanisms so that they

can achieve aforementioned security goals under these conditions efficiently. Notice
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that, military MANETSs have more severe conditions in hostile environments and more
resource limited possibilities. In addition to this, they need very high security and per-
formance together. We specifically designed a military MANET security mechanism

taking into consideration these problems.

Our proposals are based on three major approaches: Structural design, hybrid key
management techniques and novel cryptographic methods. Using these three major ap-
proaches, we designed new security mechanisms for various wireless network structures
and security requirement. Structural design and hybrid key management techniques
are used in integrated manner. Our main structural design concept is the multi-tiered
structure, which is integrated with centralized and decentralized key management tech-
niques. In this way, we can scale very large and complex networks with much smaller
cost than traditional approaches. Each tier is managed by an appropriate centralized
key management protocol and sub-groups in the tiers are controlled by a decentralized
key management protocol. These approaches firstly eliminate single point of failure
problem that exist in pure centralized key management approaches. Also, they uti-
lize logarithmical scale properties of centralized key management protocols in each tier
and sub-groups. In this way, moderately large and dynamic sub-groups can be handled
with a smaller cost. Notice that, these approaches require highly efficient and secure

cryptographic methods in order to provide the desired security level.

In order to fulfill these requirements, we utilized and adapted various crypto-
graphic methods to our security mechanisms. These cryptographic methods are se-
lected so that they can provide high security while minimizing bandwidth consump-
tion. The reason is that, if appropriate cryptographic methods are not used then our
multi-tier approaches may cause delay problems (multiple encryption among tiers).
Thus, we essentially used hybrid cryptography techniques, which are used to trans-
mit required GK and KEKs to members securely. Then, bulk data multicast is done
with symmetric cryptography using these keys that minimizes delay problems. In our
mechanisms, as novel approaches, we utilized message recovery type ECC based dig-
ital signature, specific authentic key establishment schemes and signcryption based

cryptographic techniques, which have many advantages over traditional cryptographic



115

approaches. In traditional methods, classical DH, ECDH and GAP-DH related meth-
ods are used. Notice that, DH, ECDH and GAP-DH methods, if they are implemented
without specific authentication mechanisms, can not provide the desired level of secu-
rity. Also, GAP-DH based methods are computationally expensive. In order to achieve
major cryptographic goals, digital signature based approaches are needed. However,
especially for small messages, these methods cause significant message overhead and
create unnecessary bandwidth consumption. In this sense, our cryptographic meth-
ods have security, performance, storage and bandwidth consumption advantages when

compared to these methods.

We proposed TTPVSS, which uses two independent LKH tier and ECPVSS as
a major cryptographic method. Two independent LKH tier provide independency
of tiers principle. Whenever a member join-leave event occurs, effects of the event
are encapsulated in the related part of the SSMS and other parts of the system are
not affected from modifications. Batch keying mechanism, using group key seeds,
provides additional bandwidth advantage. TTPVSS assumes the availability of TUs
in SSMS. Notice that, this assumption is compatible with today’s modern SSMSs that
already work in this sense. Satellite-TU and TU-members tiers work in integrated
manner without creating massive workload to each other. Using ECPVSS in SSMS is
a novel approach. MRDS properties of ECPVSS are one of the most efficient choices
to transmit KEKs in the SSMS. Also, random characteristic of cryptographic keys
make ECPVSS more secure for TTPVSS. ECPVSS provides at least three times better
bandwidth usage when compared to traditional approaches. Thus, we can see that,
two independent LKH tiered structure is a useful approach for SSMS. Also, using ECC
based MRDS cryptographic methods are especially useful and promising approaches.

We proposed a new three-tier satellite multicast security mechanism based on
ECMQV and IMC. This security mechanism utilizes independency of tiers principle of
TTPVSS. However, our three-tier security mechanism uses a different structure to scale
and to secure large SSMS. Firstly, this mechanism uses properties of GEO, MEO and
LEO satellites in order to minimize delay and packet loss problems. Also, availability

of extensive satellite internetworking helps batch keying mechanism. GEO satellites,
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covering large areas of the world and having better computational possibilities, gener-
ate necessary cryptographic keys, seeds and tickets and distribute them using ECMQV
to LEO and MEO satellites. Notice that, since LEO-MEO satellites and GEO satel-
lites can be accepted as both secure and nearly equal position for cryptographic key
generation rights, we have preferred a key exchange algorithm instead of key transport
method such as ECPVSS. LEO-MEO satellites use the advantages of lower delay rate
and realize data multicast. Also, this security mechanism uses additional components

such as N'TS in order to facilitate distribution of the public keys and certificates.

We proposed NAMEPS, which uses N-tier independent ELK tier and multi-
recipient signcryption schemes. NAMEPS also utilizes principles of TTPVSS and our
three-tier satellite multicast security mechanism but uses a different structure, key
management protocol and cryptographic method. Using ELK provides efficient mem-
ber join possibilities. Using validation ticket mechanisms reduces roaming workload of
the MMUs. Using Multi-recipient signcryption scheme is a novel approach and brings
all advantages of signcryption schemes to NAMEPS and also compatible with multicast
nature of SSMSs.

We proposed HIMUTSIS, which is specifically designed for mission critic mili-
tary MANETs. HIMUTSIS brings many novelties for structural design approaches of
military MANETs. These approaches minimize SPoF problem, rekeying workload in
military MANETSs and threshold cryptography requirements. HIMUTSIS also presents
multi-level security structure and provides different choices for different tiers of military
MANETS. In addition to these, as a novel approach, HIMUTSIS adapts SDSS-1 sign-
cryption based DKEUTS protocol to multi-tiered multi-security level military MANET

structure, which provides performance and security advantages.

We proposed IMC, which significantly improves MC and VMC for both security
and performance aspects. IMC utilizes collision search approach of VMC but improves
it by hiding key agreement value using a cryptographic hash function. In order to
increase security of the MC and VMC, IMC also uses a different puzzle structure,
which provides advantages when compared to MC. With these improvements, IMC
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provides as high security as today’s modern public key cryptosystems while VMC and
MC can not provide the same level of security. In addition to IMC, we work on STAKE
that combines recoverable commitment value concept of the signcryption schemes and
principles of IMC to create a key establishment protocol that is resistant for both active

and passive attacks.

As a result, we can say that, in order to provide efficient and secure solutions
to most challenging problems of wireless communication networks, co-operative ap-
proaches are needed which focus on various aspects of the security system such as
efficient structural design, original hybrid key management techniques and novel cryp-
tographic approaches. Integration of all these methods can provide efficient solutions
for wireless security networks. In this thesis, with seven studies, we showed that,
these integrated approaches provide highly efficient solutions to SSMS and military
MANETS. However, we also mentioned that our generic design principles can be ex-
tended to all wired and wireless networks. We see that, independency of tiers principle
with hybrid key management techniques is a key concept of our design that provides
major performance gain. As cryptographic methods, ECC based MRDS and ECC
based authentic key exchange schemes are highly useful for wireless networks. In ad-
dition to these, we believe that, utilizing signcryption based cryptographic approaches

to wireless network security is a promising approach.

As future works, we will extend our major design principles to other wireless
communication networks such as wireless sensor networks. Also, we want to focus
on providing security in very large and integrated digital battle field communication
networks that include satellites, military MANETSs and sensor networks together. We
will work on other efficient signcryption based schemes such as identity based and

group based signcryption schemes to provide security in these networks.
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