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ABSTRACT

AUTHENTICATION OF UNCERTAIN DATA BASED ON
K-MEANS CLUSTERING

Probabilistic databases are beginning to expand in the database literature because
of the upcoming challenges of uncertainty. It is a very new topic for the community
and there are still some open problems for the researchers. Outsourcing probabilistic
databases has never been worked before since there are no commercial probabilistic
database management systems yet. The aim of this research is to introduce authenti-
cated query processing in outsourced probabilistic databases. In order to proceed with
the authentication, indexing methods should be analyzed first. We have surveyed the ex-
isting structures for this purpose and decided to use pdr-Tree as the indexing method,
because it works very efficiently on probabilistic databases and fits really well with
the authentication techniques. We have proposed a novel authenticated data structure
(ADS) called PH-Tree, which is an hybrid model of pdr-Tree and MH-Tree. Straight-
forward approach is not competent for hybridization and produce very poor results.
By this reason, we have also implemented k-means clustering as a preprocessor. We
have compared our algorithm with an existing ADS called MR-Tree and proved that
PH-Trees outperform MR-Trees significantly.



OZET

BELIRSIZ VERILERIN K-ORTA KUMELEME
TEKNIGIYLE DOGRULANMASI

Verilerdeki belirsizliklerin zorluklarindan otiirii olasiliksal veritabanlari, akademik
literatiirde yavas yavag kabul gormeye bagladi. Heniiz ¢ok yeni bir aragtirma konusu
oldugu icin hala bircok acik problem bulunmakta. Olasiliksal veritabanlarinin dig kay-
nak olarak kullanilmasi daha 6nce hi¢ ¢aligilmadi, ¢linkii heniiz ticarilesmis bir olasiliksal
veritabani yonetim sistemi yok. Bu c¢aligmanin amaci dig kaynak olarak kullanilmig
olasiliksal veritabanlarindaki sorgularin dogrulanmasi. Dogrulama iglemlerine gecebilmek
icin oncelikle indeksleme yontemlerinin incelenmesi gerekir. Bu amacla literatiir tara-
masi yaptik ve pdr-Agag iizerinde ¢aligmaya karar verdik, ¢linkii bu yapilar hem olasiliksal
veritabanlar tizerinden ¢ok etkili ¢alisiyor, hem de dogrulama yontemleriyle bagarili bir
bicimde ortisiiyor. Bu calismada, pdr-Agac¢ ile MH-Agag’lar1 birlestirerek PH-Agacg
diye adlandirilan yeni bir dogrulama veri yapisi onerdik. Bu birlestirmeyi daha da
geligtirmek amaciyla oniglemci olarak k-orta kiimeleme teknigini kullandik. Bu sayede
algoritmalarimizin diisiik performansh calismasim engelledik. Onerdigimiz veri yapisin
MR-Agac ile karsilagtirdik ve PH-Agag’larin MR-Agag’lardan ¢ok daha iyi ¢aligtigini
deney sonuclariyla ispatladik.
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1. INTRODUCTION

The need for uncertain data management and probabilistic queries are arising in
many areas of the computer applications. Most common examples are sensor networks,
linguistic collections, data cleaning applications and bioinformatics. In order to manage
the data with the underlying nature of the uncertainty, several methods have been
proposed for query processing and efficient indexing [1-4]. All of these techniques have

been developed in order to handle the outgrowing need for managing uncertain data.

Another important subject of the database systems is outsourcing which is being
developed over the last decade. This concept has been proposed by Hacigumaiis et al.
[5] and gained some popularity since then. In this work, we are focusing on outsourcing

the uncertain data which needs some specialization for this purpose.

Database outsourcing has been achieved by authenticated query processing and
related structures. Database Service Provider (DSP) is responsible for the functionality
of the data management as a third party and the Data Owner (DO) provides the data for
this service. The queries are delivered from the DO side to the DSP and DSP responds
with the result set of this query. While processing the range query DSP should also
deliver a Verification Object (VO) to the DO. DO authenticates the result set with the
given public key and the incoming VO. In order to achieve this functionality DSP stores
the data in a different structure which is called Authenticated Data Structure (ADS).

Figure 1.1 illustrates this model.

DO is checking for the soundness and the completeness with the given VO and

— -4«———Query-
Data & =
Data Owner Signatures Result Set &

\'e]
Figure 1.1. Authentication model in outsourced databases.

X Clients
Database Service

Provider



Table 1.1. Authenticated querying example.

id | name occupation income

di | Jim Tech-Support 75K

dy | Brian | Exec-Managerial | 90K
ds | Nancy Sales 70K
dy | Carl Agricultural 40K
ds | Chris Armed Forces 60K

public key. Soundness means the result set is correct and not modified. Completeness
means all the valid results are included within the result set. These two criteria are

explained with an example.

Consider that we have a sample data given in Table 1.1. An example of a simple
query can be the entries which have over 65K income. Then the actual result set would be
RS = {(dy, Jim, Tech— Support), (ds, Brian, Exec— Managerial), (ds, Nancy, Sales)}.
RS = {(dy, Jim,Tech — Support), (ds, Brian, Exec — Managerial), (ds, Sally, Sales)}
will not be sound because it contains altered data. RS = {(dy, Jim, Tech-Support), (d,

Brian, Ezxec-Managerial)} also is not complete because it has missing data.

Soundness and completeness are the basic criteria that should be provided by the
DSP, but there are also some other important criteria that should be considered. These
are VO size, query processing time in the DSP and the verification time at the client
side. The objective of the database outsourcing is to deliver the service to a third party,
so minimizing VO size and verification time is much more important than minimizing

query processing time [6]. These two concepts increase the overhead at the client side.

In this thesis, we are implementing a probabilistic database as a service. In order
to achieve this, a new type of authenticated data structure called probabilistic hash-tree
(PH-Tree) is proposed. PH-Trees are hybridized model of the probabilistic distribution
R-trees (PDR-Trees) [7], designed for probabilistic databases and Merkle-Hash Trees



[8]. PH-Trees also gain benefit from machine learning techniques such as clustering.
k-means clustering is implemented as a preprocessor and the results are stored within
the root node of the PH-Tree. This algorithm fits excellently in our model and greatly
reduces the overhead at the client side, which is the main objective of the authenticated

query processing algorithms as mentioned above.

1.1. Outline

The following sections are organized as follows: Chapter 2 gives information about
the related algorithms and some preliminary work. PH-Tree is explained in detail with
the pseudocodes and figures in Chapter 3. Chapter 4 contains the experiments and their
corresponding results. Finally, Chapter 5 discusses the subject for the future work and

concludes the thesis.



2. RELATED WORK AND BACKGROUND

2.1. Uncertain Data Model

Before going into the authentication techniques, it is important to address the
problem of uncertainty and how it is handled in the literature. Probabilistic databases

have been developed for this purpose and several works have been published recently

1, 9).

In probabilistic databases, possible worlds are generated with the given imprecise
data through all the set of outcomes. In these possible worlds, we are introduced with
the uncertain attributes which have probability values instead of certain data. The sum
of all probability values in a given attribute should not be higher than one. Table 2.1

gives much more detail about the data model and uncertain attributes.

In this model a relation can have attributes which are allowed to take probabilistic
values. These attributes are called uncertain attributes. In Table 2.1, an approach
is made towards this model by a sample data similar to Adult dataset [10]. Entries
have certain information such as name, income, age, sex and an uncertain attribute
occupation. The values of occupation are estimated by the prior data. A query can be

made on this data by getting all the tuples which are highly likely to work on Sales. An

Table 2.1. Uncertain data model.

id | name | income | age sex occupation

dy | Jim 75K | 37 | male {(Tech-Support, 0.7), (Sales, 0.3)}
dy | Brian | 90K | 48 | male {(Managerial, 0.6), (Sales, 0.4)}
d3 | Nancy | 70K | 32 | female {(Sales, 1.0)}

dy | Carl 40K 41 | male | {(Transport-Moving, 0.3), (Agricultural, 0.7)}
ds | Chris | 60K | 29 | male {(Armed-Forces, 0.8), (Tech-Support, 0.2)}




uncertain attribute can be formally defined as follows.

Definition 2.1: An uncertain attribute u can be defined as a probability distri-
bution over D, which is a discrete categorical domain D = {dy,ds,ds,....,dy}. The

probability vector u.P =< py,p2, ps, ...,pn > can be defined as Pr(u=d;) = u.p;.

Uncertainty comes from the lack of knowledge of the exact value, however we
describe the uncertain attribute with an exact probability value. This way, operators

can be used as if they are dealing with certain attributes.
In order to achieve the query mechanisms for uncertain data, we need to utilize
from distance functions. These functions will especially be useful when we are dealing

with distributional similarities.

Manhattan distance (city-block distance) between two distributions can be calcu-

lated as:
N
= |up; — v.pi (2.1)
i=1

Euclidian distance is given as follows:

N
E(u,v) = Z (u.p; —v.p;)? (2.2)
i=1

Kullback-Leibler distance is useful when we are focusing on distributional divergence:

(P
Z u.pilog( o p (2.3)

KL distance is based on cross-entropy measure in information theory and is very useful

during clustering implementation. Clustering is detailed in Chapter 2.4.

After the data model and primitives are defined, we proceed with the basic query



operations. The most common type of queries in probabilistic databases are top-k query
processing. Several research studies have been made for the implementation of top-k
query processing over uncertain data [2, 11, 12]. Note that these applications are not

identical with the traditional top-k query processing.

In this work, we will be focusing on probabilistic equality threshold and distribu-

tional similarity threshold queries.

Definition 2.2: Probabilistic Equality Query q can be defined via relation R over
attribute a such that q returns all the tuples t implying Pr(q = t.a) > 0.

Most of the tuples with very low probabilities can satisfy this query, so it is not
always a good approach to use probabilistic equality queries. In this sense, threshold

mechanisms are more meaningful than probabilistic equality queries.

Definition 2.3: Probabilistic Equality Threshold Query q can be defined via a
relation R over attribute a such that the result set of q is all tuples t satisfying Pr(q =

t.a) > 7, where T value is the given threshold.

For example, a probability equality threshold query can be given as “which people
are potentially working on the same job with a given minimum probability?”. Similarly,
we can find out which people can work for a given occupation with a pre-defined min-
imum probability. This method can also enable top-k query mechanisms in which the

most similar k£ tuples to ¢ can be returned as a result set.

Definition 2.4: Distributional Similarity Threshold Query q can be defined via
relation R over attribute a such that the result set of the q is all tuples t satisfying

F(q,t.a) < 1, where F is a divergence function and T is the given threshold value.
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Figure 2.1. A sample probabilistic distribution R-tree.

2.2. PDR Tree

Indexing methods are also beginning to arise in the field of uncertainty. Kanagal
et al. [4] proposed a structure for correlated probabilistic data based on junction trees
aka clique trees [13]. Cheng et al. [3] and Singh et al. [7] developed another indexing
method which are highly based on traditional R-Trees [14]. These trees are also called
probabilistic distribution R-Trees (pdr-Tree) and they have different query processing
mechanisms from top-k query processing. Our proposed authenticated data structure

(PH-Tree) is based on pdr-Trees therefore we will detail this subject further.

In pdr-trees, each uncertain attribute is stored in a memory page with other sim-
ilar attributes and organized as an R-tree. Additionally, new definitions and methods
for minimum bounding range (MBR), the area of an MBR and insertion criteria are de-
fined. The method of distributional grouping is central to pdr-tree indexing. Each page

contains more than one uncertain attribute and items similar to the R-tree approach.

Figure 2.1 illustrates an example of pdr-tree. t; are the tuple ids that are contained
in the leaf pages only. MBRs are formed by the probability vectors. These vectors are
included with their actual values instead of p; notations. MBR boundaries describe the

nodes of the pdr-tree. These boundaries are determined by vector v =< vy, v9, v3..., vy >



in RN and v; is the maximum probability of item d; in any of the nodes indexed in the
children of the current page. Left internal node for instance contains the maximum
probabilities of di- dy and d3- dy pairs respectively. dy.v =< 0.4,0.3,0.3 >, dy.v =<
0.7,0.1,0.2 > and maximum values of these vectors are < 0.7,0.3,0.3 > which is also
the MBR boundary of their parent node. Uncertain attributes of the whole tree can
be calculated by this way in a bottom-up manner, starting from the leaf nodes up to
the root node. The pruning property of R-trees are maintained this way. If the MBR
boundary does not satisfy the incoming query for any of the internal nodes, then we can
assume that none of its children will qualify for the query. Also, the area of the MBR

can be calculated by using any of the distance functions described in Chapter 2.1.

To insert a new entry into a page, MBR information is updated first according to
the uncertain attribute. The subtrees of the page are investigated and the node which

ends up with the minimum area increase and most similar MBR is chosen.

Distributional similarity threshold query is implemented in pdr-trees in a straight-
forward manner. A depth-first search is carried out via pruning the MBR boundaries.
If the query has been satisfied for a given MBR, then the subtrees of that page are also
entered, otherwise the page is pruned out. When we go down to the leaf level, the pages

which qualifies for the query are included in the result set.

2.3. Authenticated Query Processing

Authentication has been studied before by Merkle et al. [8] and he proposed a
novel method called Merkle-Hash Tree (MH-Tree). This research is considered as the
fundamental work for a wide range of authentication methods and structures [6]. Merkle
B-Tree has been proposed by Marios et al. which is the combination of MH-Tree and
B-+tree [15]. Authentication also has been extended to spatial data domain by several
works recently [16, 17]. These researches are also important for the database outsourcing
literature because they enable the implementation of range query processing in a multi-

attribute environment.



Hash functions are essential to the authenticated query processing. A hash function
H can be described as easy to compute but difficult to invert. If H(z) = y then it is
easier to compute y with the given H and z, but very difficult to compute z with given
y and H [18, 19]. Also H should be able to compress a large input into a smaller and
fixed output size. H should also satisfy the following properties.

e H function should be applied to any size of arguments.

e H function should always produce a fixed size output in order to achieve concrete-
ness.

e Given z, it should be easy to compute H ().

e It should be computationally infeasible to find y # = such that H(z) = H(y).

e Given H and z, it should be computationally infeasible to compute y for H(z) = y.

In order to execute authentication, hash functions are vital in this manner. It is possible
to authenticate = by computing H(z) = y, considering the properties described above.
No other input can generate y value and even a large value of z can produce a small

fixed output of y. This is very crucial for the authentication of large amounts of data.

After hash functions are examined in detail, we continue with MH-Trees which
are the state-of-the-art indexing structures for the authentication literature. Figure 2.2

illustrates an example of the MH-Tree.

Hash values h; are computed as H(d;) such as hy = H(dy), ho = H(dy) etc. In-
ternal node hash values are computed by concatenating the child nodes’ hash values.

Concatenation operation is denoted as

“I”. For the given example h_q) = H(hi|he) =
H(H(dy)|H(d2)) and h_4y = H(hs|hs) = H(H(d3)|H(d4)). Finally the root node h, is
constructed as hi—sy = H(ha—2)|h-a)) = H((H(hy|h2))|(H (hs|hs))). While construct-

ing MH-Trees, recursive functions become very beneficial and efficient.

While executing the queries, the tree is being pruned out starting from the root.
If the query qualifies for the given node, then it goes one level down for the subtree,

otherwise hash value is included in the verification object. The traversing order is
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Figure 2.2. Merkle hash tree.

important in order to achieve a successful authentication, because concatenation is made
during the tree construction. Verification object should provide the hash values exactly
in the same order while the tree is being built. Only by this way we can provide the
same input into the hashing functions. Therefore, the tree is traversed in a depth-first

approach with preordering satisfied.

For the given query, assume that the result set only includes dy from Figure 2.2.
Arrows are included to show the path of the query from the root to the leaf. Algorithm
starts from the root node and qualifies for the left child node containing the hash value
h(i—9). After that, depth-first search encounters with h; and includes that value to the
VO, because result set does not contain d;. ds is included to VO later, and algorithm
finishes by adding h(3—4). The final state of VO = [[h, [ds]], h3—4)]. In the client side,

authentication will be done with the following computation:

H(VO) = H(H(h|H(d,))|hs-) (2.4)

H(VO) = H(H(h|ha)|hs) (2.5)
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H(VO) = H(ha-2)|h@3-4)) (2.6)

H(VO) = hy_a) (2.7)

Note that h(;_4) is equal to the h, which means authentication has been done successfully

at the client side.
2.4. k-Means Clustering

The last subject that should be mentioned here is k-means clustering [20], which is
also the essential part of our algorithm. Basically, clustering methods are unsupervised
machine learning techniques, but they can also be used as preprocessors for different
types of applications. The most common type of clustering methods are k-means clus-
tering and expectation-maximization algorithm [21]. For the sake of simplicity, we will

be concentrating on k-means clustering method.

Intuitively, this algorithm is trained to find out the k amount of points that rep-
resents data most. These data points are mean values (denoted as m,) of the clusters
relying under the data. In order to gather these mean values, an iterative approach
should be carried out to minimize the error. This reconstruction error is proportional
to the distance, ||d; — m,||. Before going into detail of the algorithm, the primitives of

this technique should be defined.

Reconstruction error can be calculated as follows:

=33 bl = m 28)

where:

bi{l if ||di — my|| = min||d; —myl||, 0 otherwise (2.9)
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bi are the labels for any point in the dataset. The idea here is to find the closest mean
value to the data item so we are looking for the m,value that minimizes the Euclidian
distance. The best m,, values are those that minimize the overall reconstruction er-
ror. Solving this optimization problem analytically via above equations is not feasible,
because both b’ and m, values are dependant on each other. That is why iterative
procedures are used for k-means clustering. First, m, values are randomly picked up
from the initial dataset. Then at each iteration the labels b are estimated. Once the
labels are set, total reconstruction error is minimized taking its derivative with respect

to m,,.

Zi bizdi
-5 (2.10)

My

When we calculate m,, values, we recompute b values according to the new mean
values, which is the start of second iteration. These two steps are repeated until m,,
values converge. After convergence, all the centers cover the underlying clusters of the
data. Figure 2.3 illustrates this algorithm in detail.

W

In this example, two different labels are denoted as dot character and plus

character “4+7. m,, values are shown as star characters “*”

. Initially, some random data
items are picked up as mean values. Here we have only two mean values which means in
the end we are going to have just two clusters. At each iteration m,, values are updated
and bl labels are re-estimated according to the updated means. At first, we had only
few data items labelled as dot “.” and most of the data were labelled as “+”. However,

at fourth iteration we can see that the amount of both labels are nearly balanced. The

pseudocode of k-means is given in Figure 2.4.

Each iteration consists of steps from two to nine. Our equations that are told before
are implemented in step four and step seven. In step four, b is updated according to
the m,, and in step seven, m,, values are updated with respect bi. As it is told before,

these iterations are performed until m,, values are converged.
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Figure 2.3. k-means clustering.



kmeans(k)

1.

2
3
4
)
6.
7
8
9

initialize m; values, where 1 = 1,2...k
while m; is not converged
for each d;
update b values with respect to m;
end-for
for each m;
my = b;,d; /0,
end-for

end-while

Figure 2.4. k-means algorithm.
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3. PH-TREE

3.1. Tree Structure

In this thesis, we are presenting a novel structure called Probabilistic Hash-Tree.
Basically PH-Tree is the combination of MH-Tree and pdr-Tree with a preprocessing
mechanism of clustering. This clustering algorithm also plays an essential role for the
tree creation. As it is mentioned before, the mean values gathered from clustering are
stored in the root node of the PH-Tree. Below figure shows an example of PH-tree and

its internal node structure.

In the figure the clouds represent the clusters and their corresponding sub PH-
Trees. These clusters are notated as Cq, Cq, C3, Cy respectively. However, due to the
window size problem, only C; and Cj are included in the figure. Each cluster is created
as a sub PH-Tree. Note that the root of these subtrees are not the same as the root of
the whole tree. Mean values of each cluster are notated as m, and stored in the root
node. These m, values are the output of k-means clustering algorithm. After all the
clusters are formed as a sub ph-tree and m,, values are included in the root, all subtrees

(clusters) are connected to the root node.

In PH-Tree, only leaf nodes hold the data, just like pdr-Tree and MH-Tree. Data
values are notated as d; and ¢ corresponds to the node index in the figure. Similarly
hash values are contained inside the leaf nodes with the notation of h;. We use Tiger
Hashing algorithm to compute h; = H(d;). Probability values are stored within p; ;
variables. These probability vectors also determine the MBR of that node.

Internal nodes only contain MBRs, hash values and pointers. In order to evaluate
the probability values of an internal node, we look at the maximum values of the child
nodes. For the given example, we look for the child p;; values and the retrieve the
maximum of them to find the value of pg;. All the probabilities up to the root are

evaluated by this way. This ensures that if the query ¢ does not qualify for the given
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Figure 3.1. Probabilistic hash tree.

MBR, then it will also not qualify for the child nodes” MBR [7].

Hash values of internal nodes are computed similar to the MH-Tree computation.
All the binary hash strings in the child nodes are concatenated in a breadth-first manner
and re-hashed. E.g., h_3y = H(hi]ha|hs) where “|” is the concatenation. Similarly,
ha—sy = H(ha|hs) and h(—5 = H(ha—g)|hu—s)).

3.2. Range Query Algorithm

The query processing algorithm in PH-Tree differs slightly from the other methods.

The algorithm has been modified according to the tree structure based on clustering.

RangeQueryRoot Algorithm processes the incoming query ¢ by calculating the
Kullback-Leibler divergence with the mean values [22]. The least divergent subtree is
the nearest cluster to the q. Then we call the recursive RangeQuery function to go
deeper into the tree and extract the result set inside this cluster. Other subtrees’ hash
values are included in the VO since we know that they do not hold any data item inside
of the result set. This is the key part of our method. Obsolete entries in the verification

object are eliminated at the beginning. We do not let RangeQuery algorithm to go into



RangeQueryRoot(Query ¢)

1
2
3
4
D.
6
7
8
9

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.

for each child N; of root
d = KL(q,m;) // Kullback Leibler Divergence, m; is mean value of N;
if ( d < SmallestDistance)
SmallestDistance = d
ClosestNode = N;
ClosestNodelndex = ¢

end-if
end-for
1=0

while (¢ < ClosestNodelndex)
N; = it child of root
Append h; to VO // h; is hash value of N;
end-while
Append “(” to VO
RangeQuery (g, ClosestNode)
Append “)” to VO
i = ClosestNodelndex
while (¢ < SizeOfRoot) // until we reach the last child of root node
N; = i** child of root
Append h; to VO // Again this is the hash value of N;

end-while

Figure 3.2. Range query root algorithm.
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any unnecessary subtrees at the root level. There are two distinct advantages of this
method. (i) Decreases the VO size significantly, (ii) Improves verification time at the

client side. The results of the experiments also validate our arguments.

The order of the concatenated hash bytes is important so we explain it with an
example. Suppose that we have four different clusters Cy, Cs, (3, C; consecutively and
(3 (also N3) contains the result set. First, we must include the hash values of Ny, Ny
into the VO then we call the RangeQuery(Ns, VO). After VO is updated inside of

RangeQuery procedure, we should include the final item in VO, hash value of Ny.

“” and “)” characters have also been appended to the VO. These markers tell
the client that query goes one level down or up respectively. This is very useful for

authentication because client is informed when the hash function must be called.

RangeQuery algorithm is called when the right cluster is found for the query ¢. If
MBR boundary qualifies for ¢, either it goes one level down or includes the result set

item in VO. Otherwise hash value is included into the VO.

Threshold 7 also plays an essential role here. It determines the objects in the result
set. If we increase 7 too much then we have the risk of having too many items in result
set. More than one clusters should be pruned in this situation. If 7 is over-decreased
then we can end up having only few or no items in the result set. 7 should be fine tuned

with experiments to get the optimum results.

3.3. Root Authentication

Figure 3.4 illustrates the authentication in the client side. The hash value com-

puted with the verification object should match the given A, to verify both soundness.

Basically, there are no radical changes in the authentication procedure. The hash-

W

ing is done after the character appears in the VO. Otherwise it is concatenated to

the hash string. If the entry is “+” character, then RootAuthentication is called again



RangeQuery(Query ¢, Node N)

1.
2.

L ® N o

11.
12.
13.
14.
15.
16.
17.
18.
19.

if N is leaf node
for each child node C; of N
if < Cy.p, ¢ >>< 7 // C;.p is probability vector of C;
// 7 is predefined threshold
Append C;.d to the VO // C;.d is the data item in C;
else
Append C;.h to the VO // C;.h is the hash value in C;
end-if
end-for
else
for each child node C; of N
ift<<Cip, g >< 1
Append “(” to VO
RangeQuery(q, C;)
Append “)” to VO
else
Append C;.h to the VO
end-if
end-for

end-if

Figure 3.3. Range query algorithm.
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RootAuthentication(VerificationObject VO)

1. h. =null // concatenated hash values will be stored in this variable
2. while VO is not empty

3. Entry e; = next entry in VO

4. if (e; is data item)

5. he = h|H(e;) // “|” denotes concatenation operator

6. if (e; is hash value)

7. he = hele;

8. if (e; is “+7) // “+7 query goes one level down here

9. he = he| RootAuthentication(V O) // returns hash value
10. if (e; is “-7) // “” query goes one level up here

11. break

12. end-if

13. return H(h,)

Figure 3.4. Root authentication algorithm.

to enable recursion inside the VO.

Proof 3.1: Assume that a data item d is bogus or modified in the result set.
Because the hash-function is collision-resistant and d is used by RootAuthentication
algorithm, the recomputed value of hy.or will be the different than the one in DO and it

cannot be verified by the client side.
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4. EXPERIMENTS & RESULTS

We have tested our algorithms by using a synthetic dataset and real dataset. The
programming language used in the implementation is Java 1.6 and experiments are
performed on a 2.1GHZ dual processor machine with a 2GB physical memory. Page size
has been fixed to 8KB in all of the experiments. Additionally, we gained benefit from
GNU Crypto which is a free cryptography library written in Java [23]. It enabled us to

implement Tiger Hashing in range query and authentication algorithms.

Synthetic Data contains probability values generated from a uniform distribution.
There are only two uncertain attributes in this dataset. Data fields are also randomly
generated as 100 byte strings. Note that the focus of this work is the authentication
part, so the relations between the data are not evaluated in the experiments. The

cardinalities of this dataset are 10000, 20000, 30000, 40000 and 50000 respectively.

Adult is a real dataset that has been taken from UCI Machine Learning Repository
[10]. This dataset has been created for classification purposes and cited in various papers.
The attributes of Adult are 14 different social attributes such as age, workclass, race,
sex, native-country etc. and the associated task is to predict whether the income of a
person exceeds $50K income per year based on census data. In this experiments, we
are not interested in predictive methods, however we have to somehow introduce the
uncertainty in the data. Since the income itself is not a certain attribute, posterior
probabilities are calculated according to the prior attributes. We have chosen ADTree
[24] to estimate these probabilities, because ADTree is very useful and efficient when the
data contains both continuous and discrete attributes. Weka Data Mining Software [25]
is used during the implementation of ADTree. The cardinalities of the adult dataset in

the experiments are defined as 5000, 10000, 15000, 20000 and 25000 respectively.

We have compared our method with MR-Trees, which is another multi attribute
R-tree variant authentication technique. The difference between MR-Tree and PH-Tree

is that MR-Tree is based on spatial data while PH-Tree concentrates on uncertain data.
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Another important notion here is optimization of £ in clustering. Since it is a
hyperparameter, repeating the experiments with different values of k is the best way
to find the optimum value. Each dataset may have different underlying distributions
so it has been optimized for both of the datasets. Adult has an optimum of 12 as k
and synthetic dataset has an optimum of 30. Because of the uniform distribution of the

synthetic data, it is very normal to see a large k for this dataset.

4.1. Verification Object Size

Figure 4.1 shows the results of our experiments in terms of VO size. It can be easily
seen that PH-Tree outperforms MR-Tree. Because of the clustering mechanism used in
PH-Trees, we have been able pre-eliminate the obsolete entries in the VO. Another
important detail in this figure is that the slope (tangent) of PH-Tree line is smaller
than MR-tree line. By this argument, we can deduce that if we increase the dataset

cardinality, then the difference between PH-Tree and MR-Tree in terms of VO size will

1mcrease.
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Figure 4.1. VO size.
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4.2. Verification Time

Here, we have compared the results of MR-Tree and PH-Tree in terms of verifica-
tion time at the client side. We are expecting the results to be in parallel with the VO
size and Figure 4.2 proves our assumption. The advantage of smaller VO size makes it
easier to authenticate the data for the client. The only difference between PH-Tree and
MR-Tree in this comparison is the VO size, so Figure 4.1 is very similar to the Figure
4.2. PH-Tree again outperforms MR-Tree and it is becoming much more evident when
the dataset cardinality increases for both synthetic and real data. Recall that the most
important criteria for the authentication methods were VO size and verification time,
because they were related with the client side. Up to this time, we have successfully

demonstrated that PH-Tree works better than MR-Tree for the client.
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Figure 4.2. Verification time.

4.3. Query Processing Time

Figure 4.3 illustrates the query processing time for these two methods. Actually
querying tests highly depend on the given dataset so we had to repeat the queries with
different values and take the average of the total cost. In terms of query processing
time, PH-Trees work better than MR-Trees which is an important criterion for the
database service provider. The growth of the query cost does not change by the dataset
cardinality for both of the algorithms. Nevertheless, PH-Tree query processing always

works more efficiently than MR-Tree’s.
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Figure 4.3. Query cost.

4.4. Tree Construction Time

Finally, Figure 4.4 investigates the tree construction time of these two methods.
This metric includes both the time to create the initial tree and the time to compute
the hash values of the nodes. It can be clearly seen that total construction time is expo-
nential to the dataset cardinality. While building the initial PH-Tree, we have divided
the whole dataset into k amount of clusters. By this way, we have constructed smaller
sub PH-Trees instead of one big PH-Tree which reduces the total cost significantly. For
smaller data cardinalities, both algorithms have similar efficiencies. When we increase
the data cardinality, there is a huge increase on the cost of MR-Tree because of the
exponentiality. PH-Trees also grow exponentially but they are not as vulnerable as

MR-Trees, because PH-Trees never start constructing the whole dataset.
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Figure 4.4. Tree construction time.
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5. CONCLUSION & FUTURE WORK

In this work, we have proposed a novel ADS called PH-Tree for outsourced prob-
abilistic databases which hasn’t been covered before. In order to achieve this, we have
created a hybrid of pdr-Tree and MH-Tree structures. A similar approach called MR-
Trees do not work well on uncertain data. For this reason, we have embedded clustering

mechanism into our algorithm. By including the k-means clustering, final structure of

PH-Tree has been formed.

Three criteria are very important for the ADSs. These are query cost, verification
object size and verification time. We have built our experiments on both synthetic and
real data and showed that PH-Tree outperforms MR-Tree in all of the three criteria.
Especially in terms of VO size and verification time, PH-Tree works much better than
MR-Tree because the growth of these metrics by the dataset cardinality is smaller. As
we increase the dataset size, the difference between the two methods becomes significant.
Note that these two criteria are the ones that effect the client side. Additionally, we
have also measured the tree construction time for DSP and showed that there is also

significant difference between MR-Tree and PH-Tree in that metric.

The most vital future work will be changing the index structure for probabilistic
data. pdr-Trees assume that the underlying uncertain data are independent. This work
can be extended to the correlated data and include junction trees instead of pdr-Trees.
Keep in mind that junction trees are more complex than pdr-Trees so authentication

within them will not be an easy task to do.

The underlying clustering mechanism can also be improved. The weakness of k-
means is that we pre-define the k£ value before executing the algorithm. Leader cluster
algorithm [26], which is also a clustering variant, defines the k£ value dynamically. By
this way we can predefine the number of subtrees more efficiently than the proposed

fine-tuning.
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Another idea about clustering would be changing the algorithm completely. We
have used k-means clustering, the most prominent method for unsupervised learning.
The research can be improved by also trying the expectation-maximization (EM) algo-

rithm which uses Mahalanobis distance instead of the Euclidian distance.
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