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ABSTRACT

RFID ENHANCED WIRELESS SENSOR NETWORKS
FOR HEALTHCARE MONITORING

Becoming mature enough to be used for improving the quality of life, wireless
sensor network technologies are considered as one of the key research areas in com-
puter engineering and healthcare application industries. In-home pervasive healthcare
systems provide rich contextual information and alerting mechanisms against odd con-
ditions with continuous monitoring. This minimizes the need for caregivers and help
the chronically ill and elderly to survive an independent life, besides provides quality
care for the babies and little children whose both parents have to work. In this thesis,
we designed an indoor monitoring environment, namely WeCare, and showed the appli-
cability of multi-modal sensor network technologies on healthcare monitoring. Besides,
we performed several simulations on the capabilities of the Video Sensor Networks for
healthcare monitoring in an outdoor setting. The results exhibit that their capabilities
are limited. Therefore, reducing the number of the frames carried by the network is
the primary objective. For this reason, we proposed several enhancements for reducing

the traffic load on the network for better performance.

RFID is a very mature technology that has already been used in many areas. The
RFID enhanced Video Sensor Networks reduces the network traffic load. Moreover,
the proximity of the healthcare professionals who are also moving in the surveillance
is also used as a frame reduction mechanism. Finally, for assuring the reporting of the
emergency events in low latencies, we propose a queueing mechanism and evaluated its

performance through simulations.
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OZET

SAGLIK GOZETIMI ICIN RFID DESTEKLI TELSIZ
ALGILAYICI AGLAR

Yasam kalitesini iyilestirmede kullanilabilecek seviyeye gelen kablosuz telsiz ag
teknolojileri, bilgisayar ve saglik uygulamalar1 sektorlerinde onemli bir aragtirma alani
haline gelmistir. Ev ici yaygin saglik sistemleri, siirekli izleme sayesinde, zengin igeriksel
bilgi saglama yaninda, uyar1 diizenekleri ile olasi siradigi durumlar: tespit edebilmek-
tedir. Bu durum, yash ve hastalarin bakicilara olan bagimliliklarini en aza indirmenin
yani sira, ebeveynleri calismak durumunda olan kiiciik ¢ocuklar ve bebekler icin de
daha kaliteli bir bakima olanak vermektedir. Bu tezde, ¢ok kipli algilayicilardan olugan
aglarin saglik gozetimi uygulamalarinda uygulanabilirligini gostermek icin WeCare
isimli bir izleme ortami yarattik. Bunun yaninda, video algilayici aglarin, acik alan-
lardaki saglik gbzetimi uygulamalarinda kullanilabilme yeterliklerini benzetim yoluyla
sinadik. Sonuclar video algilayici aglarin kabiliyetlerinin sinirlhi oldugunu gostermektedir.
Bu nedenle, agda olusturulan video cercevelerinin sayisini azaltmak onem kazanmak-
tadir. Agdaki trafik yogunlugunu azaltarak basarimi iyilestirmek icin cesitli iyilegtirmeler

onerilmigtir.

RFID bircok alanda kullanilan olgunlagmig bir teknolojidir. Video algilayici
aglarin RFID tarafindan geligtirilmesi agdaki trafik yogunlugunu azaltmak icin kul-
lanilmigtir.  Bununla birlikte, gozetim alaninda bulunan saglik gorevlilerinin hasta-
lara yakinligi da video cerceve sayisini azaltmak igin kullanilan teknikler arasindadir.
Son olarak, aciliyet gerektiren durumlarda iiretilen video cergevelerini hizli ve giivenilir
sekilde ulagtirmak ic¢in bir kuyruklama yontemi onerilmis ve bagarimi benzetim yoluyla

degerlendirilmigtir.
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1. INTRODUCTION

Wireless Sensor Network (WSN) technologies have the potential to change the
way of living with many applications in entertainment, travel, retail, industry, medicine,
care of the dependent people, and emergency management and many other areas [1].
Wireless sensors and sensor networks, pervasive computing, and artificial intelligence
research together have built the interdisciplinary concept of Ambient Intelligence (AmlI)
in order to overcome the challenges we face in everyday life [2]. One of the major chal-
lenges of the world for the last decades has been the continuous elderly population
increase in the developed countries. Population Reference Bureau [3] forecasts that
in the next 20 years, the 65-and-over population in the developed countries will be
nearly 20 per cent of the overall population. Hence the need of delivering quality care
to a rapidly growing population of elderly while reducing the healthcare costs is an
important issue [4]. One promising application in that area is the integration of sens-
ing and consumer electronics technologies which would allow people to be constantly
monitored [5-7]. In-home pervasive networks may assist residents and their caregivers
by providing continuous medical monitoring, memory enhancement, control of home
appliances, medical data access, and emergency communication [8,9]. Constant mon-
itoring will increase early detection of emergency conditions and diseases for at risk
patients and also provide wide range of healthcare services for people with various de-
grees of cognitive and physical disabilities [10]. Not only the elderly and chronically ill
but also the families in which both parents have to work will derive benefit from these

systems for delivering high quality care services for their babies and little children.

The importance of integrating large-scale wireless telecommunication technolo-
gies such as Global System for Mobile Communications (GSM), Wi-Fi Mesh (IEEE
802.11s), and Worldwide Interoperability for Microwave Access (WiMAX), with tele-
medicine has already been addressed by many researchers. Further improvements will
be achieved by the coexistence of small-scale personal area technologies like Radio
Frequency Identification (RFID), Bluetooth (IEEE 802.15.1), ZigBee (IEEE 802.15.4),

and wireless sensor networks, together with large-scale wireless networks to provide



context-aware applications [11]. Besides providing pervasiveness with existing and rel-
atively more mature wireless network technologies, the development of unobtrusive
small sensor devices enabling not only accurate information but also reliable data de-
livery is of great importance. Moreover, the glue combining all these technologies is
the application, that is the coordinator between the caregivers and the caretakers and
between the sensor devices and all of the actors in the overall system cycle. Since
the application is the core of the high quality healthcare service concept, the need for

intelligent, context-aware healthcare applications will be increased.

In this thesis, we propose an architecture for an intelligent healthcare monitor-
ing system that integrates not only different sensing modalities but also several large
scale networking technologies like the Internet and GSM in order to deliver a seamless
healthcare monitoring service for especially the elderly and the children. We also built
Wireless Enhanced Healthcare (WeCare) testbed using the proposed architecture and
evaluated its applicability. In the testbed implementation, we build a small house with
three rooms in a 55m? laboratory room. The emplaced wireless sensors and wireless IP
cameras and active RFID tags enable us to remotely monitor the house at any time.
Moreover, with preconfigured alarm definitions, the system is also capable of identifying
odd conditions in the house and produce GSM Short Message Service (SMS) messages
and e-mail notifications for the caregivers. In this way, WeCare enables elderly people
with cognitive or physiological disabilities to survive an independent life while enjoying
the comfort of continuous monitoring against emergency situations. WeCare also helps
parents both of which have to work during long hours. At any time and place, they can
monitor their homes through live video. The user-defined alarm generation mechanism
enables them to personalize the events they want to be notified about. For example,
the baby’s being awake between 14 : 00 — 16 : 00 hours during the day or the baby’s
sleeping all day may indicate some problems for some parents while others may be
worried about the caregivers’ watching too much television and not caring about the
child. Finally, WeCare can also be used for house monitoring when nobody is present
with the help of embedded wireless sensors. The fire or burglar alarms may be set for

such monitoring.



While continuous in-house monitoring will pose many benefits on futuristic health-
care monitoring scenarios, there are cases where indoor monitoring is not sufficient.
When the elderly who are susceptible to sudden falls or the patients recovering from
an operation in a nursing home or hospital are considered, the continuous monitoring
in indoor places will not be sufficient for surviving an independent life. They should
be able to move around the nursing home’s or hospital’s garden freely while being
monitored. However, setting up a monitoring environment for outdoors is not easy
and sometimes impossible. Wireless sensor networks can also be the remedy in that
case. With the advances in Complementary Metal Oxide Semiconductor (CMOS) cam-
eras and availability of low-cost hardware have led to the emergence of Video Sensor
Networks (VSNs). These camera-equipped sensors are capable of generating and relay-
ing video streams. Generally, VSNs operate in an event-triggered mode. Nodes start
producing video frames as soon as they detect a target within the sensing radius and
the Field of View (FoV) and continue producing video frames as long as the target is
within the range as shown in Figure 1.1. The number of frames produced is a function
of the target residence time inside the coverage area and the camera frame rate. The
residence time depends on the target speed, V, and the path length, D4p, covered
inside the FoV.

Image Sensor

Figure 1.1. Representation of video sensor nodes’ event detection

The increased traffic volume in VSNs pose significant challenges for successful

arrival of the video frames at the sink. During wireless communication, environmental



noise and packet collisions lead to packet errors frequently. In critical applications such
as healthcare monitoring, these challenges must be addressed carefully. The successful
arrival of most of the frames and within a tolerable amount of latency are the main
issues for such applications. On the other hand, VSNs for healthcare monitoring are
intended to track and monitor only the targeted patients or residents within the surveil-
lance area. Therefore, the traffic caused by other people, animals or objects moving in
the same area should be suppressed. We propose the use of small inexpensive RFID
tags for this purpose. This is accomplished via enhancing the triggering mechanism of
video sensor nodes with RFID readers as in the case of SkyeRead M1-Mini [12] which
is a low-profile RFID device that reads and writes industry standard 13.56 M Hz RFID
tags. This RFID reader can also be connected to Crossbow’s MICA2DOT mote [13].
With the use of similar technology VSNs can be improved so that they only produce

frames only for the intended targets.

RFID is a very mature technology and has been used in many areas such as
electronic article surveillance,access control and inventory tracking systems. An RFID
system has two components an RFID reader and an RFID tag. The RFID reader is the
transmitter that uses an external power source to generate the signal that activates the
reader’s antenna and creates the appropriate radio wave. When this radio received by
an RFID tag, some of the energy is reflected by the tag in a particular way depending
on the identity of the tag. The RFID reader also acts as a radio receiver, so that it can
detect and decode the reflected signal in order to identify the tag. An RFID system is
asymmetric, i.e., the reader is big, expensive and power consuming whereas the RFID

tag is small, inexpensive and can be activated by small power [14].

The RFID technologies can be classified according to the tags’ operation in the

following way:

e Passive tag RFID systems do not require any power source at the tag. The tag
uses the energy of the radio wave to power its operation. This results in the
lowest tag cost, but at the expense of performance.

e Semi-passive tag RFID systems use a battery in order to achieve better perfor-



mance in terms of operating range. The battery is used for operating the internal
circuitry of the tag during communication, but is not used to generate radio
waves.

e Active tag systems use batteries for their entire operation, and can therefore

generate radio waves proactively, even in the absence of an RFID reader.

The RFIDs can also be grouped according to their operating principals [15].

e Near-field RFID : works by induction at Low Frequency (LF) and High Frequency
(HF) bands. This is the most widely used approach for implementing a passive
RFID system.

e Far-field RFID : They operate in the Ultra High Frequency (UHF) and mi-
crowaves frequency bands. They make use of propagating electromagnetic waves
for operation. A typical far-field reader can successfully interrogate tags three

meters away

In our outdoor monitoring application, an active RFID system operating in the
UHF range will provide the necessary function. Additionally, RFID and sensor hard-
ware convergence, which has already been realized in end-products [16,17], enables the
use of RFID enabled sensors. When VSNs are improved with these additional sensing
mechanisms, not only video frames but also physiological information will be of much
importance. Furthermore, with the help of extra sensors, the emergency situations such
as high blood pressure or high body temperature can be sensed and reported together
with the video frames as in the case of indoor monitoring. These frames also contain
life-critical information, therefore, we propose an emergency based queueing mecha-
nism for the emergency video frames in multi-hop VSNs. With this feature, the video
frames that contain emergency situation identifier are given priority over those that
are not emergent. The video frames containing healthcare information help identifying

the situation better and taking the required actions quickly.

Without VSNs, the realization of this outdoor healthcare monitoring scenario

would only be possible under the supervision healthcare professionals. However, this



would be an infeasible solution for large amount of residents. VSNs for outdoor health-
care monitoring then can be used in conjunction with the supervision of healthcare
professionals for further improving the performance of the healthcare monitoring sys-
tem. The main motivation behind this scheme is to provide the optimal use of the

scarce resources like healthcare professionals and network bandwidth.

The organization of this theses is as follows: In the second section of the thesis,
we present the key issues that must be taken into consideration while designing perva-
sive healthcare monitoring systems, provide a detailed literature survey on the existing
healthcare monitoring applications using WSNs and RFID. We also discuss benefits of
these pervasive healthcare monitoring systems and design challenges. The third section
is dedicated to the architecture and design description and implementation details of
WeCare. In the fourth section, we extend the indoor healthcare monitoring system to
the outdoors. We evaluate the performance of VSNs using RFID for healthcare moni-
toring in a nursing home or hospital garden setting by Operations Network (OPNET)
simulations. The traffic load reduction by using RFID is proposed and evaluated. We
also propose emergency frame based queueing for VSNs and explore the ways of fur-
ther improving the performance of VSNs for efficient healthcare monitoring with the
reduced number of healthcare professionals. In the last section, the conclusions are

presented and some future works on the thesis is suggested.



2. WIRELESS SENSOR AND RFID NETWORKS FOR
HEALTHCARE

2.1. Key Issues For Healthcare Monitoring Systems

The medical applications of wireless sensor networks aim to improve the existing
healthcare and monitoring services especially for the elderly, children and chronically
ill. There are several prototypes as well as commercially available products. When
several applications are investigated, it is observed that these applications have common
properties. Most of the existing solutions include one or more types of sensors carried
by the patient, forming a Body Area Network (BAN), and one or more types of sensors
deployed in the environment forming a Personal Area Network (PAN). These two are
connected to a backbone network via a gateway node. At the application level, the
healthcare professionals or other caregivers can monitor the vital health information of
the patient in real-time via a Graphical User Interface (GUI). The emergency situations
produce alerts by the application and these alerts and other health status information
can be reached via mobile devices like laptop computers, Personal Digital Assistants
(PDAs) and smart phones. The overview of a simple wireless sensor network application
scenario is depicted in Figure 2.1. Based on this observation, in a typical scenario, there

are four different categories of actors.

e Children: this group consists of young people who are not capable of taking care
of themselves like babies, infants, toddlers or those who are more grown-up but
still needed to be constantly monitored.

e Elderly and Chronically Ill: this group includes the chronically ill people who have
cognitive difficulties or other medical disorders related with heart, respiration, etc.
and the elderly people who also may have these symptoms, besides, who are more
susceptible to sudden falls.

e Caregivers: this group is comprised of the parents and the baby-sitters of the

children group and also the caregivers and other care network of the elderly and
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the chronically ill.

e Healthcare Professionals: these are the professional caregivers like physicians and
other medical staff who are responsible from the constant health status monitor-
ing of the elderly and the chronically ill people and are capable of giving the

immediate response in case of an emergency situation.

These groups of actors constantly interact with the wireless sensor network health-
care systems by using different subsystems. There are five subsystems in such a sce-
nario: (i) Body Area Network Subsystem, (ii) Personal Area Network Subsystem, (iii)
Gateway to the Wide Area Networks, (iv) Wide Area Networks, and (v) End-user
healthcare monitoring application. In Table 2.1, the key issues of these subsystems are

provided.

2.1.1. Body Area Network Subsystem

The Body Area Network Subsystem is the ad-hoc sensor network and tags that
the children and the elderly carry on their body. The RFID tags, ElectroCardioGram
(ECG) sensors, and accelerometers worn by the patient, are example components of
the body area network. One of the main issues about the BAN is the power consump-

tion, since changing the batteries is a burdensome task. Because of this, development



Table 2.1. The key issues of pervasive healthcare monitoring systems

Subsystem

Issue

Body Area Network Subsystem

Power consumption

Transmission power of the sensors
Unobtrusiveness

Portability

Real-time availability

Reliable communications
Multi-hop routing

Security

Personal Area Network Subsystem

Energy efficiency
Scalability

Self-organization between the nodes

Gateway to the Wide Area Networks

Security and privacy

Congestion prevention

Wide Area Networks

Data rate

Reliable communication protocols

End-user healthcare

monitoring application

Security and privacy
Reliability

User-friendliness

Middleware design

Scalability and interoperability

Context-awareness

of energy efficient Medium Access Control (MAC) protocols and energy efficient sensor

devices are critical [18]. The study in [19] has shown that the technologies like Blue-

tooth and Wi-Fi (Wireless Fidelity) fail to provide support for energy efficient systems

since they can only offer one or two weeks runtime on a small energy source like a coin

battery. The proper use of the wireless communication channels during routing ensure

energy efficiency [20,21]. Moreover, by using very low power Pyroelectric Infra Red

(PIR) sensors as in [22], a simple yet efficient remote monitoring application can be

developed.
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Another important issue is the output transmission power of the sensors. The
output power must be kept minimal for health issues which may lead to coverage and
communication problems. The study presented in [23] investigates the bioeffects caused
by radio frequency transmission of sensor nodes, including thermal and athermal effects

and a control algorithm to reduce the bioeffects is proposed.

Unobtrusiveness and portability are other challenges for the physical design of
such sensors, since the patients have to wear the BAN devices all the time and mobility
reduction is not acceptable. The sensor devices must be designed with the aim of
providing the highest degree of mobility for the patients [24], which necessitates the
integration of several network technologies like RFID and Near Field Communication
(NFC) as proposed in [25]. In [26], a smart shirt which measures ECG and acceleration
signals continuously and transmits the physiological ECG data and physical activity
data to IEEE 802.15.4 ad-hoc network. The shirt consists of sensors for continuous
monitoring the health data and conductive fabrics to get the body signal as electrodes.
The study in [27] also makes use of ZigBee and mobile phone for ECG and blood
glucose measurement. In a similar study [28], a sensor that can be integrated into
clothing is designed to measure biochemical changes in sweat which may indicate some
health related problems. The study has shown that the sensor has the potential to

record real-time variations in sweat during exercise.

The real-time availability and reliable communications of the system is a further
major issue since the data gathered by this system may be critical as in [29]. Nyan et al.
have designed a wearable fall detection system that can detect the falls with an average
lead-time of 700ms before the incident occurs, with no false alarms. Varshney [30]
proposes a framework for high levels of reliability and low delays. The performance
results show that reliable message delivery and low monitoring delays can be achieved

by using multicast or broadcast-based routing schemes in an ad-hoc network.

Additionally, designing multi-hop systems are of great importance. As in [31],
continuous monitoring of the patient’s ECG without range limit due to the extended

communication coverage by multi-hop wireless connectivity, is one of the basic needs
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for such critical applications. There is also ongoing research effort on designing MAC

schemes to meet the Quality of Service (QoS) requirements of emergency traffic [32].

Finally, security issues also need to be considered since the physiological data of
the individuals is highly confidential. In [33], the authors design a physiological sig-
nal based entity authentication scheme. The information extracted from physiological
signals is used to generate identity information for mutual authentication. The pro-
posed scheme allows the secure identity verification during wireless link setup process.
In [34], a secure key establishment and authentication algorithm is used for transmit-
ting medical data from body sensors like ECG sensors to a handheld device of mobile

patient.

2.1.2. Personal Area Network Subsystem

This subsystem is composed of environmental sensors deployed around and mobile
or nomadic devices that belong to the patient. The environmental sensors like RFID
readers, video cameras, or sound, pressure, temperature, luminosity, and humidity
sensors help providing rich contextual information about the people to be monitored.
Location tracking can also be achieved by this subsystem. The smart appliances that
are capable of communicating with other devices and taking actions can be included

in the system.

In [35], a wireless “Personal Assistant” device that supports communications with
three different medical devices, namely a glucometer, an insulin pump and a continuous
glucose sensor, is presented. With the help of the patient’s PDA device, medical devices
can be controlled and context-awareness with a user-friendly interface is provided to
the patient. Keeping the design modular, scalability, and allowing the easy integration

of new functionalities are key issues here.

RFID tagged objects are also significant for this subsystem. They can convey
detailed contextual information by mature and widely used RFID technology that

can also support battery-free operation with the help of inexpensive tags. However,
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although a tag may be present, it may not necessarily be visible to the tag reader due
to blocking by an impenetrable object [36]. Efficient algorithms for locating RFID
tagged objects through appropriate data collection and preventing data interference is

needed.

The energy efficiency of the MAC layer is another important issue. In [37], a MAC
protocol is proposed which aims to improve energy efficiency by giving emphasis in the
prevention of main energy consumption sources, such as collision, idle listening and
power outspending. Also in [38] a variable control system is proposed to optimize the
measurement resolution thus saving power. The higher resolutions of sensor devices
will consume more energy. By using this system, the users can set the resolutions
flexibly in any situation that they want to change the measurement resolution. In
their experiments, the Signal-to-Noise Ratio (SNR) of ECG can be promoted from
25dB to 73dB when extraordinary ECG signal occurs.

The self-organization between the nodes are also essential. In miTag system [39],
the data collected from a self-organizing wireless network of sensors that operate in
mesh mode is relayed to the Internet. By making use of mesh mode operation and
distributed processing, the system can be used during serious disaster conditions by
deploying repeaters quickly and providing easily extendible coverage. In [40], a self-

organizing distributed scheme is proposed for recognition of the activities of the people.

2.1.3. Gateway to the Wide Area Networks

The gateway subsystem is responsible from connecting the BAN and PAN sub-
systems to the Wide Area Networks (WANs). The gateway can be a mobile device
carried by the user like a PDA or a smart phone, or a sensor node deployed in the envi-
ronment as well as a laptop computer or a server computer. The main function of the
gateway subsystem is to provide the connection between the ad-hoc sensor networks
to the infrastructure based WANs. Because of this property, the gateway subsystem
can easily become the weakest link of the overall scenario. Therefore, local processing

capability at the BAN and PAN subsystems, that has a great impact on the gateway
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subsystem, prevents network congestion by reducing the amount of the transferred
data. The study in [41], focuses on this issue by collecting the ECG data coming from
the sensor and processing the data on the cell phone locally before sending. In [42],
context-awareness provides the capability of selecting the suitable network interface for

the data transfer.

Privacy and security issues also need to be handled by the gateway subsystem.
The security needs for this subsystem include verifying the correct identity of the
source and not modifying the patient data, except for aggregation or other defined
transformations [43]. The security scheme proposed in [44] employs a session key
buffer to defeat gateway attacks. The delay between receiving the new session key and
using it helps identifying the gateway compromise. The scheme also propose solutions

to the man-in-the-middle attacks, session key and fake data injection.

2.1.4. Wide Area Networks for Healthcare Applications

For a remote monitoring and tracking scenario, a network infrastructure is in-
evitable. The gateway can relay information to one or more network system depending
on the application. The examples of network systems can vary from cellular networks
to ordinary telephone network or from satellite networks to the Internet. These wide
area networks have their own issues and properties independent of the healthcare ap-
plication. While the the data rate and reliable communication protocols for wide area
networks advance, the ubiquitous healthcare applications will also benefit from it. The
new and existing broadband networking technologies are needed to be integrated into
the pervasive healthcare solutions in order to provide coverage as large as the global
scale. In Table 2.2 [45], the characteristics of the candidate wireless connectivity and

mobile networking technologies are provided.

2.1.5. End-user Healthcare Monitoring Application

The application is at the heart of the system at which the collected data is

interpreted and required actions are triggered. The application has a processing part
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Table 2.2. Wireless connection technology candidates for pervasive health systems

Technology Data rate Cell Radius
IEEE 802.11g/WiFi 54 Mbps 50 — 60m
IEEE 802.11n/WiFi 540M bps 50 — 60m
ETSI HiperLAN/2 54 Mbps 50 — 60m

IEEE 802.16/WiMAX

IEEE 802.16e/WiMAX

ETSI HiperACCESS
ETSI HiperMAN
WiBro

HAP

IEEE 802.20

IEEE 802.22
Satellite (GEO)

Satellite (MEO)

Satellite (LEO)

36 — 135Mbps for LOS,
75Mbps for NLOS
30Mbps

25 — 100Mbps

25Mbps

18 Mbps

Varies

16 M bps

18 Mbps

Up to a few Gbps

Up to a few Mbps

Up to a few Mbps

Up to 70 — 80km

Up to 70 — 80km
1.8 — 2.5km

2 —4km

1km

Varies

> 15km

40km

Four satellites give
global coverage
11 satellites give
global coverage

Varies

and a graphical user interface part. The processing part performs the reasoning with

some signal processing algorithms to understand a distorted cardiac signal for example,

and with machine learning algorithms to identify an unexpected situation from an

image or video. The graphical user interface is used for real-time monitoring of the

vital sign information together with an alerting mechanism in case of an emergency.

The application should also provide an interface for the definition and configuration of

the system’s overall behavior. What kind of alarms will be generated and via which

network the messages will be delivered and who the intended users are examples of the

application configuration. In such a system, most of the issues mentioned for other

subsystems are also relevant along with the issues explained in the following sections.
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2.1.5.1. Security and privacy. Security and privacy must be ensured throughout the

healthcare application scenario. Therefore, end-to-end security mechanisms are still
needed. The application must guarantee a well defined degree of privacy with precisely
formulated and verified rules [46]. The patients’ health information must be assured

to be viewed by the authorized parties.

2.1.5.2. Reliability. The application is also guaranteed to be reliable. In [47], the au-

thors classify the issues of reliability into three main categories: reliable data measure-
ment, reliable data communication, and reliable data analysis. Although the reliable
data measurement and communication issues belong to the BAN and PAN subsystems,
they are essential for the reliable data analysis at the application layer. They propose
an architecture for handling data cleaning, data fusion, and context and knowledge
generation for reliable data analysis. Furthermore, the system should proved to be do-
ing the job it was designed to accomplish. Faulty system components and exceptions

must not result in system misbehavior.

2.1.5.3. User-friendliness. As far as the healthcare applications considered, user friend-

liness cannot be overlooked. Casas et al. proposes user-modeling involvement to
enhance the interaction in [48]. In [49], the authors are also concerned about the
user-friendliness of the proposed system and surveyed it among a small elderly group
and concluded that their interface should be revisited. The human interface for the
handicapped and the elderly must be based on voice, gesture, and visual animation,
and must avoid any kind of particular skills. The interface for healthcare profession-
als should output medical data such as emergency situation indicators and behavioral

patterns of the people under observation in a domain-specific notation.

2.1.5.4. Middleware design. The combination of sensors from different modalities and

standards make it necessary to develop hardware independent software solutions for
efficient application development [50,51]. In this context, there are numerous studies
focusing on the middleware design [52-54]. Middleware helps manage the inherent

complexity and heterogeneity of medical sensor networks. The idea is to isolate common
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behavior that can be reused by several applications and to encapsulate it as system
services. In this way, multiple sensors and applications can be supported easily, resource

management and plug and play function becomes easy.

2.1.5.5. Scalability and interoperability. When the number of patients and caregivers

increase, the scalable and easily deployable applications that can also support multiple
receivers will attain much importance. The system must support addition of new
components at runtime, in order to adapt the system to changing disabilities over time.
The software platforms and distributed services will be needed for seamless integration
of the hardware and the application levels and interoperability among these will be

essential [55,56].

2.1.5.6. Context-awareness. Context-awareness, defined as “providing relevant infor-

mation and/or services to the user, where relevancy depends on the user’s task [57]”, is
the core issue for smart home applications as well as remote health monitoring applica-
tions [58,59]. Context-awareness can be provided through the use of different sensing
modalities together while considering previously mentioned issues such as proper data
aggregation and analysis. There are more ways for improving context information.
In [60], a context model and context management framework is proposed. With the
proposed ontology-based model, analyzing not only the rule-based alarm conditions but
also more complex patterns become easier. This semantic representation of wireless
sensor networks data enables structured information to be interpreted more clearly.
Also in [61], a similar ontology-based context model is employed. The study in [62],
defines a service-oriented ontology for wireless sensor networks. In a similar work [63],
an ontology-based semantic collaboration mechanism is proposed. The system provides
the cooperation among different persons in anytime, anywhere, and with anybody, thus

reducing the complexity of making correct decisions and taking correct actions.

Based on the relevant work in the literature and taking the issues into consider-
ation, a probable futuristic design of a multi-modal, seamless healthcare tracking and

monitoring system can be seen in Figure 2.2. In the figure, the chronically ill person in
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the bedroom carries a group of wireless sensors on his or her body constructing a BAN.
These sensors constantly measure the vital signs of the patient and relay this data to
the base station node connected to a specially configured home-server computer acting
like a gateway between the BAN and the WANS like the Internet and the cellular or
fixed telephony networks. The video and audio sensor nodes, RFID tags and other
sensors like humidity, temperature, motion, etc. are emplaced in the living place and
they are used to provide detailed context information about not only the patient but
also the living place’s conditions. These sensors form the PAN. In such a scenario,
RFID tags can be used for location tracking, i.e in which room the patients or the
other residents are, with the help of small inexpensive RFID tags. In this way, when
an emergency situation occurs, the location information help to activate the closest
video sensor node to obtain the best scene about the event. This video images can
be delivered to the caregivers or healthcare professionals for further exploration via
the Internet or cellular network through the gateway server. By using smart home
appliances, the living place can be controlled or the interaction with the residents can
be achieved. For example, if the patient is observed to be sitting on the coach in
front of the television at medication time, then the smart set-top box can provide a
reminder for the patient to take his or her medications. When the temperature of the
room where the baby is sleeping may be below or above the optimal value, then the
air conditioning device in the room can be automatically activated. When the baby is
observed to be crying in his or her room and the caregiver is another room for some
time, the speakers in the room can be activated to alert the caregiver. These scenarios
are not very far from becoming ordinary for our lives with the development of seamless,

pervasive healthcare systems.

2.2. Applications and Prototypes

There are several prototype and commercial applications for pervasive healthcare
monitoring for the elderly, children and chronically ill people. When these applica-
tions are explored, it is observed that the main focus categories include activities of
daily living monitoring, location tracking, medication intake monitoring, medical sta-

tus monitoring, and fall and movement detection. In the first category, the applications
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try to identify and differentiate the everyday activities of the patients and the elderly

such as watching television, sleeping, ironing, and be able to detect odd conditions.

Location tracking and the medication intake reminder and monitoring systems can

help cognitively impaired people to survive independently. Medical care applications

make use of biosensors and environmental sensors in order to obtain comprehensive

health status information of the patients, including ECG, heart rate, blood pressure,

skin temperature, oxygen saturation. Fall and movement detection applications are

focused on the physiological conditions such as posture and fall detection for people

that need special care like the elderly people who are susceptible to sudden falls which
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may lead to death, infants, or patients recovering from an operation. In the following

subsections we provide examples of applications belonging each category.

The research projects surveyed use different sensor types ranging from tiny biosen-
sors to battery-free RFID tags. Some of the proposals deploy only a single type of
sensors such as passive RFID tags or accelerometers while others deploy a combination
of sensor types allowing multi-modal sensing. Most of the proposed works also present
their special sensor hardware designs to provide specific measurements and interfaces to
other devices. Likewise, nearly all of the projects have special software development,
however, some of them have a more structured and well-designed software systems
together with appropriate API’s and middleware. GUI design is also one of the key
features of these applications, yet some of the projects do not have GUI integrated
into the application. As far as the routing of critical information indicating health
status of the patients is considered, there are very few applications that use multi-hop
routing. Multi-hop routing is important in enlarging the coverage area of the applica-
tion thus providing flexibility at the cost of complexity. Moreover, the level of being
unobtrusive and context-aware differs among applications. Some of them use very tiny
sensors integrated into clothing or video cameras that are not carried by the patient.
These applications’ obtrusiveness level is low. As the size and amount of the devices
carried by the patients increase this level goes up. Similarly, the context-awareness is
at different levels among the applications. Some of them provide rich contextual infor-
mation such as the time, location and status of different sensors, while others give only
limited information about some specific event condition. In that sense, location track-
ing utility is important in providing detailed contextual information as well. When
deducing meaningful information from sensor data, machine learning techniques are
also important besides signal processing. Finally, some applications utilize inexpensive

RFID tags to make location tracking and activity classification easier.

2.2.1. Activities of Daily Living Monitoring Applications

The Wireless Identification and Sensing Project (WISP) [64] explores the en-

hancement of passive RFID tags with sensors so that tags can also send sensor data to
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the readers. The tags capable of sensing are called wisps. The prototype design that
is capable of sending one-bit accelerometer data is called the a-wisp. It uses ID mod-
ulation and by using a mercury switch, it can communicate two different ID’s for two
different inertial situations, therefore it is battery-free. In an Activities of Daily Living
(ADL) recognition prototype, several household objects are tagged with a-wisps and
RFID antennas are placed in room corners. The prototype requires about a thousand
of objects to be tagged although typically less then 10 objects are actively used at any

time.

The Caregiver’s Assistant [65] is designed to monitor the elderly in their home
environment. Basically, the system works by equipping various items throughout the
user’s home (medicine bottles, toothbrushes, keys, etc.) with RFID tags. These tags
along with a tag on the user’s hand enable real-time monitoring of which items they are
picking up. Time stamps, duration and patterns of use are extrapolated from this data
and are compared to a baseline. All of this information is recorded automatically on
electronic daily activity forms and presented in an application with graphs and charts.
Thus, healthcare professionals are able to monitor any deviations from the elderly
user’s normal activities. The sensor networks are established throughout the user’s
home. When the user picks up an item, the tag on the item and the tag on the user
communicate. The data is transmitted to a reader within the user’s home. This could
be a personal computer that has a connection to the Internet. The data is transmitted
via RFID to the reader, over the Internet to the healthcare professional who monitors
the data streaming in. The raw data coming into the system is translated via an
activity tracking system that uses dynamic Bayesian networks and artificial intelligence
technology to meaningful trending information about what activities people are doing

in the home.

The CareNet Display [66] is a digital Liquid Crystal Display (LCD) picture frame
that has interactive features. The main screen displays a picture of the elder’s and icons
for seven types of events ranging from daily activities including medication, meals,
household needs to emergency situations like falls. The information on the screen is

supposed to be collected by the sensors deployed around or provided by the members
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of the elder’s care network. The caregivers interact with the display by touching the
icons on the screen. The elder is able to choose and configure the information the
caregivers are informed about. After configuring the system, the caregiver can monitor
the daily activities or medication instantly. The five-day trend views for the events are

also available.

The LiveNet [67] is a real-time distributed mobile platform. The system has three
components: a mobile wearable PDA platform based on the MIThril architecture [68], a
software architecture that allows the creation of distributed applications using context
information, and a real-time context engine used for implementing lightweight machine
learning algorithms that can run on a PDA and identify the user’s context data and
perform classification. The LiveNet system can be used for activity classification and
has real world experiments on Parkinson’s Disease (PD) and epilepsy patients. It
can successfully differentiate between different symptoms of the illness: bradykinesia
(slowness of movement) and hypokinesia (diminished motor activity) in PD case and
idiosyncratic motions in epilepsy. A similar study on PD is also presented in [69].
In [70], machine learning techniques are employed for categorizing the abnormal human

activity based on body worn sensors data.

The work presented in [71] combines the data from RFID tag readers and ac-
celerometers in order to classify the activities of daily living. Classifying activities of
daily living by using only RFID technology requires a large number of RFID tags to be
placed on the objects. Likewise, by using only accelerometers, there should be several
sensors placed on body locations such as wrist, hip, and thigh. In this work, a single
three-axes accelerometer worn on the wrist is used and reducing the number of RFID

tags did not affect the results significantly.

The authors in [72], conduct experiments on 104 hours of activity data collected
from a person living in a home instrumented with over 900 sensor inputs which include
built-in wired sensors, motion-detection sensors and RFID tags. The subject carries
an RFID reader bracelet. The results indicate that 10 infra-red motion detectors

outperformed the other sensors on many of the activities, especially those which were



22

typically performed in the same location. The authors conclude that the activities like
“eating” and “reading” were difficult to detect and they require the use of additional

sensors and improved algorithms.

2.2.2. Location Tracking Applications

ALMAS [73] project integrates location tracking technology with video analysis
and wireless multimedia technologies to create an environment that provides healthcare
for the elderly. It consists of the following physical components: A wireless wearable
unit and a RFID tag attached to the patient, which store and transmit the patient’s
vital signs and location, wireless transceivers, which communicate with the RFID tags
and the wearable units worn by the patients to track and locate them, video cameras,
which constantly monitor the patients’ activities and record them when a problem
is detected by the tracking system, a PC with video capture capability, to which all
the hardware are connected and on which all the software run, and a PDA capable
of receiving alerts, video clips, and vital signs of the patient. The patient’s location
is determined by the relative strength of the Radio Frequency (RF) signals received
by the RFID transceivers. ALMAS’ video cameras continuously record the activities
of the patient and automatically detect if there is a situation that requires attention
by the healthcare professional. Examples of such situations include: patients that are
perceived to be leaving the room or hallway towards an unauthorized area or patients
that are found in unusual conditions like lying on the floor for an extended period
of time. If such motion is detected and the patient is perceived to be crossed the
line between the room and the common area, the second camera begins to monitor
patient’s activity and generates signals to alert the healthcare professional. The alerts
and associated video clips are wirelessly transmitted to the healthcare professional’s
PDA. The healthcare professional responds to the event by monitoring the video clip

and taking appropriate action.

Chang et al. [74] propose an RFID based way finding system for cognitively
impaired patients is presented. Passive RFID tags are placed in important locations

where patients need to make decisions about the next action to take, such as turning
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right or left. Patients carry PDAs that have built-in RFID readers to identify the
location by reading passive RFID tags and provide just-in-time directions to guide the
patients to the destination also providing with spatial photos. A tracking function is
present where the visited positions are tracked and logged and in case of anomalies,

alarms are raised.

ZUPS is a ZigBee and ultrasound based positioning system (ZUPS) that pro-
vides multi-cell coverage [75]. ZigBee is preferred because of inter-operability with
other ambient intelligence applications like home automation. The system basically
uses ZigBee and ultrasound to measure distances between mobile devices carrying tags
and beacons with known locations, however, it uses proximity and multi-lateration
localization methods simultaneously. The coexistence of ZigBee and ultrasound mini-
mizes the infrastructure needs for ultrasound systems. Although its main purpose is to
warn when an alarm situation occurs, the system can provide other functions such as
guidance and spatial orientation training inside a large building for the elderly and peo-
ple with disabilities. The alarm situations like falls and different walking patterns can
be detected by the mobile device which integrates accelerometer and communications

(ZigBee) module.

A technique called passive positioning which makes use of the people as a radio
scattering object and their effect the Received Signal Strength (RSS) of fixed sensor
nodes is proposed in [76]. The location of the mobile object is estimated by the change
in RSS of a set of sensor nodes. If some of the parameters of RSS such as amplitude,
local mean, or local variance of the links change more than a given threshold, a moving
object or person can be detected, and the position can be coarsely determined according

to the set of receivers or variable RSS and their cross-correlations.
2.2.3. Medication Intake Monitoring Applications
The prototype described in [77] aims to control the medicine intake of the elderly

with the combined use of sensor networks and RFID. It consists of three subsystems:

The Medicine Monitoring Subsystem is used for medicine bottle identification using
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High Frequency (HF) RFID tags and the amount of the medicine removed by the user
is tracked by a weight scale. The system is able to determine when and which bottle
is removed or replaced by the patient and the amount of medicine taken. The patient
wearing an Ultra High Frequency (UHF) RFID tag is identified and located by the
Patient Monitoring Subsystem and the system is able to alert the patient to take the
necessary medicines. Finally, the Base Station Subsystem is responsible for message
relay to the Base Station Personal Computer (PC). The Base Station software tasks
include simulating a display and its GUI for the patient; determining when medicine
is required; and maintaining various interactions between the Medicine Mote and the

Patient Mote.

The iCabiNET [78] solution makes use of the smart RFID packaging that can
record the removal of a pill simply by breaking an electric flow into the RFID’s inte-
grated circuit. iCabiNET is an indoor application that is also interfaced to a residential
network, in this way, the medicine intake can be monitored over the residential network
by using the RFID readers at home. The system is capable of monitoring the drugs
that are bought by the user and when the presence at home is detected the smart
appliances, such as TV, can be used to inform the patient about the usage and dosage.
Furthermore, an interactive TV application can also be integrated with the system
that allows the purchase of the new packet of the drugs when the supply is decreased.
As an alternative scenario, the iCabiNET system can be integrated with the cellular
network or ordinary telephone network in order to remind the patients to take their

medication correctly.

Three applications are presented in [79]. Mobile Patient Caregiver Assistant
(mPCA) is designed specifically for patients with Alzheimer’s Disease (AD) and it is
activated when the patient need to do a particular activity. After the attention is
captured by using the closest monitor according to the patient’s location, the system
delivers the task to be done by the elder by playing a video clip. The ultrasonic location
determination is used to follow the orientation of the patient, and to subsequently select
an ideal monitor to play the video clip. If the task can not be delivered because the

elder does not respond or the elder asks for help, the system makes use of tracking
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cameras to take a recent picture of the elder. This picture is sent to the phone of the
caregiver. General Reminder System (GRS) reminds the elder to perform critical tasks
such as medication intake and doctor appointments. It makes sure the elder takes
medicine doses according to the schedule to ensure the medicine works effectively and
the illness is properly treated. This application plays an audio message on the elder’s
smart phone whenever a medicine is due. Then the patient uses the mobile scanner
attached to the phone to check if it is the right medication or not. The smart phone
sends the data read by the scanner to the server, which checks how much medicine is
available to order a refill whenever the quantity goes below a certain level. Augmented
Awareness System (AAS) enhances the level of awareness of the occupants by notifying
them when certain events happen and also reduce the level of efforts by automating

tasks (e.g. controlling appliances and doors).

2.2.4. Medical Status Monitoring Applications

MobiHealth [80] is one of the early projects that integrates all the wearable sensor
devices such as PDA’s mobile phones and watches that a person carries around during
the day. The sensors continuously measure and transmit physiological data together
with the audio and video recordings to health service providers in order to provide fast

and reliable remote assistance in case of accidents.

AlarmNet [81] is a wireless medical sensor network system prototype that has five
components. The mobile body sensor network is responsible for the physiological mon-
itoring and the location tracking functions. The emplaced sensor network provides a
spatial context and environmental information such as temperature, motion, humidity.
The AlarmGate connects the wireless sensor and IP networks and also responsible for
privacy, power management, query management, and security. The back-end database
stores the data for long-term analysis and mining. The user interface allows caregivers

to query sensor data through the AlarmGate to satisfy the privacy constraints.

Several prototypes are presented by a group of researchers in [82]. As an example,

FireLine is designed for monitoring cardiac measurements of firefighters for being able
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to take the necessary actions in the case of abnormality. The device is composed of a
wireless sensor, a heart rate sensor and three electrodes. The heart rate measurements
are transmitted to a base station mote attached to a portable laptop where the data are
stored and processed. In the case of an abnormality, the GUI will alert the caregiver
about the firefighter’s health status. Heart@Home is another similar prototype blood
pressure monitor for home use. A mote is placed inside the wrist cuff connected to
the electronic pressure sensor which computes the patient’s blood pressure and heart
rate using the oscillometric method. The mote then timestamps and broadcasts the
readings. The base station plugged into the user’s computer records these messages and
provides a graphical representation of the patient’s blood pressure and pulse rate over
time. The final example, LISTENSse, is a prototype that enables the hearing impaired to
perceive the critical sound information like doorbell or smoke alarm. It is comprised of
at least two wireless sensor network motes. The user carries the mote called the “Base
Station” on his wrist or belt which has a vibrator and Light Emitting Diodes (LEDs).
Each of the other motes having a microphone called the “Transmitter” is placed close
to the sound source that it is to be heard. The Transmitter periodically samples the
microphone signal and compares the sample with a reference user-defined value. When
the measured signal is over the reference value, an encrypted message is sent to the
Base Station to prevent the false alarms caused by any similar existing wireless devices
in the environment. Upon receiving the encrypted activation message, the Base Station
extracts the Transmitter address and turns on the vibrator and corresponding LEDs.

Alternatively, it may display an appropriate text message on its LCD screen.

The authors describe a cardiac healthcare system that can utilize both Wireless
Local Area Network (WLAN) and Code Division Multiple Access (CDMA) technologies
to transmit data in [41]. When the ECG sensor on the patient’s body detects a WLAN,
all data are directly routed through the Access Point (AP) to the server PC. When a
WLAN is not present, a cell phone with a prototype wireless dongle that is capable of
performing a simple electrocardiogram diagnosis algorithm is used. The dongle collects
the physiological data coming from the sensor and an application running on the cell
phone analyzes this data locally. Only when an abnormality is detected, the data is

transferred to the cellular network using TCP /TP to prevent congestion. The proposed
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work is important in its effort on providing continuous roaming; however the limitations
of cell phone resources prevent ECG analysis algorithm to work appropriately. In [83]
an adaptive algorithm for computing the heart rate and its variance from ECG data is

proposed for a similar wearable ECG system.

Mobile ECG [84] is an ECG measurement and analysis system which uses a smart
mobile phone as a base station. The mobile ECG recording device sends the data to the
mobile phone via Bluetooth. The mobile phone records and analyses the received data.
If any abnormality is detected the ECG data is sent to a server for further analysis
by the healthcare professionals. If requested, the mobile phone is able to display the
ECG signal and the heart rate on the screen. A similar work using a PDA as the base

station is also represented in [85].

CodeBlue [86] is a hardware and software platform developed at Harvard Uni-
versity. The hardware design part includes the design and development of a pulse
oximeter, two-lead ECG, and a motion analysis sensor board. The software architec-
ture is based on a publish/subscribe routing framework. CodeBlue aims to provide
coordination and communication among wireless medical devices in an ad-hoc man-
ner. It also integrates a localization system called MoteTrack [87]. It is an RF-based
localization system used for locating the patients and healthcare professionals. The
caregivers are able to access the patients’ information in real-time via mobile devices

like PDAs, Laptop computers.

The LifeGuard [88], which was developed for astronauts in the first place, can
also be used for general vital signs monitoring. The system is comprised of three
components. The sensors part can support different types of sensors such as ECG,
respiration, pulse oximeter, blood pressure. The sensor data are collected and stored
by a wearable device called Crew Physiological Observation Device (CPOD). It has
three-axis accelerometers and skin temperature sensors internally. The base station
part is a Bluetooth capable tablet computer. It can display and also store the data

streaming from CPOD for further evaluation.
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The Baby Glove [82] consists of two integrated sensor plates placed on infant’s up-
per torso, which contain a temperature sensor and electrodes that monitor the infant’s
pulse rate and hydration. The device is comprised of two motes. One is connected to
the infant’s clothing and the other to a base station computer. The first mote collects
the vitals information coming from the sensors and transmits them wirelessly to the
second mote which is connected to the base station computer, for processing. If the

vital signs are over the limits, the caregivers are alerted.

Physical Activities Healthcare System (PATHS) [89] includes a wearable wireless
sensors unit (W2SU) that has ECG and dual-axis accelerometer sensors, a hand-held
Bluetooth device to collect data from the wearable unit. The wearable unit has a Secure
Digital Memory Card (SD Card) interface and a high speed USB port, therefore, it can
also record physiological data to be transmitted to the hand-held device for further use
or can transmit raw ECG data to a monitor for real-time display. Furthermore, the
hand-held device can relay data and abnormality alarms to the Internet for the use of
healthcare professionals. With these features, it behaves both as a real-time and as an

offline physical activities monitor.

Zhou et al. propose a three layer network structure for a pervasive medical su-
pervision system based on wireless sensor networks [90]. The first layer is the biosensor
layer providing information such as the oximetry, the heart rate/pulse and the blood
pressure. The biosensors form a star schema network with a gateway node elected by
either a self-organizing protocol or manual configuration. The second layer provides
reliable transmission. If the patient is at home, the physiological data is transferred
to one of the nearest wireless nodes that are emplaced in the house. These nodes not
only relay the data to the PC with an Internet connection in a multi-hop manner but
also provide contextual data such as temperature, and the patient’s video/picture in
emergency situations. When the patient is outside, the relay mission is accomplished
by a mobile phone or a PDA device. The third layer of the system is responsible for the
aggregation of physiological data in a remote medical center for analysis and providing
feedback data back to the patient through a mobile phone, a PDA or web services.

The privacy and security issues are left as a future work.
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AWARENESS [91] is a smart context-aware health application. In order to en-
able context-awareness, a rule language and an engine are designed as well as an in-
frastructure for discovering and dynamically binding sources with the application. In a
neurological body area network prototype, the ECG data captures an epilepsy seizure,
however, without the context information the change in the heart rate can not be re-
liably attributed to an epilepsy seizure since it may be due to motion. Therefore, the
contextual information on the location of the patient and the location of the healthcare
professionals are combined with the availability of the healthcare professionals and the

most appropriate professional is routed to the patient having an epilepsy seizure in

AWARENESS.

Mobile Agent Electronic Triage Tag System (MAETTS) [92] is based on a MANET
of mobile agents which can used in emergency situations. When a patient is observed
to be in an emergency situation, his or her information is transferred by a mobile agent
which hops from one handheld device to the other within the MANET. RFID tags
are used to identify the patients, and their geographical position is obtained by GPS.
The main advantages of the system is that it does not require any network infrastruc-
ture. The reliable transportation of the information is asynchronous, and a permanent

connection with all devices of the system is not required.

Lin et al. present a system infrastructure using ubiquitous network composed of
Wireless Local Area Network (WLAN) and cable television (CATV) network serving
as a platform for monitoring physiological signals including heart rate, blood pressure,
and body temperature anytime either at home or at frequently visited public places
[93]. The system can classify the health levels of the patient as “normal”, “remind”,
or “recommend for revisiting” according to the variation of physiological signal and
transmit the information to the patient or the caregivers. Personal Wellness Manager
(PWM) [94] is another continuous activity monitoring application with a wrist-worn

device to provide immediate feedback on daily activity like sleep and physical activity.
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2.2.5. Fall and Movement Detection Applications

The Ultra Badge System [95] is a three dimensional tag system designed to real-
ize the sequence of the accidental events such as falls of the elderly people and avoid
them by alerting the caregivers beforehand. The Ultra Badge System consists of ultra-
sonic receivers embedded in the environment and wireless ultrasonic emitters placed
on objects. Since the positions of the receivers are known, the emitters are located by
using the multi-lateration technique. The system implementation has two subsystems:
the wheelchair locator and ultrasonic radar. With the former, when a patient using a
wheelchair carrying an ultrasonic emitter approaches a “detection area” where a fall is
most likely to occur such as at the entrance of a toilet, the nurse is notified. The latter
subsystem aims to detect the activities of the patients in their beds by using ultrasonic

pulses.

A human activity monitor and fall detection system is presented in [96]. The
system uses only a three-axes accelerometer to identify human activities. The system
consists of two sensor nodes and a signal processing software. The base station mote
gathers the accelerometer data and relays the data to the server computer for process-
ing. The mobile mote carried by the user gives accurate results as high as 81 per cent
correct detection of a fall while running and resting when the mote is worn on the chest

rather than on the wrist.

A prototype for remote healthcare monitoring is presented in [97]. It consists of
a smart phone application and a server located at the healthcare center. The smart
phone application processes the data coming from the accelerometer locally to reduce
the communication overhead, and communicates with the server at home over a wireless
channel or a cable connection. The home server controls the web cameras and it is
also responsible from the information exchange with the healthcare server over an
Asymmetric Digital Subscriber Line (ADSL) connection. The prototype system is
capable of sensing falls in the following way: After a large acceleration, the user’s
position is analyzed and a fall is decided when the user’s position is horizontal after

some period of inactivity.



31

The Information Technology for Assisted Living at Home (ITALH) [98] is a fall
detection system based on accelerometer data for elderly people. The sensor node’s
processor is capable of analyzing the accelerometer data in real-time and classifying
events such as falls or other normal and abnormal events. When a fall is detected, the
mote opens a connection to a Bluetooth capable camera phone and the sensor data is
streamed to the phone. The phone makes a call to an emergency center if the user

does not respond to the initial request made by the phone.

Smart Home Care Network [99] is a multi-modal home-based monitoring appli-
cation. The sensor network contains a user badge node with accelerometers and voice
transmission over IEEE 802.15.4 capability, several image sensors to be used for situ-
ation analysis when an alarm is generated by the user badge, a network node with a
phone interface to setup a communication link in the case of an emergency and other
wireless nodes to increase the Received Signal Strength Indicator (RSSI) measurements’
accuracy. When the user badge node detects a significant change in the accelerome-
ters’ data, it broadcasts an alarm message. By employing RSSI measurements, the
approximate location of the user is detected and the most suitable image sensor node
is activated for further posture analysis of the user. If the fall is confirmed via image
processing, the network node with the phone interface dials the predefined care center
number and connects the user badge to the phone network via IEEE 802.15.4 radio

link allowing the two way interaction.

HipGuard [100] is a posture detection system intended for the recovery period of
eight to twelve weeks after a hip replacement operation. The system has seven sensor
nodes placed on waist, thighs, shins and feet. The central control unit collects and
processes the data from the sensor nodes and produces alarms like audio signal or a
haptic vibration if the position of the operated hip or the load put on the operated leg
approaches the limits set by the healthcare professional. The sensors are integrated
into the garment that helps unobtrusiveness and comfort of the system. In a similar
study [101], a more obtrusive system which consists of seven sensor units each has a
three-axes acceleration sensor and three gyro sensors aligned on three axes, is proposed

for gait analysis.
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2.3. Benefits and Challenges of the WSN Solutions for Healthcare

In this section, we present the benefits achieved with the pervasive healthcare
systems and challenges observed while designing such systems. The stated challenges
must be studied for fully enjoying the benefits of such systems. Moreover, there are
trade-offs that must be taken into account for the design and development of pervasive

healthcare systems. These trade-offs require detailed exploration.

2.3.1. Benefits

2.3.1.1. Remote monitoring. Remote monitoring capability is the main benefit of per-

vasive healthcare systems. With remote monitoring, the identification of emergency
conditions for at risk patients will become easy and the people with different degrees of
cognitive and physical disabilities [10] will be enabled to have a more independent and
easy life. The little children and babies will also be taken after in a more secure way

while their parents are away. The special caregivers dependability will be decreased.

2.3.1.2. Context-awareness. Context-awareness enables us to understand the condi-

tions of the people to be monitored constantly and environments in which these people
are. This context information achieved mostly by multi-modal sensing helps identifying
the unusual patterns. Since there are more types of sensing modalities in multi-modal
systems, the context-awareness is relatively high. AWARENESS [91] and CareNet Dis-
play [66] are highly context-aware solutions. The Smart Home Care Network [99] and
ITALH [98] systems understand emergency situations like falls and trigger intelligent
actions such as making an emergency call to a medical center enjoying the integration

of the sensor network with other public networks.

2.3.1.3. Real-time Event Triggering. In healthcare applications, a real-time system is
actually a soft real-time system, in which some latency is allowed. Identifying emer-
gency situations like heart attacks or sudden falls in a few seconds or even minutes

will suffice for saving lives considering that, without them these conditions will not
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be identified at all. Therefore, providing real-time identification and action taking in

pervasive healthcare systems are among the main benefits.

2.3.1.4. Reduced Costs. The technology advancements in consumer electronics have

reduced the production costs and have made it possible to afford inexpensive sensor
devices for ordinary users as well. Together with the mature and also inexpensive
RFID technology, the costs for pervasive healthcare systems are within the affordable
range for many people. In Caregiver’s Assistant [65], inexpensive RFID tags are placed
on household object and the systems precision can be increased at very low costs, by

tagging more objects with these RFID tags.

2.3.2. Challenges

2.3.2.1. Unobtrusiveness. The design and development of wearable sensor platforms

without violating unobtrusiveness is still a significant challenge for most researchers,
however, with the use of small RFID and ultrasonic tags or video sensor nodes, this
challenge can become a benefit as in UltraBadge [95], WISP [64], and mPCA [79].
When the patients have to carry sensors attached on their bodies as fall detection
systems described in [96] and FireLine [82], unobtrusiveness become a major challenge.
The need for integrating different sensors into one solution makes it harder as in the

sensor units of LiveNet [67] and PATHS [89].

2.3.2.2. Lifetime. The power efficient mechanisms are needed to be developed as in

AlarmNet [81] because the increased number of sensors brings power and lifetime chal-
lenges within. In WISP [64] project, the battery-free RFID tags are very power efficient
whereas, in Mobile ECG [84] case, the ECG analyzer software running on the smart
phone and the continuous Bluetooth communication between the sensor and the smart
phone consume too much power posing a processing capability limit on the smart
phone. With energy efficient routing protocols, the wireless communication channels
will be used in a more appropriate way [20,21]. Moreover, using very low power sensors

will provide power efficient solutions [22].
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2.3.2.3. Security and Privacy. The security and privacy issues are left as future works

in most of the studies; therefore, developing secure systems is still a challenge for
such systems. There are also security and privacy issues on distributed systems like
CodeBlue [86] which has an integrated location tracking feature and together with the
private health information, the system’s security mechanisms must ensure that the

information is only retrieved by authorized parties.

2.3.2.4. Robustness. The main challenge for single-modal systems that only use a

single type of sensors is robustness. The use of multi-modal systems helps improving
robustness. LiveNet [67] and HipGuard [100] systems are examples of robust systems
making use of multi-modal sensing. Moreover, these systems are more reliable in their
measurements as in the case of the work presented in [71], which uses a combination

of RFID tags and accelerometers to obtain better results for ADL classification.

2.3.3. Trade-offs

2.3.3.1. Coverage vs. Power Consumption. Since pervasive and ubiquitous remote mon-

itoring applications for healthcare monitoring are needed to be developed, the wide
coverage range is essential. However, the increased coverage will bring power con-
sumption challenges within. With the intelligent and power efficient routing schemes,
the increased coverage can be attained without increasing the output power. Multi-hop

and ad-hoc architectures may be a remedy in that case.

2.3.3.2. Unobtrusiveness vs. Accuracy. The sensor devices that must be carried by

the users may cause comfortability problems. However, for the vital signs that are to
be constantly monitored like ECG, blood pressure, etc. the sensors that are directly
connected to the body yield more efficient results than environmental sensors like video
cameras or than those that are integrated into clothing. The unobtrusiveness can not be
fully achieved with the applications that need high degrees of accuracy. The solutions
that provide the highest degree of unobtrusiveness without degrading the accuracy

need to be developed.
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2.3.3.3. Security vs. Availability. The security concerns of pervasive healthcare appli-

cations cannot be overlooked, however, when emergency situations occur these security
requirements may pose significant difficulties on healthcare professionals. The trade-off
between the security requirements and the intended functionality and availability of

the application should be studied carefully.

2.4. Design Requirements

There are several design requirements for intelligent remote healthcare moni-
toring systems. To begin with, development of end-to-end healthcare applications is
important. There are several prototypes mentioned in the previous sections, however,
all of them focus on a particular problem such as fall detection or medication intake.
These subset of functionalities should be integrated into one application for providing
end-to-end, seamless healthcare monitoring applications. Since the previous research
projects focus only on specific problems, the flexibility and ease of extendibility of
these systems remain as open problems. Integration of new functionalities to these
systems are limited and, in some cases, impossible. Most of the projects lack the
graphical user interface part which is very important for all the actors in the system.
Moreover, unobtrusiveness should be provided for the effective use of the healthcare
monitoring system. The unobtrusive devices like video sensors should be used together
with the wireless sensors for providing both unobtrusiveness and multi-modal sensing.

Multi-modal sensing will improve the context-awareness of the system.

In order to provide the design requirements mentioned above, we built an end-to-
end healthcare monitoring application, WeCare, that is capable of monitoring activities
of the daily living, medication intake, medical status, location and able to identify sud-
den falls. WeCare system incorporates the functionalities of five groups of applications
that exist in the literature. Besides, with the help of different sensing modalities like
RFID, wireless sensors, and video sensors, WeCare system provides a highly context-
aware solution for healthcare monitoring. The flexible alarm definition mechanism
helps identifying many different alarm conditions that are determined by the users

according to their needs. The addition of new types of sensors in the system is also
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very convenient. The configurations are handled via simple graphical user interfaces
of WeCare. In the following chapter we provide the detailed system design of WeCare

system.
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3. WECARE SYSTEM DESIGN

WeCare is a wireless sensor network based application for remote healthcare mon-
itoring of the elderly and the children especially. The multimodal sensing environment
of WeCare provides a combination of different sensing modalities like video, RFID,
biological and ambient sensing. The wireless sensors provide environmental context
information like the ambient light and temperature. The RFID technology is used for
location tracking and also as an input for activating the video sensors. In a seamless
scenario, all sensor data is used to provide the context information which is forwarded
to other nomadic and mobile actors such as caregivers, parents, and healthcare profes-

sionals over the Internet and GSM. The systems’ basic functionalities are as follows:

e Incorporating different sensing modalities such as ambient light, temperature,
sound, humidity and acceleration.

e Identifying the presence of the residents, i.e., which residents are at home.

e Identifying the location of the residents, i.e., in which room each resident is.

e Video broadcasting enhanced with location tracking.

e Providing web based remote access for the users.

e Providing e-mail and SMS notifications in emergency situations.

e Easy alarm setting via predefined alarm mechanisms.

e Flexible, personalized alarm definition via GUI.

e Alarm and event logging and archiving mechanism for later evaluation and mon-

itoring.

We build the testbed for WeCare in a 55m? laboratory. The testbed home consists
of three rooms decorated as a living room, a bedroom and a kitchen. The picture of

the testbed environment can be seen in Figure 3.1.

We have deployed several sensors in the environment. The hardware used in the

testbed is listed as follows:
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Figure 3.1. WeCare testbed rooms

e Living Room
— One Crossbow IMOTE2 wireless mote with IT'S400 sensor board — for tem-
perature, humidity and light sensing
— One GENETLAB SenseNode — for sound sensing
— One AXIS 207W Network Camera
— One UDEA RWID-R12 Active RFID Reader Antenna
e Bedroom
— One Crossbow IMOTEZ2 wireless mote with I'TS400 sensor board
— One GENETLAB SenseNode
— One AXIS 207W Network Camera
— One UDEA RWID-R12 Active RFID Reader
e Kitchen
— One Crossbow IMOTE2 wireless mote with ITS400 sensor board
— One GENETLAB SenseNode
e Elderly
— One Crossbow IMOTE2 wireless mote with I'T'S400 sensor board — for ac-
celeration sensing
— Two UTAG-12 Active RFID Tags

— One Crossbow IMOTE2 wireless mote — as a base station

The system hardware components pictures are provided in Figure 3.2. The overall

cost of these hardware equipments is around $3500.



Figure 3.2. WeCare hardware components

3.1. WeCare Architecture

The system architecture is composed of two main parts, one corresponds to the

home environment and the other is at the healthcare control center for allowing remote

evaluation. The architecture can be seen in Figure 3.3.

Web based

User Acces Sensing and Perceptual

—GUIl and Main chic—\

Irference il — +
Engine o | Communication Application Layer Communication
{Main Module) e Module - Communication Protocal ™ ™ Madule

/" Intelligence/ Emulator 3

'}
Y

Sensing and
Perceptual
Irtelligence

Engine

[

:

| Alarm Engine (SMS.a-mail web) ‘

=) 2

Emulator

A

Figure 3.3. WeCare architecture

The “GUI and Main Logic (GML)” part of the architecture is responsible from

e Data aggregation,
e Data inference, and

e Data representation
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Data is collected via the “Communication Module” and stored in the “Database
Server”. Deducing useful information from the collected data and making inferences
according to the configured alarm definitions are handled by the “Inference Engine”.
When an alarm situation is observed, the “Alarm Engine” takes the required action
such as sending SMS or e-mail notifications to the related users. The “Web Server”
enables the remote monitoring via web-based “GUI”. The users can access all the

information about their homes at any time and place via web GUI.

In the “Sensing and Perceptual Intelligence/Emulator (SPIE)”, the data is col-
lected from the sensors deployed in the house by the “Sensing and Perceptual Intelli-
gence Engine” and successful delivery to the GML module is handled by the “Com-
munication Module”. The communication modules in both parts of the architecture
use a propriety “Application Layer Communication Protocol” for data exchange. The
“Emulator” has been developed for testing purposes. It has the ability to pretend any

kind of sensor data according to a specified distribution or a predefined pattern.

3.2. WeCare System Components

3.2.1. Graphical User Interface

We develop the graphical user interface by using Microsoft Silverlight for its
support for animations, vectors and 3D graphics and video in web applications. Besides
rich content, the web application is kept quite simple for user-friendliness. The web
page has a navigation panel organized as a tree on the left and the multimedia content
is displayed on the main screen. The page for the overview of the events in the house

can be seen in Figure 3.4.

The object hierarchy starts with a “House” object. Each user in the system is as-
sociated with a single house. When the users login, they are directly taken to the home
overview page they are associated with. The house object contains several “Room”
and “People” objects. The Room objects have several “Sensor” objects and “Cam-

era” objects associated with them, whereas People objects only have Sensor objects
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House House - General Look

People Alarms

arget Place Description ime [Extent

Alarms

+« Cameras
Cam: Living Room || pogple inside the house
Cam: Bedroom Grandpa @ Kitchen

People currently not at home

Figure 3.4. WeCare home overview screen

associated. Additionally, each people has a default “Location” property which is of
type “Room”. The location of the people is identified by RSS of the RFID antennas
deployed in the house. In this way, the camera associated with a person can also be
identified and the stream from that camera is shown on the graphical user interface
when the person is being monitored. Moreover, all camera streams are provided in
a separate page for enabling the users for instantaneous monitoring of any room as

shown in Figure 3.5.

House Camera: Living Room
People
Alarms
<« Cameras
Cam: Living Room

Cam: Bedroom

Alarms:

Figure 3.5. Living room camera screen
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The sensor readings are grouped under associated room or people objects. The
snapshot of the room is provided together with the instant sensor values, the generated
alarms and the live camera view of the room as shown in Figure 3.6. The dynamic
nature of this page allows updating the values and events on the page without any
action from the user. Likewise, the sensors associated with the people are updated
continuously and automatically. Besides, since the people objects are moving, the
live camera view changes according to the location of the people being monitored. In
this way, the person’s presence and duration of his presence in the rooms can also be
recorded by the system for later evaluation. This also helps identifying the activities
of daily living pattern of the people and can be used to make inferences about the

unusual occurrences.

+ House Room : Living Room

IData Name IDescription Value

Living Room
Kitchen

[Temperature [Temperature of livind31.9 C
[Humidity Humidity of living rod35.1857808 %
Bedroom lLight jAmbient light of livinjmedium
ISound [Noise level in living rfsilent

+ People

Grandpa
= Alarms:
< Alarms
Add Alarm Live View
<« Cameras

Cam: Living Room
Cam: Bedroom

Figure 3.6. Living room overview screen

A more detailed view of each sensor reading is also possible. When a specific
sensor is selected to be monitored, the sensor readings are shown on a dynamic graph
for identifying the changes in the sensor values visually. In Figure 3.7, the temperature

sensors of the bedroom are being shown on the dynamic graph.

The alarms can either be configured by using predefined alarms like the person
has fallen or there is a fire in the room as shown in Figure 3.8(a) or can be configured

building more complex logical expressions regarding sensor readings. The “Alarm”



43

1 R
+ House Sensor : Temperature - Bedroom
4 Living Room Value: 33.5 C
Temperature
Humidity 3300+
Light ]
Sound
2640-
4« Kitchen
Temperature 283 ‘
Humidity St |‘
o = . ‘ § Temperature
Sound i Tempera
+ Bedroom = \‘ ;'
Temperature 9907 |1
Humidity e (| \
i ]
Light = J B
Sound
“ People 2 4 6 & 10 12 14 15 18 20
Grandpa

Figure 3.7. Bedroom temperature tracking screen

objects can be associated with a Room or People object or both. For example, an
alarm expression like the person fell down in bedroom and the bedroom is silent can be
defined for identifying a serious fall condition at which the person become unconscious.
The user-generated alarm setting screen is shown in Figure 3.8(b). This flexible alarm
setting mechanism also has a time filter for reducing the false alarm rate. This filter
determines the duration of the alarm condition in seconds before raising that alarm
and take the required actions. This timeout setting function helps eliminating the
instantaneous sensor reading errors and other environmental conditions that may be
interpreted as emergency conditions. Moreover, all the alarms can be configured to be
active between specific time intervals and also according to the presence of the other
residents in the house. For example, a fall alarm can be configured to be inactive when
someone like a healthcare personnel is present in the house besides the person being

monitored.

The generated alarms are logged after taking the emergency action such as send-
ing SMS and e-mail. The users can view the alarm details on the graphical user
interface as shown in Figure 3.9. The generated alarms are highlighted with red color.
When the users handled the alarm situation they can change the status of the alarm to

“Verified” or in case of false alarms the status can be changed to “False Alarm”. The
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false alarm feedback is important for the system for future calibration of the sensor

devices and alarm conditions.

3.2.2. Main Logic

The Main Logic part of the system is composed of the “Inference Engine”, the

“Alarm Engine”, and the “Communication Module”. Communication Module is re-

sponsible for the data transfer between the healthcare control center ant the house being

monitored. The communication is provided over socket based TCP /IP according to the

propriety application level communication protocol. The alarm engine is responsible
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Figure 3.9. Alarm view screen

for sending e-mails or SMS messages according to the alarm definitions provided by
the Inference Engine. The Inference Engine is responsible from the data handling and
manipulation. It behaves like an interface between the GUI and the database server,
besides identifying the alarm conditions. The database access is provided by Windows
Communication Foundation (WCF) services and LINQ to SQL classes. WCF provides
the communication across components, applications, and systems. It was designed ac-
cording to the service orientation mechanism. A service is a piece of code you interact
with through messages. Services are passive. They wait for incoming messages before
doing any work. Clients are the initiators. Clients send messages to services to request
work. LINQ to SQL is a component of .NET Framework version 3.5 that provides a
run-time infrastructure for managing relational data as objects. When the application
runs, LINQ to SQL translates into SQL the language-integrated queries in the object
model and sends them to the database for execution. When the database returns the

results, LINQ to SQL translates them back to objects that we can work with.

The “Inference Engine” constantly checks for alarms by evaluating the alarm’s
conditions. It maintains the alarm start and end times with the algorithm represented
in Table 3.1. The engine holds two database tables AlarmOn and AlarmOff for active

and deactive alarms respectively, at a given time. AlarmList holds the alarm settings
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like the start and end times of the alarm checking and the timeout value for the alarms,
that is the wait duration before switching to “Active” state when the alarm conditions
occurred. When the handling mechanism identifies that an alarm has occurred, it puts
a timestamp and waits for the timeout value before making that alarm active. When
an alarm becomes active, alarm handling mechanism notifies the “Alarm Engine” for
taking the required actions. Moreover, when an active alarm condition is no longer
satisfied the handling mechanism timestamps the end time of that alarm and archives

that alarm for later evaluation for the users.

3.2.3. Sensing and Perceptual Intelligence Engine

All sensor devices in the house are wirelessly connected to a base station mote
which is connected to a computer located in the house. The XSniffer application
installed on the base station mote, listens the radio and capture the data packets sent
from other motes and forwards these packets to the USB port where it is connected
to the computer. The SerialDump application in turn, collects the data packets from
the port and forwards them to the “Sensing and Perceptual Intelligence Engine”. The
collected raw data are identified and classified according to the source node and source
sensor type here and the values are converted to the interpretable values. Finally,
the data strings are sent to the communication module for successful delivery to the

healthcare center.

Since the data from the acceleration sensors are much frequent than other types
of sensor data, the fall detection is handled in the “Sensing and Perceptual Intelligence
Engine (SPIE)”. In order to interpret the three-axes acceleration sensor data, the

following window averaging method is used:

e Create a table that contains the last three values of the x, y and z axes.

e Every time new values arrive, the averages of the x, y and z axis acceleration
values are calculated and compared with the new values.

e According to the difference values, the characterization of the motion is deter-

mined.
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Acceleration values can take values between —6¢g and +6¢g. With the calibration
experiments, we observed that the difference value is below 1.5g when there is not too
much motion. If the sensor is moving constantly or turning around, the difference value
exceeds 1.5¢ slightly. If we shake the sensor or it falls, the difference value usually takes
values between 2.5g and 6.0g. According to these observations, we fuzzily classified the

movement of the object as “Normal”, “Fast” and “Extreme” respectively.

Likewise, RFID system works by interrogating the tags every second therefore,
identification of the people’s location is handled by SPIE. With the RSS measurements
obtained from the antennas of the RFID reader, the people’s locations are approx-
imately guessed by the system. For calibrating the threshold values, we conducted
several experiments. For eliminating the interference, we kept the output powers of
the antennas as low as —30dBm. These low powers also provide a suitable radiation

emission for an healthcare application.

3.2.4. Emulator

In order to test the system over more scenarios, we build an emulator that is
capable of acting like any kind of sensors. The emulator software is also located at the
home computer and able to produce sensor values according to a specific probability
distribution or send specified values according to a predetermined scenario. In this
way, the system can be tested against the probable future scenarios. The emulator
is useful for discovering the effect of biological sensors such as ECG, blood pressure,

glucose measurement sensors although they are not yet available, will appear soon.

With the emulator software GUI which is depicted in Figure 3.10, we are also
able to control the sensors and the communication module settings. There are two
types of objects: the real objects and the emulated objects. The real objects represent
the real rooms, people and sensors in the house. The definitions and additions of new
rooms, people and sensors are also managed here and sent to the control center via
communication module. In this way, flexible definition of the organization in the house

is achieved. We can easily configure the house settings when new sensors are available
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at the house, and new people are decided to be monitored. Besides, we can add or
configure emulated objects for the rooms, people and the sensors that are not yet
available. The communication module is capable of sending real data, emulated data
and both emulated and real data at the same time. We can view the list of objects,
the data types they produce and the explanations via the graphical user interface.
For emulated data, we can specify the distribution of the randomly generated data
or we can set a specific value to be produced by the emulator. For emulating time
based attributes like the location of a person, we can make the emulator to send data

according to a trace file. This enables us to implement any scenario in the testbed.
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{Lrang Rioom
Grandpa
Kitchen
Badroom
Iocalhost
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Figure 3.10. Sensing and Perceptual Intelligence Engine GUI

3.3. Evaluation of WeCare Sytem

We proposed an architecture for a remote healthcare monitoring system that in-
corporates different sensing modalities and communication technologies. We also devel-
oped the WeCare system for evaluating the applicability of the proposed architecture.
We have deployed the sensors and the software we developed in a home-like testbed

setting. We conducted several experiments for evaluating the testbed. The results
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indicate great potential for such multi-modal sensor systems to be used in healthcare
monitoring applications for the elderly and child. Since indoor environments are con-
venient for wireless device communications in one-hop and broadband Internet access
are available for almost everywhere, we do not have much difficulties in terms of de-
ployment and communications. Therefore, we concentrated on the organization of the
knowledge and calibrating the sensors which are of great importance for identifying
the alarm conditions in a continuous healthcare monitoring application. On the other
hand, when we intend to extend such a healthcare monitoring application to outdoors
environment, we have significant difficulties with the deployment, maintenance and
survival of the sensors. Because of this, we resort to the simulation technique for an
outdoor scenario. In the following section, we represent the design and evaluation of

an outdoor monitoring scenario.
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Table 3.1. Alarm Handling Algorithm

Procedure for handling alarms

if alarmHappened = TRUE then
if AlarmStatus.Time = null AND AlarmStatus.AlarmOnOff = 0 then
AlarmStatus.Time < DateTime.Now
else if AlarmStatus.Time <> null
AND AlarmStatus. AlarmOnOff =0
AND DateTime.Now — AlarmStatus.Time > AlarmList.Timeout then
AlarmStatus. AlarmOnOff <1
AlarmStatus.Time < null
Insert into AlarmOn
Check for alarm actions
else if AlarmStatus.Time <> null
AND AlarmStatus.AlarmOnOff =1 then
AlarmStatus.Time <= null
end if
else
if AlarmStatus.Time = null AND AlarmStatus. AlarmOnOff =1 then
AlarmStatus.Time < DateTime.Now
else if AlarmStatus.Time <> null
AND AlarmStatus. AlarmOnOff =1
AND DateTime.Now — AlarmStatus.Time > AlarmList.Timeout then
AlarmStatus.Time < null
AlarmStatus. AlarmOnOff <0
Find the last occurrence of the alarm
Insert into AlarmOff
else if AlarmStatus.Time <> null
AND AlarmStatus. AlarmOnOf f = 0 then
AlarmStatus.Time < null
end if
end if
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4. HEALTHCARE MONITORING WITH VIDEO SENSOR
NETWORKS

In this chapter, an outdoor healthcare monitoring scenario in a nursing home or
hospital with a garden is studied. The outdoor environments can be very hard for
building an infrastructure based surveillance monitoring system. The cabling costs
and other deployment costs can be problematic in some cases. VSNs can be a remedy
for such cases, since the deployment and cabling costs are diminished. Besides these
advantages, there exists some drawbacks with VSNs such as the battery life. The
energy is the most scarce resource for VSNs and it is directly related to the network
lifetime. Because of this, there exist significant research effort for rechargeable sensor
networks that are aimed to be deployed in habitat monitoring. As the technology

evolves, the VSNs with solar cells will be commercially available for most users [102].

Since designing a practical experiment outdoors is extremely difficult, we explore
the applicability of VSNs through simulations for an outdoor healthcare monitoring
for the scenario depicted in Figure 4.1. We also propose the use of the RFID tags
for efficient use of the bandwidth and reduced number of healthcare professionals for

further improvements.

A

Healthcare Video senso
fessional with RFID
e @ professional

patient ﬁ

Figure 4.1. A healthcare facility with a garden
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4.1. System Model

We use the OPNET simulation environment for the performance tests. We have
used the SMAC [103] and GPSR [104] protocols as the underlying MAC and routing
protocols, respectively. The sink is placed at the middle of one side of the surveillance
area where the sensor nodes are deployed uniformly in a random fashion. All the nodes
are capable of taking images and compressing them with the cameras integrated on
their hardware. Since the size of the data transmitted is directly related to the size of
the image, SQCIF (128 x 96 pixel size) format is assumed. The image module employs
intra-frame encoding which results in compressed images of size 10kbits. We apply the

JPEG compression which is assumed to be available on the image module.

Sensor nodes are designed to dynamically power up and down the equipments
to save energy. Especially the antenna part of the devices changes its power state in
duty cycles (DC). Sensor nodes are expected to agree upon the duty cycle strategy and
keep on networking without large amounts of information losses. We use 10 per cent
DC in our simulations. The buffer size at the sensor nodes is selected to be 200kbits,
therefore each sensor node can have 20 frames in its buffer before sending them. The

excess amount of the frames are dropped immediately.

The software controlled frame rate feature allows capturing the video with rates
one to eight frames per second (fps). Event triggered data generation is simulated where
the triggering event is the visual detection of a patient. Since the cameras support
background subtraction feature, they only produce an image when the scene changes
significantly. Hence triggering occurs when the patient is within the camera detection
range of 30m and is within the Field of View (FoV) of 52 degrees. The patient is
assumed to move in the surveillance area according to the Random Waypoint Mobility
Model where the patient speed is one meter per second and the pause time is set to

zero seconds. The simulation parameters are summarized in Table 4.1.

We designed experiments for exploring the effects of the bandwidth, camera frame

rate and the number of the patients. The investigated factor values are provided in
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Table 4.1. Simulation Parameters

Parameter Value
Surveillance area 200 x 100m
Number of sensors 40 nodes

Deployment type
Video frame size
Packet size

Buffer size

Uniform random
10kbits

1kbit

200kbits

Camera detection range 30m

Communication range  40m

Field of view

52 degrees

Patient mobility model = Random Waypoint

Duty Cycle

10 per cent

Speed of the patients 1Im/s

Routing
MAC

GPSR
SMAC

Table 4.2. Each simulation is repeated five times for reducing the experimental errors.

For each set, we simulated one hour of network operation where the statistics of the

first 30 minutes is discarded for a better steady state analysis. In order to assess the

effects of the factors, we use the performance metrics as the percentage of the received

frames at the sink per second and the average frame latency in seconds.

Table 4.2. Investigated Factors
Factor Values
Bandwidth 250kbps, 500kbps, 7T50kbps, Imbps

Camera frame rate

Number of the patients

17 2’ 47 8fp8
10, 20, 30, 40
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4.2. Simulation Results

Simulation results represented in Figure 4.2 show that with a 250kbps bandwidth,
the percentage of the received frames is below 10 per cent when the number of the
patients exceeds 10. We can conclude that for receiving a reasonable amount of the
frames at the sink, we need higher bandwidths. The percentage of the received frames
with 10 patients in the surveillance area shows a linear increase while for 20, 30, and
40 patients the increase in the received frames is not as high as in the 10 patient case.
This suggests that the number of the patients in the surveillance area should be low,
however, it is unlikely that a nursing home or hospital will have less than 10 patients
moving around. Therefore, we need improvements other than higher bandwidths for
such a scenario. As far as the latency of the frames are considered, which is also
important for healthcare monitoring, again we have difficulties at lower bandwidths.
The 250kbps bandwidth can only provide latencies above 30 seconds and up to 50
seconds for 40 patients, although the successful frame arrival rates are very low. The
average frame latency falls below 20 seconds with 500kbps, and 750kbps and one mbps
bandwidths provide nearly 10 seconds of frame latency with a four frames per seconds

camera frame rate as shown in Figure 4.2(b).

3
o

70%

60 %

N
o
T

50 %

w
o
T

40 %

30 %r

[N
o
T

20 %r

Received Frames Percentage
=
o
:

10 %

Average Frame Latency (Seconds)

250 Kbps 500 Kbps 750 Kbps 1 Mbps 250 Kbps 500 Kbps 750 Kbps 1 Mbps
Bandwidth Bandwidth
(a) Percentages of the received frames (b) Average Frame Latency

Figure 4.2. Simulation results with four fps camera frame rate

With lower camera frame rates such as two fps, we obtain better results both in
terms of the percentage of the received frames and the average latency as represented

in Figure 4.3(a) and 4.3(b) respectively. The halved camera frame rate with higher
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bandwidths like 750kbps and one mbps provides nearly real-time monitoring for 10
patients, with above 90 per cent frame arrival rate and below one second average
latency, at the cost of reduced video quality. The increased number of the patients
yields approximately 40 per cent of successful frame arrival with around five seconds

of average frame latency.
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Figure 4.3. Simulation results with two fps camera frame rate

When we explored the dropped frames in detail, we observed that most of the
frames are dropped at the source for lower bandwidths as shown in Figure 4.4. With
250kbps bandwidth, more than half of the camera frames are dropped at the node
where they are generated. This implies that either we must have larger buffers at
the sensor nodes or larger bandwidths. The larger buffers will not lead to decrease
in the latencies therefore, obtaining larger bandwidths are essential. Semi-conductor
manufacturers have begun producing transceivers that support data rates up to one
mbps [105]. Hence, the next generation wireless sensors will be much more suitable for

VSN healthcare applications.

4.3. Effect of RFID Usage

Since the large number of the patients degrades the performance of the network
significantly at especially high camera frame rates, we proposed and tested the RFID
triggered sensing mechanism. This is accomplished via enhancing the triggering mech-

anism of video sensor nodes with RFID readers. There are low-profile RFID devices
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Figure 4.4. The percentages of the dropped frames at the source with four fps camera

frame rate

like SkyeRead M1-Mini [12] that can also be connected to Crossbow’s MICA2DOT
mote [13]. By employing similar technology in VSNs, they are forced to produce

frames only for the intended patients.

In the RFID enhanced scenario, the sensor nodes only produce frames when they
identify the presence of the intended patients, who are wearing RFID tags. In this
way, the extra traffic load arising from other people such as healthcare professionals
or caregivers, relatives of the patients, gardeners and security guards, who are also
moving around will not affect the network performance. In Table 4.3, we demonstrate
the created frame reduction percentages for different proportions of decrease in the
number of the patients. According to the simulation results that are mentioned in
Section 4.2, the created frames are reduced 66.4 per cent with a 75 per cent decrease
in the number of the patients. If only 25 per cent of the 40 patients were wearing
RFID tags which identify them as critically ill people who need closer monitoring with
the VSNs, the created video frames will be reduced 66.4 per cent. With one mbps
bandwidth, the effect on the latencies are given in Table 4.4. The reduction in the
average frame latency with a decrease in the number of the patients with the use of

RFID tags, can go up to nearly 30 per cent.
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Table 4.3. The reduction in the number of created frames with eight fps camera

frame rate and one mbps bandwidth

Number of Patients

10 20 30

40 | 66.4% | 36.0% | 14.6%
Total Number of People | 30 | 60.6% | 25.0%
20 | 47.5%

Table 4.4. Latency reduction with one mbps bandwidth and eight fps camera frame

rate

Number of Patients

10 20 30

40 | 32.4% | 17.4% | 7.2%
Total Number of People | 30 | 27.1% | 10.9%
20 | 18.1%

Besides providing performance increase by focusing only on the intended patients,
the WSN and RFID integration that has already been realized in end-products will also
be used for sensing purposes. These products will be widely used in the next generation
WSNs. The concurrent use of the RFID and VSNs also moves us one step further in
identifying the context of the sensed events. While monitoring with small video sensor
nodes, the patient’s posture and pose can be estimated with local image processing
on the video sensor node. With this feature, we can identify some odd conditions like
patient has fallen down or patient is walking awkwardly. However, the physiological
emergency situations like patient’s body temperature goes up or patient is sweating too
much cannot be identified by image processing. The integrated RFID WSN sensing
technology will be the solution to this fact. In such a scenario, VSNs will have to carry
emergency information as well. In the following section, we purpose a new technique

for handling the emergency situations in VSNs.
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4.4. Emergency Frame Based Queueing

The concurrent use of RFID and VSNs and image processing help identifying
the emergency situations such as high blood pressure, high body temperature and
sudden falls. These relatively small yet life-critical data can be integrated in large
video frames, making these frames the emergency frames. The emergency video frames
containing healthcare information help identifying the situation better and taking the
required actions quickly. Since these frames contain critical information, they must be
assured to arrive at the sink. For this purpose, we propose an Emergency Frame Based
Queueing (EFBQ) mechanism for improving the delivery of the emergency video frames
in multi-hop VSNs. With this feature, the video frames that contain the emergency

situation identifier are given priority over those that are not emergent.

In Figure 4.5(a), the frames arriving at a node at a given time ¢ is represented.
There are five frames two of which are the emergency frames namely, E1 and E2.
Other frames F1, F2, and F3 are non-emergent video frames. Without EFBQ), these
frames would be relayed in a First Come First Serve (FCFS) manner. Yet, with EFBQ
the relaying order of these frames are changed according to their emergency flags and
the time of arrivals as depicted. Suppose that before relaying any of these frames,
two new frames one of which is the emergency frame arrived at the node as shown in
Figure4.5(b). The new order of the relaying queue at time ¢ + 1 is also presented. In
this way, at any given time the emergency frames are given priority over non-emergent

ones for assuring low latencies and higher arrival rates.

For emergency frame creation in our simulations, we preferred to use a random
emergency frame generation with a probability of 10 per cent. Therefore, 10 per cent
of the generated frames are randomly selected to be emergent frames. According to the
new queueing mechanism, the emergency frame arrival rates are shown to be increased
as depicted in Figure 4.6. For eight fps camera frame rate with one mbps bandwidth,
the received frame percentage of all frames for 10 patients is a little above 30 per cent
with the EFBQ. With the FCFS queueing, since the emergency frames are treated as

any other frames, the percentage of the received frames are a little below 30 per cent.
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(a) Queueing at the sensor node at time ¢
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(b) Queueing at the sensor node at time ¢ + 1

Figure 4.5. Emergency Frame Based Queueing

However, the emergency frame delivery ratio becomes nearly 85 per cent with EFBQ.
Again, with the increased number of the patients, EFBQ enables us to deliver five

times higher number of emergency frames to be delivered successfully.

4.5. Effect of The Proximity of Healthcare Professionals

We conducted several experiments on the capabilities of the VSNs for healthcare
monitoring. The results exhibit that their capabilities are limited. Therefore, reducing
the number of the frames carried by the network is the primary objective. For this
reason, it is reasonable to accept that if a patient has already a healthcare professional
nearby, he/she will not need additional attention from the VSN system. This fact can
be used for further reducing the number of created frames in the system. Moreover,
allowing a healthcare personnel for every single patient is not feasible. We propose the
deployment of healthcare professionals on the surveillance area who are again identified
by the system with the use of RFID tags. When a patient has a healthcare professional
near, then the VSN does not produce any frames for that patient as long as the patient

is within the attention range of that healthcare personnel.

The healthcare professional is able to take care for a uniformly randomly located

patient when the distance between them is below a threshold value which is called
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the attention distance. Given N healthcare professionals randomly distributed over
a rectangular field, the probability of a patient is within the attention range of at
least one healthcare professional can be formulated as the distance d between two
random points, which are the position of the patient and the position of the healthcare
professional. We assume that the length and the width of the field are D; and D,
respectively with D; < D, as shown in Figure 4.7. The cumulative distribution and
the probability density functions of the random variable d are provided in Equation 4.1
and Equation 4.2 respectively [106], where ¢ = D;/Dy < 1 is the shape parameter and
¢ =d/Ds.

D1

patient

D2

Figure 4.7. The effect of the proximity of healthcare professionals scenario
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With a binary detection approach p(z) ,the attention probability of a healthcare
professional, can be formulated as in Equation 4.3, where d; is the attention distance

and x > 0 is the distance between the healthcare professional and the patient.

1, z<d;
p(z) = { (4.3)
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Therefore, the probability of a healthcare professional having a patient in his

attention circle becomes

P(A) = / T @) f@de= [ f@)de = F(d) (4.4)

Since there are NN healthcare professionals, the probability of a patient being

monitored by k out of N healthcare professionals is a binomial distribution.

p(N, k) = (k>F(dt)k[1 — F(d))N 7 (4.5)

Equation 4.5 can be approximated by the normal distribution with = N F(d;)
and 02 = NF(d;)[1 — F(d;)]. Therefore, the probability that a patient will be in at

least one healthcare professional’s attention circle becomes

P(A)=1—p(N,0)=1—[1— F(d)]" (4.6)

The attention probability for different number of healthcare professionals and for
different attention distances are depicted in Figure 4.8. With an attention distance
of five meters, even 20 healthcare professionals give 0.1 probability of having at least
one patient in the attention area. For obtaining higher attention probabilities with
10 healthcare professionals, the attention distance must be at least 20 meters. When
we increase the number of the healthcare professionals with a five meters of attention

distance, the probability of attention does not improve significantly.

In Figure 4.9, we showed the effect of the number of healthcare professionals
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Figure 4.8. The effect of the attention distance on attention probability with

D1 = 100 and D2 = 200

on attention probability for different attention distances. Ten healthcare professionals
with a 15 meter attention distance provide nearly 0.28 probability of attention, meaning
that if we deploy 10 healthcare professionals in the surveillance area, each of who is
able to monitor any patient in 15 meters range, each patient will be monitored by at
least one of them with a probability of 0.28. This fact is supposed to reduce the number
of created frames for that patient by 28 per cent.

We simulated the effect of the attention distance of the healthcare professionals
with 40 patients, 10 healthcare professionals and for different camera frame rates. The
results that are tabulated in Table 4.5 are consistent with the analytical results. In
the first column, the created frames per second without any healthcare professionals is
given for different frame rates. In the following columns the created frames per second
for 5, 10 and 15 meters of attention ranges of 10 healthcare professionals are provided
for different camera frame rates. With all frame rates from one to eight frames per
second, the created frames per second is reduced by approximately 28 per cent with the
15 meters attention distance. Likewise, with 10 meters attention range the reduction is
approximately 12 per cent in the simulation results, whereas in the analytical solution

the value is 13 per cent.
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Figure 4.9. The effect of the number of healthcare professionals on attention

0m 5 m 10m |15 m
1fps | 16.59 | 16.42 | 14.64 | 11.83
2 fps | 33.17 | 32.84 | 29.28 | 23.66
Camera Frame Rate
4 fps | 66.73 | 67.95 | 5856 | 47.32
8 fps | 138.13 | 135.89 | 121.26 | 97.64

64

Table 4.5. Created frames per second with different camera frame rates and different

The results suggest that there are two factors affecting the attention probability

of a patient given a constant number of healthcare professionals. One is the shape

parameter ( = D;/Dy which is 0.5 in our case and the other one is £ = d/D;, the

attention distance to the length of the surveillance area’s shorter side ratio.

This

means that for different geographical areas that are having equal area sizes, we may

obtain different results due to different ( and & values.
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5. CONCLUSION

Given the importance of addressing ways to provide smart healthcare for the el-
derly, chronically ill and children, exploring technological solutions to enhance health
and social care provision in a way which complements existing services is becoming
essential. In this thesis, we evaluated the examples of how people could benefit from
living in homes that have wireless sensor technologies for improved quality of life and
outlined issues to keep in mind during their development. We surveyed systems for
acquiring and interpreting context information for the ubiquitous deployment of in-
house sensors. Results from these works suggest a strong potential for wireless sensor
networks to open new research perspectives for low-cost, energy-efficient ad-hoc deploy-
ment of multi-modal sensors for an improved quality of medical care. A combination
of different sensing modalities like video sensing, RFID, biosensors together with smart
appliances and remote monitoring ability will lead context-aware, pervasive healthcare

applications to become within the reach of ordinary users.

We built WeCare system in a 55m? laboratory. WeCare is a wireless sensor net-
work based application for remote healthcare monitoring of the elderly and the children
especially. The multimodal sensing environment of WeCare provides a combination of
different sensing modalities like video, RFID and ambient sensing. The wireless sen-
sors provide environmental context information like the ambient light, ambient sound,
temperature, and humidity. The active RFID technology is used for location tracking
and also as an input for activating the video sensors i.e., if the person is in the living
room then the video sensor in that room is activated for monitoring the person. In
our seamless scenario, all sensors data are used to provide the context information
which is then forwarded to other nomadic and mobile actors such as caregivers, par-
ents, and healthcare professionals over the Internet and GSM. The system’s flexible

alarm definition and setting mechanism enhances the personalized care function.

For evaluating the performance of VSNs for an outdoor healthcare monitoring

scenario, we performed a set of simulations. During wireless communication, environ-
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mental noise and packet collisions lead to packet errors frequently. Because of this,
the increased traffic volume in VSNs pose significant challenges for successful arrival
of the video frames at the sink. Therefore high bandwidths are needed. On the other
hand, VSNs for healthcare monitoring are intended to track and monitor only the tar-
geted patients or residents within the surveillance area. Therefore, the traffic caused
by other people, animals or objects moving in the same area should be suppressed. We
propose the use of small inexpensive RFID tags for this purpose so that VSNs only
produce frames only for the intended targets. Moreover, when VSNs are improved
with these additional sensing mechanisms, not only video frames but also physiological
information will be of much importance. Furthermore, with the help of extra sensors,
the emergency situations such as high blood pressure or high body temperature can be
sensed and reported together with the video frames as in the case of indoor monitoring.
These frames also contain life-critical information, therefore, we propose an emergency
based queueing mechanism for the emergency frames in multi-hop VSN. With this
feature, the video frames that contain emergency situation identifier are given priority
over those that are not emergent. The video frames containing healthcare information
help identifying the situation better and taking the required actions quickly. The re-
sults showed that the EFBQ mechanism significantly improved the delivery ratio of

the emergency frames even under heavy traffic load.

We also investigated the effect of the proximity of the healthcare professionals
to the patients. VSNs for outdoor healthcare monitoring is used in conjunction with
the supervision of healthcare professionals for further improving the performance of
the healthcare monitoring system. The main motivation behind this scheme is to
provide the optimal use of the scarce resources like healthcare professionals and network
bandwidth. Firstly, we investigated the proximity effect analytically. After that, we
conducted simulations and showed that the results were compatible with the analytical
solution. The shape of the surveillance area and the attention distance to the length
of the surveillance area’s shorter side ratio is the two important parameters for the

healthcare professional enabled scenario.
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For future directions, we plan to extend the capabilities of WeCare system by
integrating smart home appliances to control the environment. Also, for assuring
unobtrusiveness, we seek for image processing solutions for identifying the sudden
falls and other physiological conditions and activity identification. For the VSNs, we
will investigate different routing protocols for enabling the successful arrival of the
video frames with lower latencies. Moreover, the redundant video frames generated
by different sensor nodes for the same patient can be reduced by local organization of
the sensor nodes among themselves. In this way, only the sensor nodes that have the

closest vision produce the frames for a specific patient.
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