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ABSTRACT

HANDOVERS IN WIRELESS OVERLAY NETWORKS

Wireless Overlay Networks (WONs) are multi-layer networks in which mobile
nodes (MNs) move freely within cells of the same overlay or between cells of differ-
ent overlays. Such a structure provides global access to MNs regardless of time and
location. In spite of their advantages, WONs pose many challenges due to the simul-
taneous existence of horizontal handovers between cells of the same wireless network
and wvertical handovers between different overlay networks. Minimizing power drain,
handover latency, overhead due to extra messaging during handovers, eliminating the
number of unnecessary handovers and maximizing throughput are some of these chal-
lenges. While dealing with all this, end users should be isolated from making additional
configurations and handovers should be performed seamlessly. Thus, an efficient mo-
bility management system achieving all these goals needs to be built for the WON

architecture.

Currently, there are many efforts in dealing with the problems mentioned above.
Related work in this area focuses on the development of new mobility management
architectures as well as improving the handover decision phase to quickly and accurately
trigger handovers without triggering any unnecessary ones. The thesis includes a survey
of present handover schemes proposed for WONs and points out their drawbacks. Then,
by taking into consideration the drawbacks and incompleteness of the current schemes
in literature, this thesis proposes a new mobility management scheme for WONs. The

proposed scheme divides into two main parts.

The first part covers the problem of horizontal handovers and presents a solu-

tion which reduces latency as much as possible. The proposed model also deals with



oscillations as MNs moves back and forth between two Access Routers (ARs). The
simulation results show that the proposed horizontal handover model reduces latency
significantly especially in highly crowded subnets at the expense of slightly increased

overhead.

The second part covers the problem of vertical handovers. This scheme integrates
a Handover Decision Manager (HDM) to detect network condition changes in a timely
and accurate manner, and a Subnet Agent (SA) to maintain the connection and manage
handovers. The proposed HDM algorithm considers many factors such as the candidate
networks’ cost, coverage, data rate and traffic load. The algorithm gives accurate and
timely decisions and considerably decreases MNs’ power consumption at the expense
of slightly increased complexity. The simulations, which compare the proposed HDM
scheme with two-level thresholding and utility-based schemes, show that the number of
unnecessary handovers and MNs’ power consumption are decreased considerably while
MNSs’ throughput is not significantly affected by the proposed algorithm. Meanwhile,
the novel SA-based architecture brings a new signaling flow for downward and upward
vertical handovers. The performance of the architecture is evaluated by comparing its
signaling flow with that of the two latest architectures in literature. The analytical
work done for this evaluation shows that the proposed SA-based architecture has a

significantly lower overhead and an acceptable latency.
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OZET

KABLOSUZ USTUNE BINDIRMELI AGLARDA
ELDEGISTIRMELER

Kablosuz Ustiine Bindirmeli Adlar (Wireless Overlay Network - WON), mobil
diigiimlerin i¢inde yatay veya dikey eldegistirmeler yaparak serbestce dolasabildigi ¢ok
katmanl aglardir. Bu sayede, mobil kullanicinin konumuna ve sahip oldugu yerel kablo-
suz baglantiya gore miimkiin olan en iyi baglanabilirlik saglanmig olur. Sagladig: yarar-
larin yanisira, bir WON birgok problemi de beraberinde getirir. Bu problemler hem
ayni kablosuz agin hiicreleri arasinda gerceklesen yatay eldegistirmeler, hem de farklh
katmanlardaki aglar arasinda gerceklesen dikey eldegistirmeler yiiziinden kaynaklan-
maktadir. Enerji tiiketimini, eldegistirme gecikmesini, eldegistirme sirasinda yapilan
mesajlagmay1 en aza indirmek, gereksiz eldegigtirmeleri engellemek ve agda dolagan
veri hacmini mumkiin oldugu kadar arttirmak bu problemlerden bazlaridir. Ayrica,
tiim bu problemlerle basa ¢ikarken, son kullanicilarin mobil cihazlarinda ekstra ayarlar
yapmas! gerekmemeli ve eldegistirmeler son kullanicinin kesintisiz iletigimini etkile-
memelidir. Kisacasi, bir WON igin tiim bu problemlerin iistesinden gelebilecek etkili

bir Hareket Yonetim Sistem: gerekmektedir.

Su anki durumda, yukaridaki problemlerle baga ¢ikabilmek igin gesitli ¢abalar
mevcuttur. Bu konuda yapilan ¢aligmalar, yeni hareket yonetim sistemlerinin tasar-
lanmasina ve eldegistirme siirecindeki karar verme agsamasinin eldegistirmeleri hizli ve
dogru bir sekilde tetikleyecek yonde iyilestirilmesine odaklanmigtir. Bu tez caligmasi,
su ana kadar WON igin Onerilen yatay ve dikey eldegistirme sistemlerini incelemekte
ve bu sistemlerin eksiklerini ortaya ¢ikarmaktadir. Daha sonra, incelenen sistemlerin

eksiklik ve sakincalar1 goz ontine alinarak WON yapisi i¢in yeni bir Hareket Yonetim
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Sistemi onerilmektedir. Mobil kullanicilarin kablosuz iistiine bindirmeli aglar arasinda

serbestce dolagsabilmesini saglayan bu yeni sistem iki ana boliimden olugsmaktadir.

Birinci boliim yatay eldegistirmeleri kapsamakta ve eldegistirme gecikmesini azal-
tacak bir ¢Oziim sunmaktadir. Ayrica, Onerilen bu model mobil kullanicilarin iki
yonlendirici (Access Router - AR) arasinda ileri geri hareket etmesiyle olugabilecek
sinyal seviyesindeki salinimlar1 gozardi ederek gereksiz eldegistirmeleri de engellemekte-
dir. Simiilasyon sonuclar1 6nerilen yatay eldegistirme modelinin 6zellikle ¢ok kalabalik

aglarda eldegistirme gecikmesini onemli 6l¢iide diistirdiigiinii gostermektedir.

Ikinci boliim ise dikey eldegistirmeleri kapsamaktadir. Bu model, eldegistirme
tetiklenmelerine yerinde ve zamaninda karar verecek sekilde tasarlanmig Eldegistirme
Karar Yéneticisi (Handover Decision Manager - HDM) ile eldegistirme sirasinda kul-
lanicinin iletigiminin kesintiye ugramasina engel olan Alt Ag Temsilcisi (Subnet Agent
- SA) bilegenlerinden olugsmaktadir. Ayrica, bu galigmada, her mobil iletigim cihazina
yerlegtirilmesi onerilen HDM bilegeni i¢in yeni bir algoritma da sunulmaktadir. HDM
algoritmasi aday aglarin maliyeti, kapsama alani, veri hizi, yiki gibi bircok etmeni
gozoniinde bulundurmaktadir. Algoritma dogru ve zamaninda eldegistirme kararlar
vererek mobil cihazin enerji tiiketimini bityiik élciide azaltmaktadir. Onerilen algorit-
may1 Iki Seviyeli Esik Sistemi (two-level thresholding) ve Fayda-Odakli Sistem (utility-
based) ile kargilagtiran simiilasyonlar sonucunda, gereksiz eldegistirmelerin ve mobil
cihazdaki enerji tiiketiminin azaldigi, buna kargin veri hacminin onemli 6lgiide etkilen-
medigi goriilmektedir. Son olarak, yeni SA tabanli mimari yukar1 ve agag yondeki
eldegistirmeler icin farkli mesajlagmalar onermektedir. Onerilen mesaj akiglari, son
yillarda onerilen iki yeni mimarinin mesaj akiglariyla kargilagtirildiginda SA tabanh
mimarinin kabul edilebilir bir eldegistirme gecikmesine sahip oldugu ve mesaj trafigini

onemli olgiide azalttigr da gortilmektedir.
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1. INTRODUCTION

Wireless networking is becoming an increasingly important and popular way to
provide global information access to users regardless of time and location. However,
there is no unified wireless technology which fits all user requirements at all times.
Instead, using several overlaying wireless networks can provide the best possible data
delivery service. Therefore, extensions to a traditional cellular handover (handoff)
system are made in order to handle the simultaneous operation of multiple wireless
network interfaces. This new system allows mobile users to roam in a Wireless Overlay
Network (WON) structure which consists of several network layers. In such a structure,
the lower layers contain high-bandwidth wireless cells covering a small area whereas
higher layers contain lower bandwidth wireless cells covering a larger area. The users
can connect to the wired network through multiple wireless subnets, and this offers the
best possible connectivity based on the users’ geographic location and local wireless

connectivity.

In spite of the WON’s advantage of global connectivity, users may experience some
disturbance in service during a horizontal handover between cells of the same wireless
network or a wvertical handover between different overlay networks. Data packets may
be lost during these handover periods. Therefore, constructing an efficient mobility
management system and making the handovers as seamless as possible is crucial for

critical wireless applications.

This thesis covers the problem of building an efficient mobility management sys-
tem which reduces handover latency, handover overhead and the number of unnec-
essary handovers while considering power and throughput constraints. Our ambition
is to achieve seamless handovers in a WON without requiring the end users to make
additional configurations. The first goal of this thesis is to study the current handover
schemes and some enhancement ideas that may be applied to these schemes. It is also
intended to summarize prior work done in this area. The second goal of the thesis is to

present a new mobility management scheme to provide a seamless service to roaming



end-users. Finally, the thesis also aims to present a simulation model evaluating the

performance of the proposed schemes and comparing it with the current schemes.

Chapter 2 gives an overview of WONs and describes the main challenges they
pose as well as horizontal and vertical handovers occuring within them. Chapter 3
gives an overview of Mobile IPv6 by discussing the MIPv6 components and how they
communicate. This chapter is essential in comprehending the related and proposed
work which uses MIPv6 components. Chapter 4 presents the currently used basic hor-
izontal and vertical handover schemes as well as their drawbacks. The chapter also
summarizes prior work done for WONs. Chapter 5 presents the new mobility manage-
ment scheme proposed for WONSs. This scheme considers both horizontal and vertical
handovers and proposes new solutions for reducing power usage, handover latency and
handover overhead as well as eliminating the number of unnecessary handovers. This
chapter also evaluates the performance of the proposed scheme by various simulations

and analytic work. Finally, Chapter 6 concludes the thesis and discusses future work.



2. OVERVIEW OF WIRELESS OVERLAY NETWORKS

2.1. Overlay Networks

An overlay network is a virtual network which is built on top of an existing
network in order to add new functionality or network service not available in the
existing layers [1]. The Internet itself is an overlay network which is built on top of
local area networks (e.g. Ethernet) and telephone networks, and this new overlay adds
an Internet protocol header to all the packets. Overlays are beneficial in deploying new
routing and packet management algorithms quickly and easily instead of upgrading the
existing layers which is very expensive. Another benefit of overlay networks is that any

bug in the overlay network is usually isolated from the lower overlays.

As stated in [1], there are mainly two types of overlays: i) Routing Overlays and ii)
Structured Overlays. Routing overlays intend to modify and improve the routing in the
existing overlays so that new functionality and services may be added. Virtual Private
Networks (VPN) can be considered as a routing overlay achieving better security and
authentication. Structured overlays are used for combining large distributed systems.
These overlays often replicate content across many individual nodes so that the network

does not collapse due to the failure of individual links and nodes.

2.2. Wireless Overlay Networks

Wireless Overlay Networks (WONSs), which were first introduced in [2], aim to
combine different wireless technologies in order to provide wide-area coverage, best
possible bandwidth and lowest possible latency to all mobile users. WONs are con-
structed when different wireless network technologies developed for different purposes
are overlaid to form larger wireless networks. Table 2.1 depicts a list of some different
wireless technologies [3, 4]. The need to unify all these technologies so that mobile

users can seamlessly roam between access networks brings up the idea of heterogenous

networks and WONSs.



Table 2.1. Characteristics in existing and emerging wireless technologies

Network Coverage Data Rates Cost
Satellite World Max. 144 kb/s High
GSM/GPRS Approx. 35 km 9.6 kb/s up to 144 kb/s High
IEEE 802.16a Approx. 30 km Max. 70 Mb/s Medium
IEEE 802.20 Approx. 20 km 1-9 Mb/s High
UMTS 20 km up to 2 Mb/s High
HIPERLAN 2 70 up to 300 m 25 Mb/s Low
IEEE 802.11a 50 up to 300 m 54 Mb/s Low
[EEE 802.11b 50 up to 300 m 11 Mb/s Low
Bluetooth 10 m Max. 700 kb/s Low

WON has a hierarchical structure with different levels. These levels differ from
each other by their coverage areas, bandwidths and latency. Higher levels have a larger
coverage area but lower bandwidth. Conversely, lower levels contain high-bandwidth
cells covering a small area. Overlaying a high bandwidth in-room infrared network
with a radio frequency network having less bandwidth and thus establishing connec-
tivity between rooms is a WON example mentioned in [2]. From Table 2.1, it seems
that Satellite networks cover WLANs. However, it should be considered that Satellite

networks are not always available especially indoors.

It is desirable that wireless applications operate in lower levels of a WON since
they provide greater bandwidth. However, providing a high bandwidth to all users
all the time is not possible. Therefore, low-mobility users are served by lower layers
and benefit from a greater bandwidth whereas high mobility users are served by upper

layers and benefit from a greater coverage area.

For example, IEEE 802.11 and HIPERLAN/2 are two wireless local area network
(WLAN) standards whereas GSM/GPRS and UMTS are designed for wide area com-
munication. These technologies vary in frequency band, bandwidth, data transmission

latency, coverage range, etc. A WON structure covering all these technologies contains

IEEE 802.11 and HIPERLAN/2 at lower levels, and GSM/GPRS and UMTS at higher



levels.

Fig. 2.1 is an example of a general WON structure [2]. In this figure, the regional

area has a larger coverage area but a lower bandwidth than all the lower layers.
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Figure 2.1. Hierarchical structure of wireless overlay networks

In a WON structure, the MN travels within or between the different overlays.
Therefore, it must have a switching ability as well as the necessary network interfaces

which are used interchangeably after switching between different networks.

2.3. Main Challenges and Problems

Since a WON is composed of a variety of wireless technologies with different
coverage, bandwidth and latency, it poses many challenges. Some of these challenges

stated in [5, 6, 7] are as follows:

e Mobile users access network through a wireless link. Thus, they experience a
lower bandwidth and higher error rate when compared to wired users. Besides,
mobile users may not be in the coverage area of any network sometimes so the

network may be unavailable in such situations. Therefore, a wireless network



may be viewed as unreliable in terms of availability.

High handover latency impairs both applications and protocols transfering infor-
mation. For example, various testbed and simulation measurements show that
TCP and TFRC (TCP-Friendly Rate Control) performance is significantly re-
duced during vertical handovers [4]. Sessions must be seamlessly maintained as
the MNs roam among different overlays. That is, the handovers must be fast
enough not to cause any significant service degradation. The main goal of the
wireless overlay networking is to allow a user to use fully-interactive multimedia
communication tools across all of these different network interfaces eventhough
the networks provide different levels of service. For example, the infrared net-
work may support full-motion video and high-quality audio, the RF network may
support a lower frame-rate video and lower quality audio, and the wide-area net-
work may support only audio. Therefore, making the switch between networks as
seamless as possible for disruption intolerant applications and with as little data
loss as possible means that achieving “low latency handover” is really a difficult
issue.

In order to achieve a truly ubiquitous and seamless access to information systems,
end users should not deal with additional configurations.

The simplest approach to managing multiple wireless network interfaces is to keep
all of them on all the time. Measurements of commercially available wireless net-
work interfaces [8] show that keeping an IBM Infrared and WaveLan RF interface
on all the time consumes approximately 1.5 watts. Therefore, another challenge
is “power saving” in the case of vertical handovers. The aim is to minimize the
power drain due to simultaneously active multiple network interfaces because
mobile devices have limited processing and power capabilities when compared to
desktop computers.

There is no comparable signal strength available to aid the decision of the “best”
network to make vertical handover, because the networks have such varying char-
acteristics. For example, an in-building RF network with a low signal strength
may still yield better performance than a wide-area data network with a high
signal strength [8]. Thus, discovering the right time to perform handovers in a

wireless channel is difficult to predict and characterize.



e During a handover procedure, upper-layer applications are interested in network
conditions such as available bandwidth, delay and user preferences rather than
the physical layer parameters such as received signal strength and signal-to-
interference ratio.

e Designing vertical handovers in wireless overlays requires bandwidth overheads
in the form of beacon packets and handover messages that are necessary to pro-
vide service to roaming users. The cost of this additional network traffic should
be minimized while also providing minimal disruption for transitions between
networks.

e Media Access Control (MAC) protocols, which are significant for the performance
and use of wireless networks, are different for the cellular systems in U.S. and
Europe. These differences affect the interoperability of different networks and

hence global roaming of mobile users.

To sum up, an efficient mobility management system in WONs must establish
balance among handover latency, power consumption of the MN’s network interfaces

and the wasted bandwidth due to additional network traffic occuring during handovers

[9].

2.4. Horizontal and Vertical Handovers

Two types of handovers occur as the MN travels within or between the different
overlays of a WON: horizontal and vertical. Both handover types that occur as a user

roams in a WON are illustrated in Fig. 2.2 [2].

Horizontal (or standard) handovers are the conventional handovers which take
place while the MN switches between cells of the same network overlay. Therefore, the
MN does not need to change the network interface it is using. Horizontal handovers are
mandatory since a MN, which moves very far away from its base station (BS), cannot

continue its communication without performing a horizontal handover.

Fig. 2.3 depicts a horizontal handover [9]. In this figure, there is a handover
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Figure 2.2. Roaming in wireless overlay networks

from the MN’s old BS to its new BS; both of them having the same wireless network
interface. The beacons, which are generated by the BSs, help the MN to determine
whether a horizontal handover is necessary or not. The MN continously checks the
signal strengths of all beacons. If a new BS sends signals stronger than the old one,
the handover mechanism is triggered by the MN. The MN sends a handover request
(or a greeting packet) to the new BS and receives an acknowledgement. The new BS
also sends a notification to the old BS and waits for an acknowledgement from the
old BS. Meanwhile, the old BS buffers the packets coming to the MN so that these
packets, which arrive during handover, are not lost. The buffered data packets are sent
to the new BS after the notification acknowledgement. As it is seen from Fig. 2.3, the
handover latency is the time between the moment when the MN instructs the new BS
for a handover start and the moment when the new BS sends the first data packet to

the MN.

Unlike horizontal handovers, vertical (or inter-system /inter-network) handovers
are not strictly mandatory. Instead, they occur as a result of the tradeoff between
coverage and bandwidth. A vertical handover takes place when the MN moves from
a cell in one overlay to a cell in a different overlay in WON. Moving from an IEEE
802.11 WLAN to a GSM cell is a typical example for vertical handover. After vertical
handovers, the MN’s network interface changes because it travels between different

wireless communication architectures [10].



Vertical handovers are either upwards or downwards and start when the lower
overlay becomes reachable or unreachable. An upward vertical handover occurs when
the MN moves to an upper WON layer with larger coverage area but lower bandwidth.
This happens as the MN becomes highly mobile and the lower layer becomes unreach-
able. On the other hand, a downward vertical handover occurs when the MN moves to

a lower WON layer with greater bandwidth but smaller coverage area.

Fig. 2.4 shows how an upward vertical handover occurs [9]. It starts when the
MN senses that the current layer is not reachable anymore. The MN sends ”start
forwarding” handover message to the upper layer, New Overlay. Then, it sends ”stop
forwarding” handover message to the current layer, Old Overlay, via the New Overlay.
Handover ends when the first packet is received from the New Overlay. As depicted in
Fig. 2.4, the handover latency is the time between the moment when the MN detects
that the Old Overlay is unreacheable and the moment when the New Overlay starts
forwarding data packets to the MN.

Generally, vertical handovers are analysed in two main steps: i) a handover de-
cision process and ii) a handover execution process [11]. In the handover decision
process, the time to perform the handover is decided by the MN, network or both.
In the handover execution process, the handover takes place. Still, there are some
approaches which consider an additional first step called system discovery in which the

MN discovers the reachable wireless networks [12].
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3. OVERVIEW OF MOBILE IPV6

A MIPv6 node can continuously change its location on an IPv6 network and still
be connected. The connectivity of the node is maintained by various messages going
back and forth between the MIPv6 components [13, 14]. This section discusses the

MIPv6 components and how they communicate.

3.1. Components of MIPv6

3.1.1. Nodes

The Mobile Node (MN) is the node that travels between IPv6 subnets. It acquires
new temporary addresses as it roams into new subnets and maintains its connectivity
by using its unchanging home address. The Correspondent Node (CN) is the node
that wants to exchange data with the MN. The Home Agent (HA) is the router on the
MN’s home subnet and provides communication between MN and CN. If the MN is
away from its home, it registers its current temporary address with the HA and the
HA forwards data, which comes to the MN’s home address, to the MN’s temporary
address. The Foreign Agent (FA) is the home agent of the foreign subnet the MN
roams into. HA and FA are both Access Routers (AR) or Access Points (AP).

3.1.2. Links

Home Link is established between MN and HA. The MN obtains its home address
from this link. Foreign Link is between MN and FA. The MN obtains its temporary
address from this link.

3.1.3. Addresses

The 128-bit IPv6 addresses consist of a 64-bit routing prefix and a 64-bit interface

identifier. The routing prefix is used for routing the packet to the correct subnet
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whereas the interface identifier identifies the specific node within the network. Home
Address always identifies the MN even if it is outside its home subnet. It is used on
Home Link. On the other hand, Care-of Address is the temporary address assigned to
the MN when it is attached to a foreign link and provides information about the MN’s

current location. It is used on Foreign Link.

3.2. Communication Between MIPv6 Components

Fig. 3.1 illustrates the communication lines between the components of MIPv6
[13]. In this figure, the MN travels from its home subnet to a foreign subnet, registers
with the foreign subnet and gets a new address called the care-of address (1). Then,
the MN transmits this address to the HA (4) and sometimes to the CN (5) if the CN
is MIPv6 capable. This message, which enables a mapping between the MN’s home
address and care-of address, is called a binding update. Then, HA sends a binding
acknowledgment (2) to the MN. If the CN is not MIPv6 capable, it sends data to the
MN’s home-address and HA collects the data to deliver it to the MN’s care-of address
(3). The MN sends its response to the CN over HA but this type of communication
increases the burden of routing at HA. On the other hand, if the CN is MIPv6 capable,
it may directly send data to and receive data from the MN’s care-of address (5). As a
result of binding, it can be said that there is a dynamic tunnel between home address

and care-of address at any time.

Moreover, it is worthy to note that the FA periodically sends a message called the
Router Advertisement (RA) message. This contains the globally unique routing prefix
that is used to formulate a care-of address by the MN. As soon as the MN switches
its network, it can send a Router Solicitation message to the FA before receiving the

periodic Router Advertisement message.

In terms of MIPv6, handover latency can be divided into three main components:
i) detection period, ii) address configuration period and iii) network registration time
[11, 7]. During the detection period, the MN discovers new wireless networks due to

the new RAs. During the address configuration period, the MN assigns its interface
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a new care-of address based on the prefix of the new wireless network. Finally, the
network registration time is the time between sending a binding update to the HA as

well as the CN and receiving the first packet from the CN via the new network.

Home subnet
{on home network)

Visited subnat
(on visited natwork)

Figure 3.1. Communication of MIPv6 components
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4. PRESENT HANDOVER SCHEMES

4.1. Basic Horizontal Handover Scheme

Previously, it has been explained that MN registers with the foreign subnet and
gets a new care-of address as soon as it enters a new foreign subnet. Fig. 4.1 shows this
registration process. As explained in [15], first, MN creates its own care-of address by
making use of RA messages sent from FA. Then, MN sends a request to FA to check
the uniqueness of the care-of address it has just created (1). FA performs Duplicate
Address Detection (DAD), which takes a considerable amount of time, and sends the
result back to MN (2). Finally, if everything is OK, i.e. if the newly created care-of
address is unique, the MN registers with the foreign subnet (3 and 4). Otherwise, MN

has to create another care-of address and the same procedure starts all over again.

One of the major drawbacks of this model is certainly starting the handover
process after the MN enters the new subnet. No matter how fast the signals are
transmitted or how fast the DAD operation is done, it is impossible to get rid of the
handover latency. If the handover process could start before the MN actually enters

the new subnet, then the handover latency can be decreased to some extent.

Secondly, DAD takes a very long time and impairs the handover performance.

Currently, there are some studies towards analysing the origin of this performance

{3 Fegistrabon Fequest

) Fegistraion Fesponse

Figure 4.1. Present scheme for horizontal handover
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degradation and some proposed ideas to finish DAD earlier [16, 17]. If the AR could
keep track of all the care-of addresses in its coverage area and could generate a new

care-of address for the MN, then time would not be wasted for the DAD operation.

The basic horizontal handover scheme may be enhanced in such a way that it
adopts MIPv6 and consists of soft handover mechanisms not imposing any change to
the MIPv6 standard [18]. For this solution, a new component called “Duplication &
Merging Agent” (D&M), which is a router located at the core network to duplicate and
merge IPv6 flows, is introduced. At first, packets going from the CN to the MN are
duplicated and tunnelled to the MN via corresponding ARs and then these duplicates
are filtered at the MN. By receiving data from multiple ARs simultaneously, the MN
can move from one cell to another without significant interruption. However, such a

solution cannot prevent the long handover latency due to the DAD operation.

4.2. Basic Vertical Handover Scheme

In [8], a model of handovers which is built on top of the mobile routing capabilities
of MIP is proposed. This model is based on the infrastructure that is described in [19]
and the MIP specification that is described in [20]. The architecture of the basic
handover scheme is shown in Fig. 4.2.
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In this structure, MNs connect to a wired infrastructure via Base Stations (BSs).
An HA performs the same functions as in Mobile IP. The difference is that the care-of
address is not a unicast address but an encapsulating multicast address. The MN is
responsible for initiating handovers between BSs and between different network inter-
faces. A small group of BSs are selected by the MN to listen on this multicast address
for packets encapsulated and sent by the HA. One of the BSs is selected by the MN to
be a forwarding BS; it decapsulates and forwards the packets it receives on the multi-
cast address to the MN. The other BSs are buffering BSs; they hold a small number of
packets from the HA in a circular buffer. When the MN initiates a handover, it informs
the old BS to switch from forwarding to buffering mode. The new BS then forwards
the buffered packets that the MN has not received yet. For networks where the BS
infrastructure is not under control, the HA acts as the BS for the MN; the HA sends

separate unicast packets to the care-of address of the MN’s wide-area data interface

8].

The BSs send out periodic beacons similar to Mobile IP foreign agent advertise-
ments. The MN listens to these packets and decides which BS should be forwarding
packets and which BSs should be buffering packets in anticipation of a handover, and
which BSs should be members of the multicast group assigned for a single MN. The
signal strengths of these beacon packets are compared and the BS with the highest

signal strength is chosen as the forwarding BS.

Upward vertical handovers are initiated when several beacons on the currently
connected network are not received. Then, the MN decides that the current network
is not reachable and is handed over to the upper overlay network. Downward vertical
handovers are initiated when several beacons in a row are heard from a lower overlay’s
network interface (NI). The MN decides that the MN is now within the range of the

lower overlay’s NI and switches to the lower overlay [8].

This basic handover scheme may be enhanced by several ways. For example, in
order to prevent the mobile users from experiencing a significant drop in QoS, priority-

based algorithms may be deployed as stated in [21]. By this way, mobile users running
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latency-sensitive applications (e.g. transferring digitized voice, video, etc.) have the

priority to be served first and do not experience a significant performance degradation.

Secondly, policy-based call admission controls may be deployed in order to decide
when the MN should perform a vertical handover [22, 23]. Such a policy-based scheme
allows vertical handover requests and admits MNs into the requested overlays based on
required QoS level, residual capacity in each available network, bandwidth, coverage
and cost. Policy Decision Points (PDPs) implemented in base stations determine the
network health by monitoring video frame drop rate (FDR), block error rate (BLER)
and voice call blocking. If the defined policies find the network health to be convenient,
then the MN performs a vertical handover. Such a solution prevents unnecessary

handovers and achieves a balanced load between the available access networks.

4.3. Related Work

Wireless Overlay Networks (WONs) were first introduced by Brewer and Katz
[2]. Related work in this area focuses on the development of new mobility management
architectures as well as improving the handover decision phase to quickly and accurately

trigger handovers without triggering any unnecessary ones.

4.3.1. Mobility Management Architectures

The idea of vertical handovers were first introduced by Stemm and Katz [8]. The
vertical handover approach proposed by Seshan et al. is very similar to that of Stemm
and Katz [24]. In both approaches, the MN selects one of the BSs to be a forwarding
BS and the other BSs to be buffering BSs. The buffering BSs buffer the recent few

packets and forward them to the mobile node during a handover.

Badis and Agha proposed a hierarchical mobility management scheme which uses
multicasting as a packet forwarding mechanism [9, 25]. Such a multicasting solution
handles frequent handovers but increases wasted bandwidth. Besides, the scheme pro-

poses two new classes of MNs: i) high-mobility and ii) low-mobility. An MN which
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exceeds a certain speed threshold connects to the next higher overlay if there are avail-

able resources. Such an approach decreases the number of handovers.

Buddhikot et al. considered only IEEE 802.11 and 3G wireless networks and
described two approaches for the integration of these two technologies [26]. In the tight
integration approach, the 802.11 network appears to the 3G core network as another
3G access network. Thus, the 802.11 network emulates functions natively available
in 3G. Besides, the MNs need to implement the 3G protocol stack on top of their
802.11 network cards. In the loose integration approach, which is shown to be better,
802.11 and 3G networks can be independently deployed by the introduction of the IOTA
(Integration Of Two Access technologies) 802.11 gateway element. This gateway serves
multiple 802.11 access points in a hot-spot and helps the MN to obtain 802.11 access

as it roams into this hot-spot.

Wang et al. proposed an architecture based on MIPv6 for integrating UMTS and
IEEE 802.11 WLAN [27]. In this architecture, UMTS and WLAN are connected to
each other by routers in the same administrative domain without any master-slave rela-
tionship. The routers connecting these different networks act as the mobility gateways

responsible for the mobility management of the whole network.

4.3.2. Handover Decision Algorithms

Related work on handover decision suggests different techniques. Traditional de-
cision algorithms based on received signal strength (RSS), thresholds and dwell timers

are some examples [28].

Pahlavan et al. considers a 2-layer WON and suggests to measure the relative
bandwidths of WLAN and GPRS and uses neural networks in determining the handover
decision time [28]. However, no information on how to train and use the neural network

is given.

Zhang et al. again considers a 2-layer WON consisting of IEEE 802.11 WLAN



19

and GPRS WWAN, and uses different methods for switching to WLAN and WWAN
[29]. When switching to WWAN;, the decision algorithm periodically monitors RSS
and tries to detect a decay in RSS. This lets the MN to switch to WWAN very quickly
as the WLAN becomes unavailable. When switching to WLAN, the algorithm uses
the network allocation vector (NAV) in the MAC layer to estimate network conditions
(e.g. available bandwidth and access delay) because the NAV busy state can reflect the
media’s busy state or traffic load to some extent. This lets the MN to decide handover
by being aware of network conditions. Although the algorithm is smart and simple, it
is not suitable for different types of wireless networks which do not use NAV. Besides,
the algorithm does not consider many factors such as the network’s coverage, cost,

mobility support, etc.

Murray et al. introduces fuzzy logic into handover decision mechanism and pro-
poses policies which are deployed on the MN as well as the stationary policy decision
points in the network [23]. In this approach, the decision is made by calculating the
network’s health from video frame drop rate, block error rate and voice call blocking
rate. However, the proposed solution does not consider the network’s coverage, cost,
mobility support, power consumption, etc. Moreover, the deployment of policy deci-
sion points in the WON increases the complexity of the mobility management scheme

considerably.

Some approaches use signal-to-noise ratios (SNR) together with conventional two-
level thresholding scheme [26, 30, 31]. This scheme lets the MN to stay with the current

wireless network as long as possible.

Chen et al. presents an adaptive scheme which makes use of utility functions [12].
As depicted in Equation 4.1, the utility function of wireless network j is composed of

several normalized factors f; ; multiplied by their weight or importance w;.
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The handover decision algorithm calculates and compares the utilities of candi-
date networks with the current network for a certain amount of time called the stability
period. The stability period changes according to handover latency and the utility ra-
tios. Thus, if the utility of the candidate network is increasing relatively more, then the
stability period decreases and the handover decision is made earlier. Otherwise, the
stability period increases and the MN avoids unnecessary handovers. In spite of its var-
ious advantages, this scheme, which continuously calculates complex utility functions
during the stability period, consumes more MN power relative to the other methods
and neglects the computational advantage of performing different tasks for upward and
downward vertical handovers. Besides, the algorithm needs to estimate the handover
latency in order to calculate the stability period. Estimating this latency before even

doing a handover is unreliable and may lead to erroneous results.

Finally, there is an ongoing research in integrating fuzzy logic to handover decision
algorithms [32, 33, 34]. These systems take several parameters such as current and
previous RSS, MN speed, network traffic parameters as input. Then, according to the
fuzzy rules defined in a series of fuzzy logic systems, several output parameters such
as low and high threshold RSS values are generated dynamically. Finally, these output

parameters are used in making a handover decision.
4.3.3. Testbeds

There are also some research studies evaluating the horizontal and vertical host
mobility using real testbed experimentation. Among these, Berkeley’s Bay Area Re-
search Wireless Access Network (BARWAN) project implemented in San Francisco
Bay Area is the first [35]. This testbed consists of five overlays (in-room infrared, in-

building radio frequency, campus/metropolitan area packet relay network, wide-area
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packet switched data network and regional-area satellite data network). However, it
relies on MIPv4. Moreover, it considers vertical handovers between Metricom Ricotech
and WaveLLAN [8]. Later on, some enhancements are implemented in this testbed in
order to reduce handover latency. For example, the proposed handover protocol in
[24] uses multicasting and intelligent buffering at the base stations to achieve a higher
performance. However, these enhancements are based on PC base stations and IBM
ThinkPad mobile hosts only. Currently, there are some studies of QoS enhancements on
this testbed [36]. These studies try to enhance Internet QoS without any support from
the underlying IP network. Smoothing losses, prioritization of packets and statistical

loss and bandwidth guarantees are the three QoS enhancements studied currently.

Another testbed is the MIPv6 based LAN-WLAN-GPRS testbed implemented as
part of the Cambridge Open Mobile Systems (COMS) project [37, 3]. It is called the
LCE-CL testbed and built by the joint contribution of Laboratory for Communication
Engineering (LCE) and the Computer Laboratory at the University of Cambridge.
The current GPRS network infrastructure is produced by Vodafone UK whereas the
WLAN access points are IEEE 802.11b capable. The testbed is used in evaluating
the performance of vertical handovers between LAN < GPRS and WLAN < GPRS.
The testbed does not have any special components or solutions to improve handover
performance. However, some enhancement ideas are proposed such as increasing the
frequency of Router Advertisements and Client-based Router Advertisement caching

to decrease the MNs’ detection time of WLANs [11].
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5. A NEW MOBILITY MANAGEMENT SCHEME FOR
WIRELESS OVERLAY NETWORKS

In order to minimize any disruption in connectivity, a proper mobility manage-
ment scheme for WONSs must take both horizontal and vertical handovers into account.
Therefore, this section proposes novel solutions for decreasing handover latency and

overhead both in horizontal and vertical handovers.

5.1. Horizontal Handover Scheme

5.1.1. Proposed Solution

The horizontal handover model proposed in this thesis is based on the one pre-
sented in [38] and focuses on the two major drawbacks of the present handover scheme
described earlier. First, it reduces the handover latency significantly since the MN’s
handover process starts before the MN physically enters a new subnet. Moreover,
since the care-of addresses are generated by the ARs instead of the MNs, the enormous

amount of time wasted for DAD is also gotten rid of.

According to the proposed model depicted in Fig. 5.1, all the ARs know each
other in advance. As the MN moves far away from its current AR (approximately 90%
of the subnet’s coverage radius), it sends a handover signal to its current AR noting
that it is about to perform a handover (1). The handover signal also contains the MAC
address of the MN and necessary information that identifies the target AR. Then, the
current AR requests a care-of address for the MN from the target AR (2) by sending
the MAC address of the MN. The target AR generates a new care-of address and sends
it to the current AR (3). The target AR also reserves the generated address for a
certain amount of time so that the address is not generated for other new comer MNs.
The current AR informs the MN of its new care-of address (4). Having obtained its

new care-of address, the MN registers to the new subnet (5, 6).
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Figure 5.1. Proposed scheme for horizontal handover

Although this model decreases the horizontal handover latency considerably, it
has some hidden costs. First, all the ARs have to be aware of each other in advance.
Second, the messaging traffic is considerably increased since there is more signaling

done in this model. Table 5.1 lists the messages used in horizontal handover.

Table 5.1. Message lengths for horizontal handover

Message Length (bits) Content
Handover Signal 256 MN’s MAC address + target AR’s IP
Request Address 128 MN’s MAC address
New Address 128 MN'’s new care-of address
Reg. Request 128 MN’s IP
Reg. Reply 128 target AR’s IP

5.1.2. Dealing With Oscillations

Deciding the handover according to the relative signal strengths of two ARs is not
always sufficient. If the MN moves back and forth between the two ARs, the received
signal strengths from each AR fluctuates as shown in Fig. 5.2 and this causes multiple
handovers back and forth. To prevent this oscillation called the ping-pong effect, the
well known two-level thresholding scheme is used. According to this scheme, there are
two threshold values, Trow and Tgrgr. The MN decides to handover if the received
signal strength from the current AR falls below the threshold Trow or if the received
signal strength from the target AR exceeds the threshold Tg;ag. Therefore, for the
example depicted in Fig. 5.2, the MN decides to make a handover after point B where
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the received signal strength from target AR exceeds the higher threshold, Ty;qy. By
this way, the MN stays in the current AR as long as possible in order to prevent

unnecessary handovers.
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Figure 5.2. Fluctuating signal strengths causing a ping-pong effect

5.1.3. Comparison with Anticipated Handover

The proposed handover scheme is very similar to the anticipated handover de-
scribed in [15]. However, in anticipated handover, no care-of address is requested from
the target AR. Instead, the current AR generates a valid IPv6 address for the MN
and sends it to the target AR for DAD operation and validation. Once the target AR
checks the uniqueness of this address, it sends the validation result to the current AR.

Therefore, anticipated handover does not eliminate the DAD operation at all.

5.1.4. Simulation and Results

In order to compare the performances of the two horizontal handover schemes
explained earlier, a C++ simulation is implemented. In the simulation, the ARs are
assumed to be base stations whose radius of coverage is approximately 500 meters.
The base stations are assumed to support 50 MNs at most. The handover latencies
are measured separately for each model as the MN moves from one base station to
another. The simulation of the proposed model is performed for two different MN
velocities: 20 m/s (approximate velocity of an automobile) and 2 m/s (approximate

walking velocity).
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Figure 5.3. Horizontal handover latency vs. number of mobile nodes

Fig. 5.3 presents the performance of present solution and proposed solution for
horizontal handover. Note that no value for MN’s velocity is given for the present
model. The handover latency of the present model is independent of the MN’s velocity
because the handover process starts after the MN enters the subnet. However, the
MN'’s velocity plays an important role in the proposed model because the handover
process starts as the MN’s distance from the old AR approaches 90% of the AR’s total
coverage radius. Therefore, if the MN is not highly mobile, i.e. walking, it can be
registered to the new subnet before even stepping into it and in such a case there is no

handover latency.

As depicted in Fig. 5.3, the handover latency of the present solution increases as
the number of nodes in the subnet increase. As the subnet approaches its limit (30-
50 MNs), the probability of the MN’s generating a unique care-of address decreases
significantly. As a result, the MN tries to generate another care-of address and the

DAD procedure starts all over again for that newly generated address.

However, in the proposed model, the time for generating a care-of address is
independent of the number of MNs in a subnet. Therefore, the handover latency of the

proposed model is almost constant.

Finally, note that if the number of MNs in a subnet is between 0 and 10, the

present model’s performance is better than that of the proposed model for MN’s velocity
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= 20 m/s. Therefore, one can conclude that the present model is more appropriate if
the subnet does not contain many MNs whereas the model proposed in this thesis is

more appropriate for highly crowded subnets.

5.2. Vertical Handover Scheme

In order to achieve a seamless vertical handover and maintain continuity of con-
nection, a novel vertical handover management scheme is proposed in this section. This
scheme integrates a Handover Decision Manager (HDM) to detect network condition
changes in a timely and accurate manner, and a Subnet Agent (SA) architecture with
a Billboard Manager (BM) that uses an end-to-end principle to maintain a connection
without additional network infrastructure support. This section presents a completely
[P-based approach to overcome the mentioned primary challenges of vertical handover

to provide an efficient roaming service to end users.

5.2.1. Proposed Architecture for WON Interconnection

To interconnect WWAN and WLAN, an [P-centric architecture using MIPv6, as
shown in Fig. 5.4 is proposed in this section. This architecture, which is a modification
of the work presented in [39], requires each overlay to have a Subnet Agent (SA). For
the sake of simplicity, Fig. 5.4 illustrates a 2-layer WON consisting of WLAN and
WWAN only. In this figure, all Access Points (APs) of a specified region are linked
to the SA of this level, that is, the Lower Overlay Subnet Agent (LOSA) and all Base
Stations (BSs) of a wide-area region are connected to the SA of this overlay, that is,
the Upper Overlay Subnet Agent (UOSA). These SAs are also connected to each other
by fiber optic channels.

The SAs are newly designed for three purposes. First, they manage the handover
process to reduce handover latency and to prevent data loss during roaming of the MN
between different overlays. Second, they contain technical parameters such as access
delay, available bandwidth, threshold values which help the newly introduced HDM to

make an appropriate handover decision. Finally, they are responsible for maintaining
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Figure 5.4. WLAN-WWAN interconnection architecture based on IP

the connection transparently and achieving the best possible communication quality.

There are two cases in which handovers occur in this architecture. First one is the
upward vertical handover illustrated in case 1 of Fig. 5.4, in which the MN serviced
in the WLAN moves to another area that is covered by WWAN. Second one is the
downward vertical handover illustrated in case 2 of Fig. 5.4, in which the MN moves

from WWAN to WLAN.

Dealing with Single Point of Failure. Providing only one SA for each overlay
may lead to single point of failures. In order to make this architecture more resilient to
such failures, the number of SAs responsible for an overlay may be increased. Such a
solution requires a proper coordination between the SAs of the same overlay. Moreover,
High Altitude Platforms (HAP), with a coverage radius of approximately 60 km, may
be introduced to this architecture for backup. HAPs are balloons or small aircrafts
situated in the stratosphere at around 20 km altitude. HAPs seem to become very
popular in the near future especially in the delivery of broadband cellular communica-
tion systems [40]. Similarly, satellites may also be used for backing up SAs of higher

overlays.
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5.2.2. Vertical Handover Phases

Vertical Handover Decision Phase. Moving from an overlay to an underlay (e.g.
WWAN to WLAN) is optional since the objective of the handover is to improve QoS
rather than maintaining connectivity. Therefore, downward vertical handovers must be
carried out cautiously by being aware of the network conditions. On the other hand,
moving from an underlay to an overlay (e.g. WLAN to WWAN) is a result of the
necessity to maintain connectivity. Therefore, we need a timely and accurate decision

mechanism for upward vertical handovers.

In this thesis, a handover decision manager (HDM), which is inspired by the work
in [29, 26, 12], is introduced to intelligently detect the conditions and availability of
multiple networks. This HDM is also presented in [41]. Starting from lower overlays,
HDM checks the availability of wireless networks and performs different tasks in order to
decide different types of handovers. The flow chart of the handover decision algorithm

proposed for HDM is depicted in Fig. 5.5.
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Figure 5.5. Vertical handover decision algorithm

Physical layer sensing is used to detect the availability of other wireless networks.
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By dealing with networks from the lower overlays first, HDM gives priority to these

networks.

First, HDM considers the availability of lower overlay networks in order to de-
cide for downward vertical handover. If there are available lower overlay networks, it
calculates the utilities of these candidates and compares these utilities with that of the
currently serving network. The utility of a wireless network j, Utility;, is calculated

according to Equation 5.1.

Utility; = Coverage; x speedyn + bitRate; x wg + RSSI; X wrsst

+we/Cost; 4+ wy,/Load; (5.1)

Equation 5.1 informs us about the network’s coverage in kms (Coverage;), bit rate
in kbps (bitRate;), normalized cost (Cost;) and traffic load (Load;) as well as the
MN’s received signal strength (RSSI;). wp, wgssr, we and wy, are the predefined
weights for the factors bitRate;, RSSI;, Cost; and Load;, respectively. These weights
are determined either by the user or by the application running on the MN. On the
other hand, the weight of the factor Coverage; is the MN’s speed, speedyn, and it
is not defined by the application. As the MN’s speed increases, it prefers to access
wireless networks with more coverage. Therefore, the importance of coverage is directly
proportional with the MN’s speed. Here, the MN’s speed is assumed to be determined
by GPS.

If one of the candidates has a consistently better utility, then the HDM decides
to make a downward vertical handover. In order to detect this consistency, the HDM
facilitates from a timer mechanism. If the candidate network’s utility is better than
the current network’s utility for a certain amount of time greater than or equal to a
threshold timer value, then the HDM decides to handover to an underlay network.

Here, the threshold timer value is determined by the application running on MN.

Secondly, HDM considers the availability of other wireless networks residing in

the same overlay. It uses the conventional two-level thresholding scheme to decide
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for horizontal handover. Since the horizontal handover decision mechanism is already

explained, it will not be discussed here.

Finally, HDM considers the availability of upper overlay networks in order to
decide for upward vertical handover. Since upward vertical handovers arise from the
necessity of maintaining connectivity rather than improving QoS, we should quickly
detect the unavailability of the currently serving network. That is, the aim of up-
ward vertical handover is to switch to an upper layer before the current network link
breaks. Therefore, calculating complicated utility functions and comparing them is

unnecessarily time and power consuming.

In order to decide for upward vertical handovers in a timely and accurate manner,
HDM uses the RSS indication. If the RSS decays consistently, then the HDM decides to
handover to an upper layer network. In order to detect this consistent signal strength
decay, the HDM facilitates from a timer mechanism similar to the one used in downward
vertical handover. If the currently serving network’s RSS is less than the predefined
threshold for a certain amount of time greater than or equal to a threshold timer
value, then the HDM decides to handover to an upper overlay network. Here, the
threshold timer value is again determined by the application running on MN. That is,
the threshold timer value depends on the type of application traffic. We can simply
classify the traffic as real-time and non-real time. In the case of delay sensitive real-time
services, handover should be performed as rapidly as possible in order to minimize the
delay due to frequent handovers. For non-real time services, the amount of transmission
data is more important than the delay. Therefore, the connection to the underlay
should be maintained as long as possible. Thus, the threshold timer value for real-time

services should be much more smaller than that of non-real time services.

Vertical Handover Fxecution Phase. This section proposes different signaling
flows for downward and upward vertical handover. These signaling flows are inspired

by the flows demonstrated in [42].
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Figure 5.6. Downward vertical handover signaling flow

When an MN enters and connects an underlay wireless network, it performs a
downward vertical handover. Fig. 5.6 depicts the proposed signaling flow for downward
vertical handover. For the sake of simplicity, downward vertical handover between a
WWAN and WLAN is considered in this figure without loss of generality. In this case,
power saving can be achieved by determining the time of the physical layer sensing in
the handover transition region, and the time to activate the underlay card in the MN.
For instance, position information can be used. For the seamless handover service, the
handover point in the downward vertical handover flow is not a critical factor, because

the upper overlay covers the underlay region.

In Fig. 5.6, the HDM residing on the MN performs physical layer sensing to
detect availability of any WLAN. If there is an available WLAN, the WLAN card is
activated. After that, the utility of WLAN is checked by HDM in order to determine
whether to make a handover or not. If the conditions for the handover are satisfied,

MN is informed by HDM and the handover procedure starts.

First, the MN sends a Handover Ready Request to the currently serving BS.
The BS warns its UOSA to buffer all in-bound packets coming to the MN during the
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handover. Thus, all the in-bound packets coming to the MN will be directly sent to
the UOSA to be buffered. Then, the MN sends a Registration Request to the AP in
the WLAN. If the AP accepts this registration request, it sends a positive reply back
to MN and forwards this request with an accepted sign to its LOSA. The LOSA sends
the related notification to the UOSA. By this way, after registration, the UOSA can
send all the buffered in-bound packets to the MN via LOSA and AP. Finally, the MN
starts communicating with the WLAN. If the AP does not accept the MN’s registration
request, it sends a negative reply back to MN and forwards this request with a rejected
sign to its LOSA. Thus, the LOSA sends the related notification to the UOSA and the
UOSA stops buffering in-bound packets.

When the MN enters and connects to an upper overlay region, it performs an
upward vertical handover. Fig. 5.7 depicts the proposed signaling flow for upward
vertical handover. For the sake of simplicity, upward vertical handover between a
WLAN and WWAN is considered in this figure without loss of generality. As the MN
leaves the WLAN AP, the strength of the beacon signal that is received from the AP
periodically weakens. If its strength decreases below the threshold value, then the
WWAN card is activated and starts to make signaling with the system to prepare
the handover. When the HDM receives continuous beacon signals below the threshold
value, which is sensed by timer mechanism of HDM, the handover execution process is

performed.

When the MN is warned by HDM, it sends a Handover Ready Request to the
currently serving AP. The AP warns its LOSA to buffer all in-bound packets coming
to the MN during the handover. Thus, all the in-bound packets coming to the MN
will be directly sent to the LOSA to be buffered. Then, the MN sends a Registration
Request to the BS in the WWAN. If the BS accepts this registration request, it sends
a positive reply back to MN and forwards this registration request to its UOSA. The
UOSA sends the related notification to the LOSA. By this way, after registration, the
LOSA can send all the buffered in-bound packets to the MN via UOSA and BS. Finally,
the MN starts communicating with the WWAN. If the BS does not accept the MN’s

registration request, it sends a negative reply back to MN and forwards this request
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Figure 5.7. Upward vertical handover signaling flow

with a rejected sign to its UOSA. Thus, the UOSA sends the related notification to the
LOSA and the LOSA stops buffering in-bound packets. Table 5.2 lists the messages
used in the signaling flows.

Table 5.2. Message lengths for vertical handover

Message Length (bits) Content
Handover Ready Req. 128 MN’s IP
Buffer Inbound Packets 129 MN’s IP + buffer sign
Reg. Req. 128 MN’s IP
Reg. Reply 128 AP’s TP
Reg. Not. (1) 256 MN’s and AP’s IP
Reg. Not. (2) 257 MN’s and AP’s IP + buffer sign

Improvements in Connection Quality and Billboard Manager. Since
a MN notifies its peer directly of its IP address changes, there may be problems in
making applications transparent to mobility. Here, transparency to mobility means an
upper layer application’s being unaware of changes in address, port, and routing-related

information. Transparency is very important, especially for those UDP applications
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that use the IP address and port number of the received packet in identifying to which

user a packet belongs.

The following example illustrates such a transparency problem. For example,
suppose that node A with IP address IP 4 is communicating with its peer B. The node
B buffers the address and port of A and uses it as the identity of A. When A moves to

a new place and gets a new IP address, IP4’, the following two things happen:

e When A sends a packet to B using the new IP address IP4’, B cannot know that
it is a packet from A; thus, the packet cannot be processed correctly.
e When B sends a packet to A, it still uses the old IP address IP 4. Therefore, the

packet will be delivered to the wrong receiver.

Therefore, a Billboard Manager (BM), which resides in the SAs, is proposed to
maintain connection’s continuity using an end-to-end argument when handover occurs.
By utilizing the information provided by the HDM, the BM not only maintains the
connection, but also achieves the best possible communication quality. Simply, the
BM maintains a map between the original connection information and the current
connection information for each active connection. Therefore, upper layer applications

become transparent to address changes.

The original connection information does not change during the connection’s
lifetime, while the current connection information changes each time the MN or its peer
gets a new IP address. The upper layer applications only see the original connection
information. Besides, a new entry is inserted into the billboard when a new connection
is established, and the entry is linked with the current connection information when
the source or destination nodes move to a new wireless network interface. Therefore,

mobility is made transparent to the upper-layer applications.
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5.2.3. Performance Evaluation

In order to evaluate the performance of the proposed vertical handover scheme,
both the HDM Algorithm and the SA-based architecture are compared to some prior
work. The HDM algorithm is compared to the conventional two-level thresholding
scheme which is used in OmniCon [31] and the utility-based scheme similar to the
one proposed in [12]. Each algorithm is evaluated by analysing the average number of
handovers for different MN speeds, the algorithm’s cost of calculation and the MNs’
average throughput. Then, the proposed SA-based architecture is compared to the
hierarchical architecture in [25] and the architecture proposed in [27]. Each system is

evaluated by analysing the breakdown of handover latency and signaling overhead.

The performance of the vertical handover schemes are evaluated by a C++ simu-
lation. The simulation environment is a 7.5 km x 3 km area and consists of 61 WLAN
access points (AP) with 300 m of coverage and 2 GSM base stations (BS) with 5 km of
coverage. Thus, the WON implemented in this simulation consists of 2 layers. Fig. 5.8
depicts the map of the simulation environment. The dots represent the WLAN APs

whereas the triangles represent the BSs.

) f

Figure 5.8. Map of the simulation environment

The channel propagation model is taken from [33]. In this model, RSS at distance

d is calculated according to Equation 5.2:

RSS(d) = P, — PL(d) + X, (5.2)
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where P, is the transmitted power, PL(d) is the path loss at distance d and X, is a
zero-mean Gaussian random variable with standard deviation o. Here, PL(d) is given

by Equation 5.3:

PL(d) =S+ 10-n-log(d) (5.3)

where S is the path loss constant depending on the propagation environment and n is

the path loss exponent.

Table 5.3 depicts the simulation parameter values for access providers. The values
for n, o and S are taken from [33] whereas the other values are taken from commercial
products’ datasheets such as [43] and [44].

Table 5.3. Simulation parameter values for access providers

Parameter AP BS
coverage (m) 300 5000
normalized cost 0.1 1
bit rate (kbps) 11000 100
P; (mW) 63 25000
n 3.3 4
o (dB) 7 6
S (dBm) 28.7 19

The environment contains 500 MNs moving randomly for 3 hours within the map
borders. The MNs choose one of the four directions: northwest, northeast, southwest
and southeast. They move a random amount of distance horizontally and vertically in
the chosen direction. An MN changes its direction whenever it hits one of the borders.
Such a trajectory generation asserts the MNs to move larger distances and come across

a greater number of candidate wireless networks.

Each MN can either do web browsing or video conferencing. The type of appli-
cation running on MN affects the parameters used in the HDM algorithm described

earlier. Table 5.4 lists the values for these parameters.
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Table 5.4. Simulation parameter values for HDM algorithm

Parameter Web Browsing Video Conferencing Section
W P 10 I
WRSS 5 5
wo 10 3
Wy, 3 8
Timerpown (8) 8 8
Trsscow (mW) RSS(0.8 x coverage) RSS(0.8 x coverage) II
Trssurcy (mW) RSS(0.5 x coverage) RSS(0.5 x coverage)
Tomervp (3) 5 5 11
Trssup (mW) RSS(0.8 x coverage) RSS(0.8 x coverage)

Parameters in Section I of Table 5.4 are used in downward vertical handover
decisions. wg, Wrss, Wo and wy, are the weights of network’s bitrate, RSS, network’s
cost and load, respectively. Tyimerpown is the threshold timer value for monitoring the
consistent utility improvement in the target wireless network. That is, if utility of the
target network is greater than the utility of the current network for at least 8 s, then

the HDM decides to perform a downward vertical handover to improve QoS.

Parameters in Section II of Table 5.4 are used in horizontal handover decisions.
Parameters Trssrow and Tgrssprgn are the lower and higher thresholds of the two-
level thresholding scheme, respectively. Tgrssrow corresponds to the RSS at distance

(0.8 x coverage) whereas Tgsspran corresponds to the RSS at distance (0.5 x cover-

age).

Finally, parameters in Section III of Table 5.4 are used in upward vertical han-
dover decisions. Tyynerup is the threshold timer value for monitoring the consistent
RSS decay. That is, if RSS is less than Txrgsyp for 5 s, then the HDM decides to make
an upward vertical handover. Here, Tggsyp corresponds to the RSS at distance (0.8 x
coverage). With reference to the video traces analysed in [45], the average video frame

length is taken as 5's. Thus, any disruption continuing for 5 s will degrade QoS and help
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us to determine a consistent RSS decay. The results of an Internet traffic modelling
may be considered to find an accurate Ty,...vp value for web browsing. Since this is

out of the scope of this thesis, the same Ty;,.,.vp value is assumed for web browsing.

Performance Evaluation of HDM. Fig. 5.9 depicts the average number of han-
dovers an MN performs as it moves faster. The MN’s velocity changes between 1 m/s
and 20 m/s. Among the three handover decision algorithms, two-level thresholding
scheme has the poorest performance since it leads to a large number of handovers.
The algorithm only considers the relative strengths of received signals and decides a
handover whenever the threshold values are met. Since it does not consider the MN'’s
speed, it may mistakenly allow fast moving MNs to be served by lower overlays. A
careful selection of threshold values and addition of a timer mechanism may prevent

possible oscillations between wireless networks of different overlays.
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Figure 5.9. Average number of handovers an MN performs v.s. MN’s speed

On the other hand, the utility-based and HDM algorithms result in a much lower
number of handovers. The performance of these two algorithms are almost the same
since they calculate the same utility function during downward vertical handovers.
Therefore, we can conclude that applying two-level thresholding in horizontal handovers
and monitoring RSS decay in upward vertical handovers are as reliable as using utility

functions.
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Fig. 5.10 compares the calculation cost of each decision algorithm as the MNs
move with 10 m/s. Note that, the costs are considered only when the MNs’ speed is
10 m/s because the calculation costs do not change drastically with the MN’s mobility.
In order to find these costs, certain cost values are assigned to the operations shown in
Table 5.5. The operation costs are determined according to the instruction execution

times of various operations listed in [46].
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Figure 5.10. Cost of handover decision calculation

As depicted in Fig. 5.10, two-level thresholding has the lowest calculation cost
since it is very simple and does a mere comparison operation. On the other hand,
utility-based algorithm has a high cost since it does a series of multiplications and
additions to consider all the factors affecting the utility of the network (e.g. MN’s
speed, network’s coverage, cost, bitrate, etc.). Finally, the HDM algorithm appears
to have an intermediate cost since it performs different tasks for different types of
handovers. Calculating utility is usually an overkill for deciding horizontal and upward

vertical handovers.

Finally, Fig. 5.11 compares the MNs’ average throughput as they move faster.
Since the two-level thresholding scheme lets an MN to handover immediately, the re-
sulting throughput is relatively higher. The other two schemes do not let an immense
number of handovers and do not let fast moving MNs to communicate with lower over-

lays unneccessarily. Therefore, they results in a bit lower but more steady throughput.
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Table 5.5. Cost of operations

Operation Cost
addition 3
multiplication 35
division 70
comparison 3
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Figure 5.11. MNs’ average throughput v.s. MNs’ speed

Performance Evaluation of SA-Based Architecture. This section analyses the
breakdown of handover latency and signaling overhead. By this way, it compares the

proposed SA-based architecture against the architectures in [25] and [27].

Badis et al. proposes a hierarchical architecture for reducing handover latency
[25]. The proposed architecture is shown in Fig. 5.12. The Gateway Foreign Agent
router implements the role of a FA as well as the role of a HA if the MN is in its home
network. It periodically broadcasts agent advertisement messages containing its IP
address. The MN registers its Gateway Foreign Agent router care-of-address when it
enters a foreign subnet. By this way, when the MN is away from its home network, the
HA intercepts packets addressed to it and sends them to the Gateway Foreign Agent
router. The Gateway Foreign Agent router decapsulates packets sent by the HA and
forwards them to the MN.
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Figure 5.12. Badis’ hierarchical mobility management

BSs send periodic agent advertisement messages. By listening to these signals,
the MN determines which BS should be the forwarding one. The MN keeps track of
the IDs of the last few packets it has received. During a handoff, the MN sends the
new BS a Registration Request message together with this list of IDs. The new BS
sends the old BS a Notification message together with this list. By this way, the old
BS resends only those buffered packets that are not in the list of IDs. The architecture
assumes that all the signaling between the BSs are carried out by a wired backbone.
Badis’ signaling flow is not clearly presented in [25]. However, by carefully reading

[25], one can draw a simple signaling flow by himself as depicted in Fig. 5.13.

As depicted in Fig. 5.13, the handover is made between two base stations of
the same layer. Hence, it is a horizontal handover. Throughout the paper, Badis et
al. describes horizontal handover by making use of the upper overlays within a WON.
Moreover, it does not provide detailed information about the structure and length
of the messages. Therefore, [25] cannot be a proper reference point for comparing

signaling overhead and latency of a vertical handover.

Nevertheless, one can calculate the signaling overhead by the approximate mes-
sage lengths listed in Table 5.6 in order to get a slight comprehension of this architec-
ture. Such a calculation will yield an overhead of (128 + 128) + (256 + 128) + 2 x
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Ny = 640 + 2 X ng, s bits where ng, s is the number of buffered packets. Here, ny,; is

an unknown but definitely proportional with the handover latency.

Table 5.6. Length of messages in Badis’s architecture

Message Length (bits) Content
registration request 128 MN’s IP
registration notification 256 MN’s and new BS’s IP
list of IDs 128 8 x 16-bit IDs

Wang et al. proposes an integrated architecture for UMTS and TEEE802.11

WLAN [27] as depicted in Fig. 5.14. The proposed handover signaling flow changes

according to the networks’ administrative domains (or operators). When the networks

are in the same administrative domain, the signaling flow for handover is simpler and

hence has a smaller latency and overhead. However, when the networks are in different

domains, the latency and overhead increases due to the extra messaging between the

architecture’s components. Fig. 5.15 depicts these different signaling flows.

According to the message lengths defined in [27] and listed in Table 5.7, the total

overhead is calculated to be 128 + 129 + 2 x 257 + 2 x 257 = 1285 bits when the
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Figure 5.14. Wang’s integrated UMTS-WLAN architecture

networks are in the same domain. When they are in different domains, this overhead
is calculated to be 128 + 129 + 128 4 128 + 2 x 128 4+ 2 x 128 + 2 x 257 + 2 x 257
= 2053 bits.

Table 5.7. Length of messages in Wang’s architecture

Message Length (bits)
vertical handover request 128
vertical handover reply 129
routing table update message 257
routing table update acknowledgement 257
router solicitation 128
router advertisement 128
binding update 128
binding acknowledgement 128

As for the architecture proposed in this thesis, the total overhead due to horizontal
handover messaging is 256 + 128 + 128 4 128 + 128 = 768 bits. For vertical handover,
the messaging overhead is 128 4+ 129 + 128 4 128 + 256 + 257 = 1026 bits regardless
of the administrative domains. Note that, the message lengths used in this calculation
are derived from Tables 5.1 and 5.2. Therefore, the proposed SA based architecture has
a lower horizontal and vertical handover overhead than that of Badis’ architecture for

myur > 2 assuming that each buffered packet is 128-bits. Note that both the horizontal
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and vertical handover overheads are compared against Badis’s architecture overhead
since Badis et al. claims to perform vertical handovers but presents only horizontal
handovers. Finally, the proposed SA-based architecture definitely has a lower vertical
handover overhead than that of Wang’s architecture regardless of the administrative

domains of the networks.

In order to compare handover latencies, the latency of sending a message from
one device to another, L, is calculated according to Equation 5.4. This equation is

adopted from the analysis made in [25].

L = Syrse/BW + Ly; (5.4)

where Sy;sa is size of the message in bits, BW is the bandwidth of the network in

bits/s and Ly is the latency of the network interface in s.

Without loss of generality, assuming that a MN performs an upward vertical
handover, the latencies of each message in each architecture would be as listed in
Table 5.8. In this table, Ly, Ly, and Ly, are the latencies encountered in sending a 128-
bit message in the upper wireless network, lower wireless network and wired network,
respectively. Note that, in general, Ly > L > Ly since BWy < BW, < BWy as
depicted in Table 2.1.

According to the latencies listed in Table 5.8, upward vertical handover latency

in Badis’ architecture, Lp,q4s, is approximately

LBadis = LU + 2 X LW + Npuf X LW —+ Npuf X LU (55)

Lpagis = (1 + nbuf)LU + (2 + nbuf)LW (56)

where 1y, is the number of packets not in the list of IDs.

In Wang’s architecture, if the wireless networks are in the same administrative
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Table 5.8. Approximate latency of messages in each architecture

Message Latency Section
registration request Ly I
registration notification 2 X Ly
list of IDs (from old BS to new BS) Ly
list of IDs (from new BS to MN) Ly
vertical handover request Ly II
vertical handover reply Ly
routing table update message L, + Ly
routing table update acknowledgement Ly + Ly
router solicitation Ly + Lw
router advertisement Ly + Lw
binding update Ly + 2 x Ly
binding acknowledgement Ly + 2 x Ly
Handover Ready Req. L, I11
Buffer Inbound Packets Ly
Reg. Req. Ly
Reg. Reply Ly
Reg. Not. (1) 2 x Ly
Reg. Not. (2) 2 X Ly

domain, the upward vertical handover latency, Lyang1, is approximately

LWangl = LU + LU + (LL + LW) + Lsetup + (LL + LW) + Lrelease (57)

LWangl =2X (LL + LU + LW) + Lsetup + Lrelease (58)

where Lgeyp, 1s the connection setup time and Lyjeqse 18 the connection release time.
If the wireless networks are in different domains, then the upward vertical handover

latency, Ly ang2, becomes

Lwang2 = Lv + Ly + (Lu + Lw) + (Lu + Lw)
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+(LL + LW) + Lsetup + LL + LW + Lrelease (59)

LWang2 =2Xx LL + 6 x LU + 8 X LW + Lsetup + Lrelease (510)

Note that [27] does not give any information about the length of Ly, O Lyejeqse-

Finally, in the proposed SA-based architecture, the upward vertical handover

latency, Ls4, is approximately

LSAILL+Lw+LU+2XLw—|—2XLW
FNpyp X Ly + Npuy X Ly + Npuy X Ly (511)

LSA = LL+ (1+nbuf)LU+ (5+2nbuf)LW (512)

Note that the latency for Registration Reply message is not included in the calculation
since it is sent in parallel with Registration Notification (1) message. In the proposed
architecture, the majority of the messages are sent via the wired network which has a

much greater bandwidth.

In all these latency equations, Ly is the dominant term since the upper layer has
the lowest bandwidth. By examining the coefficient of L7, one can conclude that Lpg,qgs
and Lg, are very close values. Moreover, for ny,; = 1, Lyang and Lga become close
wheras for ny, s = 5, Liyang2 and Lga become close values. Besides, we have no evidence
or idea about neither Lgetyp 10T Lygjeqse - Therefore, these latencies depend on actual
system parameters and one cannot make a definite conclusion unless experimenting

with practical values.
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6. CONCLUSION AND FUTURE WORK

In this thesis, handovers in Wireless Overlay Networks (WON) are investigated. A
survey of handover schemes lately proposed for WONSs is presented and their drawbacks
are discussed. Then, by taking into consideration the drawbacks and incompleteness
of the current schemes in literature, a new mobility management scheme providing
solutions both for horizontal and vertical handovers is proposed. This novel scheme
handles the movements of MNs among different networks and divides into two main

parts.

The first part covers the problem of horizontal handovers and presents a solution
which reduces latency as much as possible. The proposed horizontal handover model
decreases latency significantly at the expense of slightly increased traffic. Moreover,
by facilitating from a two-level thresholding scheme, it prevents the ping-pong effect.
Finally, the simulation results show that the proposed horizontal handover scheme is

more appropriate for highly crowded subnets.

The second part covers the problem of vertical handovers. The proposed vertical
handover model is based on Handover Decision Manager (HDM) and Subnet Agents
(SAs). The proposed HDM scheme gives priority to lower layer candidate networks and
performs different tasks for deciding different types of handovers. The algorithm also
considers many factors such as the candidate networks cost, coverage, data rate and
traffic load. The simulation results show that the proposed HDM decreases the number
of unnecessary handovers as well as save power. Besides, the average throughput of

the MNs does not decrease significantly as they move faster.

Besides, the SAs manage the handover process to reduce handover latency and
to prevent data loss during roaming of the MN between different overlays as well as
maintain the connection transparently. In order to provide the connection’s continuity
in a transparency manner, a Billboard Manager (BM) is suggested. In addition to this,

the novel SA-based architecture brings a new signaling flow for downward and upward
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vertical handovers. The performance of the architecture is evaluated by comparing its
signaling flow with that of the two latest architectures in literature. The analytical
work done for this evaluation shows that the proposed SA-based architecture has a

significantly lower overhead and an acceptable latency.

The proposed Mobility Management Scheme is a fully-fledged scheme for WON5s
and still can be improved in many ways. For future work, the simulations can be
revised once more. For example, some parameter values in Table 5.4 are determined
intuitively. Instead, a sensitivity analysis can be made for parameter value justification.
By this way, the simulations may be performed again by the new parameter values.
Moreover, more aspects of the architecture should be evaluated such as the probability
of blocking, the probability of dropping and the overall complexity. In addition to
the improvements in the simulations, some QoS enhancements can be applied to this
architecture as described in [36]. Eliminating the burst of losses and hence smoothing
losses, packet prioritization, statistical bandwidth and loss guarantees for high-priority

applications or users are some of these enhancements.
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