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ents Ayşenur and Tayfun, and my sister Nihan. Without their patience, encouragement and

support, I couldn’t complete my thesis. My deepest thanks go to my life-coaches, my late
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search Council of Turkey (TÜBİTAK) under BİDEB 2211 A (National Ph.D. Scholarship).



v

ABSTRACT

NEW DYNAMIC GROUP KEY AGREEMENT PROTOCOLS AND

THEIR FORMAL ANALYSIS AND APPLICATIONS

The essence of dynamic group key agreement protocols is to help compute a secure

key for a group communication with a dynamic set of participants in distributed systems.

Dynamic group key agreement protocols are expected to be used in applications such as

conference communications, file sharing systems and mobile ad hoc networks. In dynamic

group key agreement protocols, the number of participants may vary in time because of

participants are joining or leaving a group. The security of such operations is affected by the

existence of backward confidentiality and forward confidentiality, respectively. There are a

number of problems related to the use of existing dynamic group key agreement protocols:

(i) inefficient fault detection in conference communications, (ii) lack of privacy, violation

of availability, inefficient participant revocation, dependency for key escrow in file sharing

systems and (iii) insecure cluster head selection in mobile ad hoc networks. In this thesis,

we first introduce an improved Dynamic Conference Key Agreement Protocol with dynamic

group capabilities to provide better performance in fault detection and correction. Then, we

show the application of the proposed protocol on Three-Tier Secure File Sharing System

with efficient participant revocation. Second, we propose another Key Agreement Protocol

with Partial Backward Confidentiality. The partial backward confidentiality property is a

novel security property that allows a new participant to compute the last valid group key

just before joining the group. In relation to this protocol, we propose a Private File Sharing

System. Third, we propose a Group Key Agreement Protocol for Mobile Ad hoc Networks.

In this protocol, we introduce the new concept of secure cluster head selection.
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ÖZET

YENİ GRUP ANAHTARI ANLAŞMA PROTOKOLLERİ VE

BİÇİMSEL ANALİZ VE UYGULAMALARI

Dağıtık sistemlerde dinamik grup anahtarı anlaşma protokollerinin nedeni dinamik

katılımcı kümesinin grup anahtarını güvenli bir şekilde hesaplamasını sağlamaktır. Dinamik

grup anahtarı anlaşma protokollerinin konferans iletişimi, dosya paylaşım sistemleri ve mo-

bil tasarsız ağlarda kullanılması beklenir. Dinamik grup anahtarı anlaşma protokollerinde

katılımcıların sayısı, katılımcıların gruba katılmaları ve ayrılmaları yüzünden zamanla değişe-

bilir. Gruba katılma ve ayrılma işlemlerinin güvenliği sırasıyla geriye doğru gizlilik ve ileriye

doğru gizlilik özellikleri ile sağlanabilir. Halihazırda var olan grup anahtarı oluşturma pro-

tokollerinin kullanımında problemlerin listesi şu şekildedir: (i) konferans iletişimde yetersiz

hata tespiti, (ii) dosya paylaşım sistemlerinde mahremiyetin sağlanamaması, kullanılabilirli-

ğin ihlali, katılımcıların erişim haklarının yetersiz bir yöntem ile iptal edilmesi, güvenilir

üçüncü şahıslara bağımlılık ve (iii) mobil tasarsız ağlarda güvenli olmayan küme başı seçimi.

Bu tezde, ilk olarak hata tespiti ve düzeltilmesinde daha iyi performans sağlayan dinamik

grup yetenekleri ile iyileştirilmiş Dinamik Konferans Anahtarı Anlaşma Protokolünü öneri-

yoruz. Daha sonra ise önerilen protokolün etkili erişim haklarının iptal olmasını sağlayan

Üç-Aşamalı Güvenli Dosya Paylaşım sistemini öneriyoruz. İkinci olarak, Kısmi Geriye

Doğru Gizlilik yöntemini sağlayan Anahtar Anlaşma Protokolünü öneriyoruz. Kısmi Geriye

Doğru Gizlilik özelliği, yeni katılımcıya gruba dahil olmadan bir önceki grup anahtarının

hesaplanmasını sağlayan yeni bir güvenlik özelliğidir. Önerilen özellik ile bağlantılı olarak,

Özel Dosya Paylaşım Sistemini öneriyoruz. Üçüncü olarak, Mobil Tasarsız Ağlar için Grup

Anahtarı Anlaşma Protokolünü öneriyoruz. Bu protokolde mobil tasarsız ağlarda yeni ve

güvenli küme başı seçimini konseptini öneriyoruz.
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1. INTRODUCTION

The societies have been connected more than ever with the evolution of communica-

tion technologies, such as the Internet. With rapid developments in Internet, it is possible

for participants of a group to involve in group communications. However, providing security

in group communications is a significant issue. Cryptographic algorithms and protocols are

used to overcome the security issue, for instance encrypting a message to be transferred over

insecure communications channels. For message confidentiality by encryption, members of

a group have to share a common key, called the group key. Group keys are shared by using

key exchange protocols. Key exchange protocols are categorized as key distribution proto-

cols and key agreement protocols. In key distribution protocols, there exists a centralized

authority such as a specific member in the group or a trusted third party that distributes the

group key. On the other hand, in key agreement protocols, the group key is computed in a dis-

tributed manner, by all cooperating group members. The use of key distribution protocols or

key agreement protocols depends on the organization of group members in the network. For

instance, in decentralized networks, using key agreement protocols are more convenient than

key distribution protocols because of difficulties in establishing a hierarchical communica-

tion structure. Conversely, if members of the network are hierarchically structured, then key

distribution protocols could be a better choice. However, formal modeling of the security for

group key agreement protocols is a challenging issue. In this thesis, we focus on distributed

and dynamic networks with no hierarchical structure, to propose new protocols with better

security and performance properties and also to provide formal analysis and applications.

The earliest key agreement protocol was proposed by Diffie and Hellman in [2], which

enables only two participants to agree on a common key. Then, in [3], the secure key ex-

change of two participants is extended to multi-party secure key exchange by Ingemarsson

et al. Following the protocol in [3], various protocols have been published on multi-party

setup [3–6]. Moreover, two important group key agreement protocols with and without

authentication were proposed by Burmester and Desmedt in [7]. Authentication property,

which is one of the well-known security properties of group key agreement protocols, is

used for confirming the identities of participants in group communications [8].
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Another important property for group key agreement protocols is the fault-tolerance

property, which is first introduced by Tzeng in [6]. Fault tolerance is used for preventing

true computation of group key by malicious participants in group communication. When

a malicious attempt of a participant is detected, the detected entity marked as malicious

participant and is removed from the group communication. There have been many studies

[9–11] that provide group key agreement protocols with fault tolerance property. In addition,

protocol in [12] provides a non-interactive approach for fault-tolerance property to identify

and remove malicious participants from the group key computation.

Forward secrecy, which was first proposed in [13], is also an important property for

group key agreement protocols. Forward secrecy is used to protect against the compromise

of former and subsequent conference-keys of a protocol, if the long-term key of a participant

is compromised. The forward secrecy is firstly adopted in [14] for group key agreement

protocols. Protocols in [15–17] are also examples for the use of forward secrecy in group

key agreement protocols.

The early group key agreement protocols mostly focus on static groups, in which the

set of participants does not change until the end of communications session. However, with

the growth of technology, dynamic group structures replaced the static groups in multi-party

communications. Therefore, group key agreement protocols that were designed for static

groups became somewhat outdated since updating the group key resulted in a significant

overhead. Consequently, group key agreement protocols have evolved to overcome such

overhead by providing dynamic group operations. The most common dynamic group opera-

tions are due to the join of new participants and the leave of the existing participants. Such

join and leave operations are sometimes called as auxiliary group key agreement operations.

In contrast to static group key agreement protocols, to support auxiliary operations, a small

subset of participants is selected as an active participant. Active participants, which are the

entities in the group, are responsible for updating the group key after any join or leave has

occurred. The set of active participants is a smaller group than the original set. This ap-

proach is to improve the performance of dynamic group key agreement protocols with join

and leave operations.
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In addition to the performance improvements in dynamic group operations, provid-

ing better security of dynamic group key agreement protocols is also one of the important

security goals can not. Dynamic group key agreement protocols have to provide basic se-

curity properties such as authentication, fault-tolerance and forward secrecy. In addition,

there are two very important properties for the security of dynamic group key agreement

protocols, namely backward confidentiality and forward confidentiality [16, 18]. In back-

ward confidentiality, participants who joined the group can not compute former group keys.

In forward confidentiality, participants who left the group can not compute subsequent group

keys. Backward confidentiality or forward confidentiality are used for providing a fresh key

after the group is updated.

1.1. Motivation

Dynamic group key agreement protocols are one of the best candidates for providing

security of various multi-party communications applications, where participants are dynamic

and they are geographically distributed. Applications of dynamic group key agreement pro-

tocols present a challenge for conference communications, secure file sharing systems and

Mobile Ad Hoc Networks (MANETs) communications due to the performance and security

issues. In this thesis, our main motivation is to propose new protocols with better security

and performance properties and also to provide formal analysis and applications.

For conference communications applications, static group key agreement protocols are

mostly used since they are for a fixed time period and a fixed set of participants [6,7,14,19].

However, due to the performance degradation in the use of static group key agreement proto-

cols [9,15,17], extracting malicious participants from the conference session is a challenging

issue. Dynamic protocols solve this issue by using auxiliary group key agreement operations.

In addition, key freshness issue is also important since the absence of backward confidential-

ity and forward confidentiality properties may cause security vulnerabilities [18]. Therefore,

one of our motivations is to provide an efficient fault detection and correction for conference

communications by using dynamic group key agreement protocols. Moreover, basic secu-

rity properties such as forward secrecy and authentication have to be provided in conference

communications applications.
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For file sharing systems, shared files are usually stored in a cloud server in an encrypted

manner by using a shared key. Any participant that has the correct access permissions and

the key can retrieve and decrypt the shared file. Access permissions are assigned by central

authority in the system. When a participant leaves the file sharing, a responsible authority

revokes the access permissions of leaving participant. However, revocation of access per-

missions is always challenging issue for file sharing systems in terms of performance cost.

For instance, to make it unreachable for leaving participant, revocation of access permis-

sions may require re-encryption of a shared file. Since file sharing systems have the same

efficiency issues in participant revocation as in conference communications, variant of group

key agreement protocols are able to solve this issue, which is an additional motivation in this

thesis.

There are also a number of different security problems in using existing dynamic group

key agreement protocols in file sharing systems such as the lack of privacy, the violation of

availability and the dependency for key escrow. The most important reason of problems for

the use of group key agreement protocols in file sharing systems is the existence of backward

confidentiality property. Since joining participants can not compute the previous group key

just before joining the group, file sharing systems must provide a mechanism to grant access

permissions for joining participants. Trusted Third Parties (TTPs) or dedicated participants

in the group, for instance Group Managers, are used to overcome this problem. However,

if TTPs are involved in file sharing, the privacy of the file is endangered. If dedicated par-

ticipants distributes group key, there is a possibility for violation of availability due to the

single-point-of-failure. Moreover, if TTPs or dedicated participants exist in file sharing sys-

tems, a key escrow mechanism provides data recovery keys for encrypted files under certain

circumstances [20]. If group key agreement protocols are used in file sharing systems, then

there is no need for such recovery mechanism. In this thesis, our additional motivation for

file sharing systems is to solve these problems with the provision of partial backward confi-

dentiality in file sharing systems.

Another challenging issue for applications of group key agreement protocols is the

communications among participants in MANETs. MANETs are formed by a combination of

clusters. Therefore, communications of participants in MANET are categorized as in-cluster
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and inter-cluster communications. The first one is the communications of participants that

are the member of the same cluster. The second one is the communications of participants

that are not the member of the same cluster. In order to organize secure communications

for such cluster-based network, most of the existing secure communications protocols use

two levels security approach [10, 21, 22]. In the two-level security approach, different group

key agreement protocols are needed for in-cluster communications and inter-cluster com-

munications. Cluster heads become the responsible node for decrypting/encrypting the in-

coming/outgoing messages for inter-cluster communications and in-cluster communications.

However, using such approach may affect the security and energy consumption of cluster

head. In terms security, availability of cluster members can be violated, because, cluster

heads are single-point-of-failure for two-level security approach. In addition, batteries of

cluster heads deplete faster since they perform more operations than other participants in

their cluster. Dynamic group key agreement protocols can provide a better solution to over-

come violation of availability and faster battery depletion problems. Since one group key

is used, cluster heads do not need to perform more operations while organizing inter-cluster

communications. On the other hand, a secure cluster head selection is another significant

issue since existing protocols do not provide such selection in a secure manner. The general

approach for cluster head selection is that each participant publicly announces the number of

connections with other participants. The one with the maximum number of connection is se-

lected as the cluster head. However, a malicious participant can claim that it has the highest

number of connections to be the cluster head. Then, this malicious participant can control all

the communications of the cluster. A solution for this problem is to announce the list of the

connected participants with the number of connections in a secure manner. Together with the

efficient group key computation, secure cluster head selection is our additional motivation

for the use of dynamic group key agreement protocols for MANETs.

1.2. Contributions

In this thesis, we propose new protocols with better security and performance proper-

ties and also to provide formal modeling an analysis. Major contributions of thesis are as

listed below:
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(i) For conference meeting applications, we propose Dynamic Conference Key Agree-

ment Protocol with efficient fault correction, called DCKAP [16]. DCKAP uses a

modified form of Tseng’s protocol [14] as Initial Conference-Key Agreement Proto-

col (ICKAP) and has new Auxiliary Conference-Key Agreement (ACKA) operations

for dynamic group management. DCKAP has better fault correction with respect to

Tseng’s protocol. Since the security of the Tseng’s protocol is preserved and the key

freshness is guaranteed with ACKA operations, DCKAP is resistant against known

attacks. Moreover, we analyze and compare the scalability of DCKAP with other dy-

namic group key agreement protocols via simulations for mass join and mass leave

operations [23]. Furthermore, we investigate the application areas of DCKAP via sim-

ulations. Simulation results show that DCKAP is a scalable group key agreement

protocol in terms of participant leaves.

(ii) Therefore, we propose a Three-Tier Secure File Sharing System (TT-SFSS) that use

DCKAP for efficiently revoking access permission of leaving participants. Further-

more, TT-SFSS not only present efficient participant revocation but also it provides

basic security requirements such as high availability, file privacy, availability and fine-

grained access control.

(iii) For secure file sharing systems, we propose the partial backward confidentiality prop-

erty [24] to overcome security issues in file sharing system depend on the use of group

key agreement protocols such as lack of privacy, violation of availability and depen-

dency for key escrow. Partial backward confidentiality, which is a novel security prop-

erty for dynamic group key agreement protocols, allows one of the joining participants

to compute the last valid group key just before joining the group. In addition, we pro-

pose an implementation of proposed property in a dynamic group key agreement pro-

tocol, namely Key Agreement Protocol with Partial Backward Confidentiality (KAP-

PBC). KAP-PBC provides basic security properties of group key agreement protocols

such as authentication, fault-tolerance and forward secrecy. Moreover, KAP-PBC is

resistant against security attacks designed to endanger the backward confidentiality

and forward confidentiality properties.

(iv) In order to show the applicability of KAP-PBC, we propose Private File Sharing Sys-

tem (PFSS) to solve lack of privacy, violation of availability and dependency for key-
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escrow problems that appears in the use of existing group key agreement protocols on

file sharing systems.

(v) We also propose a Group Key Agreement Protocol for Mobile Ad Hoc Networks,

called GKAP-MANET. The proposed protocol is the improved version of the protocol

proposed in [17]. One of these improvement is removing the security vulnerabilities

given in [18]. In addition, merge operation is added for to increasing the adaptability

of the protocol for MANETs. GKAP-MANET contains a new secure cluster head

selection mechanism to overcome the malicious attempts of participants to be used

for the computation of a new group key. Better performance is provided in terms

of reducing the communications and computational cost of group key computation

during the execution of the protocol. Furthermore, we present a set of simulations for

an example GKAP-MANET application scenario.

Some of contributions of the thesis and additional work during the thesis study have

been published in [15, 16, 25–32] or submitted for publication in [23, 24, 33, 34].

1.3. Thesis Outline

The organization of the thesis is as follows:

In Chapter 2, we review the literature with respect to group key agreement protocols,

file sharing systems, trust in multi-party communications and context-aware security.

In Chapter 3, DCKAP is presented. In addition, we have presented a comparative study

on the scalability of DCKAP and other dynamic group key agreement protocols. Moreover,

we have proposed TT-SFSS as an application for DCKAP.

In Chapter 4, we present a new security property, called partial backward confidential-

ity, with the use of this property for group key agreement protocols as KAP-PBC. In addition,

we have proposed secure file sharing systems called PFSS as an application of KAP-PBC.
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In Chapter 5, GKAP-MANET is introduced in Chapter 5. Moreover, we have presented

simulations for GKAP-MANET on an example network.

Finally, in Chapter 6, our conclusions and future research directions are drawn.
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2. LITERATURE REVIEW

In this chapter, we review the literature regarding group key agreement protocols and

file sharing systems. First, we define the basic concepts related to group key agreement

protocols. Then, we give a detailed review on file sharing systems together with access

control, participant revocation and proxy re-encryption.

2.1. An Overview of Group Key Agreement Protocols

In Group key agreement protocol, two or more participants compute a group key by us-

ing a common function. There have been many protocols proposed since the Diffie-Hellman

Group Key Exchange [2]. One of the most remarkable protocols was proposed by Ingamars-

son et al. in [3]. The proposed protocol extended the two party group key computation in [2]

to multi-party group key computation. Group key agreement protocols are also important

cryptographic tools for securely computing a group key in de-centralized and distributed

networks since they provide better security and performance on non-hierarchical network

structures [19, 35–37]. In this section, we give a detailed overview on performance, security

and application areas of group key agreement protocols.

Before presenting the detailed overview of group key agreement protocols, first, we

give the following definitions:

Definition 2.1. Participant, Participant Lists and Participant Types:

• Each participant is an entity and denoted as Ui. Moreover, all participants have the

same computation power.

• The participant in the group or cluster is represented with 〈U1,U2, . . . ,Un〉, where n is

the number of participants in the group.
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• The list is circular so that Un+i =Ui for some positive 1 6 i 6 n. All participants and

the order of the participants are known by each participant.

• Participants in a conference session can be categorized in two groups. “Honest par-

ticipants” are participants that follows the protocol steps and “malicious participant”

that try to disrupt the computation of group key or cluster head selection.

Definition 2.2. Public Parameters. The protocol uses the following public parameters based

on [14] as an extended definition in [38], in which the Decision Diffie-Hellman is believed

to be intractable.

(i) p = 2q+1 is a safe prime [39], where both p and q are large prime numbers.

(ii) g is a generator for subgroup Gq = {i2|i ∈ Z∗p}
(iii) T is the time-stamp against replay attack.

(iv) H is a Hash function.

(v) IDi is the identity of participant Ui ∈U

(vi) V is an (n−1)× (n−1) verification matrix, is used to determine the result of verifica-

tions. Each entry of this matrix is can be either “failure” or “success”.

Definition 2.3. Long-term keys. Each participant, Ui, has a public - private key pair:

• xi ∈ Z∗q is the private key and only the participant Ui knows the private key.

• yi is the public key and calculated as yi = gximod p

2.1.1. Performance Analysis for Group Key Agreement Protocol

There exist two criteria that affect the performance of group key agreement protocols,

namely communications cost and computational complexity cost. For communications cost,

the total number of communications rounds and the length of the transmitted messages by

each participant are the key features. For computational complexity costs, computational

effort for computing the group key is taken into consideration. Detailed definitions are given

in the following sections.
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2.1.2. Communications Cost Analysis

The communication cost of a participant is evaluated by the message length and the

total number of communications rounds. For any participant Ui ∈U, the message length and

communication rounds are denoted as Clength(Ui) and Cround(Ui), respectively. The message

length corresponds to the total length of parameters in a messages broadcasted by partic-

ipant Ui. In addition, the total number of communication rounds is used for representing

the total number of messages exchanged by Ui while calculating the group key. The total

communications cost of a participant is calculated as follows:

Ccomm(Ui) = Clength(Ui)+Cround(Ui) (2.1)

Communications cost analysis is also used for measuring the total number of communica-

tions performed by all participants in group. For instance, let U = {U1,U2,U3, . . . ,Un} be

the set of participants in the group, the total message length and communications rounds of

participants in the group during the execution of the group key is denoted as Clength(U) and

Cround(U), respectively. The total communications cost of the group is calculated as follows:

Ccomm(U) = Clength(U)+Cround(U) (2.2)

2.1.3. Computational Complexity Cost Analysis

Another important performance criteria for group key agreement protocols is the com-

putational complexity cost. During the computation of a group key, each participant makes

multiplications, summations, logical XORs and exponentiation in modular base. The most

time-consuming one among these operations is the modular exponentiation. Therefore, we

only concentrate on modular exponentiations for the computational complexity cost analysis

of group key agreement protocols. Throughout the thesis we use Texp = O(xymodz) notation

for modular exponentiations. In addition, the computation cost is denoted as Ccomp(Ui) for a

participant Ui. Moreover, the computational complexity cost of group during the computa-

tion of group key is denoted as Ccomp(U) for the set of participants U = {U1,U2,U3, . . . ,Un}.
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2.1.4. Security of Group Key Agreement Protocols

In this section, first, we introduce the mathematical background and basic properties

for the security of group key agreement protocols. Next, we define the security properties of

dynamic group key agreement protocols.

2.1.4.1. Background. The first definition for the mathematical background of group key

agreement protocols is that the Discrete Logarithm Problem (DLP). DLP use the one-wayness

property [40] of exponentiation of certain cyclic groups under multiplication [41]. According

to the one-wayness property: it is easy to compute outputs for every inputs but computation-

ally hard to invert input from given outputs. DLP is used as a base for most of public key

cryptosystems such as RSA [42] and ElGamal [43]. The formal definition of DLP is as

follows:

Definition 2.4. Discrete Logarithm Problem. Let g be a generator of some cyclic group

Gp, where p is a large prime, for instance a safe prime. For any given x,g, p, calculating

y≡ gxmod p is easy but calculating x from given y,g, p is computationally hard.

The second definition in this section is the definition of Computational Diffie-Hellman

Problem (CDHP). CDHP is defined in [44] to prove that breaking Diffie-Hellman protocol

is as hard as DLP. The formal defintion of CDHP is as follows:

Definition 2.5. Computational Diffie Hellman Problem. Let g be a generator of some cyclic

group Gp, where p is a large prime. For integers a and b ∈ Zp, it is hard to compute gab from

given g,ga,gb.

The third definition for the security is Decisional Diffie-Hellman Problem. It was

shown that yet alone CDHP is insufficient proof for using Diffie-Hellman as cryptographic

purposes by Dan Boneh in [38]. Therefore, Boneh defined more stronger definition for

key exchange protocols, namely Decisional Diffie-Hellman Problem (DDHP). The formal

definition of DDHP is as follows:
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Definition 2.6. Decisional Diffie-Hellman Problem. Let g be a generator of some cyclic

group Gp, where p is a large prime. The following two message transcripts are computa-

tionally indistinguishable:

• 〈ga,gb,gab〉, where a and b are integers randomly and independently selected from Zp.

• 〈ga,gb,gc〉, where a,b and c are integers randomly and independently selected from

Zp.

The fourth and final definition related to group key agreement security is Random

Oracle Models. Random oracle models are important for interconnecting the implementation

and formal representation of cryptographic protocols [45]. In cryptography, random oracle

models are used as a black box function that randomly map outputs for given inputs. Random

oracle can be formally represented as given in the following definition:

Definition 2.7. Random Oracles. Let R : {0,1}∗ −→ {0,1}∞ be a random oracle used for

selecting each bit of R(x) uniformly and independently for a given x.

2.1.4.2. Basic Security Properties. Basic security properties of group key agreement pro-

tocols are known as authentication, completeness, fault-tolerance and forward secrecy. In

group key computation, authentication property is used for the identity confirmation of par-

ticipants. In key agreement protocols, authentication can be satisfied by either certificates

or identities (IDs) [46]. Protocols that provides authentication by using certificate-based or

identity-based controls are called as authenticated protocols in [7, 9, 15, 16, 19, 36, 47]. If a

protocol does not satisfy the authentication property, then it is called an unauthenticated pro-

tocol [7, 48, 49]. Authenticated protocols are more advantageous than unauthenticated ones

since they are able to operate unauthenticated networks. On the other hand, it is possible

to convert unauthenticated protocols into authenticated protocols such as given in Ateniese

et al. [50], in which unauthenticated Diffie-Hellman-variants in [51] were converted into

authentication property. However, protocols in [50] suffer from the lack of formal security

model. The first formal security models for authentication property was proposed in [52,53]

by Bresson et al. Unauthenticated group key agreement protocols are out of scope for this

thesis.
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Completeness property is necessary to show if the correct group key is computed by

all of the participants in the group if they fully follows the steps of a protocol as defined

in [6]. Another remarkable studies that use completeness as a security property are proposed

in [16, 17].

The fault-tolerance property, which is introduced by Tzeng in [6], is necessary for

detecting and correcting the malicious behavior of participants during key computations.

Other group key agreement protocols with fault tolerance property are in [9, 10, 12, 14, 15].

For instance, protocols in [9, 10, 15] improved the group key computation performance with

respect to Tzeng’s protocol. The protocol in [12] provides non-interactive approach for fault-

tolerance property to identify and remove malicious participants from the group key compu-

tation. In addition to the fault-tolerance property, the forward secrecy property is also crucial

for providing security against compromising group keys if the long-term private key of any

participant is compromised [14]. The following cases are considered as faults in group key

computation:

• A malicious participant can cheat the honest participants by sending wrong key values,

and

• A malicious participant can cheat the honest participants by identifying an honest par-

ticipant as a possible malicious participant.

The final security property that we present in this section is forward secrecy property.

Forward secrecy was proposed in [13] and adopted to the conference-key agreement proto-

cols in [14] as an extended protocol of [6]. Forward secrecy, which is used to protect against

the compromise of former and subsequent group keys of a protocol, if the long-term key of

a participant is compromised, is also defined as a standard in Eliptic Curve Cryptography

(ECC) [54] and key agreement and key transport using ECC [55]. The formal definition of

forward secrecy is given in the following definition:

Definition 2.8. Forward Secrecy. Assume that K = {K1,K2,K3, . . . ,Kn} is set of n different

group keys that computed between t0 and tn−1 time interval. Let xi and yi be the private and

public key pair of any participant Ui ∈ U that are used during the generation of all keys
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in K , respectively. For any group key agreement protocol that works on the given setup,

if compromise of xi does not results in the compromise of all keys in K , then the protocol

provides forward secrecy.

2.1.4.3. Security of Dynamic Groups Key Agreement Protocols. In dynamic group key ag-

reement protocols, participants are allowed to join the group or leave the group after group

key is computed. However, such dynamic group operations may cause some security vulner-

abilities for group key computation. For the sake of secure group communications, backward

confidentiality and forward confidentiality properties [16] have to be provided. In backward

confidentiality, previous group keys cannot be obtained by the participants who join the

group and this property is formally defined as follows:

Definition 2.9. Backward Confidentiality. Let Ui be the new participant that will join into

the group communication in U. Let Kt and Kt+1 be the group keys of U before and after

Ui joins into the group, respectively. Any group key agreement protocol satisfies backward

confidentiality property if Kt 6= Kt+1 and Kt cannot be obtained by using K ′ [16].

In forward confidentiality, subsequent group keys cannot be obtained by the partici-

pants who left the group. The formal definition of forward confidentiality is as follows:

Definition 2.10. Forward Confidentiality. Let Ui ∈U be the leaving participant. Let Kt and

K′t+1 be the group keys of U before and after Ui leaves the group, respectively. Any group key

agreement protocol satisfies forward confidentiality property if Kt 6= Kt+1 and Kt+1 cannot

be obtained by using K [16].

2.1.5. Applications of Group Key Agreement Protocols

Group key agreement protocols have many application areas such as conference com-

munications, ad hoc network communications, wireless sensor networks, etc. In this section,

we address literature review for applications of group key agreement protocols with respect

to the use in different networks.
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2.1.5.1. Conference Communications. One of the most significant usage of group key agree-

ment protocols is the conference communication. Group key agreement protocols are also

defined as conference key agreement protocols when they are used for computing group key

for secure conference communication. One of the most remarkable study for such commu-

nication systems was presented by Burmester and Desmedt in [7]. Two important group key

agreement protocols with and without authentication were proposed by in this study. The

non-authenticated protocol in [7], namely BD protocol, is known as one of the most efficient

static conference key agreement protocol in literature. There exist various protocols, which

were designed on the mathematical base of BD protocol such as protocols in [17, 33].

Another important conference key agreement protocol was proposed by Tzeng in [6].

Tzeng’s protocol is the first protocol that uses fault-tolerance property in group key agree-

ment protocols. Fault tolerance is used for detecting and excluding the malicious participants

from conference key computation. In [4], a conference key agreement based on secret shar-

ing was proposed. In the proposed protocol, entity authentication is replaced with group

authentication by using secret sharing. In addition, protocol proposed in [14] is also im-

portant since the forward secrecy property was firstly used for conference key agreement

protocols. Forward secrecy is necessary to protect against the compromise of former and

subsequent conference-keys of a protocol, if the long-term key of a participant is compro-

mised. In [9], Huang et al. proposed another conference key agreement protocol with fault

tolerance property. Huang et al. updated the key computation functions in [6] to have better

performance by using less modular exponentiation operations. In addition, protocol in [15]

updated the Huang et al. protocol with the forward secrecy property. Also, conference key

agreement protocol in [16] provides more efficient fault correction by using dynamic group

operations.

2.1.5.2. Ad hoc Networks. Another important application area for group key agreement

protocols is Vehicular Ad hoc Networks (VANETs). There are two types of communica-

tion in VANETs, Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure (V2I). The former

one is the communication among vehicles. The latter one is the communication of vehicles

with static nodes that are located beside the streets or highways. Such infrastructures in
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VANETs are sometimes called as Road-Side Unit (RSU). RSUs are responsible for provid-

ing necessary information for V2V communication. One of the important applications of key

agreement protocols for VANETs is proposed in [56]. They showed a two-layer structure as

vehicle-to-infrastructure (V2I) and vehicle-to-vehicle (V2V). In V2I, communication vehi-

cles obtain necessary information by querying RSUs to communicate with other vehicles.

For V2V communication, Diffie-Hellmann based approach is used for computing common

key among two vehicles.

In [57], a probabilistic key distribution protocol was proposed for secure communica-

tion. In this approach, instead of returning a single key for current VANET, the RSU returns

key pool with k keys. As long as they share the same keys, the two vehicles can securely

connect to each other. In [58], a beaconing approach with key agreement in VANETs was

proposed. A beaconing is one of the communication modes that detects other vehicles in

the neighbourhood with periodic sending and listening to the beacon packets. After the

neighbour node is detected, the secret keys are agreement to generate a symmetric signature.

In [59], the proposed protocol is based on the group signature by using mutual identifica-

tion and key agreement scheme in secure VANETs. The protocol contains the following

steps: setup, join and key agreement. The RSA public key encryption is used throughout

the protocol. The group manager computes and distributes the secret and public keys. Then,

these keys are used to generate group private key. For participants joins, Diffie-Hellman key

agreement, mutual identification and verification schemes are used.

In addition to the VANETs, group key agreement protocols are also applied to Mobile

Ad hoc Networks (MANETs). A comprehensive surveys regarding applications of the group

key management protocols for network layer security in ad hoc networks are given in [60]

and categorization of key management schemes based on contributory key based, public key

based and symmetric key based management schemes are given in [61]. Energy efficiency is

also important concern for MANETs because of the fast battery depletion problem of mobile

devices. Protocols in [62, 63] studies group key agreement protocols with respect to the

energy efficiency point of view.
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One of the most important examples for the use of group key agreement protocols

in MANETs is the protocol in [51]. Proposed protocol uses Diffie-Hellman key exchange

protocol to handle group key agreement for dynamic group operations. Protocol in [64] uses

the protocol in [51] to provide admission control.

2.1.5.3. Wireless Sensor Networks. The last important application area that we introduce

in this thesis is group key agreement protocols is the Wireless Sensor Networks (WSNs).

WSNs consist of devices with restricted computation powers. In order to avoid the com-

putational cost overhead due to the exponentiation in group key computation, the main aim

for establishing secure key among sensor nodes of a WSN is to use key pre-distribution

schemes [65]. In key pre-distribution schemes, a random key pool which consists of pos-

sible peer-to-peer keys are selected. Then, a smaller key subset from a random key pool

is selected and deployed into a sensor node. When the sensor is activated, it tries to find

the common keys together with other sensors in its neighbourhood. Key establishment is

achieved once a common key is found in key pools of two different sensor nodes. Next, the

confidentiality of communication among these two sensors is provided by using the com-

mon key. The main drawback of key pre-distribution scheme is that two sensor nodes may

not found the common key in their key subsets, which also cause disconnected nodes in the

network.

One approach to avoid disconnected nodes in the network is to increase the probability

of finding common keys in any two neighbour sensor nodes [66]. The proposed protocol use

two different key pools for mobile sink and pairwise key establishment among sensor nodes

to increase connectivity.

Although key pre-distribution looks more convenient for key establishment in sensor

networks, today’s sensor devices are more capable in term of computation power than the

ones in twenty years ago. In [32] and [28], implementations of group key agreement protocol

in [7] on Arduino Fio and ATMEGA 2560 were proposed. According to the test results in

real-time environment, group key agreement protocol in [7] provide better performance than

key pre-distribution scheme in [65]. With the increased popularity of Internet of Things (IoT)
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systems, we expect to see the emerging implementations of group key agreement protocols

on wireless sensors.

2.2. An Overview of Secure File Sharing Systems

Cloud storage services have obtained an irreplaceable place in today’s world. As such

services are being developed rapidly, plenty of companies started to outsource their important

data in cloud servers. Although using cloud storage seems quite profitable regarding the low

maintenance cost of the servers, it also brings along some security threats. These threats

can be categorized as internal and external threats. In the former one, the Cloud Service

Provider (CSP) cannot be fully trusted, as they might want to learn the content of the shared

data. Therefore, the privacy of shared data is endangered. The latter one arises when the

cloud is not securely protected against attempts of malicious participants. Such participants

try to access the shared data illegally or to corrupt shared content. Therefore, the existence

of security threats caused by storing data in a cloud has encouraged researchers to develop

secure file sharing systems. The aim of this section is to provide a detailed overview of

secure file sharing systems regarding the provided protection against internal and external

threads. First, we review the important secure file sharing systems in literature. Then, we

analyze the SFSSs with respect to the following criteria:

(i) Access Control: Regulating the permissions to access the encrypted shared data in a

file server.

(ii) Participant Revocation: Revoking the operational power of a participant on shared

data.

(iii) Proxy Re-Encryption (PRE): Delegation of executing cryptographic operations to up-

date the encrypted text from participants to the file server without allowing to access

the plaintext.

Security and performance issues of file sharing systems are not restricted to access

control, participant revocation and proxy re-encryption, but also, dynamic groups [67], key

management, anonymity [68], extended searching functionality for encrypted data on cloud
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server [69], assured deletion of shared files [70] and storing shared data on distributed servers

[71] are important properties of secure file sharing systems.

Managements of dynamic groups are another challenging issue for file sharing sys-

tems. File sharing system in [67] is a good example for handling of dynamic groups. In

the proposed protocol, users of the proposed system are categorized as group managers and

group members. Group managers are responsible for generating the system parameters,

providing user registration and revoking access permissions of malicious or leaving users.

Group members are the set of registered users that store their own data into the cloud and

share them with other users in the system. Existence of file confidentiality keys allows par-

ticipants to communicate with file servers over insecure channels. In addition, proposed

system provides access control mechanism for managing the access permissions of authen-

ticated and non-authenticated users. In [68], Mona, secure multi-owner data sharing system

was proposed. Mona also provides mechanism to handle of dynamic groups in the cloud

environment. The most important novelty in Mona is that it efficiently operates on dynamic

groups for granting immediate access to shared files for joining participants and revocation of

access permissions for leaving participants. In addition to the dynamic groups, Mona allows

more than one participants to own a shared file. Moreover, the proposed system provides

identity privacy to allow participants to operate and share files anonymously.

In [69], a practical and secure thin model data sharing scheme was proposed. In the

proposed scheme, users are able to encrypt and share data without revealing the shared confi-

dentiality keys, it is flexible and easy to download and decrypt the shared data by using only

one master key and it is allowed to search a keyword in the shared data.

Assured deletion is another important property for file sharing systems as proposed

in [70]. According to the assured deletion, when a shared data is deleted in the cloud server,

no user, including the owner of the file, is able to access the data. In [70], a file sharing

system called FADE was presented to show how to apply assured deletion in file sharing

systems. Moreover, FADE provides fine grained access control together with fault-tolerant

key management.
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File sharing systems may divide and store shared data in multiple storages servers. In

order to get the full content, a user need to access these storages simultaneously. In [71], an

authenticated key exchange protocols for network file systems that provides parallel access

to multiple storages was proposed. In the study, three different protocols were proposed

called pNFS-AKE-I, pNFS-AKE-II and pNFS-AKE-III in order to improve the limitations

of Kerberos [72] such as scalability on parallel access to multiple storage, missing forward

secrecy property and escrow-freeness. In pNFS-AKE-I, a modified version of Kerberos with

scalability on parallel access was proposed. In addition to the scalability on parallel access,

pNFS-AKE-II provides partial forward secrecy. Finally, pNFS-AKE-III was designed to

overcome almost all of the limitations of Kerberos with full forward secrecy.

2.2.1. Access Control Mechanisms

Access control mechanisms can be categorized as coarse-grained access control mech-

anism an fine-grained access control mechanism. In file sharing systems, coarse grained

access control mechanisms mostly use Role-Based Access Control (RBAC) [73], where ac-

cess permissions are granted to a role. In fine-grained access control, access permissions

are granted by the use of some policies together with the use of attributes. Therefore, fine

grained-access control mechanisms provide more flexible access control definitions than

coarse-grained access control.

For fine grained access control mechanisms, Attribute Based Access Control (ABAC)

models are used as defined in [74, 75]. The most well-known application of ABAC models

in literature are the Attribute-Based Encryption (ABE) scheme, which was firstly introduced

by Sahai and Waters in [76]. ABE was proposed as a variant of Identity-Based Encryption

(IBE) scheme called Fuzzy Identity-Based Encryption (FIBE). According to the FIBE, only

the participants, whose private keys have at least an arbitrary number k of overlapping at-

tributes with ciphertext can decrypt the encrypted data, where 1 6 k 6 n and n is the length

of the attribute set. Even though FIBE provides error-tolerance and security against collision

attacks, the expressiveness of the scheme is limited. Therefore, FIBE cannot be applied to

large systems, where the access control should be more fine-grained.
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Goyal et al. suggest a variant of ABE system for fine-grained access control in [77].

The proposed ABE system is called Key-Policy ABE (KP-ABE). In KP-ABE, ciphertexts are

labeled with set of attributes and private keys of users are associated with access structures

that decide which ciphertexts the user is allowed to decrypt. Unlike FIBE, which prioritizes

error-tolerance, the KP-ABE scheme focuses on access control. Therefore, a finer-grained

access control with respect to the classical ABE schemes is achieved in the study.

The complementary of KP-ABE is called Ciphertext-Policy ABE (CP-ABE). Although

CP-ABE is presented as an idea in [77], no construction of such scheme is given in the study.

The first realization of a CP-ABE system is implemented by Bethencourt et al. in [78]. CP-

ABE uses the opposite logic of KP-ABE. In CP-ABE, a private-key of a user is associated

with a set of attributes and a ciphertext, which specifies an access policy over a defined set of

attributes for the system. The main difference between KP-ABE and CP-ABE is that in KP-

ABE, the encryptor has no control over who can access the ciphertext. Instead, the encryptor

must trust the key issuer for distributing appropriate keys to appropriate users. Therefore, in

CP-ABE, the encryptor decides who should have the access to the encrypted data by using an

appropriate access structure for the ciphertext. Bethencourt et al. proves the security of the

scheme in [78] under the generic group model. However, a security proof under the standard

model is not provided. The difference between the two groups is as follows: In the generic

group model, the adversary can only access a randomly chosen encoding of a group, instead

of an efficient encoding. On the other hand, in the standard model, there does not exist such

limitation. As opposed to the generic group model, standard model limits the adversary only

by computational power and time. Waters provides an improved version of the CP-ABE

scheme in [1]. The CP-ABE scheme realized in this study is proved to be at least as efficient

as the one in [78]. However, in [1], the scheme is also proved to be secure under the standard

model, making it more applicable for real-world scenarios.

Definition 2.11. Ciphertext-Policy Attribute Based Encryption (CP-ABE). Let A = {A1,A2,

. . . ,AN} be the set of attributes for set of participants U = {U1,U2, . . . ,UN}, where Ai ∈U

is the attribute associated with Ui ∈U. Algorithm of CP-ABE operates as in Figure 2.1.
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1 Setup(λ,A ′): The setup algorithm generates public key PK and a master key MK

by using the security parameter λ and the set of attributes A ′ ⊆ A .

2 Encrypt(PK,M,A′): The algorithm encrypts the message M, by using the access

structure that consists of the attributes in A ′ and the public key PK to generate

ciphertext CT . A participant Ui can decrypt the CT if and only if Ai is in A ′.

3 Key Generation(MK,A ′): This algorithm generates the secret key SK by using

the master key MK and the set of attributes A ′.

4 Decrypt(PK,CT,SK): The algorithm decrypts the ciphertext CT by using the

public key PK and the secret key SK. If SK associated with A ′ satisfies the access

structure A then, the algorithm decrypts and returns the message M.

Figure 2.1. Ciphertext-Policy Attribute Based Encryption [1]

Introducing access control through ABE raises significant performance issues. One

such issue is the difficulty in user revocation. The initial design of ABE schemes usually does

not support an efficient way of revoking users. In general, the amount of time it requires to

revoke the access permissions of a user depend on either the number of revoked users or the

number of total users in the system. Therefore, SFSS that uses ABE to achieve fine-grained

access control should be modified to handle scalable user revocations such as [74] and [75].

Another example for efficient participant revocation is in [79], which proposes Hierar-

chical Attribute-Based Encryption (HABE) and scalable user revocation for sharing data in

cloud servers. HABE is the composition of Hierarchical Identity-Based Encryption (HIBE)

and Ciphertext Policy Attribute Based Encryption (CP-ABE). The proposed system uses the

advantages of hierarchically generation of keys in HIBE and the flexible access control of

CP-ABE. In order to provide the scalable revocation, the proposed system also uses proxy

re-encryption and lazy re-encryption.

Scalable and secure sharing of personal health records in cloud computing using at-

tribute based encryption in [74] is the another important example for the use of ABE in

file sharing systems. By using attribute based encryption, the proposed system satisfy the
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following requirements:

• Data confidentiality to protect the patient data from the access attempts of unauthorized

users.

• On-demand revocation for the users whose attributes are no longer valid.

• Write access control against the attempts of unauthorized users.

• Scalable and efficient in terms of complexity costs of key management, communica-

tions between the server and the users.

In addition to ABAC and RBAC, a group signature can be used as access control mech-

anism [80]. The proposed system provides authentication and data privacy within reasonable

time and with reasonable amount of data. Moreover, the data traffic in cloud traffic is reduced

in order to increase QoS. Furthermore, the system also provides group signature to be able to

use in access control. Such access control mechanism is called as dual grand access control

mechanism. Finally, user anonymity and traceability is protected by using identity privacy, in

which the cloud service provider should not be able to distinguish the identity of participant

that signs the shared data.

2.2.2. Proxy Re-Encryption

Converting a ciphertext encrypted by one key to a ciphertext encrypted for another key

by using an untrusted proxy server is called proxy re-encryption (PRE) [81]. In PRE, parties

publish a proxy key for allowing the untrusted proxy server to alter the ciphertext without

viewing the plaintext. Formal definition of PRE is as follows:

Definition 2.12. Proxy Re-Encryption (PRE). Let CT be the ciphertext of message M en-

crypted by using the key ka. In PRE, a proxy server is allowed to convert CT with ka↔b to

obtain a ciphertext CT ′ which is encrypted version of M by using kb for ka 6= kb [81].

PRE schemes are mostly used in PKE schemes [81–83]. Therefore, any ciphertext

generated by using PKE such as the identity of a participant [83], shared files [75, 79, 84] or

e-mail content [85] can be transformed. On the other hand, there exist various studies on the
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security of PRE such as the security against Chosen Ciphertext Attacks [83, 86].

In this thesis, we mostly concentrate on the applications of PRE on secure file sharing

systems [75, 79, 84, 87]. In [87], file sharing system called CloudSeal was proposed. The

proposed system allows any participant in the group to securely sharing a content with other

participants via multicasting. In [84], the proposed system uses PRE to manage the access

control without granting the full permission in a centralized access control server. The study

in [79] proposes Hierarchical Attribute-Based Encryption (HABE) and scalable user revoca-

tion for sharing data in cloud servers. HABE uses PRE for updating the file confidentiality

key on cloud server when a user’s access permissions are revoked. In [75], a time-based

proxy re-encryption scheme for secure data sharing in cloud environment (TimePRE) was

proposed. By using proxy re-encryption, TimePRE provides efficient user revocation since

the file confidentiality key can be updated without the need of an online data owner.

2.2.3. Participant Revocation

Participant revocation is one of the most important properties of file sharing systems.

When a participant leaves the file sharing, he/she could not view or update the shared file.

Therefore, a secure file sharing system has to provide a mechanism for revoking the access

permission of the leaving participants. Such operation is called participant revocation. A

participant in file sharing can be removed from the file sharing due to his/her malicious

behaviour such as updating the shared file by some file or disrupting the communications in

file sharing group. Therefore, owner of malicious behaviour is removed from the file sharing

group and permissions for accessing the shared file is revoked from the malicious participant.

In order to mark participants as an untrusted participants for future file sharing operations,

malicious participants are stored in a list called revocation list as Certificate Revocation List

(CRL) [88].

Revoked users should not be allowed to access the cloud as their rights have been de-

nied. Therefore, the file confidentiality keys and sometimes the user keys need to be updated

each time a user left the group. If this update process is not scalable and gets affected by the

number of total users and the number of revoked users, serious computation overhead and
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performance degradations occur in the system. In general, there are two revocation approach

for updating the file access permissions in file systems. One of these approaches is the ac-

tive revocation [89]. In active revocation, if access permissions of a participant is revoked,

then the all necessary information that can be used by the revoked participant is updated

immediately. However, the cost of updating the access information of a shared file is not

cost-efficient in terms of computation of necessary cryptographic operations. Therefore, the

second approach Lazy Re-Encryption (LRE) or lazy revocation [89] preferred for revoking

the access permissions of leaving participants. In LRE, the update of access permissions is

postponed to the first update of the shared file after the revocation of participants [90, 91].

LRE is mostly used with PRE as given in [75,79] to improve the performance and scalability

in the revocation process. A formal definition of LRE is as given below:

Definition 2.13. Lazy Re-Encryption (LRE). Let U = {U1,U2, . . . ,UN} be the set of partici-

pants and let F = {F1,F2, . . . ,FN} be the set of shared files by the participants in U. In LRE,

when a participant Ui is revoked, re-encryption of files in F with updated key is delayed until

the update of each file Fi ∈ F because of performance issues [89].

2.3. Discussions

In this chapter, we have reviewed concepts related to group key agreement protocols

and file sharing systems to increase the understanding the concepts proposed in thesis. First,

we have presented background information for group key agreement protocols in terms of

performance analysis and security analysis. Then, we have addressed the application areas

of group key agreement protocols. Finally, a detailed overview of secure file sharing systems

with respect to access control, proxy re-encryption and lazy re-encryption has been given.



27

3. DCKAP: DYNAMIC CONFERENCE KEY AGREEMENT

PROTOCOL

The societies have been connected more than ever with the evolution of communica-

tion technologies, such as the Internet. It is possible for participants of a group to organize a

conference meeting without assembling together with the rapid developments of the Internet.

However, providing the security for the communications of the conference is a challenging

issue. Cryptographic algorithms are used to overcome the issue. These algorithms are useful

when a common key among participants is fresh. The freshness is accomplished by using

conference-key establishment protocols to generate or update the key for each session. Key

establishment protocols are categorized as key distribution and key agreement. Key distri-

bution protocols may need a centralized authority, such as member in the network or trusted

third party, to distribute conference-key to participants. Key agreement protocols enable

all participants in the meeting to compute a common key. These protocols are preferred

with respect to the type of network and the duration of the communications. For instance,

in the conference networks, short-term keys are used for each session of decentralized and

distributed networks. Therefore, key agreement protocols are more suitable for conference

networks.

In general, static conference key agreement protocols are mostly used for conference

communications since conferences are arranged for a fixed time period and a fixed set of

participants [6, 7, 14, 19]. However, due to the performance degradation in the use of static

group key agreement protocols [9, 15, 17], detecting and extracting malicious participants

from the conference session is a challenging issue. In dynamic conference key agreement

protocols, this issue is solved by using auxiliary group key agreement operations. In addi-

tion, key freshness issue is also challenging since absence of backward confidentiality and

forward confidentiality properties may cause security vulnerabilities [18]. Therefore, one of

our motivations for this chapter is to provide a efficient fault detection and correction for

conference communications by using dynamic group key agreement protocols. Moreover,

basic security properties such as forward secrecy and authentication has to be provided in
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conference communications applications. Furthermore, analyzing the scalability of DCKAP

and dynamic group key agreement protocols is our another motivation for this chapter since.

Contributions of the chapter are as follows:

(i) We propose Dynamic Conference Key Agreement Protocol (DCKAP) [16]. DCKAP

uses a modified form of Tseng’s protocol [14] as Initial Conference-Key Agreement

Protocol (ICKAP)

(ii) DCKAP consists of dynamic group operations, namely Auxiliary Conference Key

Agreement (ACKA) Operations for efficiently updating the group key when the con-

ference group is updated. By using ACKA operations, we improve the performance

fault correction functionality with respect to the previously proposed conference key

agreement protocols.

(iii) We analyze and compare the scalability of DCKAP with other dynamic group key

agreement protocols via simulations for mass join and mass leave operations. Simula-

tion results show that DCKAP is a scalable group key agreement protocol in terms of

participant leaves.

(iv) We investigate the application areas of DCKAP based on the simulation results. Since

DCKAP provides better for participant leaves. We have decided to use DCKAP to re-

voke access permission of participants in file sharing systems. Therefore, we propose

a Three-Tier Secure File Sharing System (TT-SFSS) that use DCKAP for efficiently

revoking access permission of leaving participants. TT-SFSS not only present effi-

cient participant revocation but also it provides basic security requirements such as file

privacy, availability and fine-grained access control.

The organization of the chapter is as follows. In the next section, we give the com-

parison of dynamic conference key agreement protocols with respect to security and per-

formance criteria. In Section 3.2, we introduce DCKAP. Security and performance analysis

are in Section 3.3 and 3.4, respectively. In Section 3.5, scalability analysis of DCKAP and

other dynamic group key agreement protocols is presented. Section 3.6 proposes TT-SFSS.

Finally, discussions and concluding remarks are given in Section 3.7.
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3.1. Comparison of Conference Key Agreement Protocols with respect to Security and

Performance Criteria

In this section, we compare DCKAP with previously proposed conference key agree-

ment protocols literature as shown in Table 3.1. The criteria that are used in the comparison

are listed as follows:

(i) Authentication: If the protocol contains a mechanism to detect whether the participant

is a member of the conference or not, then this protocol is called an authenticated

protocol. Otherwise, it is called as a non-authenticated protocol.

(ii) Fault-Tolerance: This property is used to detect the faulty broadcast messages during

the communication of participants. If any fault is detected, then the owner of the mes-

sage is marked as a possible malicious participant. In the fault correction function,

messages of possible malicious participants are re-verified. Then, malicious partici-

pants are excluded from the set of participants.

(iii) Forward Secrecy: This property is used to protect the conference-key against compro-

mises of produced conference-keys, such as the compromise of a long-term private key

of a participant.

(iv) Dynamic Settings: The protocols are compared according to the dynamic group op-

erations. The numbers given for each protocol are the total number of operations per

protocol. There exist four dynamic group operations in the literature, single or mass

join, single or mass leave, merging groups, dividing groups into sub-groups.

(v) Key Freshness: whether the computed key is fresh or not.



Table 3.1. Comparison of Protocol Properties

Protocols Authenticated Fault-Tolerance Forward Secrecy Dynamic Operations Key Freshness

Burmester and Desmedt (1994) [7] 3 7 7 NA 7

Steiner et al. (1996) [92] 7 7 7 NA 7

Li and Pieprzyk (1999) [4] 3 3 7 NA 3

Tzeng and Tzeng (2000) [35] 3 3 7 NA 3

Foss (2000) [93] 3 7 7 2 3

Horng (2001) [49] 7 7 3 NA 3

Tzeng (2002) [6] 3 3 7 NA 3

Boyd and Nieto (2003) [94] 3 3 7 NA 3

Shi et al. (2004) [11] 3 Partial 7 1 3

Tseng (2005) [14] 3 3 3 NA 3

Steiner et al. (2005) [48] 3 7 7 NA 7

Tseng (2007) [17] 3 3 3 2 7

Chang et al. (2007) [95] 7 Partial 7 NA Partial

Katz and Yung (2007) [47] 3 7 3 NA 3

Huang et al. (2009) [9] 3 3 7 NA 3

Wu et al. (2009) [96] 3 3 7 NA 3

Wang (2012) [97] 3 3 7 NA 3

Zhao et al. [10] 3 3 3 NA 3

Cheng et al. (2013) [98] 3 3 7 2 3

Chung (2013) [5] 3 7 3 2 3

DCKAP 3 3 3 4 3
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As shown in Table 3.1, we have compared DCKAP with other protocols in the litera-

ture. According to comparisons, only DCKAP provides all of the basic security properties

of conference-key agreement protocols with dynamic group operations. On the other hand,

some of the protocols given in Table 3.1 has similar properties as DCKAP. Protocols in [5,93]

do not provide fault tolerance property and may fail to protect the true calculation of the

conference-key if a malicious attempt occurs. Protocols in [93, 98] do not provide forward

secrecy. In these protocols, the distribution of the sub-key is realized by using the key pair

that was distributed by the server. For this reason, if any of the key pair of a participant is

compromised, the group keys that are generated by this key pair are also compromised. For

dynamic group operations, [98] and [5] only provide operations for join and leave operations.

Therefore, if merge and divide condition arise, the total effort for updating the conference-

key is almost equal to the effort executing the protocol for the whole participant set. Since

there is no arbitrary operation defined, the protocol in [93] does not provide efficient solution

for leave and divide operations rather than re-executing the protocol. Detailed performance

analysis of further operations is given in the subsequent sections.

3.2. DCKAP:A Dynamic Conference Key Agreement Protocol

In this section, we present DCKAP. DCKAP consists of two parts, ICKAP and ACKA

operations. Let U = {U1,U2, . . . ,Un} be the set of participants for a group key computation

by using DCKAP. The activity diagram of DCKAP in UML notation is presented in Fig-

ure 3.1. As shown in the diagram, DCKAP consists of ICKAP and ACKA operations. In

ICKAP, first, each participant generates and broadcasts temporary public key to other par-

ticipants in the group. Next, each participant Ui verifies incoming temporary public keys

by using their signature parameters. If any inconsistency is detected during verifications,

owner of the temporary public key is reported as potential malicious participant. After tem-

porary public keys are exchanged and verified, participants compute their own secret keys

and broadcast these keys with signature parameters. If fault is detected during the verifica-

tion of any secret key, owner of the secret key is marked as potential malicious participant.

Potential malicious participants detected in either temporary public key verification or se-

cret key verification are re-verified and if necessary extracted by using the fault detection
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and correction function. This function is executed whenever the potential malicious attempt

is detected. Finally, remaining honest participants execute the group key. Until the end of

the communication session, the computed group key can be updated by using ACKA opera-

tions. ACKA operations provide four dynamic group operations, namely join, leave, merge

and divide. With respect to the used ACKA operation, some of the participants are selected

as active participants to update group key. Such active participants fully or partially execute

ICKAP.

 Ui ->Temp. 

Public-Key

Ui Executes 

Fault 
Correction 

Excluding
Malicious

Participants

Ui 

Generates
Secret-Key

Ui Verifies

Secret Keys

Conference 
Key

Computation

[FAULT 
DETECTED]

[FAULT NOT  
DETECTED]

[TEMPORARY 
PUBLIC KEY 
DISTRIBUTION]

[SECRET KEY 
DISTRIBUTION]

 join(.)

leave(.)

divide(.)

merge(.)

Determine 
Active 

Participants

[JOIN 
Operation]

[LEAVE 
Operation]

[MERGE
Operation]

[DIVIDE
Operation]

Ui Verifies 

Temp. 
Public Keys

ICKAP ACKA Operations

[FAULT NOT  
DETECTED]

[FAULT 
DETECTED]

Figure 3.1. Activity Diagram of DCKAP in UML Notation

3.2.1. Initial Conference-Key Agreement Protocol

This section introduces the improved version of the protocol in [14]. In the proposed

protocol, the sub-key generation proposed in Tseng’s protocol is modified to handle ACKA

operations and efficient fault correction.

Definition 3.1. Temporary Public-Key Distribution Function, T PKD(·). In order to provide

forward secrecy, each participant generates temporary public-key and their signatures as

shown in Figure 3.2
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1 Each participant Ui ∈U randomly selects a short-term secret keys ti and vi ∈ Z∗q .

2 Then, Ui computes and broadcasts the following parameters:

Ti = gti mod p, Ai = gvi mod p, Bi = v−1(H(Ti,M)−Aixi) mod q

Figure 3.2. Temporary Public-Key Distribution Function, T PKD(·)

Definition 3.2. Secret Distribution and Commitment Function, SDC(·). Upon receiving all

broadcast messages, (Tj,A j,B j) (1 6 j 6 n, j 6= i), from other participants in the group.

Each participant verifies the incoming temporary public keys. Then, each participant Ui

generates and broadcasts the secret key as shown in in Figure 3.3

1 Each participant Ui checks that Tj is really issued by U j by using the equation

gH(T,M) = yA j
j AB j

j mod p.

2 Then, Ui validates whether Tj is the generator of subgroup Gq, by using

2 6 Tj 6 p−1 and T q
j mod p.

3 If these two checks hold, the sub-key is generated by using Ki = (gtiti+1 mod p)

mod q. Ri ∈ Zq, and Si ∈ Z∗q are randomly selected.

4 Otherwise, Ui broadcasts Vk, j = ” f ailure” and executes FDC(·) function.

5 Ui constructs a polynomial hi(x) (over Zq) with degree n that passes points ( j,(T Ri
j

mod p) mod q), (1 6 j 6 n), and (0,Ki) by Ui. Then, Ui computes and broadcasts

the following:

ωi, j = hi(n+ j) mod q, 1 6 j 6 n, αi = gRi mod p,

γi = gSi mod p, δi = S−1
i (H(Ki,M)− γixi) mod q.

Figure 3.3. Secret Distribution and Commitment Function, SDC(·)
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Definition 3.3. Secret Key Computation and Verification Function, SKCV (·). Upon receiv-

ing ω j,l , 1 6 l 6 n, and α j, each participant Ui computes and verifies the secret keys of other

participants in the group as shown in Figure 3.4

1 Each participant Ui uses his short-term secret key ti to reconstruct the polynomial

h′j(x) (over Zq) with degree n that passes points (n+ l,ω j,l), 1 6 l 6 n, and (i,(αti
j

mod p) mod p).

2 Let K′j = h′(0) mod q. Then, Ui checks whether gH(K′j,M) = yγ j
j γ

δ j
j mod p holds or

not. If the verifications are hold, Ui broadcasts Vk, j = “success”. Otherwise, Ui

broadcasts Vk, j = ” f ailure” and executes FDC(·) function.

Figure 3.4. Secret Key Computation and Verification Function, SKCV (·)

Definition 3.4. Fault Detection and Correction Function, FDC(·). Broadcast messages of

participants are verified in both T PKD(·) and SKCV (·) functions. According to these ver-

ifications, for each broadcast messages, the fault detection and correction is applied. Each

participant pair Ui and U j are marked as possible malicious participants if there exists a

value Vi, j = ” f ailure” in the verification matrix. Broadcast messages of possible malicious

participants are re-verified by honest participants. Steps of FDC(·) function are as shown in

Figure 3.5

1 Any participant Uk that broadcasts a message Vk, j = ” f ailure” cannot be the

verifier in the second control of the broadcast message of U j whether it is honest or

not.

2 Any participant U j with verification value Vk, j = ” f ailure”, after the re-verification

of broadcast messages by honest participant Ul , where 1 6 l 6 n and l 6= i 6= j the

verification result is still Vl, j = “ f ailure”, is removed from U. Otherwise, Uk is

removed from U.

3 For each removed malicious participant U j, U j−1 (if it is not malicious participant)

randomly selects re-executes DCKAP from T PKD(·) function. According to the

new broadcast messages, U j−2, re-executes ICKAP from SKCV (·) function.

Figure 3.5. Fault Detection and Correction Function, FDC(·)
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Definition 3.5. Conference Key Computation Function, CKC(·). If there is no fault detected,

then all participants in the group U compute the conference key as shown in Figure 3.6

1 Each participant Ui ∈U computes the conference key as follows:

K′ = (K1K2 · · ·Km−1Km mod p) mod q (3.1)

= (gt1t2+t2t3+···+tm−1tm+tmt1 mod p) mod q (3.2)

Figure 3.6. Conference Key Computation Function

When the conference key is updated, participants may re-execute ICKAP to generate

new temporary-keys. Since the temporary private keys are selected randomly, such opera-

tions are called re-randomization. The formal definition of re-randomization is as follows:

Definition 3.6. Re-randomization. Let Ui ∈U be the participant that has already involved

into the execution of ICKAP with temporary public - private key pair (gti mod p, ti). The

re-execution of ICKAP by Ui to obtain new key pair (gt ′i mod p, t ′i), where ti 6= t ′i , is called

re-randomization.

Tseng’s protocol was designed for static groups. Therefore, any modification in the set

of participants (i.e. fault correction) results with the re-execution of the protocol. If the set of

participants changes frequently, then participants spend most of their time for protocol exe-

cution and the key computation performance of the protocol decreases. In DCKAP, Tseng’s

protocol has been modified. The short-term secret generation is realized by the equation

Ki = (gtiti+1 mod p) instead of using random selection. The modified equation provides a

relationship among consecutive participants. By using this assumption, it is possible to up-

date the conference-key without re-executing the protocol. Therefore, in DCKAP, any single

change causes at most two protocol re-executions, which provides better performance in the

FDC(·) function. Further details are given in the performance analysis section.
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In order to provide better performance in fault correction, this approach can be ex-

tended for dynamic group operations, which are defined as Auxiliary Conference-Key Agree-

ment (ACKA) operations throughout the chapter.

3.2.2. Auxiliary Conference Key Agreement Operations

Dynamic group operations are used for updating the conference-key of a session with-

out re-executing the protocol for each participant in the set of participants. In this chapter,

these operations are called as ACKA operations, which provide the following functionalities:

(i) Participant join

(ii) Participant leave

(iii) Merge Conference Sessions

(iv) Divide a session into sub-conference sessions

For each possible modification in the set of participants, at least one participant re-

randomizes the sub-secret by re-executing ICKAP. Details of ACKA operations are given in

the following sub-sections.

Definition 3.7. Join Function, join(·). This function is used to handle the mass and single

join of new participants into the previously established conference session. Let m > 1 be

the number of joining participants for the participant set U = {U1,U2, . . . ,Un}. Then, the

resulting participant set is U = {U1,U2, . . . ,Un−1,Un,Un+1, . . . ,Un+m−1,Un+m}. Function

for join operation is as shown in Figure 3.7.
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1 Ui ∈ {U1,U2, . . . ,Un−1} broadcasts the messages of T PKD(·) and SDC(·)
functions of previous DCKAP execution. The participant Un−1 only broadcasts its

message in T PKD(·) function, (Tn−1,An−1,Bn−1)

2 Ui ∈ {Un,Un+1, . . . ,Un+m} executes ICKAP from the T PKD(·) function.

Therefore, Un re-randomizes its temporary-key and all participants

Ui ∈ {Un+1, . . . ,Un+m} generates their temporary public-keys such as

gt ′n,gtn+1,gtn+2, . . . ,gtn+m , respectively. Then, each participant

Ui ∈ {Un+1, . . . ,Un+m} broadcasts the new messages, (Ti,Ai,Bi) for n 6 i 6 n+m.

3 After the verification of the temporary public keys is completed, if no fault is

detected, each Ui ∈ {Un−1,Un,Un+1, . . . ,Un+m} executes SDC(·) function. The

participant Un−1 has to execute this function, because, the participant Un

re-randomized its temporary key in the previous execution of T KPD(·) function.

Therefore, the participants in {Un−1,Un,Un+1, . . . ,Un+m} have the corresponding

sub-secrets, (gtn−1t ′n mod p) mod q, (gt ′ntn+1 mod p) mod q, (gtn+1tn+2 mod p) mod

q, · · · ,(gtn+m−1tn+m mod p) mod q. At the end of SCD(·) function, each participant

Ui ∈ {Un−1, . . . ,Un+m} broadcasts the messages

(ωi,1,ωi,2,ωi,3, . . . ,ωi,n−1,ωi,n,ωi,n+1, . . ., ωi,m+n−1,ωi,m+n,αi,γi,δi)

4 If no fault is detected during the verification of second broadcast messages, each

participant Ui ∈ {U1,U2, . . . ,Un+m} computes the conference-key as by using the

CKC(·) function

Figure 3.7. Join Function

Definition 3.8. Leave Function, leave(·). This function is used for re-randomizing the

conference-key in case of a single or mass leave. By using this operation, it is possible

to update the key without re-executing ICKAP for each participant in the session. If the

set U′ = {U1, . . . ,Um}, where U′ ⊆U and |U′| > 1, is the set of leaving participants, then

procedure for leave operation is as shown in Figure 3.8.
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1 for Each participant U j−1 ∈U′ do

2 If U j is the leaving participant, U j−1 ∈U−U′, re-executes the T PKD(·)
function in ICKAP. Then, U j−1 ∈U−U′ generates a new temporary key as

gt
j−1 mod p and broadcasts the key (Ti,Ai,Bi) by executing T PKD(·) function.

3 Otherwise, if U j+1 is the leaving participant, U j−1 waits for the

re-randomization in T PKD(·) function. If no fault occurs in the verification of

new broadcast messages, then each U j and U j−1 ∈U−U′ execute SCD(·)
function.

4 Each U j and U j−1 ∈U−U′ generates the new sub-secret values according to

the new temporary keys and broadcasts the messages (ωi, j,αi,γi,δi).

5 Upon receiving the new broadcast messages, if no faults detected, all of the

participant in the modified set, U−U′, compute the conference-key by using

new sub-key values as given in ICKAP.

6 end

Figure 3.8. Leave Function

Definition 3.9. Merge Function, merge(·). Merge function is used for merging conference

sessions to obtain a larger session. Assume that there exist k sessions, where k > 2 that par-

ticipants of each session agreed on different conference keys by using ICKAP. These sessions

are merged to form a bigger session by using the merge function. Let U = {U1,U2, . . . ,Uk}
be the set of participant sets to be merged, the function is operated as shown in Figure 3.9.
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1 foreach session U j ∈U do

2 foreach participant Ui ∈U j do

3 If Ui is the last participant of any participant set U j, where 1 6 j 6 k, then

this participant re-executes the T PKD(·) function of ICKAP and

broadcasts the message (T ′i ,A
′
i,B
′
i).

4 Otherwise, each Ui just broadcasts the messages that they generated in their

previous execution of T PKD(·) function.

5 If no fault is detected for the broadcast messages, then in the execution in

SCD(·) function of ICKAP, if the participant Ui ∈Ut is located just before

the last participant or it is located as the last participant in their participant

lists, then these participants executes the SCD(·) function of ICKAP.

6 Otherwise, each participant broadcasts the existing SCD(·) function

messages of previous execution of ICKAP. In case of malicious attempt

detection, the fault detection and correction procedure is applied for each

new broadcast message.

7 end

8 end

9 Finally, all honest participants compute the conference-key by executing the using

CKC(·) function.

Figure 3.9. Merge Function

Definition 3.10. Divide Function, divide()̇. In this function the set of participant of a session

is divided into sub-sessions. Assume that U1,U2, . . . ,Uk is the sets of participants after

division. The divide function is operates as shown in 3.10.
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1 Each participant Ui ∈U j, where 1≤ j ≤ k, controls the participant Ui+1 and Ui+2

in U before division.

2 If Ui,Ui+1 and Ui+2 are in the same session after division, then Ui does nothing.

3 If Ui ∈U j and Ui+1 ∈Ut , where t 6= j, then Ui re-executes ICKAP from T PKD(·)
function.

4 If Ui+2 ∈U j and Ui,Ui+1 ∈Ut , where t 6= j, then Ui re-executes ICKAP from

SCD(·) function.

5 If any fault is detected for any sub-session during the execution of the function,

then the FDC(·) function is executed for the subsession that the fault is detected.

6 Each honest participant computes the conference-key for the sub-session that the

participant is attended.

Figure 3.10. Divide Function

3.3. Security Analysis of DCKAP

In this section, we give the security analysis of DCKAP. First, we show that ICKAP, to-

gether with ACKA operations provides the same security properties and the same resistance

against known attacks defined in [14] and [6]. Moreover, we prove that ACKA operations

are secure against the attack proposed in [18].

3.3.1. Correctness, Fault Tolerance and Forward Secrecy

The correctness property is used to show that if all of the participants follow the pro-

tocol, then each participant calculates the correct key as mentioned in [6]. DCKAP provides

the correctness property for the participant set U = {U1,U2, . . . ,Un} as follows.

Theorem 3.1. Correctness. If all of the participants in U fully follows the protocol, then the

key computed by ICKAP is common.

Proof. Each U j ∈U can verify the broadcast messages (Ti,Ai,Bi,M) of Ui in SCD(·) func-

tion by using the verification equations gH(Tj,M) = yA j
j AB j

j , T q
j mod p = 1 and 2 6 Tj 6 p.
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Since Ai, H(Tj,M) ∈ Zq is unique, a received temporary-key Ti must be the same for all

participants. After the verification of the temporary-key, each U j computes the sub-secret

K j = (gt jt j+1 mod p) mod q and broadcasts the message (ω j,1,ω j,2,ω j,3, . . . ,ω j,n,α j,γ j,δ j).

Then, each Uk ∈ (U) computes and verifies the K j for each participants as described in

SKCV (·) function of ICKAP. Since for H(Ki,M) ∈ Zq is unique fixed γi and δi, all par-

ticipants compute the same Ki. Thus, the conference-key computed by the participants is

common.

In the terms of ACKA operations, we assume that there exists a correct conference-

key, which was generated by using ICKAP. The updated key as a result of ACKA operation

is also correct if the following corollary holds.

Corollary 3.1. Correctness for ACKA Operations. If all participants, including the new

participants in join and merge operations are honest and the conference key was correctly

calculated by ICKAP, then the correctness is preserved after ACKA operations.

Proof. Assume U = {U1,U2, . . . ,Un} is the set of participants. Then, participants that exe-

cute ICKAP perform the following operations:

(i) Join: Each new participant Ui ∈{Un+1, . . . ,Un+m} and Un execute ICKAP from T PKD(·)
function and the participant Un−1 executes ICKAP from SDC(·) function.

(ii) Leave: For each leaving participant Ui, participant Ui−1 executes ICKAP from T PKD(·)
function and participant Ui−2 execute ICKAP from SDC(·) function.

(iii) Merge: Let U = {U1,U2, . . . ,Uk} be the conference sessions to be merged, the last

participants of each session executes ICKAP from the T PKD(·) function. The partic-

ipants that are located just before the last participant of each session execute ICKAP

from SDC(·) function.

(iv) Divide: For each participant Ui ∈U, if Ui is not in the same session with Ui+1 after the

division operation, then Ui re-executes ICKAP from from T PKD(·) function. Other-

wise, if Ui and Ui+1 ∈Uk and Ui+2 /∈Uk after the divide operation, then Ui re-executes

ICKAP from SDC(·) function.
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For all executions of T PKD(·) and SDC(·) functions, since for fixed Ai, H(Tj,M) ∈ Zq

is unique and for fixed γi and δi, H(Ki,M) ∈ Zq is unique. Therefore, all of the partici-

pants compute the same updated key. Thus, the correctness property is preserved for ACKA

operations.

Another important property for the security analysis of DCKAP is the fault-tolerance.

The fault-tolerance is used to detect and correct the malicious attempt during the execution

of a conference-key agreement protocol and is defined in [6]. Tzeng also proposed a detailed

analysis for the protocol, which is in the same study. For this analysis, we extend the same

assumption for two broadcast messages.

Theorem 3.2. Fault-Tolerance. A conference-key agreement protocol has fault-tolerance

property if the following two conditions do not hold:

(i) A malicious participant can cheat the honest participants by sending wrong key values.

(ii) A malicious participant can cheat the honest participants by identifying an honest

participant as a possible malicious participant.

Proof. For the first case, assume that the participant Ui is a malicious participant. If Ui tries

to cheat other participants while executing the T PKD(·) function of ICKAP, then the broad-

cast messages (Ti,Ai,Bi,M) is verified by other participants in the session with gH(Ti,M) =

yAi
i ABi

j mod p, T q
i mod p = 1 and 2 6 Ti 6 p. If Ti value of Ui is wrong, at least one of the par-

ticipant cannot verify Ti. If Ui tries to cheat in SDC(·) function of ICKAP, the broadcast mes-

sage, (ωi,1,ωi,2,ωi,3, . . . ,ωi,n,αi,γi,δi), is verified by other participants with gH(K′i ,M) = yγi
i γ

δi
i

mod p. If the Ki value of Ui is wrong, then at least one of the honest participant can detect

the mismatch during verification. If any malicious attempt of Ui is detected for either its first

or second broadcast message, this participant is marked as possible malicious participant by

using the verification matrix, Vj,i = “ f ailure” for all 1 6 j 6 n and i 6= j. Thus, it is not

possible to cheat participants by sending wrong key values in ICKAP.

If a participant Ui is marked as Vj,i = “ f ailure” by participant U j and there exists

a contrary value for some participant Uk as Vk,i = “success”, this participant’s broadcast
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messages are re-verified by other participant Ul . According to the re-verification, if Ui is

malicious, then this participant will be excluded from the key computation. Otherwise, U j

will be excluded. Thus, it is not possible to identify an honest participant as malicious

participant in ICKAP. Since these two conditions hold, ICKAP satisfies the fault-tolerance

property.

The proof above shows that fault-tolerance property is satisfied by using fault detection

and correction function. The same condition holds for ACKA operations. There exists at

most four type of broadcast messages according to the definitions of ACKA operations:

• Existing broadcast messages of a participant,

• New broadcast messages of an existing participant after re-randomization,

• New broadcast messages of a newly joining participant after its first protocol execution,

and

• Existing broadcast message for T PKD(·) and new broadcast message for SDC(·) if the

subsequent participant is re-randomizing.

Since fault detection and correction step executes for all cases listed above, ACKA

operations provide fault-tolerance.

The last security property in this section is the forward secrecy. Forward secrecy is

used to protect the conference-key against compromises of produced conference-keys, such

as the compromise of participant’s long-term key. To show that DCKAP provides forward

secrecy, we will extend the Theorem 3.3 in [14] as follows.

Theorem 3.3. Forward Secrecy. DCKAP provides forward secrecy under the difficulty of

discrete logarithm problem.

Proof. Assume that adversary A has the long-term key, xi of any participant Ui and A can

obtain Ki from either (γi,δi) or Ti and Ti+1 by using the messages obtained in any of ICKAP

or ACKA operations. For the first case, δi = S−1
i (H(Ki,M)− γixi)modq. It can be easily
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seen that δi has two unknown variables Si and Ki. Therefore, it is computationally difficult

to compute Si by solving γi = gSimod p since this is the discrete logarithm problem. For the

second case, solving either Ti = gtimod p or Ti+1 = gti+1mod p to obtain Ki = (gtiti+1 mod p)

mod q is also discrete logarithm problem. So, A faces the difficulty of discrete logarithm

problem again. Hence, DCKAP satisfies the forward secrecy property.

3.3.2. Passive Attacks

In case of passive attacks, the attacker, who is not a member of the group, tries to

obtain information from broadcast messages by eavesdropping the communication among

participants without knowing the secrets xi and Ki for any participant Ui. Tseng extended

the proof in [6], which is based on adopting the Decisional Diffie-Hellman (DDH) assump-

tion for eavesdropping attack. According to this assumption, the transcript of broadcast

messages for any participant, Ui, are (Ti,Ai,Bi) and (ωi,1,ωi,2,ωi,3, . . . ,ωi,n,αi,γi,δi). We

show that the real view (Ti,Ai,Bi,ωi,1,ωi,2,ωi,3, . . . ,ωi,n,αi,γi,δi) and the attacker’s simu-

lated view (T ′i ,A
′
i,B
′
i,ω
′
i,1,ω

′
i,2,ω

′
i,3, . . . ,ω

′
i,n,α

′
i,γ
′
i,δ
′
i) on random variables t ′i ∈ Z∗q , v′i ∈ Z∗q ,

B′i ∈ Z∗q , ω′i, j ∈ Zq(1 6 j 6 n), R′i ∈ Zq, S′i ∈ Z∗q , δ′i ∈ Zq are computationally indistinguish-

able, where T ′i = gt ′i mod p, A′i = gv′i mod p and γ′i = gS′i mod p. The same transcripts and the

corresponding assumptions hold for DCKAP but our protocol differentiates with the Tseng’s

in the generation of Ki. Instead of randomly selecting the value, we use Ki = (gtiti+1 mod p)

mod q = (T ti
i+1 mod p) mod q. We know that the transcripts for both protocols are the same

and xi long-term private keys of any Ui is also secret. If we show that the Ki of any Ui is also

secret, then we can make the same assumption in [14] for the security of DCKAP against

passive attacks.

In [38], Boneh defined some examples of cyclic groups which DDH is shown to be

intractable. One such group is given in Definition 2.1 (public parameters) as p = 2q+ 1,

q be large primes and g be the generator for the cyclic subgroup Gq = {i2|i ∈ Z∗p}. Ac-

cording to this construction, the following two probability distributions are computationally

indistinguishable:
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• (gti,gti+1 ,gtiti+1), where ti and ti+1 are randomly and independently chosen from Zq

• (gti,gti+1,gc), where ti, ti+1 and c are randomly and independently chosen from Zq

In other words, for any eavesdropper, E, the sub-secret, Ki, looks like a random variable

in Gq. Hence, Ki is also secret for any E. Then, our problem, which is the computational

indistinguishability of attackers view and the original view, is the same problem as in Tseng’s

protocol. See the security against passive attacks in [14] for further details.

3.3.3. Active Attacks

Another attack type for conference-key agreement protocols is the active attacks. The

most known active attack is the impersonation attack or impersonator’s adaptively chosen

message attack. In this case, the attacker tries to impersonate the legal participant, Ui, by ob-

taining the temporary and long-term key from signatures. The random oracle model in [99]

is adopted to prove the security of a signature schemes or key exchange protocols against

this attack. The assumption of random oracle is that the one-way hash functions are ac-

cepted as a true random functions. In this analysis, we also concentrate on the broadcast

messages (Ti,Ai,Bi) and (ωi,1,ωi,2,ωi,3, . . . ,ωi,n,αi,γi,δi) to show that they are existentially

un-forgeable. The first part of this analysis is proved in Theorem 1 in [14]. Since our pro-

tocol uses the same structure for T PKD(·) function of ICKAP, we prove that the improved

version also provides the existentially un-forgeable property. Note that the Ki of Ui can also

be calculated by Ui+1. However, the verification of ωi, j values, for 1 6 j 6 n can be realized

by gH(K′j,M) = yγ j
j γ

δ j
j mod p. The equation together with the γi and δi parameter states that if

any malicious adversary, MA, tries to impersonate the participant Ui, then MA has to obtain

the long-term secret key, xi. The following theorem shows that DCKAP is secure against the

impersonation attack.

Theorem 3.4. Any malicious adversary MA cannot compute the valid ωi of any user Ui in

the random oracle model since the discrete logarithm problem is intractable.

Proof. Assume that αi,γi and δi as a signature of ωi, j, where 1 6 j 6 n. Then the proof

follows from the forking lemma in [100]. Under the random oracle model, H(Ki,M) is an
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independent random variable from Ki and M. Suppose that MA without knowing Ki or Ui+1

with knowing Ki can impersonate Ui to sign Ki = gtiti+1 with a non-negligible probability ε.

For any (ωi,M), the MA can generate two valid signatures (αi,γi,δi) and (αi,γi,δ
′
i), where

αi = gRi mod p, γi = gSi mod p, δi = S−1
i (H(Ki,M)−γixi) mod q, and δ′i = S−1

i (H ′(Ki,M)−
γixi) mod q. Therefore, it is computationally difficult to obtain xi by solving equations δi and

δ′i under the random oracle model, since the discrete logarithm problem is computationally

difficult.

3.3.4. Key Freshness

The major vulnerability of dynamic groups is as shown in [18]. They proposed sev-

eral attack scenarios for the protocol in [17]. According to these scenarios, if none of the

sub-keys are refreshed after the modification of participant set, it is possible to retrieve for-

mer and subsequent conference-keys. Therefore, the backward confidentiality and forward

confidentiality properties are violated. The formal definition of key freshness is as given

below:

Definition 3.11. If a conference-key agreement protocol achieves both backward confiden-

tiality and forward confidentiality, then the key generated by using this protocol is called

fresh.

The following lemmas show that our protocol provides security against these attack

scenarios.

Lemma 3.1. Under the difficulty of computing the discrete logarithm problem, leave opera-

tion does not violate the forward confidentiality.

Proof. Let U = {U1,U2,U3, . . . ,Un} be the set of participants before the divide operation.

Assume that a leaving participant, Ui can obtain the update key, K′ after leaving. Let

K = (gt1t2+...+ti−1ti+titi+1+...+tnt1 mod p) mod q be the key before leave operation. Let K′ =

(gt1t2+...+ti−2t ′i−1+t ′i−1ti+1+...+tnt1 mod p) mod q be the updated key. The gti−2ti−1+ti−1ti+titi+1 part
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of K is replaced gti−2t ′i−1+ti−2t ′i−1 in the leave operation. Therefore, it is computationally dif-

ficult to compute new key by using the old key K by solving the equation Ki−2 = (gti−2t ′i−1

mod p) mod q or Ki−1 = (gt ′i−1ti+1 mod p) mod q since this is the discrete logarithm prob-

lem.

Lemma 3.2. Under the difficulty of computing the discrete logarithm problem, divide oper-

ation does not violate the forward confidentiality.

Proof. Let U = {U1,U2,U3, . . . ,Un} be the set of participants before the divide operation.

Let K = (gt1t2+...+tk−1tk+tktk+1+...+tnt1 mod p) mod q. Assume that the set divided into two

subsets as U1 = {U1,U2, . . .Uk} and U2 = {Uk+1,Uk+2, . . .Uk}. Let Ui ∈U1 try to obtain the

updated key of U2. Un re-randomizes the temporary key tn as t ′n, then the updated key of U2

will be K2 = (gtktk+1+...+tn−1t ′n+t ′ntk mod p) mod q. Therefore, it is computationally difficult

to obtain the conference key of U2 without knowing t ′n, since this is the discrete logarithm

problem.

Lemma 3.3. Under the difficulty of discrete logarithm problem, join operation does not

violate the backward confidentiality.

Proof. Let U = {U1,U2,U3, . . . ,Un} be the set of participants before the join operation and

Un+1 be the joining participant. Let K = (gt1t2+...+tn−1tn+tnt1 mod p) mod q and let K′ =

(gt1t2+...+tn−1t ′n+t ′ntn+1+tn+1t1 mod p) mod q be the updated key before and after join opera-

tion, respectively. The g+tn−1tn+tnt1 is the updated part of K. So, the joining participant Ui

can obtain the old key by using the new key K′ if participant solves the equation Kn = (gtnt1

mod p) mod q or Kn−1 = (gtn−1tn mod p) mod q to obtain tn. Therefore, it is computation-

ally difficult to compute tn by solving Kn and Kn−1 is computationally difficult since this is

the discrete logarithm problem.

Lemma 3.4. Under the difficulty of computing the discrete logarithm problem, merge oper-

ation does not violate the forward confidentiality.
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Proof. Assume that U1 = {U1,U2, . . .Uk} and U2 = {Uk+1,Uk+2, . . .Un} be the two confer-

ence sessions to be merged.Let

K1 = (gt1t2+...+tk−1tk+tkt1 mod p) mod q

and

K2 = (gtk+1tk+2+...+tn−1tn+tntk+1 mod p) mod q

be the corresponding conference-keys, respectively. Also, assume that U = {U1,U2,U3, . . . ,Un}
be the set of participants after the merge operation. Then,

K = (gt1t2+...+tk−1t ′k+t ′ktk+1+...+tn−1tn+t ′nt1 mod p) mod q

be the key after merge operation. Ui ∈ U1 tries to obtain the key K2 of U2 by using K

but the temporary key tn is re-randomized as t ′n during the merge operation. Therefore it is

computationally difficult to compute the K2 without knowing the t ′n since this is the discrete

logarithm problem.

These four lemmas show that if there exists any modification in the set of participants,

then the conference-key is updated by re-randomizing at least one of the secret short-term

keys. Therefore, the forward confidentiality and backward confidentiality properties are pre-

served after these operations. Thus, the following theorem holds.

Theorem 3.5. Under the difficulty of computing discrete logarithm problem, a conference-

key is updated by using ACKA operations is always fresh.

Proof. Lemmas 4.1 and 4.2 show that ACKA operations provide the forward confidentiality

and Lemmas 4.3 and 4.4 proved that the forward confidentiality is also satisfied. Since

both the forward and backward confidentialities are satisfied under the difficulty of discrete

logarithm problem, ACKA operations always produce fresh keys
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On the other way, let U = {U1,U2,U3, . . . ,Un} be the set of participant and K =

(gt1t2+...+tn−1tn+tnt1 mod p) mod q be the corresponding key. Suppose that ACKA operations

do not provide the key freshness. Also suppose that the participant Ui leaves the session for

a while and then joins the session later. Since the resulting set of participant is the same,

the resulting key must be the same. However, after the leave operation, the conference-key

will be K′ = (gt1t2+...+tn−2t ′n−1+t ′n−1t1 mod p) mod q for the set U′ = {U1,U2,U3, . . . ,Un−1}.
When the Un joins the session again, for U′′ = {U1,U2,U3, . . . ,Un}, the key will be K′′ =

(gt1t2+...+tn−2t ′′n−1+t ′′n−1tn+tnt1 mod p) mod q. After these operations, the U′′ = U but K′′ 6= K.

Hence the contradiction.

As a result, DCKAP provides the same security with the Tzeng’s protocol and Tseng’s

protocol. Since, ACKA operations provides backward confidentiality and forward confiden-

tiality, DCKAP provides key freshness.

3.4. Performance Analysis of DCKAP

In this section, we give the performance analysis of DCKAP. The performance analysis

of DCKAP is based on the performance analysis of ICKAP and ACKA operations. During

the analysis of DCKAP, we use the communications cost analysis and computational cost

complexity for the performance criteria as defined in Section 2.2.

In addition to the general performance analysis criteria above, we use the number of

protocol executions for ACKA operations and FDC(·) function of ICKAP. The number of

protocol executions is the total number of participants that executes ICKAP while updating

the conference-key.

The performance comparison of ICKAP with the Tseng’s protocol is as follows. Both

protocol have constant communications cost. There exist two rounds for communication in

ICKAP and Tseng’s protocol. In case of computation cost, ICKAP differs only in the SDC(·)
function with the Tseng’s protocol. The computation cost of Tseng’s protocol is Ccomp =

(5n− 2)TEXP = O(n)TEXP. In ICKAP, only the time for modular exponential operations is
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increased by one, Ccomp = (5n−1)TEXP = O(n)TEXP, which is a minor difference.

Finally, since there exists no difference for the parameters of broadcast messages, the

message length is the same as Tseng’s protocol:

Clength = (n+2)|q|+4|p|= O(m2)|q|+O(m)|p|

Table 3.2. Comparison for Total Fault Correction Costs

Protocols Ccomp Clength Cround

Tzeng’s Protocol O(m2)TEXP O(m2)|q|+O(m)|p| O(m)

Tseng’s Protocol O(m2)TEXP O(m2)|q|+O(m)|p| O(m)

DCKAP O(m)TEXP O(m)|q|+O(1)|p| O(1)

Since DCKAP is designed for the dynamic groups, it provides better performance

while updating the conference-key from fault-tolerant point of view. Tseng’s protocol only

works on static groups. Hence, if any modification occurs in the participant set, then each

participant in the updated set of participants executes ICKAP. Set modification can occur in

either to exclude malicious participants or in ACKA operations. The comparisons for fault-

correction is given in Table 4.3, where m is the number of participants in the set after the

malicious participants are excluded.

The fault correction operations are used by ICKAP to exclude the malicious participant

from the set of participants. Assume that there exists k malicious participants in U and

m−k > 2. For each malicious participant Ui, the honest participant Ui−1 re-executes ICKAP

from T PKD(·) function and the participant Ui−2 re-executes ICKAP from SDC(·) function.

Then, for each malicious participant, there exist one execution of ICKAP from T KPD(·)
and one execution from SDC(·) for re-randomization of the conference key. Therefore, the

protocol execution cost for fault correction of ICKAP is O(1) for each malicious participants.

Since Tseng’s protocol does not provide an efficient fault-correction mechanism, all of the

participants has to re-execute the protocol to update the key. Since it is designed for static
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groups, the protocol execution cost for fault correction of Tseng’s protocol is O(m), where

m is the number of participants in the session.

The performance analysis of DCKAP based on ACKA operations is as follows. As-

sume that m is the number of participants in the session U. The performance analysis for

ACKA operations are given below:

• Join Operation: Assume that k > 1 is the number of new participants. During the

participant join procedure, k+1 participants execute ICKAP from T PKD(·) function

and the participant, which is located before the last participant, Um−1, executes ICKAP

from SDC(·) function. Since there exists k+ 1 full executions and the join operation

has constant execution complexity, there exist (k+1) ·O(1) = O(k) for join operation.

Since the computation cost of ICKAP is O(m)TEXP, the complexity of join operation

is Ccomp = O(km)TEXP.

• Leave Operation: Assume that k> 1 is the number of leaving participants for m−k> 2.

Then, if all leaving participants are ordered consecutively as Ui+1,Ui+2, . . . ,Ui+k, then

only Ui re-executes ICKAP from T PKD(·) function and Ui−1 executes ICKAP from

SDC(·) function, which is the best case for leave operation with O(1) execution cost

and computational complexity cost is Ccomp = O(m)TEXP. Otherwise, for each leaving

participant Ui+1, Ui re-executes the protocol from T PKD(·) function and Ui−1 executes

the protocol from SDC(·) function. There exists at most k re-executions of ICKAP.

Then, the execution cost is O(k). Regarding the modular exponentiations of ICKAP,

the computational complexity cost of leave operation is Ccomp = O(km)TEXP.

• Merge Operation: Assume that there exists k sessions and each session has m partic-

ipants. According to the definition of merge operation, only the last participant for

each session re-executes ICKAP and also participants before the last participants exe-

cute ICKAP from SDC(·) function, which means the merge operation also have con-

stant protocol execution complexity. Therefore, the protocol execution cost of merge

operation is k ·O(1) = O(k) and overall complexity of merge operation is Ccomp =

O(k2m)TEXP.
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• Divide Operation: Let k be the number of sub-sessions after division and each session

has m participants. If the participants of the same sub-session are ordered consecu-

tively, then there exists m re-executions of ICKAP and m executions of ICKAP from

SDC(·) function, which is the best case complexity with O(k). Otherwise, for each

participant pair Ui and Ui+1, if they belong to different sessions, Ui re-executes ICKAP

and Ui−k executes ICKAP from SDC(·) function. This case is the worst case complex-

ity for protocol executions with O(k ·m). The complexity of divide operation, including

the computational cost of ICKAP, is Ccomp = O(km) and Ccomp = O(k2m) for the best

case and the worst case, respectively.

Table 3.3. Comparison of Dynamic Group Operations of Protocols for the Number of

Protocol Executions

Ccomp Number of

Operations Protocol 1 Protocol 2 Protocol 3 DCKAP Participants

[93] [98] [5] or Sessions

Join O(k) O(k) O(k · (m+ k)) O(k)
for k joining

participants

Leave
NA

O(k) O(k · (m− k)) O(k)
for k leaving

participants

Merge O(k) NA NA O(k) for k sessions

Divide NA NA NA O(k), for k sessions

In Table 3.3, we present the comparison of protocols [5, 93, 98] and ACKA according

to protocol execution cost for dynamic group operations. For convenience, protocols in

[5,93,98] are named as Protocol 1, Protocol 2 and Protocol 3, respectively. As seen in Table

3.3, only DCKAP provide all of the dynamic group operations. Protocol 2 and Protocol 3

do not provide divide and merge operations. It is also given that Protocol 1 does not have

an efficient operation for leave and divide rather than re-executing the protocol. The detailed

analysis for comparisons is as follows:
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• Assume that U1 = {U1,U2, . . .Uk} and U2 = {Uk+1,Uk+2, . . .Un}, where U1∩U2 =Ø,

are the two conference sessions to be merged and K1 = (gt1t2+...+tk−1tk+tkt1mod p)modq

and K2 = (gtk+1tk+2+...+tn−1tn+tntk+1mod p)modq be the corresponding conference-keys,

respectively. Since Protocol 2 and Protocol 3 do not provide merge operation, they

simulate these operations either by using leave and join operations or they execute

their initial key agreement protocols for U1∪U2. In both case, the computation cost

of key update is larger than Protocol 1 and DCKAP.

• In case of the divide operation, the worst case complexity of protocol execution cost

of ACKA is O(k ·m) , where k is the number of sessions and m is the number par-

ticipants for each session. In addition, the best case cost for DCKAP is O(k). Pro-

tocol 1, Protocol 2 and Protocol 3 do not provide arbitrary divide operation, there-

fore they are not comparable to DCKAP. Assume that U = {U1,U2, . . .Un} is the

set to be divided and K = (gt1t2+t2t3+...+tn−1tn+tntk+1 mod p) mod q is the corresponding

conference-key. If the session is divided into two sub-sessions as U1 = {U1,U2, . . .Uk}
and U2 = {Uk+1,Uk+2, . . .Un}, then Protocol 2 and Protocol 3 have to execute their ini-

tial key agreement protocols since they do not provide divide operations. For Protocol

1, it is possible to divide U into U1 and U2 by reverse execution of the protocol.

However Protocol 1 is restricted in dividing the set of participants in arbitrary manner.

Therefore, it provides only re-execution for leave and divide operations. Moreover, the

number of communication rounds is Cround = logn in Protocol 1, which is Cround = 1

in DCKAP.

Performance comparisons show that DCKAP has better performance in terms of fault

correction. Moreover, DCKAP provides linear time computational complexity for ACKA

operations.

3.5. Scalability Analysis of DCKAP

In this section, we compare the scalability analysis of DCKAP with other protocols

[17, 101, 102] regarding mass join and mass leave. We first compared the scalability of

protocols for fixed join and leave rate. Then, we analyzed the scalability of protocols for
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mass join and mass leave of 50,100,150,200 and 250 participants. Simulations were carried

out by using Python 3 and Charm Framework [103] that run on a MacBook Air 2012 early

release with 250 GB SSD disk, 1.8GHz Intel Core i5 processor and 4GB 1600 MHz DDR3

RAM.

Table 3.4. Scalability Comparison of Protocols for 10% Join and Leave (×106ms)

Protocols Operations
# of Participants

500 1000 2000 4000

DCKAP in [16]
Join 2.7 10.6 42.1 167

Leave 0.07 0.14 0.27 0.54

Tseng in [17]
Join 2.1 8.2 32 129

Leave 0.03 0.05 0.11 0.21

AD-ASGKA in [101]
Join 0.59 2.2 8.5 33

Leave 0.46 1.7 6.7 26

Zhang et al. in [102]
Join 2.4 9.3 36.7 146

Leave 1.9 7.7 30.1 119

In Table 3.4, the scalability of protocols according to the fixed mass join and mass

leave rates are given. The join rate is fixed for 10% for groups of 500,1000,2000 and 4000

participants. According to the simulation results, the best performance is provided by the

AD-ASGKA protocol in [101] for only the mass join operations. For mass leave operation,

Tseng’s protocol provides the best results. On the other hand, the worst performance for

mass join belongs to DCKAP. Moreover, simulation results show that when the number of

participants is doubled, the total communications and computational costs of each DGKAP

are quadrupled for mass join. In terms of mass leave, protocol proposed by Zhang et al. has

the worst performance. For mass leave, except the protocol in [102], the group size and the

total communications and computational costs increase at the same rate. As a result, for the

fixed mass join rates, asymmetric group key agreement protocols provide better performance

than symmetric ones. However, in terms of fixed mass leave rates, symmetric group key

agreement protocols provide better performance.
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After the scalability analysis for fixed join rate, we analyze the scalability of protocols

according to the 50,100,150,200 and 250 joining and leaving participants as shown in Fig-

ures 3.11-3.18. In Figures 3.11-3.14, the scalability of mass join is presented. According to

the Figures 3.11, 3.12 and 3.13, AD-ASGKA protocol provides the best performance. On

the other hand, DCKAP has the worst performance for mass join. Therefore, computational

cost overhead of arithmetic operations in DCKAP affects the total computational cost of the

protocol. According to Figure 3.14, it is shown that if mass join rate is around 2.5% then,

AD-ASGKA protocol has the worst performance. Moreover, it is also shown that the total

communications and computational costs of protocols increase linearly with respect to the

fixed mass joins and linearly increasing group size for protocols [17, 102] and DCKAP.
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Figure 3.11. Scalability Comparison of Protocols for 50,100,150,200 and 250 Joining

Participants for Group of 500 Participants
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Figure 3.12. Scalability Comparison of Protocols for 50,100,150,200 and 250 Joining

Participants for Group of 1000 Participants
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Figure 3.13. Scalability Comparison of Protocols for 50,100,150,200 and 250 Joining

Participants for Group of 2000 Participants
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Figure 3.14. Scalability Comparison of Protocols for 50,100,150,200 and 250 Joining

Participants for Group of 4000 Participants

Scalability analysis for mass leave operation of the protocols are presented in Figures

3.15-3.18. Simulation results show that Tseng’s protocol has the best performance for mass

leave operations. Moreover, symmetric protocols provide better performance than asymmet-

ric protocols since they have constant computation costs in terms of signature generation

(See performance analysis for details). Furthermore, Zhang et al. has the worst performance

for mass leave.
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Figure 3.15. Scalability Comparison of Protocols for 50,100,150,200 and 250 Leaving

Participants for Group of 500 Participants

50 100 150 200 250
10

2

10
4

10
6

10
8

Number of Leaving Participants

C
o

m
p

. 
&

 C
o

m
m

. 
C

o
s
t 

(m
s
.)

 

 

Tseng DCKAP AD−ASGKA Zhang et al.

Figure 3.16. Scalability Comparison of Protocols for 50,100,150,200 and 250 Leaving

Participants for Group of 1000 Participants
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Figure 3.17. Scalability Comparison of Protocols for 50,100,150,200 and 250 Leaving

Participants for Group of 2000 Participants
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Figure 3.18. Scalability Comparison of Protocols for 50,100,150,200 and 250 Leaving

Participants for Group of 4000 Participants

As a consequence, we have compared the scalability of DCKAP via simulations. Sim-

ulation results show that average performance of DCKAP for mass join operations is the

worst. On the other hand, for mass leave operations, DCKAP and Tseng’s protocol provides

better performance than asymmetric protocols. As defined in Section 3.3, Although Tseng’s

protocol has provided better results than DCKAP, as we mentioned in Section 3.3, Tseng’s
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protocol fails to provide backward confidentiality and forward confidentiality. Therefore,

in addition to conference communication applications, DCKAP can be a good candidate for

applications in which computation cost effective mass leaves are primary concern such as the

efficient revocation of participant permissions in file sharing systems. As a result of DCKAP

and simulations that we have presented in scalability analysis, we provide a new file sharing

system called TT-SFSS in the following section.

3.6. TT-SFSS: A Three-Tier Secure File Sharing System with Efficient Participant

Revocation, An Application of DCKAP

In this section, we propose a Three-Tier Secure File Sharing System, called TT-SFSS

for providing an efficient approach for participant revocation in file sharing systems. The

“Three Tiers” of TT-SFSS corresponds to the following encryption operations:

(i) Providing confidentiality by randomly generated File Confidentiality Keys (FCKs)

(ii) Providing attribute-based access control for for file confidentiality keys

(iii) Storing files in a directory called Keybag, which is encrypted via using DCKAP.

In contrast to the previously proposed secure file sharing systems, by using three-tier ap-

proach, TT-SFSS provides a novel two-level participant revocation mechanism, called Pri-

mary Revocation and Secondary Revocation. Primary revocation of TT-SFSS is realized by

using DCKAP as a revocation mechanism. When a participant leaves file sharing, leave(·)
of DCKAP is executed to update the group key. Secondary Revocation of TT-SFSS is the

same as the previous secure file sharing systems [70, 79, 90]. When a participant leaves file

sharing, then access permissions are revoked by using proxy re-encryption [81] and lazy re-

encryption [89]. Details of the services and corresponding security and performance analysis

are given in the rest of the section.
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3.6.1. An Overall View of TT-SFSS

TT-SFSS components, which are shown in the overall structure of TT-SFSS in Figure

3.19, are as follows:

• Participant Groups: Let U1,U2,U3, . . .UN be the groups of TT-SFSS. Each group Ui,

where 1≤ i≤ N has its own set of participants, Ui = {U1,U2,U3, . . . ,U|Ui|}.
• Certificate Authority (CA): After the registration of a new user is completed, each par-

ticipant Ui has to generate and certify long-term key pairs in order to join file sharing.

Then, the public key of each participant Ui is certified by using CA in PFSS.

• Communications with DCKAP: Participants in each participant group Ui computes

group key by using DCKAP. The group key is used for encrypting the shared file while

uploading to or downloading from TT-SFSS servers.

• Participant Database: TT-SFSS provides registration system for new users. After the

registration is completed, users become the possible participants of file sharing groups

in TT-SFSS. Login credentials and information of groups that a participant involved

are stored in participant database in TT-SFSS.

• File System Files and File Confidentiality Keys: Proposed system has a file system

in its cloud servers to organize the files as shared files. Shared files of a group can

be expressed as F = {F1,F2,F3, . . . ,FN}. A shared file Fi ∈ F could as well be a

directory identifying a tree of shared files. Owner of the file Ui ∈U encrypts the file to

be shared by using randomly generated key, called file confidentiality key. Then, file

confidentiality key is encrypted by using CP-ABE. Therefore, only the participants,

who has the correct attirbutes can obtain the file confidentiality key. Moreover, shared

files are stored in encrypted format in the TT-SFSS file system.

• Keybag: After the file to be shared is uploaded to the TT-SFSS server, file confiden-

tialitiy keys are also uploaded and stored in a directory called Keybag. Keybag is used

for storing all of the encrypted file confidentiality keys by using CP-ABE. Moreover,

Keybag is an encrypted directory with AES-256 by using group key.
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Let U = {U1,U2,U3, . . .UN} be the set of registered participants, TT-SFSS operates as

follows:

(i) File sharing in TT-SFSS starts with the execution of DCKAP for participants in U and

a TT-SFSS instance UT T−SFSS to compute group key K.

(ii) Then, any participant Ui can share a file with other participants in U. For instance,

assume Ui wants to share a file F with participants in U.

(iii) After the execution of DCKAP, group key K is computed. First, Ui encrypts F by using

AES-256 with randomly generated File Confidentiality Key (FCK).

(iv) Ui initializes the access permission for FCK by encrypting with Ciphertext-Policy At-

tribute Based Encryption (CP-ABE) in [1] and stores encrypted FCK in a Keybag,

which is a directory to store encrypted FCKs of a group.

(v) Keybag is encrypted with AES-256 by using the group key K and all transactions

between Cloud Server of TT-SFSS and participants are realized by using K.

3.6.2. TT-SFSS Services

Conventional approach for participant revocation is a burden for file sharing systems

due to the extra computational costs for re-encryption of shared files and distribution of

new file confidentiality keys. One approach is to postpone the re-encryption process until

the next update of a shared file. The postponement of file re-encryption process, which is

called lazy re-encryption, enables all participants including revoked ones, to be able to see

the unchanged file until the next update of a shared file. Therefore, service provider can

schedule re-encryption process in a pre-determined time period.

In TT-SFSS, we propose an alternative approach for providing efficient participant

revocation for leaving participants. Our novel three-tier design proposes of the following

confidentiality mechanisms for the file to be shared. Let U = {U1,U2,U3, . . .UN} be the set

of registered participants in TT-SFSS and let Ui ∈U be the participant, who wants to share

a file with other participants in U. First, each participant in U executes DCKAP to compute

group key, K. Ui encrypts F by using AES-256 with randomly generated File Confidentiality

Key (FCK). Then, Ui initializes the access permissions for FCK by encrypting with CP-ABE
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in [1] and stores encrypted FCK in a Keybag, which is a directory to store encrypted FCKs

of a group. Finally, Keybag is encrypted with AES-256 by using the group key K. Therefore,

only the participants in U can have access permissions for the shared file.

All operations of TT-SFSS are realized by using the following services:

(i) Participant Registration Service

(ii) Group Formation Service

(iii) Group Update Service

(iv) File Update and Confidentiality Service

(v) File Confidentiality Key Update Service

Before explaining the TT-SFSS services in details, we assume that the following gen-

eral assumptions hold.

Definition 3.12. We assume that the following definitions, properties, services and mecha-

nisms exist for TT-SFSS:

• The communications between TT-SFSS servers and participants are secured by using

DCKAP.

• A revocation list is used for storing certificates of malicious participants. Let Ui be the

participant in file sharing group. The certificate of Ui is added into revocation list in

the following cases:

– Ui tries to disrupt the group-key computation.

– Ui tries to gain unauthorized access for shared files.

– Ui refuses to renew the certificate of its public-key after the certificate has expired.

– Ui tries to replace the shared file by some file.

• A participant, who starts file sharing is assigned as a file administrator.

• A file administrator decides the access permissions of the participants for a shared

files. When file administrator leaves file sharing, a randomly selected participant in

file sharing group is selected as a new file administrator.
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• A Majority Rule is used as a decision mechanism in groups such as adding new par-

ticipant, selecting new file administrator or deciding the group termination. In case of

equality, the vote of the group administrator is taken into account.

• Classical sharing mechanisms for files and directories such as file/record locking,

caching, etc. are not elaborated in TT-SFSS.

• If all participants leave the group, then the group is terminated. and the files associated

with the group is deleted.

Ui TT-SFSS Server

Participant Information

Approval Not
ice

IDi, yi

Certified(IDi, yi), Ai

CA

Certificate

IDi, yi
Generate
Ai

Register
TT-SFSS

Generate Key Pair
xi, yi

REGISTRATION

Figure 3.20. Registration and Certification Service

Definition 3.13. Participant Registration Service. To be able to use the proposed file sharing

system, a participant has to register by following the steps shown in Figure 3.20. Let Ui be the

new participant that wants to register with the TT-SFSS. First, participant registers by using

the cloud interface by entering the necessary information such as username, password and

e-mail address. If user is accepted by system, then an approval notice is sent to Ui and user

information is stored in the participant database. After the registration, each participant

Ui has to generate its long-term key pair for public key certification. The long-term key

pair consists of a private key xi and a public-key yi = gximod p. Unless the public-key of a

participant Ui is certified, TT-SFSS does not allow Ui to use file sharing. For certification of

public-key, Ui sends (IDi,yi) to the CA and CA certificate (IDi,yi) as Certi f ied(IDi,yi) and

generates attribute Ai for Ui.

To protect system against compromise of a private-key xi of any participant Ui, the

proposed system periodically requests participants to change their key pairs for new public-
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key to certify. Participants, who do not change their key pairs are added into the revocation

list and accounts of these participants are suspended.

Definition 3.14. Group Formation Service. When a participant Ui ∈U wants to share a file

or files with a group of participants, where U = {U1,U2, . . . ,UN}. Group formation service

of TT-SFSS operates as defined in 3.21.

1 Ui selects set of participants U = {U1,U2, . . . ,Un} for sharing file from participant

database. Since Ui is the initiator of file sharing, it is assigned as a file

administrator.

2 Each participant U j in U∪UT T−SFSS executes ICKAP to compute group key K,

where UT T−SFSS is TT-SFSS instance.

3 Ui creates file F and KeyBag KB to be shared with participants in U.

4 Ui randomly generates 256−bit key FCK and encrypts F by using AES in CBC

mode as EAESFCK(F).

5 Ui selects attribute set S based on the attributes of participants in U.

6 Ui encrypts FCK with CP-ABE by using the attributes in S and locate EABE(FCK)

into the KB. After encrypting the EAES(F) and KB with the group key K as

C = EK(EAES(F)||KB) , U1 uploads C to the File System in TT-SFSS Cloud

Servers.

Figure 3.21. Group Formation Service

Definition 3.15. Group Update Service. In TT-SFSS, file sharing groups may change in

time. For instance, new participants can join the group, existing participants can leave

the group or malicious participant can be extracted from the group. Therefore, TT-SFSS

provides Group Update Service. Let U = {U1,U2, . . . ,Un} be the set of participants, S =

{S1,S2, . . . ,Sn} be the set of attributes for each participant Ui ∈U and F = {F1,F2, . . . ,Fr}
be the set of shared files, details of the service is as shown in Figure 3.22.
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1 if m new participants Un+1,Un+2,Un+m joins then

2 Participants U∪{Un+1,Un+2, . . . ,Un+m}∪{UT T−SFSS} execute join(·)
function of DCKAP to update the group key.

3 Let S ′ = {S1,S2, . . . ,Sn}∪{Sn+1,Sn+2, . . . ,Sn+m} be the updated set of

attributes.
4 else

5 Participants U∪{UT T−SFSS}−{Ui+1,Ui+2, . . . ,Ui+m} execute leave(·)
function of DCKAP to update the group key.

6 Let S ′ = {S1,S2, . . . ,Sn}−{Si+1,Si+2, . . . ,Si+m} be the updated set of

attributes.

7 Add Ui+1,Ui+2, . . .Ui+m into the revocation list

8 end

9 foreach file Fj ∈ F do

10 if file administrator of Fj is leaving participant then

11 Assign participant Ul , where l is the smallest index in U, as a file

administrator.
12 end

13 File administrator Uk ∈U of Fj generates proxy re-encryption key by using

CP-ABE and the updated attribute set S ′

14 Uk encrypts proxy re-encryption key with K and uploads to the TT-SFSS

server.

15 UT T−SFSS updates EABE(FCK j) with proxy re-encryption key.

16 end

Figure 3.22. Group Update Service

Definition 3.16. File Update and Confidentiality Service. After the group has been formed

and file has been shared as defined in the Group Formation Service, participants in the

group U may update the file F. Let U = U1,U2, . . . ,Un be the set of participants, then the

File Update and Confidentiality Service operates as given in Figure 3.23.
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1 A participant Ui ∈U j send encrypted request by using group key K and

un-encrypted group identification ID j for some file Fk from TT-SFSS.

2 TT-SFSS checks Ui really have an access to Fk by controlling the participant

database and trying to decrypt the KeyBag KB j.

3 if Ui have access permission for Fk then

4 TT-SFSS sends response that contains EK(EAESFCK(Fk)||EABE(FCK))

5 end

6 Upon receiving EK(EAESFCK(Fk)||EABE(FCK)), Ui decrypt the response message

by using K.

7 if attributes of Ui is in S then

8 Ui decrypts EABE(FCK))

9 By using FCK, Ui decrypts EAESFCK(Fk)

10 After updating Fk, Ui re-encrypts Fk by using FCK

11 Finally, Ui uploads EK(EAESFCK(Fk)) to the TT-SFSS File System.

12 end

Figure 3.23. File Update and Confidentiality Service

Definition 3.17. File Confidentiality Key Update Service. In order to protect shared files

from revealing of FCK’s, TT-SFSS provide service for periodically updating the randomly

generated file confidentiality key. Let U = {U1,U2, . . . ,Un} be the group of participants that

shares the set of files F = {F1,F2, . . . ,Fm}. Let S = {S1,S2, . . . ,Sn} be the set of attributes

for each participant in U Details of the service is as shown in Figure 3.24.
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1 foreach file administrator Ui ∈U do

2 foreach shared file Fj ∈U of Ui do

3 if ((today−LUD)> PUD for any Fj ∈ F ) and Ui is then

4 Ui downloads Fj from TT-SFSS server as

M = EK(EAESFCK j
(Fk)||EABE(FCK j))

5 Ui decrypts M by using the group key K

6 Ui decrypts EABE(FCK j) by using the CP-ABE and S

7 Ui decrypts EAESFCKj
(Fj) by using FCK j

8 Ui randomly selects FCK′j and encrypts Fj as EAESFCK′j
(Fj)

9 Ui encrypts FCK′j as EABE(FCK′j)) by using the CP-ABE and S

10 Ui encrypts and uploads Fj and EABE(FCK′j)) by using the group key K

as M′ = EK(EAESFCK′j
(Fk)||EABE(FCK′j))

11 end

12 end

13 end

Figure 3.24. File Confidentiality Key Update Service

3.6.3. Security of TT-SFSS

In this section we introduce security analysis of TT-SFSS with respect to the following

security properties:

(i) File Privacy: Shared files can only be viewed / modified by the group members.

(ii) Escrow-Freeness: No authorized third party may gain access to encryption keys of

shared file groups even in emergency

(iii) Forward Secrecy: The forward secrecy property is used for providing security against

the compromise of previous and subsequent keys when the participant’s long-term

private key is compromised.
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(iv) Fine Grained Access Control: For this property, we consider the presence of Attribute

Based Access Control mechanism.

(v) Fault Tolerance: Property for detecting the malicious participants, who try to disrupt

the computation of the group-key.

3.6.3.1. File Privacy. Our primary concern for file privacy is that to protect the content

of the shared file against unauthorized attempts of employees of service providers. In the

proposed system, TT-SFSS instance is only allowed to join the computation of group key

and they are not allowed to access the FCKs unless access permissions are granted by file

administrators. Therefore, TT-SFSS provides file privacy. As defined in Section 3.3, any

passive attacker U j /∈ U, who is a registered participant of TT-SFSS, tries to access the

shared file F of participants in U, cannot compute the group key of U. Therefore, file

privacy against passive attacks is also satisfied.

3.6.3.2. Escrow-Freeness. File sharing systems with key escrow mechanisms store the con-

fidentiality keys of shared files in an escrow. Then, for recovery purposes, TTPs may gain

access to these confidentiality keys. In TT-SFSS, FCKs of shared files are stored escrow-like

structure called KeyBag. However, allowing a TTP to gain access the escrow may have secu-

rity vulnerabilities such as disclosure of all keys in the escrow or performance overhead due

to the disclosed keys must be re-generated and corresponding files have to be re-encrypted.

On the other hand, in TT-SFSS, only the set of participants, whose access permissions have

been determined by the file administrator, are able to decrypt file confidentiality keys by us-

ing their attributes. For instance, if the participant records of a file administrator is deleted

by mistake from TT-SFSS participant database, then other participants in file sharing group

still have an access for the shared file. Therefore, there is no need for key escrow mechanism

in TT-SFSS servers.

3.6.3.3. Fine-Grained Access Control. Another important security property for secure file

sharing systems is the fine-grained access control. In file sharing systems, fine-grained

access control is satisfied by the existence of attribute based access control, in which the

access rights of participants is determined by the use of some policies together with the
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use of attributes. In TT-SFSS, we use CP-ABE in [1] to achieve the fine-grained access

control. According to the CP-ABE concept, an encrypted data can only be accessed by

the participants that have the right attributes for decrypting the encrypted data. In our as-

sumption, the encrypted data is the randomly generated file confidentiality keys. There-

fore, let U = {U1,U2, . . . ,Un} be the set of participant for the file sharing group with the

set of attributes S = {S1,S2, . . . ,Sn}. Any participant Ui ∈ U can create a smaller group

with participants U′ = {U2,U5,U7,U15}, where U′ ⊂ U, to share a file F . Let FCKi be

the randomly generated file confidentiality key for file F . By using the set of attributes

S ′ = {S2,S5,S7,S15,Si}, Ui can encrypt the file confidentiality key FCKi. Then, only the

participants with right attributes can obtain the FCKi.

3.6.3.4. Forward Secrecy. Forward secrecy is not only important protocol for group key

agreement protocols but also important for file sharing systems that stores encryption keys

in an encrypted directory such as key escrow or Keybag for our case. According to the def-

inition forward secrecy, the property is used for providing security against the compromise

of previous and subsequent keys when the participant’s long-term private key is compro-

mised. In TT-SFSS, as defined in Section 3.3.1, forward secrecy is satisfied by the existence

of temporary public key distribution in DCKAP.

3.6.3.5. Comparative Evaluation of Security. As shown in Table 3.5, we compared TT-

SFSS with other protocols in literature with respect to the “Escrow-Freeness”, “File Pri-

vacy”, “Forward Secrecy”, and “Fine-Grained Access Control” properties. Comparison re-

sults show that only TT-SFSS is able to satisfy all of the criteria. File sharing systems

in [74, 90, 104] and WP-IBE also provides almost all of the comparison criteria except for-

ward secrecy. Since these file sharing systems provide escrow-free architecture, they do not

need to satisfy forward secrecy property. On the other hand, HABE only concentrate on

satisfying hierarchical attribute based encryption. Mona and pNFS-AKE I are file sharing

systems, which only provides file privacy. In addition to TT-SFSS, pNFS-AKE III also pro-

vides forward secrecy in parallel network file systems. Moreover, FADE in [70], TimePRE

in [75], FH-CP-ABE in [105], the systems in [74, 90, 106] are other examples for the use of

fine-grained access control in secure file sharing systems. In addition to Mona and pNFS-
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AKE I, FADE in [70], WP-IBE in [107], FH-CP-ABE in [105], the schemes in [67, 108] are

good examples for file privacy property.

Table 3.5. Comparison of Secure File Sharing Systems

File Sharing Escrow- File Forward Fine-Grained

Systems Freeness Privacy Secrecy Access Control

System in [67] 3 3 7 7

pNFS-AKE I in [71] 7 3 7 7

pNFS-AKE II in [71] 3 3 7 7

pNFS-AKE III in [71] 3 3 7 7

HABE in [79] 7 7 7 3

Mona in [68] 7 3 7 7

System in [74] 3 3 7 3

System in [108] 7 3 7 7

FADE in [70] 7 3 7 3

TimePRE in [75] 7 7 7 3

System in [90] 3 3 7 3

WP-IBE in [107] 3 3 7 7

System in [106] 3 7 7 3

FH-CP-ABE in [105] 7 3 7 3

System in [109] 3 3 7 7

System in [104] 3 3 7 3

TT-SFSS 3 3 3 3

3.6.4. Comments on the Applicability of TT-SFSS

In this section, we analyze the applicability of TT-SFSS with respect to comparisons

of the primary level revocation and participant revocation in Attribute Based Access Control

(ABAC). For ABAC, we use CP-ABE since it is one of the most preferred ABAC mechanism

in file sharing systems [75, 79, 90, 105, 106]. All simulations of TT-SFSS and CP-ABE are

carried out by using Python 2.7 and Charm Framework [103], pyPEBEL and pyCrypto that
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simulations are run on a DELL PC with 500 GB HDD disk, 3.2 GHz Intel Core i5 processor

and 16GB 1600 MHz DDR3 RAM.

Table 3.6. Performance Comparison for Participant Revocation and Re-Encryption with

CP-ABE

File KeyBag Encryption File Re-Encryption

Size with AES + Group Key CP-ABE

1 GB 14272 msec 35 min 49 sec

500 MB 8769 msec 17 min 51 sec

100 MB 3785 msec 3 min 36 sec

50 MB 3181 msec 1 min 42 sec

10 MB 2635 msec 20 sec

In Table 3.6, we have compared the performance of primary revocation of TT-SFSS

and re-encryption cost by using CP-ABE. Simulation results show that TT-SFSS provides

better performance than re-encryption operation by using CP-ABE. Although ABE-variants

provide fine-grained access control, they cannot encrypt files larger than 100 MB in consid-

erable time. On the other hand, we use three-tier encryption approach to use fine grained

access control property of CP-ABE and fast processing capabilities of AES. Moreover, sim-

ulation results show TT-SFSS provides better performance for participant revocation. Since

the use of CP-ABE is only restricted to encrypting/decrypting 256-bit FCK keys, TT-SFSS

also provides better performance in general.

3.7. Discussions

In this chapter, we proposed an improved conference-key agreement protocol for dy-

namic groups, called DCKAP. The proposed protocol uses a modified form of Tseng’s pro-

tocol as ICKAP and has new ACKA operations to provide dynamic group management.

We analyzed proposed protocol regarding the security and performance. The analysis show

that DCKAP withstand the known passive and active attacks for conference-key agreement

protocols such as eavesdropping and impersonation. In addition, DCKAP preserves correct-
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ness, fault-tolerance and forward secrecy properties. Furthermore, the protocol is also secure

against known-key attack scenario for ACKA operations. Thus, DCKAP has better fault cor-

rection with respect to Tseng’s protocol. To investigate the additional application areas of

DCKAP, we also present comparative scalability analysis of DCKAP with other dynamic

group key agreement protocols. The scalability analysis has shown that DCKAP can also

be applicable as efficient participant revocation mechanism for secure file sharing systems.

Therefore, we proposed a novel file sharing system called TT-SFSS. TT-SFSS provides ef-

ficient participant revocation. Moreover, TT-SFSS also provides basic security properties

such as escrow-freeness, forward secrecy, fine-grained access control and file privacy. Simu-

lation results show that TT-SFSS provides better performance for participant revocation than

re-encryption by using CP-ABE.
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4. KAP-PBC: KEY AGREEMENT PROTOCOL WITH PARTIAL

BACKWARD CONFIDENTIALITY

Group key agreement protocols are one of the best candidate for establishing a secure

communication in a distributed network. The early designs of group key agreement proto-

cols focus on static groups, in which the set of participants does not change until the end of a

communication session. However, with the growth of technology, dynamic group structures

replaced the static groups in multi-party communications. Group key agreement protocols

that were designed for static groups became outdated since handling of updating a group key

has a challenging overhead. Therefore, group key agreement protocols are evolved to over-

come this overhead by providing dynamic group operations. Dynamic group key agreement

protocols such as [16, 93, 102, 110] update the group key with performing less effort than

static group based key agreement protocols. Moreover, group key agreement protocols with

dynamic group capability are achieving the basic security properties with the static ones.

In general, group key agreement protocols are based on Diffie-Hellman protocol [2],

which enables only two participants to agree on a common key. Later, the first multi-

participant group key agreement protocol was proposed in [3]. In addition, there have been

many studies about group key agreement protocols with different security properties. One

well-known property of group key agreement protocols is the authentication, which is used

for confirming the identities of participants in the group communication [8]. Two important

group key agreement protocols with and without authentication were proposed by Burmester

and Desmedt in [7]. Both of these protocols are for static groups not for dynamic groups.

Authentication with anonymity may be used as a security property in various application ar-

eas, such as IoT-enabled devices in a distributed cloud computing environment [111], patient

monitoring system using wireless medical sensors [112] and payment systems [113].

There are two additional security properties for dynamic group key agreement pro-

tocols, namely backward confidentiality and forward confidentiality [16, 18]. In backward

confidentiality, participants who joined the group cannot compute former group keys. In for-
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ward confidentiality, participants who left the group cannot compute subsequent group keys.

Dynamic group key agreement protocols are expected to be used in applications such as tele-

conferences, instant communications, file sharing systems, etc. On the other hand, there exist

a number of problems on the use of existing dynamic group key agreement protocols in File

Sharing Systems (FSS) such as lack of privacy [71], violation of availability [67] and depen-

dency for key escrow [70]. The most important reason of problems in FSS is the existence

of backward confidentiality property. Since joining participants cannot compute the previ-

ous group key just before joining the group, FSS must provide a mechanism to grant access

permissions for joining participants. Trusted third parties (TTPs) or dedicated participants

in the group (for instance Group Managers) are used to overcome this problem. However,

if TTPs are involved in file sharing, the privacy of the file is endangered. If dedicated par-

ticipants distributes group key, there is a possibility for the violation of availability due to

the single-point-of-failure. Moreover, if TTPs and dedicated participants exist in file shar-

ing systems, the key escrow mechanism provides data recovery keys for encrypted files [20].

Since files are shared by the participants of a communication group, there is no need for such

backup mechanism. In this chapter, our main motivation is to solve these problems with the

provision of partial backward confidentiality.

Our contributions for this chapter are given below:

(i) We propose a new security property called the Partial Backward Confidentiality (PBC).

In PBC, a new participant can compute the last valid group key just before joining the

group but the new participant cannot compute former group keys.

(ii) Moreover, we propose a Key Agreement Protocol with Partial Backward Confidential-

ity (KAP-PBC). KAP-PBC design is based on the protocol in [15] to provide opera-

tions for dynamic groups while preserving the basic security properties.

(iii) We also present a proof of concept case study called Private File Sharing System

(PFSS) to demonstrate the applicability of the partial backward confidentiality prop-

erty to solve the lack of privacy, the violation of availability and the dependency for

key-escrow problems.
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The rest of the chapter is organized as follows. The comparison of the dynamic group

key agreement protocols with respect to are given in the next section. KAP-PBC is proposed

in Section 4.2. Performance analysis and security analysis are given in Section 4.3 and 4.4,

respectively. Finally, Section 4.5 concludes the chapter.

4.1. Comparison of Dynamic Group Key Agreement Protocols with respect to

Protocol Properties

In this section, we give the comparison of previously proposed dynamic group key

agreement protocols and KAP-PBC as shown in Table 4.1. Criteria used for comparing

protocol properties are listed as follows:

(i) Dynamic Group Operations (DGO): Dynamic group operations can be listed as join,

leave, mass join (merge) and mass leave (divide).

(ii) Security Properties for Group Key Agreement Protocols (SPGKAP): The basic param-

eters to assess the security level of a group key agreement protocols are authentication,

fault-tolerance and forward secrecy.

(iii) Security Properties for Dynamic Group Key Agreement Protocols (SPDGKAP): In

group key agreement protocols, security of the resulting group key after dynamic group

operations can be assessed by the existence of Backward Confidentiality and Forward

Confidentiality properties.

(iv) Partial Backward Confidentiality (PBC): The last criterion for dynamic group key

agreement protocols is the Partial Backward Confidentiality property. With this prop-

erty, a new participant can compute the last valid group key just before joining the

group but the new participant cannot compute former group keys.



Table 4.1. Comparison of Protocol Properties

Protocols

DGO SPGKAPs SPDGKAPs

Join Leave
Mass Mass Authenti- Fault- Forward Backward Forward PBC

Join Leave cation Tolerance Secrecy Conf. Conf.

Ermis et al. [16] 3 3 3 3 3 3 3 3 3 7

Foss [93] 3 3 7 7 3 7 7 3 3 7

Shi et al. [11] 3 7 7 7 3 3 7 3 7 7

Tseng [17] 3 3 7 7 3 3 3 7 7 7

Cheng et al. [98] 3 3 7 7 3 3 7 3 3 7

Chung [5] 3 3 7 7 3 7 3 3 3 7

Kim et al. [114] 3 3 7 7 3 7 7 3 3 7

Hao et al. [115] 3 3 7 7 3 7 7 3 3 7

Xiaozhuo et al. [116] 3 3 7 7 3 7 7 3 3 7

Mortazavi et al. [117] 3 3 7 7 7 7 7 7 7 7

Zhang et al. [118] 3 3 7 7 3 3 3 3 3 7

Zhao et al. [110] 3 3 3 3 3 3 3 3 3 7

Zhang et al. [102] 3 3 7 7 3 3 3 3 3 7

Xia et al. [119] 3 3 3 7 3 3 3 3 3 7

KAP-PBC 3 3 3 3 3 3 3 3 3 3
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As seen in Table 4.1, we have compared the proposed protocol with other protocols

in the literature regarding the dynamic group operations, security properties of group key

agreement protocols, dynamic security properties of group key agreement protocols and par-

tial backward confidentiality property. Since it is firstly proposed in this thesis, the only

protocol that provides partial backward confidentiality is KAP-PBC. Protocols in [16, 110]

and KAP-PBC satisfy all of the criteria that a dynamic group key agreement protocol can.

Moreover, [16, 110] and KAP-PBC have extra operations for efficiently handling of mass

join and mass leave operations. Specifically, if a protocol provides mass join and mass leave

operations, then a protocol can accomplish join or leave operation at one execution instead of

executing separate operations for each join or leave. Therefore, the performance of protocols

that provide mass join and mass leave operations is better than protocols that provide single

join and leave operations.

In terms of security criteria, we have compared protocols with respect to SPGKAPs and

SPDGKAPs. Protocol in [117] has the worst protocol among other protocols since it does

not satisfy any of the security criteria. In addition, protocols in [114–116] do not provide

neither fault-tolerance nor forward secrecy. Therefore, these protocols are vulnerable against

security threats such as malicious attempts to compute a wrong group key or compromise

of group keys. On the other hand, protocol in [17] does not provide forward and backward

confidentiality properties, which causes the protocol to expose former or subsequent group

keys after the set of participant is altered. When forward confidentiality property or backward

confidentiality property is not provided, joining participants or leaving participants can view

former or subsequent communications in the group.

4.2. A Key Agreement Protocol with Partial Backward Confidentiality

This section presents the Key Agreement Protocol with Partial Backward Confidential-

ity, namely KAP-PBC. The protocol is based on the static conference key agreement protocol

in [15], which extends [9] with forward secrecy and provides better performance than pro-

tocols in [6, 14]. For conference key agreement protocols, static groups are mostly used

since they operate for a fixed time period and they have a fixed set of participants [6, 7, 14].

On the contrary, for file sharing systems, there is no such time and a set of restriction ex-
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ist. Therefore, we propose KAP-PBC to be able to use group key agreement protocols in

file sharing systems. Improvements in KAP-PBC help operate on dynamic groups and pro-

vide a new security property called Partial Backward Confidentiality. For providing dynamic

group operations, secret-key generation of [15] is modified. In order to increase the resis-

tance of KAP-PBC against impersonation attacks, we have modified the signatures in [15]

with Schnorr signature scheme. Moreover, we define join with partial backward confiden-

tiality operation to solve the lack of privacy, violation of availability and dependency for

key-escrow problems of file sharing systems.

In Figure 4.1, the general organization of KAP-PBC is shown as a diagram. First, any

registered participant Ui selects the set of registered participants to form a communication

group as U = {U1,U2, . . . ,Un}. Next, Ui invites participants in U by using invite(·) function.

Participant, who invites other participants for KAP-PBC execution, is selected as an adminis-

trator. Each participant U j ∈U, who accepts the invitation of Ui executes sendPublic-Key(·)
function and broadcasts temporary public keys. Then, each participant U j ∈ U verifies re-

ceived public keys of other participants in the group by using veri f yPublicKey(·) function.

If any fault is detected, correct(·) function is executed to remove malicious participants. Af-

ter malicious participants are removed from the set of participants, each participant U j ∈U

consecutively executes sendSecretKey(·) to broadcast the secret key and veri f ySecretKey(·)
to verify received secret keys of other participants. If any malicious participant is detected

while verifying the secret keys, then correct(·) is executed for removing malicious partici-

pants. After all malicious participants are removed from the set of participants, the rest of

the participants compute a group key by executing compute(·) function. Once the group

key is computed, each participant U j periodically checks if any of “join”, “join with par-

tial backward confidentiality”, “leave”, “key update” or “terminate group communication”

is occurred or not. Then, each participant Ui executes corresponding join(·), joinPBC(·),
leave(·) or rekey(·) function as defined in figures.

Let U = {U1,U2, . . . ,Un} be the selected set of participants from {U1,U2, . . . ,Um},
where m >> n, and let any Ui ∈U be the group administrator that initiates KAP-PBC exe-

cution. Then, KAP-PBC is defined as follows:
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Ui Selects 

Participants in U

Ui invites 

participants in U by 

using invite(.) 

function

Each participant Ui 

executes 

sendPublicKey(.) 

function

Each participant Ui 

executes 

verifyPublicKey(.) 

function

Fault

Detected?

Each participant Ui 

executes correct(.) 
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Update U by 
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Step == Temp. 
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Each participant Ui 
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sendSecretKey(.) 

function
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verifySecretKey(.) 

function

NONO
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Detected?

YES

Each participant Ui 

executes 

compute(.) function

NO

Join?Leave?
Key 

Update?

Join 

PBC?
Terminate?

NONONONO

 join(.) function joinPBC(.) function leave(.) function rekey(.) function

YES YES YES YES

For each Active 

Participant Ui

NO

YES

Figure 4.1. Diagram of KAP-PBC

Definition 4.1. Function Call. Ui → generic(·) means that group participant Ui performs

function generic(·).

Definition 4.2. Administrator Participant. In KAP-PBC, we assume that the following cases

are hold for administrator participant:

• All participants in U including the administrator participant have the same computa-

tion power.

• The group key is updated when a new participant joins or an existing participant leaves

the group. On the other hand, if communication group is not updated for a period of

time, the administrator participant randomly selects a participant in the group for

updating the group key. This period of time is denoted as key− update− period in

KAP-PBC.
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• When new participant joins the group a Majority Rule is used as a decision mechanism.

In case of equality, the vote of the group administrator is taken into account.

• When administrator participant Ui leaves the group, a participant U j ∈U is selected

as a new administrator participant, where j is the smallest index in 1, . . . ,n and i 6= j.

Definition 4.3. The KAP-PBC protocol operates as given in the Figure 4.2.

1 Ui initializes the set of participants group U = {U1,U2,U3, . . . ,Un}
2 Ui→ invite(·)
3 Ui→ key-update-period

4 U j ∈U → sendPublicKey(·)
5 U j ∈U → veri f yPublicKey(·)
6 U j ∈U → sendSecretKey(·)
7 U j ∈U → veri f ySecretKey(·)
8 while ∃Ut ∈U, where Vj,t = ” f ailure“ for j 6= t do

9 Ul → correct(·), where l 6= j 6= t

10 end

11 U j ∈U → compute(·);
12 while True do

13 if U changes in key-update-period then

14 U j ∈U → join(·) ( joinPBC(·) if necessary) U j ∈U → leave(·)
15 else

16 U j ∈U → rekey(·)
17 end

18 end

19 Terminate Group.

Figure 4.2. KAP-PBC Function

Definition 4.4. Invitation Function, invite(·). The administrator participant, Ui, invites the

other participants in the set of participants by sending the group information and its ID. The

algoritm is given in Figure 4.3.
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1 forall the U j ∈U−{Ui}: do

2 broadcast invitation message M : (U, IDi)

3 end

Figure 4.3. Invitation Function, invite(·)

Definition 4.5. Temporary Public-Key Distribution Function, sendPublicKey(·). After the

invitation message has been sent, each participant Ui ∈U calculates temporary public key

for providing more secure group key computation as shown in Figure 4.4.

1 Randomly select ti ∈ Z∗q

2 ωi = gtimod p

3 e1,i,s1,i = SS(yi,xi,ωi)

4 Broadcast the message M1,i = (ωi,e1,i,s1,i,T ).

Figure 4.4. Send Public Keys, sendPublicKey(·)

Definition 4.6. Verification of Temporary Public-Key Function, veri f yPublicKey(·). In

KAP-PBC, after each message exchange, each participant Ui verifies the incomming mes-

sages from other participants in the group. Verification of temporary public-key function is

as given in Figure 4.5:

1 forall the U j ∈U and j 6= i do

2 Ui checks ω j is really issued by U j by using SV (y j,e1, j,s1, j,ω j)

3 end

Figure 4.5. Verification of Temporary Public Keys, veri f yPublicKey(·)

Definition 4.7. Secret Key Distribution Function, sendSecretKey(·). This function is used

to distribute the secret-key to the other participants in the group. Each participant Ui ∈U

executes the sendSecretKey(·) function as showin in Figure 4.6:
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1 Ui randomly selects an integer ai ∈ Z∗q

2 Ui calculates ki j = (ωai
j mod p)modq,where1≤ j ≤ n and i 6= j

3 Ui randomly selects a line L(x), L(x) = cix+ CKimodq, where ci = gaimod p. Ui

computes the sub-key CKi as shown in below:

4 if i+1≤ n then

5 CKi = ω
ti
(i+1)mod p = gtiti+1mod p

6 else

7 CKi = ω
ti
(i+1)modnmod p = gtit(i+1)modnmod p

8 Ui calculates the values di, j = L(ki, j)modq,where1≤ j ≤ n

9 Ui calculates d′i, j = ki, j⊕di, j, where 1≤ j ≤ n e2,i,s2,i = SS(yi,xi,CKi)

10 Ui broadcasts the message M2,i = {T,e2,i,s2,i,ci,d′i,1,d
′
i,2, . . . ,d

′
i,n}

Figure 4.6. Secret Key Distribution Function, sendSecretKey(·)

Definition 4.8. Verification of Secret Keys Function, veri f ySecretKey(·). Each participant

Ui ∈U verifies the shared secret-keys as given in Figure 4.7.
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1 forall the U j ∈U−Ui do

2 Ui recovers the sub-key CK j

3 Ui checks the time-stamp T is valid or not

4 Ui calculates the common session key k j,i by using

k j,i = (cti
j mod p)modq (4.1)

Then, Ui calculates the subkey CK j by using the following equations:

d j,i = d′j,i⊕ k j,i (4.2)

CK j = d j,i− c jk j,imodq (4.3)

if SV (y j,e2, j,s2, j,CK j) holds then

5 Vi, j = “success”

6 else

7 Vi, j = “ f ailure”

8 end

9 end

Figure 4.7. Verification of Secret Keys Function, veri f ySecretKey(·)

Definition 4.9. Fault Correction Function, correct(·). After the verification of broadcast

messages in veri f yPublicKey(·) or veri f ySecret(·) functions, if potential malicious partici-

pants exist in the V , then Ui ∈U and Ui 6=U j 6=Uk executes the function in Figure 4.8.
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1 forall the Uk ∈U, where Vj,k = “ f ailure” do

2 if re-verification of Uk by Ui fails then

3 Uk is removed from the participant list, U←U−{Uk}
4 else

5 U j is removed from the participant list, U←U−{U j}
6 end

Figure 4.8. Fault Correction Function, correct(·)

Definition 4.10. Key Computation Function, compute(·). If no fault is detected during the

verification of temporary public keys and secret keys, each participant Ui ∈U computes the

group key as shown in Figure 4.9.

1 Each participant by Ui ∈U computes the group key as shown in the following

equations:

CK = ((CK′1CK′2 · · ·CK′m)mod p)modq

= (gt1t2+t2t3+...+tn−1tn+tnt1mod p)modq

Figure 4.9. Key Computation Function, compute(·)

Definition 4.11. Join Function, join(·). Participant join function is used to handle the mass

and single join of new participants into the previously established group communication.

Let m > 1 be the number of joining participants for the participant set U = {U1,U2, . . . ,Un}.
Procedure for join operation is as shown in Figure 4.10.
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1 if Ui ∈ {U1,U2, . . . ,Un−1} then

2 Ui broadcasts the previously calculated messages in

3 sendPublicKey(·) and sendSecretKey(·) functions of KAP-PBC

4 end

5 if Ui ∈ {Un,Un+1, . . . ,Un+m} then

6 Ui→ sendPublicKey(·) if no fault occurs during the execution then

7 Un−1→ sendSecretKey(·)
8 end

9 end

10 if ∀Vi, j = “success”, where i, j ∈ {1,2, . . . ,n+m} and i 6= j then

11 forall the Ui ∈ {U1,U2, . . . ,Un+m} do

12 Ui→ compute(·)
13 end

14 end

Figure 4.10. Join Function, join(·)

Definition 4.12. Join with PBC Function, joinPBC(·). Partial backward confidentiality

allows a new participant to compute the last valid group key just before joining the group

but not to compute former group keys. Let U′ = {Un+1,Un+2, . . . ,Um} be the set of joining

participants at time T1 for U = {U1,U2, . . . ,Un} with the group key:

K = (gt1t2+t2t3+···+tn−1tn+tnt1mod p)modq

Then the procedure for join operation with partial backward confidentiality at time T2 for

each participant Ui ∈U∪{Un+1} is as shown in Figure 4.11.
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1 if Ui ∈ {U1,U2, . . . ,Un−1} then

2 Ui broadcasts the previously calculated messages by using sendSecretKey(·)
function

3 else if Ui ==Un then

4 Un→ sendSecretKey(·) and uses the computed secret in the previous execution

of KAP-PBC, gtnt1 , as the temporary public key

5 else

6 Un+1→ sendPublicKey(·)
7 if No fault occurs during the execution then

8 Un+1 computes gtnt1 from the sendSecretKey(·) output of Un, gtnt1tn+1

Un+1→ compute(·) for computing K by using the outputs of sendSecretKey(·)
participants in {U1,U2, . . . ,Un} as follows:

K = (gt1t2+t2t3+···+tn−1tn+tnt1mod p)modq

9 end

Figure 4.11. Join with PBC Function, joinPBC(·)

The following cases exist for join operation with partial backward confidentiality to be

used later in security analysis:

• As seen in the definition, independent from the number of joining participants, join-

PBC(·) function is only executed for one new joining participant and the existing par-

ticipants in the group.

• During the execution of joinPBC(·), if any malicious attempt of any participant is

detected, then correct(·) function is executed and the malicious participant is excluded

from the group key computation.

• Since it violates the backward confidentiality property, joinPBC(·) function cannot be

executed consecutively. If necessary, there must be a rekey(·) execution between two

joinPBC(·) function executions.
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• If more than one individual users try to join the group at the same time, KAP-PBC

processes join as mass join and only the participant, who has the smallest id can com-

pute joinPBC(·) function. For instance, let Uk,Ul,Um,Up be the joining participants

for U = {U1,U2, . . . ,Un}, where k > m > l > p > n. Then, Uk,Ul,Um,Up executes

join(·) function and only Up executes joinPBC(·) function.

Definition 4.13. Leave Function, leave(·). If the set U′ = {Ui,Ui+1 . . . ,Ui+m} be the set of

leaving participants, for U′ ⊆ U and |U′| > 1. Then the leave(·) function is as shown in

Figure 4.12.

1 if |U|− |U′|< 2 then

2 cancel the group key computation

3 end

4 for each leaving participant U j ∈U′ do

5 the non-leaving participant(s) U j−1 ∈U−U′, re-executes KAP-PBC protocol

from sendPublicKey(·) function if no fault occurs then

6 each U j−1 and U j−2 ∈U−U′→ sendSecret(·)
7 end

8 Ui ∈U−U′, calculates the group key by using new secret-key values

9 end

Figure 4.12. Leave Function, leave(·)

Definition 4.14. Key Update Function, rekey(·). After the secure group communication

is established, the group key must be updated. This update can be handled by join and

leave operations. However, if no modification occurs in the participant list the key stays

without refreshed. Therefore, the rekey(·) function is used to update the key periodically.

The definition of the function is as follows:
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1 Administrator of group communication randomly picks a user, Ui ∈U

2 Ui→ sendPublicKey(·)
3 Ui−1→ sendSecretKey(·)
4 All of the pariticipants executes compute(·) function

Figure 4.13. Key Update Function, rekey(·)

4.3. Security Analysis of KAP-PBC

In this section, we give the security analysis of KAP-PBC. First, we show that the

proposed protocol has the same security level with existing protocols in literature. Then, we

show that KAP-PBC is secure against impersonation, eavesdropping and replay attacks as

defined in [15]. Moreover, we prove that KAP-PBC provides backward confidentiality and

forward confidentiality properties for join and leave operations. Finally, we show that the

partial backward confidentiality is satisfied by KAP-PBC.

4.3.1. Authentication, Fault Tolerance and Forward Secrecy

In this part of the security analysis, we show that KAP-PBC protocol satisfies basic

security properties such as authentication, fault tolerance and forward secrecy.

The authentication property in group key agreement protocols is used for detecting

whether the participant is a member of the group or not. This detection process is gener-

ally realized during the verification of signatures that are appended to the broadcast mes-

sages of participants. In KAP-PBC, we use Schnorr signature for signing the broadcast

messages in sendPublicKey(·) and sendSecretKey(·) functions and these messages are ver-

ified in veri f yPublicKey(·) and veri f ySecretKey(·), respectively. Moreover, while signing

the messages, long-term key pairs are used. In KAP-PBC, public keys of participants have

to be certificated by CA. Hence, KAP-PBC protocol provides authentication property.
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Fault-tolerance property is used for eliminating malicious participants from the group

communication. Fault-tolerance property consists of two actions; fault detection and fault

correction. In KAP-PBC protocol, faults detection is realized in veri f yPublicKey(·) and

veri f ySecretKey(·) functions and possible malicious participants are marked by using the

verification matrix, V . After the detection of faults, fault correction is realized by execut-

ing the correct(·) function. In this function, verification functions are re-executed. Then,

malicious participant is excluded from the group.

The last important security property of group key agreement protocols is that the for-

ward secrecy property. By using forward secrecy, a security mechanism is provided to protect

the group key against compromises of produced group keys, such as the compromise of par-

ticipant’s long-term private-key. In KAP-PBC, the long-term private keys are only used in

the execution of the Schnorr signature outputs of sendPublicKey(·) and sendPrivateKey(·)
functions. Moreover, each participant generates its own temporary public-key in sendPublic-

Key(·) function. If any participant’s temporary private key compromises, then only the group

key that these temporary keys are used will be compromised. Hence the KAP-PBC satisfies

the forward secrecy property.

4.3.2. Security of KAP-PBC against Impersonation, Eavesdropping and Replay At-

tacks

The protocol proposed in [15] is secure against well known attacks for group key agree-

ment protocols in literature. Since KAP-PBC is the improved version of [15], we show that

the improved version has no security vulnerabilities regarding impersonation, eavesdropping

and replay attacks. Let U = {U1,U2, . . . ,Un} be the set of participants, security analysis of

KAP-PBC regarding impersonation, eavesdropping and replay attacks is as follows:

First, we analyze the security of KAP-PBC with respect to impersonation attack. In

impersonation attacks, an impersonator tries to generate the signature of any participant

Ui without knowing the long-term or temporary private keys. In KAP-PBC, a participant

can communicate with other participants while executing sendPublicKey(·) function and

sendSecretKey(·) function. For each participant Ui, signature parameters are e1,i, s1,i and
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e2,i,s2,i for broadcast messages M1,i and M2,i, respectively. Schnorr signature is secure

against impersonation attacks [120]. Moreover, Schnorr signature is also provide security

against Related Key Attacks as defined in [121].

Second, we analyze the security of KAP-PBC with respect to eavesdropping attack.

Let E be an eavesdropper that tries to obtain information by observing the communica-

tions among participants. Then, she can extract information from either send- PublicKey(·)
function or sendSecretKey(·) function. For send- PublicKey(·), E has to extract ti by us-

ing ωi = gtimod p, which is hard under the assumption of discrete logarithm problem [17].

Therefore, E can not learn any information about ti. For security of sendSecretKey(·) we use

the assumption of Variant Decisional Diffie-Hellman Problem in [6]

Definition 4.15. Variant Decisional Diffie-Hellman Problem [6]. For p = 2q+ 1, where p

and q are large prime numbers. Let Gq be quadratic-residue subgroup of Z∗p. Given any

generators y1,y2 ∈ Gq−{1}, the following two random variable tuples are computationally

indistinguishable:

(y1,y2,yR
1 mod pmodq,yR

2 mod pmodq)

and

(y1,y2,u1,u2)

where R,u1,u2 ∈ Zq.

For sendSecretKey(·), the broadcast message for any participant Ui is as follows:

M2,i = {T,e2,i,s2,i,ci,d′i,1,d
′
i,2, . . . ,d

′
i,n}

Let S be the simulator for E. S simulates sendSecretKey(·) function for participant Ui as

given in 4.14.
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1 S randomly selects ω′j, t ′i and x′i

2 S computes y′i = gx′imod p

3 S randomly selects an integer a′i ∈ Z∗q

4 S calculates k′i j = (ω
′a′i
j mod p)modq, where 1≤ j ≤ n and i 6= j

5 Ui randomly selects a line L(x), L(x) = c′ix+ CK′i modq, where c′i = ga′imod p. S

computes the sub-key CK′i :

6 if i+1≤ n then

7 CK′i = ω
′t ′i
(i+1)mod p = gt ′i t

′
i+1mod p

8 end

9 else

10 CK′i = ω
′t ′i
(i+1)modnmod p = gt ′i t

′
(i+1)modnmod p

11 end

12 S calculates the values ddi, j = L(ki, j)modq, where 1≤ j ≤ n

13 S calculates d′′i, j = ki, j⊕ddi, j, where 1≤ j ≤ n e′2,i,s
′
2,i = SS(y′i,x

′
i,CK′i )

14 Ui broadcasts the message

15 M′2,i = {T,e′2,i,s′2,i,c′i,d′′i,1,d′′i,2, . . . ,d′′i,n}

Figure 4.14. Simulated Secret Key Distribution Function, simSendSecretKey(·)

We assume that the original transcript M2,i

M2,i = {T,e2,i,s2,i,ci,d′i,1,d
′
i,2, . . . ,d

′
i,n} (4.4)

and simulated transcript M′2,i

M′2,i = {T,e′2,i,s′2,i,c′i,d′′i,1,d′′i,2, . . . ,d′′i,n} (4.5)

are computationally indistinguishable for any e0,s0 ∈ Z∗q :

Pr[e2,i = e0,s2,i = s0]−Pr[e′2,i = e0,s′2,i = s0]>
1
q2 (4.6)
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Therefore, we only consider the following probability distributions Pr[(d′i,1,d
′
i,2, . . . ,

d′i,n,ci)|e2,i = e0,s2,i = s0] and Pr[(d′′i,1,d
′′
i,2, . . . ,d

′′
i,n,c

′
i)|e′2,i = e0,s′2,i = s0]. For any fixed

e0,s0 ∈ Z∗q , CKi = ck0 is also fixed. Then,

Pr[(d′i,1,d
′
i,2, . . . ,d

′
i,n,ci)|e2,i = e0,s2,i = s0] = Pr[(d′i,1,d

′
i,2, . . . ,d

′
i,n,ci)|CKi = ck0] (4.7)

and

Pr[(d′′i,1,d
′′
i,2, . . . ,d

′′
i,n,c

′
i)|e′2,i = e0,s′2,i = s0] = Pr[(d′′i,1,d

′′
i,2, . . . ,d

′′
i,n,c

′
i)] (4.8)

Theorem 4.1. Under the assumption of Variant Decision Diffie-Hellman, for any fixed CKi =

ck0, on random variables ai,a′i, t
′
i ,ω
′
1 . . . ,ω

′
n, (d′i,1,d

′
i,2, . . . ,d

′
i,n,ci) and (d′′i,1,d

′′
i,2, . . . ,d

′′
i,n,c

′
i)

are computationally indistinguishable.

Proof. By using the assumption of Variant Decision Diffie-Hellman, (ω1,ω2, . . . ,ωn,ω
ai
1 ,

ω
ai
2 , . . . ,ω

ai
n ,g

ai) and (ω1,ω2, . . . ,ωn,u1,u2, . . . ,un,ga′i) are computationally indistinguishable

where ai,a′i,u1,u2, . . . ,un ∈ Zq. Let Ui L(x) = c′ix+ CK′i modq be a randomly selected line

for ci = gaimod p, CKi = ck0 and ki j = (ωai
j mod p)modq, where 1 ≤ j ≤ n. Then, di, j and

d′i, j are computed by using equations di, j = L(ki, j)modq and d′i, j = ki, j ⊕ ddi, j,. There-

fore, (d′i,1,d
′
i,2, . . . ,d

′
i,n,g

aimod p) and (d
′
i,1,d

′
i,2, . . . ,d

′
i,n,g

a′imod p) are computationally indis-

tinguishable, where di, j = L(ki, j)modq for 1≤ j ≤ n. Since for any d
0
i, j ∈ Zq and ci ∈ Gq.

Pr[(di,1,di,2, . . . ,di,n,ga′imod p) = (d
0
i,1,d

0
i,2, . . . ,d

0
i,n,g

a′imod p)] (4.9)

= Pr[(d
′
i,1,d

′
i,2, . . . ,d

′
i,n,g

a′imod p) = (d
0
i,1,d

0
i,2, . . . ,d

0
i,n,g

a′imod p)] (4.10)

=
1

qn+1 (4.11)



92

Thus, (d′i,1,d
′
i,2, . . . ,d

′
i,n,ci) and (d′′i,1,d

′′
i,2, . . . ,d

′′
i,n,c

′
i) are computationally indistinguish-

able.

Third attack model for the security of KAP-PBC is the replay attacks. Replay attacks

are the attacks that the message(s) of participant(s) are repeated maliciously. For both com-

munication rounds, participant messages M1,i and M2,i contain timestamp T to overcome

possible replay attacks. Moreover, the following assumption for timestamps is always hold.

Definition 4.16. A timestamp value T is an automatically generated and unique value for

each broadcast messages of participants.

4.3.3. Security of Dynamic Group Operations

Dynamic group key agreement protocols provide efficient key update mechanism when

the set of participants is updated. However, updating group key may cause security vulnera-

bilities as shown in [18], which figures out forward confidentiality and backward confiden-

tiality properties. According to these properties, neither a new participant join the group nor

an existing participant leaves the group cannot obtain the former group keys or subsequent

group keys. In this part of the security analysis, we show that join and leave operations

provide backward confidentiality and forward confidentiality, respectively. Furthermore, we

benefit from the difficulty of discrete logarithm problem. Since they are the extended version

of single join and single leave operations, our proofs are constructed on mass join and mass

leave.

Theorem 4.2. Under the difficulty of computing the discrete logarithm problem, any leave

operation does not violate the forward confidentiality.

Proof. Let U = {U1,U2,U3, . . . ,Un} be the set of participants before mass leave operation.

Assume that Ui,Ui+1,Ui+2, . . . ,Ui+k be leaving participants, where i+ k < n. Also assume

that one of the leaving participants, U j ∈ {Ui,Ui+1,Ui+2, . . . ,Ui+k}, can obtain the update



93

key, K′ after mass leaving is realized. Let

K = (gt1t2+...+ti−1ti+titi+1+...+tnt1mod p)modq

be the key before mass leave operation and let

K′ = (gt1t2+...+ti−2t ′i−1+t ′i−1ti+k+1+...+tnt1mod p)modq

be the updated key. The gti−2ti−1+ti−1ti+titi+1 part of K is replaced by gti−2t ′i−1+ti−2t ′i−1 after the

leave operation. Therefore, it is computationally difficult to compute new key K′ by using

the old key K by solving the equation (gti−2t ′i−1 mod p)modq or (gt ′i−1ti+k+1 mod p)modq under

the difficulty of discrete logarithm problem.

Theorem 4.3. Under the difficulty of discrete logarithm problem, mass join operation does

not violate the backward confidentiality.

Proof. Let U = {U1,U2,U3, . . . ,Un} be the set of participants before the join operation and

Un+1,Un+2, . . . ,Un+m be the joining participants. Let

K = (gt1t2+...+tn−1tn+tnt1mod p)modq

and let

K′ = (gt1t2+...+tn−1t ′n+t ′ntn+1+...+tn+mt1mod p)modq

be the updated key before and after mass join operation, respectively. The gtn−1tn+tnt1 is

the updated part of K. Therefore, in order to obtain the former group key K by using the

new key K′, the joining participant Ui ∈ {Un+1,Un+2, . . . ,Un+m} has to obtain tn from (gtnt1

mod p)modq or (gtn−1tn mod p)modq. Therefore, under the difficulty of the discrete logarithm

problem it is computationally infeasible to compute tn by solving Kn and Kn−1.
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As shown in Theorem 1 and 2, KAP-PBC protocol provides both forward confiden-

tiality and backward confidentiality properties. Since basic security properties of group

key agreement protocols are provided by KAP-PBC, it is a good candidate for establish-

ing a secure communications among participants for applications like instant messaging and

telecommunications.

4.3.4. Partial Backward Confidentiality

Partial backward confidentiality is a new security property for dynamic group key

agreement protocols. The related operation is defined in KAP-PBC as joinPBC(·) func-

tion. In this analysis, we show that a new participant can compute the last valid group key

just before joining the group but the new participant cannot compute former group keys.

Let U = {U1,U2,U3, . . . ,Un} be the set of participants that use KAP-PBC to generate

the group key. Let KT−1 and KT be the group keys, where KT−1 6= KT at time T − 1 and

T , respectively. Also assume that at time T +1, participants Un+1,Un+2, . . . ,Un+m joins the

group and after the execution of joinPBC(·) function, then the following definition and the

corresponding theorem holds.

Definition 4.17. When joinPBC(·) is executed for m joining participants, where m≥ 1, only

the first joining participant can compute the former group key. In other words if participants

Un+1,Un+2, . . . ,Un+m are the joining participants, then U ∪ {Un+1} executes joinPBC(·)
function. At time T , the group key is

KT = gt1t2+t2t3+...+tn−1tn+tnt1

After the execution of joinPBC(·), at time T +1, Un+1 computes KT by using the sendSecret-

Key(·) messages of participants in U.

Theorem 4.4. Any joining participant, who involved into the execution of joinPBC(·) func-

tion at time T +1, is not able to compute the group key at time T −1.
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Proof. Let K0 be the group key for the set of participants U = {U1,U2, . . . ,Un} at time T0 is

K0 = (gt1t2+t2t3+...+tnt1mod p)modq. Assume that Un+2 be the joining participant at time T2.

Then, either one of the following three cases have occurred:

• Let Un+1 be the joining participant at time T1, U ∪Un+1 executes joinPBC(·) and

join(·) functions to compute the following group key:

K′1 = (gt1t2+...+tn−1t ′n+t ′ntn+1+tn+1t1mod p)modq

• Let Ui be the leaving participant at time T1, U−Ui executes leave(·) function (partic-

ipants except Ui−1 and Ui−2 just execute veri f yPublicKey(·) and veri f ySecretKey(·)
functions) to compute the following group key:

K′′1 = (gt1t2+...+ti−2t ′i−1+t ′i−1ti+1+...+tn+1t1mod p)modq

• Let U j be the candidate participant to execute rekey(·) function. At time T1, the result-

ing group key after the execution of rekey(·) function is as follows:

K′′′1 = (gt1t2+...+t j−1t ′j+t ′jti+1+...+tn+1t1mod p)modq

At time T2, joining participant Un+2 can compute either K′1, K′′1 or K′′′1 . For computing

K0, Un+2 has to obtain one of the following according to the executed function at time T1

• tn from (gtnt1 mod p)modq or (gtn−1tn mod p)modq by using K′1,

• ti−1 from (gti−2ti−1 mod p)modq or (gti−1ti mod p)modq and ti from (gti−1ti mod p)modq

or (gtiti+1 mod p)modq by using K′′1 ,

• t j from (gt j−1t j mod p)modq or (gt jt j+1 mod p)modq by using K′′′1 ,

Under the difficulty of discrete logarithm problem, it is computationally infeasible for

participant Un+2 to compute K0 at time T2. Hence, by using joinPBC(·) function, a joining

participant can only compute the last valid group key just before joining the group that is at
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time T1 but cannot compute group keys that is at time T0 and before .

An implication of Theorems 1, 2 and 3 is the fact that when a participant leaves the

group and then the same participant joins the group again, group keys will all be different

before and after the leave and the join.

Given the backward confidentiality, joining participants are not able to view the previ-

ous communications for instant messaging applications. On the other hand, for applications

of group key agreement protocols in FSS, all of the communication is realized over the shared

file. When a file is shared with the joining participant, all of the file content will be available

for the participant. Thus, there is no need for a tight backward confidentiality definition in

FSS. Therefore, with partial backward confidentiality, we relaxed the definition of backward

confidentiality by allowing a joining participant to compute the last valid group key just be-

fore joining the group. Moreover, the provision of backward confidentiality overcome the

following problems:

• Lack of Privacy:Since TTPs are not involved in file sharing, the shared file can only be

viewed by the group members.

• Violation of Availability: There is no need for dedicated participants such as group

managers to grant access permissions for joining participants. There exist group ad-

ministrators but they have the same computation power with the rest of the participants

in the group. Group administrator participants are only responsible for initiating the

group communications and updating the group key periodically. Moreover, the group

administrators are easily replaced by the other participants in the group.

• Escrow-Freeness: Since all of the participants have the group key, there is no need to

use backup mechanism for emergency situations.

As shown in the security analysis, KAP-PBC protocol satisfies both the basic security

properties of group key agreement protocols and the security properties of the dynamic group

key agreement protocols. In addition, security analysis of KAP-PBC against impersonation,

eavesdropping and replay attacks is given. Moreover, we show that the KAP-PBC also has
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partial backward confidentiality property. Furthermore, KAP-PBC protocol can overcome

the possible problems of using group key agreement protocols in FSS such as lack of privacy,

violation of availability and escrow-freeness.

4.4. Performance Analysis of KAP-PBC

In this section, we give the performance analysis of KAP-PBC with respect to commu-

nications cost and computational complexity cost. For the communications cost analysis, the

total number of communications among participants and the length of the transmitted mes-

sages by each participant are key features. For computational complexity cost analysis, the

computational effort for computing the group key is analyzed. Details of communications

cost analysis and computational cost analysis are given in the following subsections.

4.4.1. Communications Cost Analysis

Communications cost analysis of KAP-PBC is based on the total length of transmitted

messages by each participant. The communication cost of KAP-PBC is represented with

CT . Since sendPublicKey(·) and sendSecretKey(·) are the only functions that participants

communicate, we first analyze the total length of the transmitted messages in these function.

Then, we evaluate the communication cost of the protocol and dynamic operations regarding

the number of executions of sendPublicKey(·) and sendSecretKey(·) functions.

Definition 4.18. Length of the Transmitted Messages. Messages that are broadcasted by

each participant Ui ∈ U in sendPublicKey(·) and sendPublicKey(·) are {ωi,e1,i,s1,i,T1,i}
and {T1,i,e2,i,s2,i,ci,d′i,1,d

′
i,2, . . . ,d

′
i,n}, respectively. Since all of operations in the broad-

cast messages are in modular base, the length of a transmitted message is represented by

the cardinality of the bit representation of the modular base. For instance, the length of

|xymod p|= p bits.
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For public-key distribution, each participant transmits,

|sendPublicKey(·)| = |ωi|+ |e1,i|+ |s1,i|

= p+q+q

= (2q+ p) bits.

For secret-key distribution, each participants transmits,

|sendSecretKey(·)| = |ci|+ |d′i,1 + · · ·+d′i,n|+ |e2,i|+ |s2,i|

= p+(n−1)q+q+q

= ((n+1)q+ p) bits

During the execution of KAP-PBC, sendPublicKey(·) and sendSecretKey(·) functions

are only executed once by each participant. Thus, the communication cost for the execution

of KAP-PBC for each participant is:

CT = ((n+3)q+2p) bits

Definition 4.19. Total Communication Cost. The functions of KAP-PBC protocol that par-

ticipants communicate with other participants in the group are sendPublicKey(·) and send-

SecretKey(·). Therefore, for set of participants, U = {U1,U2, . . . ,Un}, communication cost,

CT , in different execution cases of KAP-PBC are as shown as below:

(i) For Default Execution of KAP-PBC: For group with n participants, the total commu-

nication cost of executing KAP-PBC is:

CT =
n(n−1)

2
((n+3)q+2p) bits

(ii) Join operation: When a new participant joins the group, the group key must be updated.

Key update is realized by either single join or mass join. For all join variants, both all of
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the participants in U have to broadcast the resulting messages of sendPublicKey(·) and

sendSecretKey(·) functions. Therefore, for k joining participants and n participants in

the group, the total communication cost for join operations is

CT = 2(n+ k−1)((n+3)q+2p) bits

(iii) For Leave Operation: KAP-PBC protocol also provides both single and mass leave op-

erations by using leave(·) function. Let Ui ∈U be the leaving participant. Then, the to-

tal number of communications in leave(·) function is only three, because, sendPublic-

Key(·) function is only executed by Ui−1 and sendSecretKey(·) function is executed by

Ui−1 and Ui−2. Therefore, for group with n participants, the total communication cost

is

CT = 2(n+2)q+3p bits

(iv) For Key Update Operation: The total number of communications in this operations

is also the same as in leave· function. For rekey(·) function, there is no new partic-

ipants in the group. Hence, only the selected participants execute sendPublicKey(·)
and sendSecretKey(·) functions. When a random participant Ui is selected to update

the key, sendPublic- Key(·) and sendSecretKey(·) functions are executed by Ui and

sendSecretKey(·) function is executed by Ui−1. Therefore, the communication cost for

n participants is

CT = 2(n+2)q+3p bits

(v) For Join Operation with Partial Backward Confidentiality: This operation is realized

with joinPBC(·) function. According to the definition of this function, whether it is

mass join or a single join, only one joining participant can compute the last group key

before joining the group. Therefore, for n participants in the group, the total commu-

nication cost for join operation with partial backward confidentiality is equal to the
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execution of join operation for one new participant, which is

CT = (2n+1)((n+3)q+2p) bits

4.4.2. Computational Complexity Cost Analysis

In this section, we analyze the computation cost of KAP-PBC with respect to modular

exponentiation operations. During the computation of the group key, each participant makes

multiplications, summations, logical XORs and exponentiation in modular base. The most

time-consuming operations among these operations is the modular exponentiation. There-

fore, we only concentrate on the computation complexity analysis of KAP-PBC protocol

with respect to modular exponentiations, denoted as Texp and the computation cost is denoted

as CC. Although exact form of modular exponentiation is different for different functions,

computation complexity of modular exponentiation could be defined as Texp = O(xymodz).

Let U = {U1,U2,U3, . . . ,Un} be the set of participants, the computational complexity

cost analysis is as follows:

(i) For sendPublicKey(·) function,

CC(sendPublicKey) = 2Texp = O(1)Texp

(ii) For veri f yPublicKey(·) function,

CC(veri f yPublicKey) = 2nTexp = O(n)Texp

(iii) For sendSecretKey(·) function,

CC(sendSecretKey) = (n+3)Texp = O(n)Texp
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(iv) Finally, for veri f ySecretKey(·) function,

CC(veri f ySecretKey) = (3n)Texp = O(n)Texp

Therefore, for each participant, the total computation cost of executing KAP-PBC is.

CC = (5n+5)Texp = O(n)Texp

Given the unit computation costs of the functions of KAP-PBC, we analyze the computa-

tion cost of dynamic group operations with respect to the number of function executions as

follows:

(i) For Join, join(·): Let Un+1,Un+2, . . . ,Um be the joining participants for U. Then, for

adding m participants into the group, m+ 1 participants executes sendPublicKey(·)
function and m+ 2 participants executes sendSecretKey(·) function. For the verifi-

cation processes, veri f yPublicKey(·) is executed by m+ 1 participants and veri f y-

SecretKey(·) function is executed by m + 2 participants. Therefore, the computa-

tion cost of join operation is CC = O(m + n)Texp for each joining participant and

CC = O(m + n)Texp for the participant Un and Un+1. Since the rest of the partici-

pants only verifies the broadcast messages, for participants Ui ∈ {U1,U2, . . . ,Un−2},
the computation cost is CC = O(m)Texp.

(ii) For Key Update, re− key(·): Let Ui be the randomly selected candidate participant

for updating the group key. Then, only Ui executes the send- PublicKey(·) func-

tion and Ui and Ui−1 execute veri f yPublicKey(·) function for only the broadcast mes-

sages of Ui. The sendSecretKey(·) function and the corresponding veri f ySecretKey(·)
function are executed only for Ui−1 and Ui. Therefore, the computation cost cost

of executing rekey(·) function is CC = O(1)Texp for participants that only execute

veri f yPublicKey(·) and veri f ySecretKey(·) functions and CC = O(n)Texp for Ui and

Ui−1.

(iii) For Join with PBC, joinPBC(·): Since the join with backward confidentiality op-

eration is independent of the number of joining participants, this operation has the
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same computation cost with key update, which is CC = O(1)Texp for the execution

of veri f yPublicKey(·) function and veri f ySecretKey(·) function. Moreover, CC =

O(n)Texp for Ui and Ui−1.

(iv) For Leave, leave(·): Let Ui be the leaving participant, where U′ ⊂ U. After partici-

pants leave the group, the group key is updated by using the similar assumption with

key update operation. Ui−1 executes sendPublicKey(·) function and the other partic-

ipants in the group executes veri f yPublicKey(·) for only the broadcast messages of

Ui. Later, the sendSecretKey(·) function is only executed by Ui−1 and Ui−2. Then,

participants in the group execute veri f ySecretKey(·) function based on the broadcast

messages of Ui−1 and Ui−2, which is also equal to the computation cost of the key

update function, CC = O(1)Texp for participants that only execute veri f yPublicKey(·)
and veri f ySecretKey(·) functions. On the other hand, for Ui and Ui−1, the computation

cost of leave function is CC = O(n)Texp.

As shown in the communication cost analysis and computation cost analysis, the length

of the transmitted messages and the number of modular exponentiations calculated during

the execution of functions as veri f yPublicKey(·), sendSecretKey(·) and veri f ySecretKey(·)
depend on the number of participants in the group. Therefore, when the number of partic-

ipants increases, communication and computation costs of executing KAP-PBC increases.

On the other hand, we see the existence of dynamic group operations decreases the costs of

communications and computations in terms of updating the group key.

4.4.3. Performance Comparisons for Group Key Agreement Protocols

We compare the performance of KAP-PBC with protocols DASGKA in [110] and

DCKAP in [16] since they provide almost all of the criteria for the comparisons in Table

4.1. In Table 4.2, we compare group key computation of DASGKA, DCKAP and KAP-PBC

protocols. The total computational complexity cost of all protocols are O(n2)TEXP for the

set of participants U = {U1,U2, . . . ,Un}. Therefore, each participant has O(n)TEXP cost for

the group key computation. For the communications cost, DASGKA has better performance

than both DCKAP and KAP-PBC.
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Table 4.2. Comparisons of the Total Communications Cost and Total Computational

Complexity Cost

Computational Communications

Protocols Complexity Cost Cost

DASGKA O(n2)TEXP O(1)|p| bits

DCKAP O(n2)TEXP O(n2)|q|+O(n)|p| bits

KAP-PBC O(n2)TEXP O(n2)|q|+O(n)|p| bits

In Table 3, we compare DASGKA, DCKAP and KAP-PBC with respect to the total

computational complexity costs of join and leave operations. Let U = {U1,U2, . . . ,Un} be the

set of participants before join and leave operations. For joining participants {Un+1,Un+2, . . . ,

Un+m} and leaving participants {Ui+1,Ui+2, . . . ,Ui+m}, all protocols provides the same com-

putational complexity cost for joining and leaving operations.

Table 4.3. Comparison of the Total Computational Complexity Costs for Join and Leave

Operations

Computational Complexity Cost

Protocols Join Leave

DASGKA O(mn)TEXP O(n)TEXP

DCKAP O(mn)TEXP O(n)TEXP

KAP-PBC O(mn)TEXP O(n)TEXP

Since DASGKA uses different mathematical operations for group key computation,

this protocol produce shorter broadcast messages with respect to DCKAP and KAP-PBC.

For a real-life implementation, the group key computation time and the group key update

time proportionally increases with the number of participants in the group. In Section 7.6,

we have presented our comments for the implementation issues of KAP-PBC and PFSS.
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4.5. PFSS: Private File Sharing System, An Application of KAP-PBC

In this section, we define a secure file sharing system, namely Private File Sharing

System (PFSS). The proposed system is an application for the use of group key agreement

protocol on file sharing systems to solve lack of privacy, violation of availability and depen-

dency for key-escrow problems.

4.5.1. PFSS Overall View

The overall organization PFSS components is shown in the Figure 4.15 and PFSS

components can be defined as follows:

File System

U1

Group 1

U8

U9

Group 2

U16

U13

U15

U14

U17

Group 3

Un-5

Un-2

Un-3Un-4
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PFSS: Private File Sharing System
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Database
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Secure Cloud Interface
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with KAP-PBC 
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U11

Cloud Servers

File 1 File 2 File 3 File N

Figure 4.15. PFSS Overall View

(i) Participant Groups: Let U1,U2,U3, . . .UN be the groups of PFSS. Each group Ui,

where 1≤ i≤ N has its own set of participants, Ui = {U1,U2,U3, . . . ,U|Ui|}.
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(ii) KAP-PBC Protocol: In PFSS, each group Ui uses group key to store the shared files

in an encrypted format. In PFSS, such group keys are generated by using KAP-PBC.

(iii) Secure Cloud Interface: PFSS provides cloud interface. It is required that cloud in-

terface be secure for example by using TLS 1.2 [122] since participant identities and

passwords will be defined through this interface.

(iv) Participant Database: PFSS provides registration system for new users. After the reg-

istration is completed, users become the possible participants of file sharing groups

in PFSS. Login credentials and information of groups that a participant involved are

stored in participant database in PFSS.

(v) Certificate Authority: After the registration of a new user is completed, each participant

Ui has to generate and certify long-term key pairs in order to join file sharing. Then,

the public key of each participant Ui is certified by using CA in PFSS. In this thesis,

we assume that CA is TTP. In case of malicious CA, we can assume that participants

will be able to employ an decision algorithm to decide on the security of certificates

from different CAs, as in the Byzantine Generals Problem.

(vi) File System Files: PFSS has a file system in its cloud servers to organize the files as

shared files. A shared file could as well be a directory identifying a tree of shared files.

4.5.2. PFSS Services

Using dynamic group key agreement protocols as a confidentiality service is a chal-

lenging issue in file sharing systems because of the backward confidentiality property blocks

a joining participant computing the last valid group key just before joining the group. TTPs

or dedicated participants are used to overcome this issue. However, if TTPs are involved in

file sharing, the privacy of the file is violated. If dedicated participants exist, there is a pos-

sibility for single-point-of-failure. Also, the necessity for a key escrow mechanism arises to

provide recovery mechanism. In this chapter, we have proposed the partial backward confi-

dentiality property to disregard the need of TTPs and dedicated participants by enabling one

of the joining participants to compute the last valid group key just before joining the group.

PFSS is an example application of KAP-PBC to show the applicability of partial backward

confidentiality.



106

Definition 4.20. General Assumptions for PFSS. We assume that the following definitions,

properties, services and mechanisms are exist for PFSS:

• The communications between PFSS and participants are realized in a channel secured

with TLS.

• A revocation list is used to store certificates of malicious participants. Let Ui be the

participant in file sharing group. The certificate of Ui is added into revocation list in

the following cases:

– Ui tries to disrupt the group key computation,

– Ui tries to gain unauthorized access for shared files,

– Ui refuses to renew the certificate of its public-key after the certificate has expired,

or

– Ui tries to replace the shared file by some file.

• A Majority Rule is used as a decision mechanism in groups such as adding new par-

ticipants or deciding the group termination. In case of equality, the vote of the group

administrator is taken into account.

• All encryption and decryption operations are realized in the computers of participants

by using the group key.

• Access permissions of update allowed files are set by file administrator in the group

formation. If new participants join the file sharing, then access permissions for new

participants are set by using the majority rule.

• Since files are stored in the cloud server, if a participant Ui of a file-sharing group

wants to make changes on a shared file, first, the file has to be downloaded to the

computer of participant, decrypted by using the group key and then the changes can

be applied on plaintext. Finally, the modified file is uploaded on the cloud server of

PFSS.

• If all participants of a group leave, then the group is terminated. and the files associ-

ated with the group is deleted.

Definition 4.21. User Registration and Certification Service. To be able to use PFSS, a user

has to register with PFSS. Let Ui be the new participant that wants to register with PFSS.

First, user registers by using the cloud interface by entering the necessary information such
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as username, password and e-mail address. If user is accepted by PFSS, then an approval

notice is sent to Ui and user information is stored in the participant database. After the

registration, each participant Ui has to generate its long-term key pair for public key cer-

tification. Unless the public-key of a participant Ui is certified, PFSS does not allow Ui to

use file sharing. For certification of public-key, Ui sends (IDi,yi) to the PKCA and PKCA

responds with Certi f ied(IDi,yi) to Ui.

Definition 4.22. Group Formation Service. In PFSS, group formation is started with an

invitation. A participant creates a new file and invites other participants to share the file

is called the File-Administrator. Let Ui be the file-administrator. Then, group generation

process is realized as shown in Figure 4.16.

1 Ui selects set of participants U = {U1,U2, . . . ,Un} for sharing file from participant

database.

2 Ui sends invitation to the participants in U by using the invite(·) function of

KAP-PBC.

3 Let UN be the participants who replied with negative answer or with no answer

within a specific timeout period. Then, Ui re-organizes U as U = U−UN .

4 The information of the group, U, and the access permissions are recorded in

participant database by file-administrator.

5 Each participant in Ui ∈U group key for files to be shared.

Figure 4.16. Group Formation Service

Definition 4.23. File Confidentiality Service. Before uploading the file into the file system of

PFSS, the shared file must be encrypted by using the group key. In PFSS, the encryption and

decryption algorithm, algorithm mode and IV if needed are recorded as part of file metadata

in File System. In this secure file sharing system, AES-256 in CBC mode has been used as

encryption/decryption algorithm.

Definition 4.24. Group Key Update Service. One of the critical issues for file sharing systems

is that the handling dynamic groups. KAP-PBC provides dynamic group operations such as

join, leave and key update. Let U = {U1,U2, . . . ,Un} be the set of participants in the file

sharing group and Kt be the group key at time t. The details for the use of KAP-PBC dynamic

group operations in PFSS are as follows:
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(i) Join Operation: PFSS uses join(·) and joinPBC(·) functions for adding new partici-

pants into the group. Let Un+1,Un+2, . . . ,Um+n be the joining pariticipants for the file

sharing group U at time t. Then, the following functions are executed for the given

participant sets to compute the updated keys:

K′t+1 = U∪Un+1→ joinPBC(·)

K′′t+1 = U∪Un+1∪Un+2∪·· ·∪Un+m→ join(·)

Since Un+1 is in the execution of joinPBC(·) function, Un+1 can compute Kt by using

K′t+1. Then, Ui downloads and decrypts the shared files by using Kt . Then, encrypts

the shared files with K′′t+1 and uploads onto the cloud server.

(ii) Leave Operation: Let Ui be the leaving participant from the file sharing group U

at time t. Then, the following function is executed for the given participant sets to

compute the updated key:

K′t+1 = U−Ui→ leave(·)

Then, participant Ui−1 updates the file by using K′t+1. While computing new key

K′t+1 = U −Ui → leave(·), participants except Ui−1 and Ui−2 just execute veri f y−
PublicKey(·) and veri f ySecretKey(·) functions.

(iii) Key Update Operation: In order to increase security of shared files PFSS uses the key

update function, rekey(·), of KAP-PBC to update the key. A participant Ui is randomly

selected from the group U at time t. Then, the following function is executed for the

given participant sets to compute the updated key:

K′t+1 = U→ rekey(·)

After the execution of rekey(·) is completed. Ui downloads and decrypts the shared

files from PFSS cloud server by using Kt . Then, Ui encrypts the shared files with the
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new key K′t+1. While computing new key by using rekey(·) function, participants except

Ui−1 and Ui just execute veri f y− PublicKey(·) and veri f ySecretKey(·) functions.

4.5.3. PFSS File Sharing Scenarios

In this section, we give the example scenarios for PFSS. Let U1 be the participant that

wants to share a file, F , with other participants in PFSS, then the file sharing is realized in

the following order:

U
2

U
1

U
3

CA

Select Users

{ U
2

, U
3 

}Create 

File

KAP-PBC()

Encrypt 

File

Database
File 

System

KAP-PBC: invite()

Upload File

PFSS Cloud Server

Figure 4.17. UML Sequence Diagram for PFSS Create Group and File Scenario

Definition 4.25. Scenario 1: Create Group and File. Let U1 be the participant that wants to

share the file F with other participants U2 and U3 as shown in Figure 3. Then, create group

and file scenario operates as follows:

(i) U1 selects participants U2 and U3 and retrieves certificate information from PFSS

database.

(ii) U1 creates a F for sharing.

(iii) U1 sends invitation to participants U2 and U3 by using invite(·) function.

(iv) Since it is the group administrator, U1 forms the group U = {U1,U2,U3}.
(v) All of the participants in U executes KAP-PBC protocol for computing the group key

K1
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(vi) U1 encrypts F to be shared by using the group key and uploads F to the PFSS File

System.

U
2

U
1

U
3

KAP-PBC: leave()

Update 

File

CA Database
File 

System

Leave File Sharing

Leave information of U
2

Leave information of U
2

Download File

Upload File

PFSS Cloud Server

Figure 4.18. UML Sequence Diagram for PFSS Participant Leave

Definition 4.26. Scenario 2: Participant Leave. Let U = {U1,U2,U3} be the set of partic-

ipants for sharing the file F as shown in Figure 4. Then, leaving of participant U2 is given

below:

(i) U2 leaves the file sharing and informs U1 and U2 by using PFSS.

(ii) After ”I am leaving file sharing” information is send from PFSS database, U1 and U3

executes leave(·) to update the group key as K2.

(iii) U1 updates F.
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Figure 4.19. UML Sequence Diagram for PFSS Participant Join

Definition 4.27. Scenario 3: Participant Join. Let U = {U1,U3} be the set of participants

for sharing the file F. Let U4 and U5 be the participants joins the file sharing as shown in

Figure 5. Then, the participant join is realized as follows:

(i) New participant U5 registers the PFSS.

(ii) U4 and U5 joins the group U

(iii) U1,U3,U4 executes joinPBC(·) function to compute group key K3.

(iv) U1,U3,U4,U5 executes join(·) function to compute group key K4.

(v) U4 updates F.
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Figure 4.20. UML Sequence Diagram for PFSS Key Update

Definition 4.28. Scenario 4: Group Key Update. Let U = {U1,U3,U4,U5} be the set of

participants for sharing the file F. The key update operation as shown in Figure 4.20 is

realized as follows:

(i) The file administrator, Ui, checks PFSS database for the key-update-period.

(ii) If the key-update-period exceeds, then U1 randomly selects a participant U4 in the

group to update the group key.

(iii) U1,U3,U4,U5 executes rekey(·) function to compute group key K5.

(iv) U4 updates F.

4.5.4. Simulations of PFSS Group Formation and Group Update Services

Currently, our view of PFSS does not involve very large files in the order of tera/peta

bytes since our goal is to demonstrate the applicability of KAP-PBC. We assume that the

executions of file confidentiality and registration services are standard operations. There-

fore, we only consider the simulations of KAP-PBC execution in group formation and group

key update services. Simulations were carried out by using Python 2.7 and Charm Crypto

Framework [103] that run on a MacBook Air 2012 early release with 250 GB SSD disk,

1.8GHz Intel Core i5 processor and 4GB 1600 MHz DDR3 RAM.
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For the set of participants U = {U1,U2,U3, . . . ,U20}, the simulations of KAP-PBC

and dynamic group operations are as shown in Figure 4.21. Details of the simulations are as

follows:
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Figure 4.21. Simulations for KAP-PBC Functions

• PFSS KAP-PBC: Each participant Ui ∈U executes KAP-PBC protocol to compute the

group key. For |U|= 20, computation of group key takes 2561 ms for each participant

in the group.

• PFSS Key Update: When the key-update-period is exceeded, group key must be up-

dated by using rekey(·) function. As shown in the Figure 7, we assume that U7 is

the randomly selected participant to update the group key. Therefore, total com-

munications and computations costs of participants are CC(U7)+CT (U7) = 1336ms,

CC(U6)+CT (U6) = 414ms and CC(Ui)+CT (Ui) = 58ms, where Ui ∈U−{U6,U7}.
• PFSS Leave: For participant leave, we assume that participant U5 leaves file shar-

ing. Therefore, the communication and computation costs of participants are CC(U4)+

CT (U4) = 1373ms, CC(U3)+CT (U3) = 432ms, CC(U5)+CT (U5) = 0ms and CC(Ui)+

CT (Ui) = 58ms, where Ui ∈U−{U3,U4,U5}.
• PFSS Join: For participant join, we assume that participants U21,U22,U23 joins the

U. According to the definition of participant join in group update service, communi-

cations and computational costs of participants are as follows: CC(U21)+CT (U21) =

2777ms, CC(U20)+CT (U20) = 1874ms, CC(U22)+CT (U22) = CC(U23)+CT (U23) =

1535ms, CC(U19) + CT (U19) = 595ms and CC(Ui) + CT (Ui) = 293ms, where Ui ∈
{U1,U2, . . . ,U18}−{U5}.
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As expected, the total execution cost of group key update services provides better

performance than group formation service. On the other hand, average execution time of

KAP-PBC for each participant is approximately two seconds, which is reasonable for a

group with twenty participants. On the other hand, as given in the the complexity analy-

sis, execution time of KAP-PBC and dynamic group operations depend on the number of

participants in the group. Furthermore, number of participants in the group affects the scala-

bility of KAP-PBC. For instance, communication and computational costs of KAP-PBC are

CC(Ui)+CT (Ui) ≈ 15sec. for Ui ∈U, where |U| = 100 and CC(Ui)+CT (Ui) ≈ 17min. for

Ui ∈U, where |U|= 1000. Therefore, KAP-PBC is applicable for small groups up to hun-

dred participants or KAP-PBC is applicable for larger groups if there is no time constraint

for compute the group key.

Definition 4.29. Assumptions for the Implementation of PFSS. Time between join and leave

operations is sufficiently long so that new group key can be computed in due time. The related

performance study is left as our future work.

4.5.5. An Overview of File Sharing Systems

PFSS proposes a different file sharing approach by using KAP-PBC to provide solu-

tions for lack privacy, violation of availability and dependency for key escrow problems of

file sharing systems. Therefore, we compare PFSS and other protocols in literature as shown

in Table 4.4 according to the possessions of the following criteria:

• High Availability: In this thesis, we consider this concept as avoidance of single point

of failure to prevent from violation of availability.

• Escrow-Freeness: No authorized third party may gain access to encryption keys of

shared file groups even in emergency circumstances.

• File Privacy: Shared files can only be viewed / modified by the group members.
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Table 4.4. Comparison of File Sharing Systems

File Sharing High Escrow- File

Systems Avail. Freeness Privacy

System in [67] 7 3 3

pNFS-AKE III in [71] 3 3 7

HABE in [79] 7 7 7

Mona in [68] 3 7 3

System in [74] 3 3 7

FADE in [70] 3 7 3

TimePRE in [75] 7 7 7

TT-SFSS 7 3 3

PFSS 3 3 3

According to the Table 4.4, PFSS is the only file sharing system that provides high

availability, escrow-freeness and file privacy. In addition to PFSS, FADE, pNFS-AKE III,

System in [74] and Mona provide high availability and escrow freeness criteria. Because of

the servers have access permission to shared files in the cloud, file privacy is not provided

for pNFS-AKE III. For FADE, escrow-freeness criterion is not provided. In HABE and

TimePRE, none of the criteria given above are satisfied since access control mechanisms are

the major concern for these studies. Finally, System in [67] and TT-SFSS provide escrow-

freeness and file privacy properties. The performance analysis of file sharing systems is out

of scope of this chapter.

As a consequence, regarding the comparisons with other file sharing systems, PFSS

provides better results. Therefore, shared files are securely stored in cloud server and there is

no feasible way for cloud server to view the content of the file. Another important property

is that the high availability. The re-encryption process is always realized by different users

in file sharing group. Therefore, this also makes PFSS less vulnerable than dedicating a

specific user (GAs) to re-encrypt the shared file. Finally, since there is no TTP or dedicated

participant in PFSS, escrow-freeness property is also satisfied.
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4.5.6. Implementation Issues of PFSS

First, we address the important issues with respect to the execution of a file confiden-

tiality service and file upload/download operations. Then, we extend findings in simulation

results for the implementation of PFSS. Important issues that may affect the implementation

of a file confidentiality service and file upload/download operations are as follows:

• File Confidentiality: As defined in the File Confidentiality Service, PFSS uses AES-

256 with CBC mode for an encryption and a decryption of shared files. We have

simulated the encryption/decryption of AES-256 with CBC mode by using the same

simulation environment. Execution of a file encryption / decryption approximately

takes 2622 milliseconds for 10MB file, 3772 milliseconds for 100MB file, 8756 mil-

liseconds for 500 MB file and 14259 milliseconds for 1GB file. Therefore, it is obvious

that the execution time of a file confidentiality service increases linearly with respect

to the size of a file to be encrypted/decrypted. Moreover, if a more powerful hardware

configuration has been used for simulations, we can have a better execution time for

the file confidentiality.

• File Upload/Download: File upload and download speed depends on the Internet speed

of a participant. Therefore, if participants have high bandwidths for communications,

they can easily share large files in the order of giga bytes.

As given in Section 7.4, PFSS provides a reasonable group key execution time for a

group of 100 participants, which is approximately 17 seconds. However, as shown in the

simulation results, the number of participants in the group affects the group key execution

time. For instance, if there exist 200 participants in the group, the group key execution time

takes approximately 48 seconds per participant. In Section 7.5, we have compared PFSS with

other secure file sharing systems. As shown in the Table 4, file sharing systems [67, 75, 79]

use dedicated participants such as group managers for distributing file confidentiality keys

and file sharing systems in [71, 74] use TTPs for distributing file confidentiality keys. In

general, key distribution systems do not perform as many mathematical operations as in key

agreement protocols. For instance, commercial file sharing systems such as Google Drive
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and Dropbox can operate on large groups that may have thousands of participants. Therefore,

for a real life application, we assume that PFSS is not suitable for groups larger than 100

participants.

Final important comment on the implementation of PFSS is dynamic group operations

of KAP-PBC. The proposed protocol provides join, leave, join with the partial backward

confidentiality and rekey operations for updating a group key. As shown in Figure 7, an

execution time for group key update operations is less than an execution time for computing

a group key from the beginning and the execution time of group key update not so dependent

as the group key computation. As given in Section 7.4, some of the participants in the group

are selected for executing the KAP-PBC from the beginning. For instance, in a set of 100

participants, if five participants join the group, joining participants and the last participant

of a group update the group key from the beginning. The rest of the participants only verify

new secret keys of joining participants and the last participant in the group. Therefore, in

practice, execution time is approximately equal to the execution of KAP-PBC for group

of six participants. For leave operation, in a circular list, only participants located before

leaving participants execute KAP-PBC from the beginning. For instance, in a set of 100

participants, if five participants, who are located in a consecutive manner in the group, leave

the group, only one participant executes the protocol from the beginning. On the other hand,

for file sharing systems [67, 75, 79], group key update for join and leave operations is only

realized by group managers. Since only group manager updates the file confidentiality key,

we assume that file sharing systems in [67, 75, 79] provide better performance than PFSS.

For file sharing systems in [71, 74], TTPs update the group key. Since they have powerful

hardware configurations than client computers, we assume that TTPs are more scalable for

using large groups.

As a consequence, PFSS together with KAP-PBC, provide better security properties

than using group managers or TTPs. Moreover, our approach provides scalable group key

computation for groups around 100 participants.
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4.6. Discussions

Dynamic group key agreement protocols are expected to be used in applications such

as file sharing systems. However, there are numbers of problems on the use of existing

dynamic group key agreement protocols in file sharing systems such as the lack of privacy,

the violation of availability and the dependency for key escrow.

In this chapter, we have proposed a key agreement protocol with partial backward

confidentiality, called KAP-PBC. The proposed protocol provides a new security property

called the partial backward confidentiality to overcome the problems of using group key

agreement protocols as a security mechanism in file sharing systems. Moreover, KAP-PBC

provides basic security properties of group key agreement protocols. Furthermore, security

analysis of KAP-PBC against impersonation, eavesdropping and replay attacks is given. In

addition, we have proposed the performance analysis of KAP-PBC regarding the communi-

cations cost and the computational cost. Performance analysis of KAP-PBC also shows that

dynamic group operations provide efficient performance regarding the normal execution of

the protocol.

Finally, we have proposed the proof of concept case study called PFSS in order to

show the applicability of KAP-PBC. We have simulated PFSS regarding KAP-PBC service

and a group update service. Simulation results show that PFSS is applicable for groups up

to reasonable number of participants such as a hundred participants. Moreover, we have

compared the security of PFSS with the existing file sharing systems. According to the

comparisons, PFSS is the only system that provides all of the important security properties

that we have addressed in this paper. Furthermore, we have addressed the implementation

issues of PFSS as a real-life application.
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5. GKAP-MANET: GROUP KEY AGREEMENT PROTOCOL FOR

MOBILE AD HOC NETWORKS

Mobile ad hoc networks (MANETs) have numerous application areas that span from

file sharing applications to vehicle-to-vehicle communication networks. Since entities in

MANETs are mobile, providing secure communications among participants are significant

issue. To overcome this issue, dynamic group key agreement protocols are used since

MANETs are infrastructure-less, decentralized and mobile networks.

MANETs are formed by a combination of clusters. Therefore, communications of

participants in MANET are categorized as in-cluster and inter-cluster communications. The

first one is the communication of participants that are the members of the same cluster.

The second one is the communication of participants that are not the members of the same

cluster. In order to organize secure communication for such cluster-based network, most

of the existing secure communication protocols use two levels security approach [10, 21,

22]. In the two-level security approach, different group key agreement protocols are used

for in-cluster communications and inter-cluster communications. Cluster heads become the

responsible node for decrypting/encrypting the incoming/outgoing messages for inter-cluster

communications and in-cluster communications. However, using such approach may affect

the security and energy consumption of cluster head. In terms security, availability of cluster

members can be violated, because, cluster heads are single-point-of-failure for two-level

security approach. Since, cluster heads perform more operations than other participants

in their cluster, their batteries deplete faster. Dynamic group key agreement protocols can

provide a better solution to overcome violation of availability and faster battery deplation

problems. Since one group key is used, cluster heads do not need to perform more operations

while organizing inter-cluster communications.

On the other hand, a secure cluster head selection is another significant issue since

existing protocols do not provide such selection in a secure manner. The general approach for

cluster head selection is that each participant publicly announces the number of connections
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with other participants. Then, one with the maximum number of connection is selected as

the cluster head. However, a malicious participant can claim that it has the highest number

of connections to be the cluster head. Then, this malicious participant controls all the inter-

cluster communication. A solution for this problem is to announce the list of the connected

participants with the number of connections in a secure manner, which is one of our main

motivations in this study.

In this chapter, we propose a group key agreement protocol that is adaptable for cluster-

based communications in MANETs. Our contributions in this study are listed below:

(i) We propose a secure and efficient Group Key Agreement Protocol for MANETs, called

GKAP-MANET, by improving the protocol in [17]. One of these improvement is

removing the security vulnerabilities given in [18]. Also, the merge operation is added

to the protocol to increase the adaptability for MANETs.

(ii) GKAP-MANET contains a new secure cluster head selection mechanism to overcome

the malicious attempts of participants to be used for the computation of a new group

key.

(iii) Better performance is provided in terms of reducing the communications and compu-

tation cost of group key computation during the execution of the protocol.

(iv) We present a set of simulations for an example GKAP-MANET application scenario.

The rest of the chapter is organized as follows. Definitions are given in the next sec-

tion. In Section 5.2, we overview the important properties of group key agreement protocols

regarding MANETs. In Section 5.3, we introduce the GKAP-MANET. Performance analy-

sis is given in Section 5.4. GKAP-MANET application scenario and simulations are given

in Section 5.5. Security of GKAP-MANET is analyzed in Section 5.6. Finally, we give

discussion on the chapter in Section 5.7.
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5.1. Comparison of Group Key Agreement Protocols on MANETs

In this section, we give the comparison of previously proposed group key agreement

protocols in MANETs and the GKAP-MANET as shown in Table 5.1. Criteria used for

comparing protocol properties are listed as follows:

(i) Authentication (Auth): In order to satisfy authentication property, a group key agree-

ment protocol has to provide mechanism for participants to confirm the identity of any

participants.

(ii) Security against Passive Attacks (SPA): Security of the protocol against eavesdropping

of communications among participants during the computation of group keys.

(iii) Fault-Tolerance: This property is used for detecting the attempts of malicious partici-

pants for disrupting the computation of group key [6].

(iv) Forward Secrecy: If a group key agreement protocol provides forward secrecy, then

there exist a protection against the compromise of produced group keys, such as the

compromise of participant’s long term key [15, 17].

(v) Dynamic Group Capability (DGC): Whether or not the group key agreement protocol

provides auxiliary operations for handling participant joins and leaves.

(vi) Forward Confidentiality: Subsequent group keys cannot be obtained by participants

who left the conference session [16].

(vii) Backward Confidentiality: Former group keys cannot be obtained by participants who

joined to the conference session [16].

(viii) Secure Cluster Head Selection (SCHS): In MANETs, communications among partici-

pants is realized by in-cluster and inter-cluster communications



Table 5.1. Comparison for Security and Performance Properties of Group Key Agreement Protocols in MANETs

Protocols Auth. SPA
Fault Forward

DGC
Forward Backward

SCHS
Tolerance Secrecy Confidentiality Confidentiality

CST-based Protocol [22] 3 7 7 7 7 NA NA 7

DLST-based Protocol [22] 3 7 7 7 7 NA NA 7

AHP-1 in [123] 3 3 3 3 3 3 3 7

AHP-2 in [123] 3 3 3 3 3 3 3 7

Protocol in [110] 3 3 3 3 3 3 3 7

Protocol in [124] 3 3 3 3 7 NA NA 7

A2−MAKE in [125] 3 3 3 3 3 3 3 7

Protocol in [126] 3 3 3 7 3 NA NA 7

Protocol in [64] 3 3 3 7 7 NA NA NA

AFTD in [127] 3 3 3 3 3 3 3 NA

AUTH-CRTDH in [128] 3 3 3 3 3 3 3 7

AGDH in [129] 3 3 3 3 3 3 3 7

Protocol in [130] 3 3 3 7 7 NA NA NA

GKAP-MANET 3 3 3 3 3 3 3 3
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As shown in Table 5.1, GKAP-MANET is the only protocol that satisfies all crite-

ria mentioned above for group key agreement protocols in MANETs. Moreover, GKAP-

MANET is the first protocol that provides SCHS property. On the other hand, SCHS property

is not considered in protocols [64,130] and AFTD since they provide cluster-free communi-

cations for the participants in the group.

Another important property for group key agreement protocols in MANETs is the dy-

namic group capability. When new participant joins the group or an existing group leaves

the group, the group key has to be updated. With dynamic group capability, a protocol

can update the group key by using auxiliary operations without executing the whole pro-

tocol again. As far as the mobility of entities in MANETs is concerned, dynamic group

capability becomes one of the most important properties of group key agreement proto-

cols. Protocols in [22, 64, 124, 130] do not provide any auxiliary operations for dynamic

groups. Since forward confidentiality and backward confidentiality properties are used only

for protocols with dynamic group capabilities, they become Not Applicable (NA) for proto-

cols [22, 64, 124, 130].

On the other hand, almost all of the protocols satisfy basic security properties of group

key agreement protocols such as authentication, SPA, fault-tolerance and forward secrecy.

However, CST-based protocol and DLST-based protocol in [22] do not provide SPA, fault

tolerance and forward secrecy properties since the major concern in this study is to efficiently

compute group key on centralized and distributed MANETs by using spanning tree. Since

protocols presented in [22,64,126,130] do not satisfy forward secrecy property, compromise

of long-term key of any participant may endanger the security of previous and subsequent

group keys.

In addition to the protocols given in Table 5.1, group key management approaches

in [62, 63] are also important studies for key management in hierarchical MANETs. How-

ever, in both studies, proposed schemes concentrate on distributing keys by using a central-

ized authority instead of agreeing on a key by involving all of the participants. Therefore,

protocols proposed in [62, 63] are out of scope for comparing with protocols listed in Ta-

ble 5.1. Moreover, energy efficiency is another challenging issue in MANETs [131–134].
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However, energy efficiency is not our primary concern and we analyze protocols regarding

communications and computation costs.

5.2. General Definitions of Group Key Agreement Protocols for MANETs

In this section, we give the specific definitions for group key agreement protocols that

operate on MANETs.

Definition 5.1. Adjacent Participants. Let Ui and U j be the two different participants in U.

If dist(Ui,U j) = 1, these participants are called adjacent participants.

Definition 5.2. Neighborhood. For each participant Ui ∈ U, the neighborhood of Ui is

denoted as NUi = {U1,U2, . . . ,Um}, where dist(Ui,U j) = 1, ∀U j ∈ NUi , NUi ⊆U and m is the

number of participants in the neighborhood.

Definition 5.3. Cluster Head. Let Ui be a participant in U and NUi be its neighborhood. If Ui

is the participant that has the maximum number of adjacent participants in its neighborhood,

then this participant is called as cluster head.

Definition 5.4. Cluster. Each cluster head Ui together with its neighborhood NUi form a

cluster.

Definition 5.5. Non-clustered Participants. Each participant Ui ∈ U that have distance

dist(Ui,U j)≥ 2 for any cluster head participant U j ∈U is called non-clustered participant.

This participants do not involve into the cluster-key computation. After the execution of

merging clusters operation, they involve into the group key computation by using the join

non-clustered participant operation. Details are given in the next section.
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5.3. A Group Key Agreement Protocol for MANETs

In this section, we introduce a secure and efficient group key agreement protocol for

MANETs. The GKAP-MANET is based on the key agreement protocol of Tseng in [17].

The protocol provides the most important group key agreement properties such as authentica-

tion, fault-tolerance and forward secrecy by improving the non-authenticated protocol in [7].

Furthermore, detailed security analysis of the protocol against impersonation and passive

attacks was given in [17]. However, in [18], an attack was proposed to show that Tseng’s

protocol does not provide backward confidentiality and forward confidentiality properties by

using the vulnerabilities for joining and leaving operations. Therefore, we have modified

the joining and leaving operations by adding the key renewal operation to provide backward

and forward confidentiality properties. In addition, a merge operation is used for computing

group key in order to combine in-cluster and inter-cluster communications.

5.3.1. GKAP-MANET Algorithm

Let U = {U1,U2, . . . ,Un} be the set of participants. The activity diagram of GKAP-

MANET in UML notation is shown in Figure 5.1. Functions of GKAP-MANET algorithm

are given in the following definitions.
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Figure 5.1. The Activity Diagram of GKAP-MANET in UML Notation

Definition 5.6. Secure Cluster Head Selection Function. Each participant Ui ∈ U follows

the steps in Figure 5.2.
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1 Each participant Ui ∈U randomly selects ti ∈ Z∗q and broadcasts the list of adjacent

participants in its neighborhood as follows:

γi = gtimod p, Li = NUi, θi = t−1
i (H(Li,M)− γixi)modq

2 Each participant Ui ∈U verifies the incoming broadcast messages of each

participant U j ∈U by using the equation gH(γ j,M) = yγ j
j γ

θ j
j , where Ui 6=U j. Then,

each Ui generates its own adjacency matrix A i
ad j by verifying incoming broadcast

messages.

3 After the verification, if no cheating participant is detected, the participant with the

maximum adjacent node in its neighbourhood is selected as the cluster head. In

case of equality, the participant with the minimum ID is selected as the cluster

head. For instance, let Up,Ur and Us with the order p < r < s are the participants

with the maximum adjacent node in their neighborhood. Then, Up is selected as

the cluster head.

4 According to the mismatch entries in Adjacency matrix A i
ad j of each participant

Ui, cheating participants are discarded and each participants executes the function

from Step 1.

5 After the cluster heads are selected, the participant set is divided into clusters

according to these participants. Each cluster head Ui and their neighborhood NUi

form a cluster such as Cl =Ui∪NUi , where l ∈ (1,2, . . . ,s).

Figure 5.2. Secure Cluster Head Selection Function

Definition 5.7. Temporary Public Key Distribution Function. After the cluster heads are

selected, Each participant Ui generates and distributes temporary public key as shown in

Figure 5.3.
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1 Each participant U j randomly selects two short-term secret keys k j,v j ∈ Z∗q .

2 Then, U j computes the following parameters and broadcast them to the participant

in its cluster:

ω j = gk jmod p, A j = gv jmod p, B j = v−1
j (H(ω j,M)−A jx j)modq

Figure 5.3. Temporary Public Key Distribution Function

Definition 5.8. Temporary Public Key Verification and Secret Distribution Function. Each

participant Ui verifies the temporary public keys of each participant in the same cluster.

Then, generates and distributes secret key as given in Figure 5.4.

1 After the temporary public keys are distributed, each participant U j ∈Cl , where Cl

denotes cluster l for some positive integer l, verifies the broadcast messages for

each participant Uk ∈Cl , (ωk,Ak, Bk,Tk) for (1 6 k 6 n, j 6= k) by using the

equations 2 6 ωk 6 p, gH(ωk,M) = (yAk
k ABk

k )mod p and ω
q
kmod p≡ 1.

2 If all of the equations hold for any participant Uk, then U j set verification matrix

value as Vj,k = “success”.

3 Otherwise, Ui set verification matrix value as Vj,k = “ f ailure”

4 Each participant Ui executes Fault Correction Function.

5 U j randomly selects r j ∈ Z∗q for generating the secret key z j and signature

parameters. Then U j broadcasts the following parameters to the other participants

in its cluster:

α j = gr
jmod p, β j = (ω j+1/ω j−1)

r jmod p, δ j = r j +H(z j,α j,β j,M)k jmodq

Figure 5.4. Temporary Public Key Verification and Secret Distribution Function

Definition 5.9. Secret Key Verification Function. Each participant Ui verifies the secret keys

of broadcasted by other participant in the same cluster as shown in Figure 5.5.



128

1 After the broadcast messages at 3 are exchanged by participant in the cluster, each

U j verifies the broadcast messages for each participant Uk ∈Cl , (zk,αk,βk,δk) for

Uk ∈ by using the following equations:

gδk = αkω
H(zk,αk,βk,δk)
k mod p, (ωk+1/ωk−1)

δk = βkzH(zk,αk,βk,δk)
k

2 If all of the equations hold for any participant Uk, then U j sets verification matrix

value as Vj,k = “success”.

3 Otherwise, Ui set verification matrix value as Vj,k = “ f ailure”

4 Each participant Ui executes Fault Correction Function.

Figure 5.5. Secret Key Verification Function

Definition 5.10. Fault Correction Function. If any malicious attempt is detected, then the

fault correction function is executed as shown in Figure 5.6.

1 Each participant U j checks for the message Vi,m = “ f ailure” for Um, where

m 6= i 6= j.

2 According to the Function that fault was detected, U j re-verifies the broadcast

message of Um. If fault is detected again, Um is discarded from the cluster-key

communication and marked as “malicious participant” and Leave Function is

executed for Um.

3 Otherwise, Um is the honest participant and Ui tries to disrupt the true computation

of the cluster-key. Therefore, Ui is discarded from the cluster-key and Leave

Function is executed for Ui.

Figure 5.6. Fault Correction Function

Definition 5.11. Cluster Key Computation Function. After the temporary public keys and

secret keys are detected, if no malicious attempt is detected, then the cluster key computation

function is executed as shown in Figure 5.7.
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1 Each Ui ∈Ck calculates the key for each Ci = {U1,U2, . . . ,Um} is as follows:

K = ω
mki
i+1 · zm−1

i · zn−2
i+1 · · ·zi−2mod p (5.1)

= gk1k2+k2k3+k3k4+...+kmk1mod p (5.2)

Figure 5.7. Cluster Key Computation Function

Definition 5.12. Merging Clusters Function. After keys of each clusters are computed, for

clusters C1,C2, . . . ,Cs the merging clusters function operates as shown in Figure 5.8.

1 If participant Ui ∈Cl , where l ∈ (1,2, . . . ,s), where s is the number of clusters in

MANET, is the last participant of any cluster, then Ui executes GKAP-MANET

from Temporary Public Key Distribution Function to Secret Key Verification

Function according to U j, where U j /∈Cl and U j is the first participant in Cl+1.

2 If participant Ui ∈Cl , where l ∈ (1,2, . . . ,s), is the participant before the last

participant in any cluster, then Ui executes GKAP-MANET from Temporary

Public Key Distribution Function to Secret Key Verification Function.

3 Otherwise, Ui broadcast the previously calculated parameters and verifies the

incoming messages.

4 If no fault is detected, new cluster is generated by merging. Then, all participants

in the group execute Cluster Key Computation for the new cluster.

Figure 5.8. Merge Clusters Function

Definition 5.13. Join Function. After the clusters have been merged, the non-clustered par-

ticipants join the group. Moreover, this function is also used for adding new participants

after the group key is computed. Let U′ = {U1,U2, . . . ,Um} be the participant set after the

execution of Merging Clusters Function and let Um+1,Um+2,Um+3, . . . , Um+k be the non-

clustered participants, Details of the join function are given in Figure 5.9.
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1 The last participant Um and the new participants Um+1,Um+2,Um+3, . . . , Um+k

executes GKAP-MANET from Temporary Public Key Computation Function to

Secret Key Verification Function.

2 U1 and Um−1 execute GKAP-MANET from the Temporary Public Key Verification

& Secret Key Distribution Function.

3 The rest of the participants broadcast previously generated temporary keys and

secret keys.

4 If no fault is detected, all participants in the group execute Cluster Key

Computation.

5 If cluster formations is updated and cluster head selections has to be repeated.

Figure 5.9. Join Function.

Definition 5.14. Leave Function. If a participant leaves the group communication, this

function is executed. Let Ui be the leaving participant then the leave function is given in

Figure 5.10.

1 If Ui ∈Cl is the cluster head, each participant in Cl execute Secure Cluster Head

Selection Function for selecting the new cluster head.

2 Ui−1 executes GKAP-MANET from Temporary Public Key Distribution Function

to Secret Key Verification Function.

3 Ui−2 and Ui+1 execute GKAP-MANET from Temporary Public Key Verification &

Secret Key Distribution Function to Secret Key Verification Function.

4 If no fault is detected, then all of the participants execute Cluster Key Computation

Function.

Figure 5.10. Leaving Participants Function.
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5.3.2. Effects of Mobility in GKAP-MANET

In MANETs, cluster formation changes when the participants move. There are three

possible cases for the mobility of participants in GKAP-MANET:

(i) Participant Joins Group: After the group key is computed by all of the participants,

new participant(s) joins the group due to their mobility. Then, they are treated as non-

clustered participants and Join Function is executed in order to update the group key.

(ii) Participant Leaves Group: When participants leave due to their mobility, then Leave

Function is executed.

(iii) Participant Moves within Group: Since participants in MANETs are mobile, they can

move from one cluster to another while moving within a group and the group topology

changes. Although there is no need to re-compute the group key, cluster head selection

need to be repeated. Therefore, each participant Ui periodically checks for the partic-

ipants in its neighbourhood. If a new participant is detected or an existing participant

cannot be reached, the Cluster Head Selection is repeated for selecting the new cluster

head.

5.3.3. Boundary Conditions of GKAP-MANET

Let U be the set of participants and n = |U| be the number of participants in MANET.

Then, boundary condition of GKAP-MANET is as follows:

(i) Case n = 1, Participant waits for other participants to start multi-party communication.

(ii) Case n = 2, In order to execute Cluster Key Computation of GKAP-MANET, the num-

ber of participant in U must be greater than or equal to three. Therefore, we define a

variant of Diffie Hellman protocol [2] as GKAP-MANET-Alternate for n = 2 as shown

in Figure 5.11:

(iii) Case n≥ 3, GKAP-MANET operates as defined in Section 5.3.1.
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1 Cluster Head Selection: For n = 2, cluster head is selected according to the ID of a

participant in the group. The one with the lowest ID is selected as the cluster head.

Let Ui and U j be the participants in U, where i 6= j. Then, if i < j, Ui is selected as

cluster head. Otherwise, U j is selected as cluster head.

2 Temporary Public Key Distribution: Each participant U j randomly selects two

short-term secret keys k j,v j ∈ Z∗q . Then, U j computes the following parameters

and broadcast them to the participant in its cluster:

ω j = gk jmod p, A j = gv jmod p, B j = v−1
j (H(ω j,M)−A jx j)modq

3 Temporary Public Key Verification and Cluster Key Computation: After the

temporary public keys are distributed, each participant U j ∈Cl verifies the

broadcast messages for each participant Uk ∈Cl , (ωk,Ak, Bk,Tk) for

(1 6 k 6 n, j 6= k) by using the equations 2 6 ωk 6 p, gH(ωk,M) = yAk
k ABk

k mod p, and

ω
q
kmod p≡ 1. If all of the equations hold for any participant Uk, then U j set

verification matrix value as Vj,k = “success”. Otherwise, Ui set verification matrix

value as Vj,k = “ f ailure” and cancel the cluster key computation.

Figure 5.11. GKAP-MANET-Alternate.

5.4. Performance Analysis of GKAP-MANET

In this section, we analyze the performance of the GKAP-MANET regarding commu-

nications and computation costs. Moreover, we compare GKAP-MANET performance with

existing group key agreement protocols in literature.

5.4.1. Communications Cost Analysis

In this section, we analyze the communications cost of GKAP-MANET with respect

to the message length and the total number of communication rounds. Let Ui ∈U be a par-

ticipant in the execution of GKAP-MANET. Then, the message length and the total number
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of communication rounds are denoted as Clength(Ui) and Cround(Ui), respectively. Moreover,

the overall communication cost is denoted as Ccomm(Ui) = Clength(Ui)+Cround(Ui).

In GKAP-MANET, both the message length and the number of communication rounds

are fixed. During the computation of the cluster keys, each participant communicates three

times with the other participants in the cluster for the cluster head selection, distributing the

temporary keys and distributing the secret keys. On the other hand, the GKAP-MANET has

to execute merging and joining operations to compute the group key for all participants in

MANET and leaving operation to update the key if any participant leaves the MANET. The

total number of communication rounds for merging, joining and leaving operations are as

follows:

• For the cluster head selection, each participant Ui broadcasts Li,γi,θi. Therefore,

Cround(Ui) = 1

• For the cluster key computation, each participant Ui executes from Temporary Pub-

lic Key Computation Function to Cluster Key Computation Function. If no fault is

detected during the computation of cluster key, the total number of communication

rounds per participant is

Cround(Ui) = 2

• For the merging clusters operation, assume that C1 = 〈U1,1,U1,2, . . . ,U1,m〉 and C2 =

〈U2,1,U2,2, . . . ,U2,m〉 are list of participants in clusters C1 and C2. C1 and C2 are con-

catenated as C1||C2 = 〈U1,1,U1,2, . . . ,U1,n,U2,1,U2,2, . . . ,U2,n〉. Then, participants U1,n

and U2,n execute from Temporary Public Key Computation Function to Cluster Key

Computation Function. Participants U1,n−1 and U2,n−1 execute from Temporary Pub-

lic Key Verification & Secret Key Distribution Function to Cluster Key Computation
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Function. The total number of communication rounds per participant is:

Cround(U j,i) = 2

where j is the index of clusters C1,C2 and i is the id of a participant in cluster C j. Par-

ticipants that are not in U1,n,U2,n,U1,n−1 and U2,n−1 has to broadcast existing parameter

values.

• For the joining operation, assume that C = 〈U1,U2, . . . ,Um〉 is the MANET and Um+1

is the new participant that joining into the MANET. Then, Um and Um+1 execute Tem-

porary Public Key Computation Function to Cluster Key Computation Function and

Um−1 execute Temporary Public Key Verification & Secret Key Distribution Function

to Cluster Key Computation Function. The total communication rounds per participant

is

Cround(Ui) = 2

participants that are not in Um−1,Um and Um+1 have to broadcast existing temporary

public key.

• For the leaving operation, assume that C = 〈U1,U2, . . . ,Um〉 is the MANET and Ui is

the leaving participant. Then, Ui−1 executes from Temporary Public Key Computation

Function to Cluster Key Computation Function and Ui−2 executes from Temporary

Public Key Verification & Secret Key Distribution Function to Cluster Key Computa-

tion Function. The total broadcasts for each leaving operation is 5.

Cround(Ui−1) = 2

Cround(Ui−2) = 1

Almost all of the equations in the broadcast messages are modular operations. There-

fore, message length of a parameter is calculated as the cardinality of the bit representation
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of the modular base. For instance, the length of the temporary public-key ωi = gki mod p is

|p| bits. In GKAP-MANET, the total length of broadcast messages for each participant in

Temporary Public Key distribution and Secret Key distribution is

Clength(Ui) = 5|p|+2|q| bits

Let m be the total number of participants in the group. The communication cost comparison

in terms of message length for the cluster-key computation of GKAP-MANET and group

key computation of protocols in [9], [16] and [14] is given in Table 5.2. Since there is

no cluster head selection method in the existing protocols, comparisons only consist of the

communications cost for Temporary Public Key distribution and Secret Key distribution of

GKAP-MANET. According to the comparisons in Table 5.2, the message lengths of the

existing protocols is dependent on the number of participants, m, in the group. In the cluster-

key computation of GKAP-MANET, message length is independent from the number of

participants in the group, which is 5|p|+2|q|.

Table 5.2. Comparison for the communications costs during the cluster-key computation

Protocol Clength(Ui)

Protocol in [14] (m+2)|q|+4|p|
Protocol in [9] (m+1)|q|+2|p|
Protocol in [16] (m+2)|q|+4|p|
GKAP-MANET 5|p|+2|q|

5.4.2. Computational Complexity Cost Analysis

In this section, we analyze the computational complexity cost of GKAP-MANET. As

defined in Section 2.2.2., we only concentrate on the computational complexity cost of mod-

ular exponentiation operations, denoted as Texp, since they are assumed to be the most time

consuming operations throughout the protocol.
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The total modular exponentiation for each participant Ui of the cluster-key computation

is as follows:

Ccomp = O(1)∗Texp = O(1)Texp (5.3)

In terms of merging operation, the computational complexity cost is

Ccomp = O(k)∗Texp = O(k)Texp, (5.4)

where k is the number of clusters. Computational complexity cost of adding a single partici-

pant into a group is

Ccomp = O(1)∗Texp = O(1)Texp (5.5)

Let m be the total number of participants in the group, the comparison of the compu-

tational complexity cost for the cluster key computations of GKAP-MANET and group key

computation of protocols [16, 114, 135, 136] are given in Table 5.3.

Table 5.3. Comparison for the computational complexity costs during the cluster-key

computation

Protocol Ccomp(Ui)

Protocol in [16] O(m) ·Texp

Protocol in [135] 6 O(log3 m) ·Texp

Protocol in [114] 6 O(log2 m) ·Texp

Protocol in [136] O(log2 m) ·Texp

GKAP-MANET O(1) ·Texp

5.4.3. Overall Comments on Performance Analysis

Table 5.2 and Table 5.3 show that GKAP-MANET has better performance than other

protocols regarding communication and computational complexity costs. Computational
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complexity cost per participant increases logarithmically according to total number of par-

ticipants, m, in existing protocols. On the other hand, the computational complexity cost

per participant in GKAP-MANET is independent from the total number of participants and

it depends only to modular exponentiations, O(1)Texp. Thus, the GKAP-MANET has bet-

ter performance in terms of computational complexity cost for MANETs. Moreover, the

communications cost has also better performance than the existing protocols. According to

the comparisons of communications costs in Table 3 the length of the messages exchanged

during the key computation is linearly dependent on the number of participants, m, in the

group. For GKAP-MANET, the message length is also independent from the number of par-

ticipants. Since GKAP-MANET provides better performance in terms of communications

and computational complexity costs, we expect to see more efficient energy consumption in

a real world application.

5.5. Security Analysis of GKAP-MANET

In this section, we analyze the security of GKAP-MANET, which is an improved ver-

sion of Tseng’s group key agreement protocol [17]. Therefore, we first show that GKAP-

MANET provides a better security level than Tseng’s protocol does. Additionally, GKAP-

MANET is secure against possible attacks on Tseng’s algorithm [18]. Moreover, we show

that the GKAP-MANET provides a secure cluster head selection mechanism. GKAP-MANET

differs from Tseng’s protocol in the following additional operations:

(i) Secure cluster head selection,

(ii) Merge operation,

(iii) Secure join and leave operations against attacks in [18].

On the other hand, GKAP-MANET follows exactly the same steps in [17] for clus-

ter key computation. Therefore, the cluster key computation of GKAP-MANET provides

security against impersonation, eavesdropping and replay attacks.
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5.5.1. Authentication, Fault-Tolerance and Forward Secrecy

It is shown that the protocol in [17] provides authentication, fault-tolerance and for-

ward secrecy properties. In this section, we show that GKAP-MANET protocol also pro-

vides authentication, fault-tolerance and additionally forward secrecy properties.

The authentication property in group key agreement protocols is used to detect whether

the participant is a member of the group or not. This detection process is generally realized

during the verification of messages broadcasted by participants in the group (or cluster in

our case). In GKAP-MANET, participants communicate with each other while executing

the following functions:

• Secure Cluster Head Selection Function: Each participant Ui ∈ U broadcasts the list

of participants in its neighborhood. Signature paramaters for this step are γi and θi.

• Temporary Public Key Distribution Function: Each participant Ui ∈U. Each Ui broad-

casts signatures Ai and B j for temporarily public key ωi.

• Temporary Public Key Verification and Secret Key Distribution Function: Each partic-

ipant Ui ∈U broadcasts it’s secret key with signature parameters αi, βi and γi.

When a broadcast message is sent by participant Ui in any of the functions above, the

transmitted parameters are verified by other participants in the group (or cluster). Since each

of the signature parameters are signed by the long-term public keys of the participants and

each participant has information about public keys of any other participant in the group, our

protocol satisfies the authentication property. Moreover, for the dynamic group operations,

merging clusters, join and leave, properties are also satisfied by GKAP-MANET because the

same broadcast steps expressed above are used.

Furhermore, fault-tolerance property is used for eliminating malicious participants

from the cluster key or group key computation. Fault-tolerance property consists of two

actions:
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• Fault detection: In GKAP-MANET, fault detection is realized in Step 2 of Secure

Cluster Head Selection Function, in Step 1 of Temporary Public Key Verification &

Secret Key Distribution Function and in Step 1 of Secret Key Verification Function.

When a malicious participant tries to disrupt the execution of GKAP-MANET, it is

marked as possible malicious participants by using the verification matrix, V .

• Fault correction: In GKAP-MANET, fault correction is realized in Fault Correction

Function. Each participant Ui verifies the broadcast messages of participants where

Vj,k = “ f ailure” and i 6= j 6= k for any possible malicious participant Uk. According

to the verification result, if Uk is malicious participant then it is removed from the

group/cluster. Otherwise, U j is removed from the group/cluster.

Thus, malicious attempts of participant can easily be detected and owner of mali-

cious attempts are removed from the communication. Thus, GKAP-MANET provides fault-

tolerance property.

The last basic security property of group key agreement protocols is the forward se-

crecy. The forward secrecy property is used for providing a mechanism to prevent against

compromise of group keys. Since the temporary keys are used in the GKAP-MANET, the

forward secrecy is also satisfied as in [17].

5.5.2. Security of Dynamic Group Operations

It is shown that the Tseng’s protocol does not provide backward and forward confi-

dentiality properties against the attack [18]. In this section, we show that GKAP-MANET

achieve backward confidentiality in merge and join operations. Moreover, we show that for-

ward confidentiality is also satisfied for leave operation. In addition, we define key freshness

of GKAP-MANET based on the backward confidentiality and forward confidentiality prop-

erties. Following lemmas and corresponding theorem show that GKAP-MANET is secure

against the attack proposed in [18]. While proving the lemmas and theorem, we benefit from

the difficulty of discrete logarithm problem. Since p is a large prime number, q is the prime

factor of p−1 and g is a generator for subgroup Gq, by the definition of discrete logarithm

problem, it is infeasible to obtain a from b = gamod p, where a and b any random positive
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integers in Zq.

Lemma 5.1. Under the difficulty of discrete logarithm problem, the merging clusters pro-

vides backward confidentiality.

Proof. Assume that C1 = {U1,U2, . . . ,Um} and C2 = {Um+1,Um+2, . . . ,U2m} are two clusters

to be merged. Let

K1 = gk1k2+k2k3+...+kmk1mod p

and

K2 = gkm+1km+2+km+2km+3+...+k2mkm+1

be the cluster keys, respectively. Since the last participants re-execute the protocol from

Temporary Key Distribution Function, the group key after merging operation will be as fol-

lows:

K′ = gk1k2+k2k3+...+k′mkm+1+km+1km+2+km+2km+3+...+k′2mk1

Therefore, it is infeasible to compute cluster keys by using the group key under the diffi-

culty of discrete logarithm problem. Hence the merging operation satisfies the backward

confidentiality.

Lemma 5.2. Under the difficulty of discrete logarithm problem, the joining non-clustered

participants operation provides backward confidentiality.

Proof. Let C = {U1,U2, . . . ,Um} be the merged clusters and K = gk1k2+k2k3+... +kmk1 mod p

be the cluster key. Assume that Um+1 is the non-clustered participant to be added. After the

joining operation, the group key is

K = gk1k2+k2k3+...+k′mkm+1+km+1k1mod p
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Since the last participant, Um, re-execute the protocol from Temporary Key Distribution

Function, the temporary key value for that participant will be changed. Therefore, it is

infeasible for Um+1 to compute group key by using the new group key under the difficulty of

discrete logarithm problem. Hence the joining non-clustered participants operation satisfies

the backward confidentiality.

Lemma 5.3. Under the difficulty of discrete logarithm problem, the leave operation provides

forward confidentiality.

Proof. Assume that C = {U1,U2, . . . ,Um} is the merged clusters and the cluster key is

K = gk1k2+k2k3+...+ki−1ki+kiki+1+···+kmk1mod p

Assume that Ui is the leaving participant. After the leaving operation, the group key is as

follows:

K = gk1k2+k2k3+...+ki−2k′i−1+k′i−1ki+1+...+k′mkm+1+km+1k1mod p

Since the participant Ui−1 re-execute the protocol from Temporary Key Distribution Func-

tion, the temporary key value for that participant will be changed. Therefore, it is infeasible

for Ui to compute the new group key by using the old group key under the difficulty of

discrete logarithm problem. Hence the leaving participants operation satisfies the forward

confidentiality.

Theorem 5.1. Under the difficulty of discrete logarithm problem, the key updated by merg-

ing, joining and leaving operations is always fresh.

Proof. Following from lemmas 5.2 and 5.3 the backward confidentiality is satisfied for merg-

ing and joining operations under the difficulty of discrete logarithm problem. In addition, the

forward confidentiality is satisfied for leaving operation under the difficulty of discrete loga-

rithm problem. Hence, the key modified by these operations is always fresh.
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5.5.3. Analysis of Secure Cluster Head Selection

In this section, we show that GKAP-MANET provides secure cluster head selection. In

previous studies, each participant in MANET publicly broadcasts number of adjacent nodes

in its neighborhood. Then, the one with the maximum number of adjacent nodes is selected

as cluster head. However, previous studies do not provide secure cluster head selection. In

GKAP-MANET, the following cases of secure cluster head selection exist:

(i.) A malicious participant, who does not have the maximum number of adjacent nodes in

her neighborhood, can claim that she is the cluster head.

(ii.) A malicious participant can impersonate as a participant, who has the maximum num-

ber of adjacent nodes in his neighborhood.

Table 5.4. Toy Example

Participant Li

U1 U2,U3

U2 U1,U3,U18

U3 U1,U2,U4,U5,U6

U4 U3

U5 U3

U6 U3

For case (i): Assume that Table 5.4 show the list of adjacent participants for C1 =

{U1,U2,U3,U4,U5,U6}. Therefore, the Adjacency matrix A i
ad j generated by each participant
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Ui in C1 is as follows:

A i
ad j =



U1 U2 U3 U4 U5 U6 ... U18

U1 0 1 1 0 0 0 . . . 0

U2 1 0 1 0 0 0 . . . 1

U3 1 1 0 1 1 1 . . . 0

U4 0 0 1 0 0 0 . . . 0

U5 0 0 1 0 0 0 . . . 0

U6 0 0 1 0 0 0 . . . 0


Let U2 be the malicious participant, in order to be selected as cluster head, U2 has to have 6

connections. However, each participant broadcast adjacent participant as a list. Therefore,

each participant can generate adjacency matrix and easily detects that U2 is cheating. The

following theorem and its proof show the formal version of the analysis above:

Theorem 5.2. If all of the participants in U = {U1,U2,U3, . . . ,Un} fully follows the Secure

Cluster Head Selection Function, then cluster head is correctly selected by each participant

Ui.

Proof. Let Ui be the malicious participant. To be selected as the cluster head, Ui broadcasts Li

filled with not real adjacent nodes. Then, each U j ∈U, where U j 6=Ui verifies the broadcast

messages (γk,Lk,θk) of every other participant Uk ∈ U in the neigborhood. Since each γk,

H(Lk,M) ∈ Zq are unique, the received list Lk of each participant must be unique for all

participants. Therefore, each U j can verify any connection between Ui and Ut , where j 6=
i 6= t, by using Li and Lt . Thus, if participants fully follow the Secure Cluster Head Selection

Function, then the cluster head is correctly selected. Otherwise, malicious participants are

detected by using the adjacency matrix of each participant and they are removed before the

cluster key computation.

For case (ii): Since Li parameter is broadcasted without applying any encryption, a

malicious participant can impersonate as U3 and claim that she has the maximum number of

adjacency nodes in her neighborhood. In order to prove security against impersonation at-
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tack, we adopt the random oracle model assumption [99]. The assumption of random oracle

is that the one-way hash functions are accepted as true random functions. In this analysis,

we assume that the broadcast message parameters for cluster head selection, (γi,Li,θi), are

existentially un-forgeable. Under the random oracle model, H(Li,M) is an independent ran-

dom variable from (Li,M). Let malicious participant, U2, interrupts broadcast message of

U3 and change the L3 value with L2. In order to sign L2 with the long term private key of U3,

U2 has to obtain x3 from θ3 = t−1
3 (H(L3)− γ3x3)modq, which is as hard as solving discrete

logarithm problem. Therefore, cluster head selection of GKAP-MANET is secure against

impersonation attack.

The final security issue regarding the secure cluster head selection is the violation of

availability if cluster heads are single-point-of-failure in the group. For some reason, if one

of the cluster heads leaves the communication, GKAP-MANET provides protection against

violation of availability as follows:

• As given in the GKAP-MANET algorithm, when a cluster head leaves communication

due to the mobility, the Secure Cluster Head Selection Function is triggered. Therefore,

if a cluster head becomes out of service, a new cluster head is automatically selected.

• Since all of the participants in the group use the same group key for both in-cluster and

inter-cluster connection, change of cluster head does not bring any extra computation

and communications costs. All the participants in the group execute Leave Function

of GKAP-MANET for updating the group key.

5.5.4. Overall Comments on Security Analysis

As shown in the security analysis, GKAP-MANET provides better security level than

Tseng’s protocol. In addition, the vulnerability of Tseng’s protocol in [17] that results from

the joining and leaving operations is resolved. Moreover, this section shows that all of the

security properties are satisfied. Finally, it is shown that cluster head selection of GKAP-

MANET is secure against cheating attempts and impersonation attacks of malicious partici-

pants. Furthermore, GKAP-MANET also provides protection against violation of availabil-

ity.
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5.6. Simulations of GKAP-MANET

In this section, we give the simulations of GKAP-MANET regarding computation and

communications costs. First of all, we illustrate the execution of GKAP-MANET on an

example network. Then, we simulate GKAP-MANET for the given network.
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Figure 5.12. Execution of GKAP-MANET on an Example Application Scenario
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5.6.1. GKAP-MANET Example Application Scenario

For the execution of GKAP-MANET, the example network is given in Figure 5.12

(a)-(f). Let U = {U1,U2,U3, . . . ,U20} be the set of participants. Let weak lines among par-

ticipants show peer-to-peer connection and strong lines show secure communication among

participants. The execution of GKAP-MANET is as follows:

• Figure 5.12(a) represents the initial state of the participants before the Secure Cluster

Head Selection Function of the protocol. First, each participant in Ui ∈U broadcasts

the number of adjacent participants as shown in the example MANET.

• In Figure 5.12(b) shows the cluster head selection. Each participant Ui compare in-

coming messages from the neighborhood with its own message and form the adjacency

matrix A i
ad j. If Ui has the maximum number of adjacent nodes in the neighborhood,

then Ui claim itself as the cluster head. As shown in Figure 2b, the participants U3,U10

and U17 are the cluster heads, because, they have the maximum number of adjacent

nodes in their neighborhood. Let S = {U3,U10,U17} be the set of cluster heads, clus-

ters are formed as follows. For each Ui /∈ S , if dist(Ui,U j) = 1 for U j ∈ S , Ui is located

in the cluster of U j. If a node Uk is not in the neighborhood of any cluster head, then

Uk waits till the execution of Join Function. Let C1,C2 and C3 be the sets of par-

ticipants for Cluster 1, Cluster 2 and Cluster 3, respectively. Then, according to the

Figure 2b, clusters contains the following participants: C1 = {U1,U2,U3,U4,U5,U6},
C2 = {U15,U16,U17,U18,U19,U20} and C3 = {U8,U9,U10, U11,U12,U13}.
• Figure 5.12(c) shows the organization of the clusters after the execution of Cluster-Key

Computation Function. Since the sets of participants for each cluster is determined, the

cluster-key computation can be realized from Temporary Key Computation to Clus-

ter Key Computation for the circular participant lists of clusters C1 = 〈U1,U2,U3,

U4,U5,U6〉, C2 = 〈U15,U16,U17,U18,U19,U20〉, and C3 = 〈U8,U9,U10,U11,U12,U13〉.
• Figure 5.12(d) represents the secure communication lines after the execution of Merg-

ing Clusters Function. The physical connections of clusters are as follows: for C1

and C2, U2 and U18 are adjacent participants, for C1 and C3, U6 and U9 are adjacent

participants and for C2 and C3, U15 and U9 are the adjacent nodes. However, we are



147

not dealing with the physical communication lines while executing the protocol since

MANET nodes have multihop capability. According to the Merging Clusters Function,

lists are concatenated while merging. First, C1 and C2 are concatenated as C1||C2, after

that the C3 is concatenated to C1||C2. The resulting list after the execution of Merg-

ing Clusters Function becomes C1||C2||C3 = 〈U1,U2,U3,U4,U5,U6,U15,U16,U17,U18,

U8,U9,U10,U11,U12,U13〉.
While concatenating lists in Merging Clusters Function, for C1||C2, U6 executes the

protocol from Temporary Public Key Distribution Function to Cluster Key Compu-

tation Function and U5 executes the protocol from Temporary Public Key Verifica-

tion & Secret Key Distribution Function to Cluster Key Computation Function and for

C1||C2||C3, U20 executes the protocol from Temporary Public Key Distribution Func-

tion to Cluster Key Computation Function and U19 executes the protocol from Tempo-

rary Public Key Verification & Secret Key Distribution Function to Cluster Key Com-

putation Function. As shown in the example, each merging operation has a constant

computation overhead.

• In Figure 5.12(e), non-clustered participants are added into the group communication

of MANET. As we stated in the explanation of Figure 2d, non-clustered participants,

U7 and U14 are added at the end of the list, respectively. The resulting list of MANET

becomes:

L = 〈U1,U2,U3,U4,U5,U6,U15,U16,U17,U18,U8,U9,U10,U11,U12,U13,U7,U14〉

Details of the operation are given in the definition of Join Function. While adding

U7 into the list, U20 executes the protocol from Temporary Public Key Distribution

Function to Cluster Key Computation Function and U19 executes the protocol from

Temporary Public Key Verification & Secret Key Distribution Function to Cluster Key

Computation Function and for U14, U7 executes the protocol from Temporary Public

Key Distribution Function to Cluster Key Computation Function and U20 executes the

protocol from Temporary Public Key Verification & Secret Key Distribution Function

to Cluster Key Computation Function. As shown in the example each add operation

has also constant computation overhead.
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• In addition to Merge clusters and joining non-clustered participants operations, it is

possible to handle leaving participants from MANET as well. As defined in Leave

Function, any participant can leave the communication or any participant can try to

cheat the other participants during the execution of group key. In Figure 5.12(f), pos-

sible leaving operation is shown. Like the other operations that we defined for Figure

2d and 2e, physical communication is not our primary concern during the execution of

the protocol. In a formal representation, if U19 leaves the group communication, then

U18 executes the protocol from Temporary Public Key Distribution Function to Cluster

Key Computation Function and U17 executes the protocol from Temporary Public Key

Verification & Secret Key Distribution Function to Cluster Key Computation Function.

Thus, it is clear that the leaving participant step of the protocol also has the constant

computation cost.

5.6.2. Simulations of GKAP-MANET on Example Scenario

In this section, we give the simulations of GKAP-MANET based on the example sce-

nario on in Figure 5.13. Simulations were carried out by using Python 2.7. that run on a

MacBook Air 2012 early release with 250 GB SSD disk, 1.8GHz Intel Core i5 processor and

4GB 1600 MHz DDR3 RAM.
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Figure 5.13. Simulation of GKAP-MANET on the example scenario in Figure 2.

Participants U7 and U14 are nonclustered participants.
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As defined in the previous section, the set of participants in the MANET is U =

{U1,U2,U3, . . . ,U20}. In order to show the communications and computation costs of par-

ticipants more clearly, participants U7 and U14 are located at the end of the Figure 5.13.

Simulation of GKAP-MANET can be expressed as follows:

(i) Secure Cluster Head Selection Function: In the execution of the function, each partic-

ipant Ui ∈ U broadcasts list of adjacent participants in its neighborhood as Li = NUi .

Communications and computation costs of participants are only differ with respect to

the number of participants of Ui’s neighborhood. Since U3,U10 and U17 are cluster

heads, they have the maximum number of adjacent participants in their neighborhood.

Therefore, their communications and computation costs are greater than the other par-

ticipants as shown in the Figure 5.13.

(ii) Computation of Cluster Keys: As shown in given example network, participants U7

and U14 are categorized as non-clustered participants. Therefore, they are not involve

into cluster key computations. Since clusters C1,C2 and C3 have equal number of

participants, communications and computations costs of participants in groups are the

same, which is 885 ms. for each participant.

(iii) Merge Clusters: After the cluster keys are computed, merging clusters operation is re-

alized. As defined in GKAP-MANET, group merging operation is realized according

to ID of the participant Ui. U6,U13 and U20 execute GKAP-MANET from Temporary

Public Key Distribution Function to Cluster Key Computation Function since they

are the participants with the largest ID in their clusters. Moreover, U5, U12 and U19

executes GKAP-MANET from Temporary Public Key Verification & Secret Key Dis-

tribution Function to Cluster Key Computation Function. The rest of the participants

only execute verification functions of the protocol. Therefore, The communications

and computation costs of participants can be ordered as follows Ur > Us > Ut , where

r ∈ {6,13,20}, s ∈ {5,12,19} and t ∈ {1,2,3,4,8,9,10,11,15,16,17,18}. Commu-
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nications and computation costs of participants are as follows:

Ccomm(Ur)+Ccomp(Ur) = 1372ms (5.6)

Ccomm(Us)+Ccomp(Us) = 485ms (5.7)

Ccomm(Ut)+Ccomp(Ut) = 4655ms (5.8)

(iv) Non-clustered Participants Join: To provide connected network, GKAP-MANET uses

join operation for non-clustered participants. In our case, since U7 and U14 are not

neighbor of any cluster head, they are not participate in any cluster at the beginning.

After the merge cluster operation is completed, they join the group by join operation of

GKAP-MANET. Since they joins the group after the group key is computed, they are

located after U20 for simplicity. Moreover, U20, U7 and U14 executes GKAP-MANET

from Temporary Public Key Distribution Function to Cluster Key Computation Func-

tion for updating the group key. Therefore, their communications and computation

costs is 1495ms. In addition, participant U19 executes GKAP-MANET from Tempo-

rary Public Key Verification & Secret Key Distribution Function to Cluster Key Com-

putation Function and Ccomm(U19)+Ccomp(U19) = 175ms. The total communications

and computation costs for the rest of the participants are 121ms.

(v.) Participant Leave: GKAP-MANET is specifically designed by considering the mo-

bile device. Because mobile device can be inactive due to communications problems,

mobility or early deplation of batteries, an auxiliary operation is provided for handling

participant leaves. In the example, since participant U19 leaves the group, participant

U18 executes GKAP-MANET from Temporary Public Key Distribution Function to

Cluster Key Computation Function and participant U17 executes GKAP-MANET from

Temporary Public Key Verification & Secret Key Distribution Function to Cluster Key

Computation Function for updating the group key. Therefore, the communications and

computations cost of participant U18 is greater than other participants in the group. In

addition, participant U17 is in the second greatest communications and computation

costs. Since rest of the participants only verifies the broadcast messages of U17 and

U18, they have the same communications and computations costs.
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Figure 5.14. Simulation of Communications and Computation Costs per Participant for

GKAP-MANET Cluster Head Selection and Cluster Key Computation.

Furthermore, simulation of cluster head selection and cluster key computation for clus-

ters with different number of participants is given in Figure 5.15. As shown in the results,

communications and computation costs increase when the number of participant in the clus-

ter is increases. Therefore, in order to compute cluster key in a considerable time, for instance

up to five seconds, it is more suitable to execute GKAP-MANET for small clusters up to 50

participants. On the other hand, when we compare the results in Figure 4 with the results in

Figure 3, dynamic group operations such as merge, join and leave group key can be more

efficiently computed by using formerly computed cluster keys.
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As a final remark, we compare execution time of group key computation for DCKAP,

KAP-PBC and GKAP-MANET with respect to the different number of participants in the

group. Simulation results show that GKAP-MANET has the best performance in terms of

group key computation. However, it is also shown that group key agreement protocols do

not a reasonable results for large groups more than 200 participants.

5.7. Discussions

Group key agreement protocols are one of the best candidates for providing secure

communications among participants in dynamic group. However, there is a number of prob-

lems related to the use of group key agreement protocols in MANETs, such as adaptation

in cluster-based communications of MANETs, securely selecting the cluster head for inter-

cluster communications and reducing costs of communications and computations during the

computation of group key.

In this chapter, we proposed a group key agreement protocol for MANETs. The

GKAP-MANET is an improved version of the protocol in [14]. One of these improvements

is to provide security against the attacks given in [18]. Thus, the GKAP-MANET provides

forward confidentiality and backward confidentiality properties. Moreover, we add merge

operation to increase the adaptability of GKAP-MANET cluster-based communications of

MANETs. Furthermore, a novel and secure cluster head selection mechanism has been pro-

posed. Analyses show that GKAP-MANET has better performance results than the existing

ones in terms of the communications and the computation costs. For the communications

cost analysis, the length of the messages exchanged by each participant during the execution

of key computation has been considered. For the computation cost analysis, only the mod-

ular exponentiation operations of key computation steps have been considered. In short, the

performance of GKAP-MANET is independent of the number of participants in the group for

both communications cost and the computation cost. Finally, in order to show the applicabil-

ity of the proposed protocol, we present a set of simulations for an example GKAP-MANET

application scenario. As shown in the simulation results, cluster key computation in GKAP-

MANET is more suitable for clusters up to 50 participants. GKAP-MANET provides group

key for larger groups than 50 participants by using dynamic group operations.
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6. CONCLUSION

The pervasive usage of the Internet has made secure group communications a signifi-

cant issue for several communication applications with dynamic group capabilities. Dynamic

group key agreement protocols are one of the best candidates to provide solution for this is-

sue. In this thesis, we have presented our proposals for new protocols research on formal

modeling and analysis of group key agreement protocols for the applications on conference

communications, secure file sharing systems and communications in MANETs.

6.1. Contributions of the Thesis

First, we have proposed an improved conference-key agreement protocol, called Dy-

namic Conference-Key Agreement Protocol (DCKAP) for efficient fault correction in con-

ference communications. DCKAP uses a modified form of Tseng’s protocol as Initial Con-

ference Key Agreement Protocol (ICKAP) and has new Auxiliary Conference Key Agree-

ment (ACKA) operations to provide dynamic group management. We have analyzed the

security of DCKAP and also presented its performance. Our security analysis has shown

that DCKAP withstands the known passive and active attacks for conference-key agreement

protocols such as eavesdropping and impersonation. In addition, we have also showed that

DCKAP preserves correctness, fault-tolerance and forward secrecy properties. Moreover,

DCKAP provides better performance results for fault correction than existing conference

key agreement protocols. ACKA operations of DCKAP has the linear time computation

complexity for conference key update.

To investigate the additional application areas of DCKAP, we have presented a com-

parative scalability analysis for DCKAP and other dynamic group key agreement protocols

via simulations. Simulation results showed that DCKAP can also be used as an efficient

participant revocation mechanism in secure file sharing systems. We have proposed a novel

file sharing system, namely Three Tier-Secure File Sharing System (TT-SFSS), based on

DCKAP to provide efficient participant revocation. In addition to the efficient participant

revocation, TT-SFSS provides basic security properties such as escrow-freeness, forward se-
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crecy, fine-grained access control and file privacy. Our simulation results have shown that

TT-SFSS provides better performance for participant revocation than re-encryption by using

ciphertext-policy attribute-based encryption.

Next, we have proposed a new group key agreement protocol, namely Key Agreement

Protocol with Partial Backward Confidentiality (KAP-PBC) to overcome the problems of

using group key agreement protocols in file sharing systems with lack of privacy, violation of

availability and dependency for key escrow in Chapter 4. KAP-PBC provides basic security

properties of group key agreement protocols. The security analysis of KAP-PBC against

impersonation, eavesdropping and replay attacks are given. In addition, we have presented

the performance analysis of KAP-PBC regarding the transmission cost and the computation

cost. Complexity analysis of KAP-PBC also shows that dynamic group operations provide

efficient performance regarding the normal execution of the protocol.

To be able to use KAP-PBC in file sharing system, we have proposed Private File

Sharing System, called PFSS. We have simulated PFSS regarding KAP-PBC service and

group update service. Simulation results show that PFSS is applicable for groups up to

reasonable number of participants around one hundred participants. Moreover, we have

compared the security of PFSS with the existing file sharing systems. According to the

comparisons, PFSS is the only system that provides all of the important security properties

that we have been addressed.

Finally, we have proposed a group key agreement protocol for MANETs, namely

Group Key Agreement Protocols for Mobile Ad hoc Networks (GKAP-MANET). GKAP-

MANET is an improved version of the protocol in [14]. One of these improvements is to pro-

vide security against the attacks given in [18]. Thus, the GKAP-MANET provides forward

confidentiality and backward confidentiality properties. Moreover, we have added merge

operation to increase the adaptability of GKAP-MANET cluster-based communications of

MANETs. GKAP-MANET contains a novel and secure cluster head selection mechanism.

Analyses have shown that GKAP-MANET has better performance results than the existing

ones in terms of the communications and the computation costs. For the communications

cost analysis, the length of the messages exchanged by each participant during the execution
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of key computation has been considered. For the computation cost analysis, only the mod-

ular exponentiation operations of key computation steps have been considered. In short, the

performance of GKAP-MANET is independent of the number of participants in the group

for both communications cost and the computation cost. Finally, in order to show the ap-

plicability of the proposed protocol, we have presented a set of simulations for an example

GKAP-MANET application scenario. As shown in the simulation results, cluster key com-

putation in GKAP-MANET is more suitable for clusters up to 50 participants. Also, by

using dynamic group operations, GKAP-MANET provides group key for larger groups than

50 participants.

6.2. Future Directions

Future directions to improve the research presented in this thesis are as follows:

• In this thesis, we have proposed three different applications of group key agreement

protocols for conference communications, secure file sharing systems and communi-

cations in MANETs. Group key agreement protocols are one of the best candidate

to be used in securing group communication for decentralized and dynamic networks.

Therefore, applications of group key agreement protocols can be extended for vehicu-

lar ad hoc networks, for example, to take into account their special topology, wireless

sensor networks and Internet of Things.

• Group key agreement protocols presented in this thesis are only designed to be used

in authenticated networks, where we assume that some authentication information is

stored or easily accessible by other participants in the same network. Techniques han-

dling large number of participants in large networks need to be explored for group

authentication.

• We have only presented conceptual designs for the use of group key agreement proto-

cols in specific to secure file sharing systems and we have simulated the proposed file

system for specific cases. Therefore, implementation of secure cloud-based file sharing

system, which is able to provide service for mobile users in a real-time environment

can be another future direction.
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• Performance analysis of group key agreement protocols and file sharing systems are

based on asymptotical analysis and simulations. More formal performance analysis

for protocols and systems can be represented such mathematically modeling the join

and leave operations of TT-SFSS or PFSS.
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